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Indicators
Financial Impact:
Audit Recommendations for Recoveryof Funds . ............. ... .. ... .... $65,030,513
Management Commitments to Recover Funds . ........ ... .. ... ... . ... .... $68,810,449
Recoveries Through Investigative Actions .. ........ ... .. ... ... $8,202,207

Note: OPM management commitments for recovery of funds during this reporting period reflect amounts covering
current and past reporting period audit recommendations.

Accomplishments:
Audit Reports Issued . ... ... . 31
Special Review ReportsIssued . ... ... ... .. . i 1
Evaluation Reports Issued . .. ... ... . 2
Investigative Cases Closed . ... ... .. i 38
Indictments and Informations . ....... ... . 24
T 13
CoNVICtIONS . ..o e 20
Hotline Contacts and Preliminary Inquiries Complaints Received ... .................. 3,063
Hotline Contacts and Preliminary Inquiries Complaints Closed . .. .................... 2,576
Health Care Provider Debarments and Suspensions . ............. .. ... .. .. ... ...... 376

Health Care Provider Debarment and Suspension Inquiries. .. ....................... 2,342
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Message
from the
Acting
Inspector
General

On February 19, 2016, Patrick E. McFarland retired from Federal
service after serving for more than 25 years as the Inspector General
for the U.S. Office of Personnel Management (OPM).

He was nominated for this position by President George H.W. Bush
on April 11, 1990, and confirmed by the Senate four months later,
on August 10, 1990. When Inspector General McFarland arrived at
the OPM Office of the Inspector General (OIG), it had fewer than
50 staff members, all of whom were located at OPM's headquarters
in Washington, DC. At the time of his retirement, the staff had more
than tripled in size and its geographic presence had expanded

to include three field offices as well as 20 criminal investigators

domiciled in 17 states across the country.

During his tenure, the OIG’s Office of Audits issued almost 2,000 audit reports recommending the recovery
of nearly $2 billion in OPM funds. In addition, the work performed by the OIG’s Office of Investigations

resulted in over 770 convictions and returned approximately $1 billion to OPM and its trust funds.

Inspector General McFarland also dedicated significant time and energy to pursuing legislative changes
that would increase the OIG's effectiveness. He worked to achieve statutory debarment authority for OPM
so that the agency could ensure that doctors and health care providers who break the law or have their
licenses revoked cannot participate in the Federal Employees Health Benefits Program. Since that time,
the OIG has debarred over 40,000 such providers. He also worked to amend Title 5 to authorize the
OIG's access to OPM's Revolving Fund, allowing the office to significantly increase oversight of OPM’s

Federal Investigative Services, which is one of the agency’s most critical programs.

(continued on next page)
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Over the course of almost 26 years, Inspector General McFarland was an energetic contributor to the
Inspector General community. He was an active member of the Council of the Inspectors General on Integrity
and Efficiency (CIGIE), sitting on CIGIE's Professional Development Committee as well as the Integrity
Committee, which is assigned the responsibility to investigate allegations of wrongdoing against Inspectors
General and senior members of their staffs. Due to his extensive law enforcement experience, he also served

several terms as the chair of CIGIE's Investigations Committee.

A little-known project that was dear to his heart brought together the Inspector General community and the

National Center for Missing and Exploited Children (NCMEC). He worked hard to pass a legislative amendment
that allows OIGs to provide specific types of investigative support to NCMEC. This endeavor culminated in the
establishment of Project FIGHT, a program through which OIGs can work with NCMEC to reexamine cold cases

in hopes of finally providing closure to long-suffering families.

Most importantly, however, Inspector General McFarland inspired admiration and dedication in his staff in a
way that can never be matched. For almost 26 years, he was not only the leader of this organization, but also
its heart. His integrity has been impeccable and he always led by example. It is an understatement to say he
will be missed, but we will honor his legacy by continuing to strive for the highest professional and ethical
standards, and by following his oft-stated credo — to know our business and responsibilities better than

anyone else and at the end of the day, to be able to say we did what was right.

M EUT

Norbert E. Vint

Acting Inspector General
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Mission
Statement

Our mission is to provide independent and objective oversight
of OPM services and programs.

We accomplish our mission by:

Conducting and supervising audits, evaluations, and investigations relating to the programs and
operations of the U.S. Office of Personnel Management (OPM).

Making recommendations that safeguard the integrity, efficiency, and effectiveness of OPM services.

Enforcing laws and regulations that protect the program assets that are administered by OPM.

Guiding Principles

We are committed to:

Promoting improvements in OPM’s management and program operations.

Protecting the investments of the American taxpayers, Federal employees and annuitants from waste,
fraud, and mismanagement.

Being accountable to the concerns and expectations of our stakeholders.

Observing the highest standards of quality and integrity in our operations.

Strategic Objectives

The Office of the Inspector General will:

Combat fraud, waste and abuse in programs administered by OPM.
Ensure that OPM is following best business practices by operating in an effective and efficient manner.
Determine whether OPM complies with applicable Federal regulations, policies, and laws.

Ensure that insurance carriers and other service providers for OPM program areas are compliant
with contracts, laws, and regulations.

Aggressively pursue the prosecution of illegal violations affecting OPM programs.

Identify, through proactive initiatives, areas of concern that could strengthen the operations and
programs administered by OPM.
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Health Insurance Carrier Audits

Audit
Activities

The United States Office of Personnel Management (OPM) contracts with private sector firms
to provide health insurance through the Federal Employees Health Benefits Program (FEHBP),
as well as through the marketplaces under the Affordable Care Act. Our office is responsible
for auditing the activities of these programs to ensure that the insurance carriers meet their

contractual obligations with OPM.

The Office of the Inspector General’s (OIG) insurance
audit universe contains approximately 275 audit sites,
consisting of health insurance carriers, sponsors, and
underwriting organizations. The number of audit sites
is subject to yearly fluctuations due to the addition
of new carriers, non-renewal of existing carriers, or
health insurance carrier mergers and acquisitions.
The premium payments for these health insurance
programs are over $49.9 billion annually.

The health insurance plans that our office audits are
either community-rated or experience-rated carriers.

Community-rated carriers are comprehensive
medical plans, commonly referred to as health
maintenance organizations (HMOs) or health

plans.

Experience-rated carriers are mostly fee-for-
service plans, the largest being the BlueCross
and BlueShield health plans, but also include
experience-rated HMOs.

October 1, 2015 — March 31, 2016

Community-rated and experience-rated carriers
differ in the level of risk each type of carrier assumes.
Community-rated carriers must pay claims and cover
its costs from the premiums it receives each year. If
the premiums are not sufficient to cover the costs, the
community-rated carrier suffers the loss. Experience-
rated carriers request reimbursement for actual
claims paid, administrative expenses incurred, and
service charges for administering a specific contract
from the Letter-of-Credit account, which is not solely
dependent on total premiums paid to the carrier
during the year.

During the current reporting period, we issued

22 final audit reports on organizations participating
in the FEHBP, of which 14 contain recommendations
for monetary adjustments in the amount of

$65 million due to the OPM-administered

trust funds.

www.opm.gov/oig
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COMMUNITY-RATED PLANS

The community-rated carrier audit universe covers
approximately 150 health plans located throughout
the country. Community-rated audits are designed
to ensure that the premium rates health plans
charge the FEHBP are in accordance with their
respective contracts and applicable Federal laws
and regulations.

Similarly Sized Subscriber Group Audits
Federal regulations require that the FEHBP rates be
equivalent to the rates a health plan charges the two
employer groups closest in subscriber size, commonly
referred to as similarly sized subscriber groups
(SSSGs). The rates are set by the health plan, which

is also responsible for selecting the SSSGs. When

an audit shows that the rates are not equivalent, the
FEHBP is entitled to a downward rate adjustment to
compensate for any overcharges.

Similarly sized subscriber group audits of traditional
community-rated carriers focus on ensuring that:

* The health plans select the appropriate SSSGs;

* The FEHBP rates are equivalent to those charged
to the SSSGs; and,

* The loadings applied to the FEHBP rates are
appropriate and reasonable.

A Loading is a rate adjustment that participating
carriers add to the FEHBP rates to account for
additional benefits not included in its basic
benefit package.

Medical Loss Ratio Audits

In April 2012, OPM issued a final rule establishing an
FEHBP-specific Medical Loss Ratio requirement (MLR)
to replace the SSSG comparison requirement for
most community-rated FEHBP carriers.

Medical Loss Ratio (MLR) is the proportion of
health insurance premiums collected by a health

insurer that is spent on clinical services and

www.opm.gov/oig
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quality improvement. The MLR for each insurer
is calculated by dividing the amount of health
insurance premiums spent on clinical services
and quality improvement by the total amount
of health insurance premiums collected. The
MLR is important because it requires health
insurers to provide consumers with value for
their premium payments.

The FEHBP-specific MLR rules are based on the MLR
standards established by the Affordable Care Act. In
2012, community-rated FEHBP carriers could elect to
follow the FEHBP-specific MLR requirements, instead
of the SSSG requirements. Beginning in 2013, the
MLR methodology was required for all community-
rated carriers, except those that are state mandated
to use traditional community rating. State mandated
traditional community rating carriers continue to be
subject to the SSSG comparison rating methodology.

Starting with the pilot program in 2012 and for all
non-traditional community rating FEHBP carriers in
2013, OPM required the carriers to submit an FEHBP-
specific MLR. The FEHBP-specific MLR required
carriers to report information related to earned
premiums and expenditures in various categories,
including reimbursement for clinical services provided
to enrollees, activities that improve health care
quality, and all other non-claims costs. If a carrier fails
to meet the FEHBP-specific MLR threshold, it must
make a subsidization penalty payment to OPM within
60 days of notification of amounts due. Since the
claims cost is a major factor in the MLR calculation,
we are now focusing our efforts on auditing the
FEHBP claims used in the MLR calculation.

Multi-State Plan Program Audits

The Multi-State Plan Program (MSPP) was established
by Section 1334 of the Affordable Care Act. Under
the Affordable Care Act, OPM was directed to con-
tract with private health insurers to offer Multi-State
Plan (MSP) products in each state and the District of
Columbia. OPM negotiates contracts with MSP Pro-
gram lIssuers, including rates and benefits, in consul-
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tation with states and marketplaces.

In addition, OPM monitors the performance of
MSP Program Issuers and oversees compliance
with legal requirements and contractual terms.
OPM’s office of National Healthcare Operations has
overall responsibility for program administration.
Currently, the MSPP universe consists of approxi-
mately 40 state-level issuers covering 32 states and
the District of Columbia. Our audits of this program
test the issuer’s compliance with the provisions of its
contract with OPM as well as with other applicable
Federal regulations.

During this reporting period, we issued 10 final
audit reports on community-rated health plans
and MSP issuers and recommended approximately
$12 million in premium recoveries to the FEHBP.
Report summaries are provided below to highlight
notable audit findings.

-
Humana Benefit Plan of lllinois, Inc.
LOUISVILLE, KENTUCKY
Report No. 1C-9F-00-15-010
OCTOBER 28, 2015

The Humana Benefit Plan of Illinois, Inc. (Plan) has
participated in the FEHBP since 1998, and provides
health benefits to FEHBP members in the Central

and Northwestern lllinois areas. The audit covered
contract years 2010 through 2012. During this period,
the FEHBP paid the Plan approximately $26 million

in premiums.

In 2010, we identified inappropriate health benefit
charges to the FEHBP totaling $326,013. In addition,
we determined the FEHBP is due $36,982 for lost
investment income as a result of the overcharges.

Lost investment income (LIl) represents the
potential interest earned on the amount the
plan overcharged the FEHBP as a result of
defective pricing.

October 1, 2015 — March 31, 2016

The overcharges occurred due to the Plan:

* Not applying the largest SSSG discount to the
2010 FEHBP rates;

® Using incorrect capitation

amounts in its 2010 InapprOpriate
FEHBP rate development; Charges
and,
Amount to
¢ Not accounting for $362 995

benefit changes in the
FEHBP’s 2010 claims
experience.

Humana agreed with some of the audit findings
and returned a portion of the amount questioned
in December 2015. However, the audit remains
open pending the return of the remaining amounts
questioned or the provision of documentation that
would support the open audit issues.

MD-Individual Practice Association, Inc.
CYPRESS, CALIFORNIA
Report No. 1C-JP-00-15-035
FEBRUARY 26, 2016

The MD-Individual Practice Association, Inc. (Plan)
has participated in the FEHBP since 1983, and
provides health benefits to FEHBP members in the
Washington, D.C., Maryland, Northern Virginia, and
Richmond, Virginia areas. The audit covered the
Plan’s 2013 FEHBP premium rate build-up and MLR
submissions. During this period, the FEHBP paid the
Plan approximately $435 million in premiums.

Our auditors questioned $11,363,178 for
inappropriate health benefit charges to the FEHBP.

Specifically, we found that the Plan:

¢ Could not support the capitation amounts,
other claim adjustment amounts, and the Patient-
Centered Outcomes Research Institute fee in

www.opm.gov/oig
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its MLR calculation, resulting in a subsidization
penalty underpayment of $11,363,178;

¢ Did not provide claims

data to the OIG in Insufficient
accordance with Carrier  Documentation
Letter 2014-18; and, .
Results in
* Was not in compliance an MLR
with its contract with
OPM as it failed to Underpayment

provide requested data of $11,363,l78
in a timely manner, or

at all in some cases. The Plan also restricted our
access to subject matter experts who could have

addressed our questions.

The Plan disagreed with most of the audit findings.
This audit is still in the process of being resolved.

Dean Health Plan
MADISON, WISCONSIN
Report No. 1C-WD-00-15-039
MARCH 28, 2016

Dean Health Plan (Plan) has participated in the FEHBP
since 1985, and provides health benefits to FEHBP
members in south central Wisconsin. The audit
covered the Plan’s 2012 and 2013 FEHBP premium
rate build-ups and MLR submissions. During this
period, the FEHBP paid the Plan approximately

$98 million in premiums.

Our auditors identified

the following issues MLR Calculation
related to the 2013 MLR Errors Result
submission. The Plan: .

1n an
o Dielnoft use fie Overstatement

correct claims data

in the MLR calculation
and did not reduce
the incurred claims totals by the change in health
care receivables;

of $537,762

www.opm.gov/oig

ARudit Activities
OFFICE OF THE INSPECTOR GENERAL SEMIANNUAL REPORT TO CONGRESS

e Incorrectly included taxes on investment income;
and,

¢ Did not use the correct premium income amounts.

Consequently, the audit questioned $537,762 for the
Plan’s overstatement of its 2013 MLR credit.

The Plan agreed with some issues and disagreed
with others. This audit is still in the process of
being resolved.

BlueCross and BlueShield of Michigan
DETROIT, MICHIGAN
Report No. 1M-0C-00-15-052
FEBRUARY 16, 2016

The BlueCross BlueShield Association, on behalf of
participating BlueCross BlueShield (BCBS) plans,
entered into a contract with OPM to participate in the
MSPP. In accordance with requirements for the first
year of the MSPP contract, participating plans offered
154 Multi-State Plan (MSP) options in 30 states and
the District of Columbia. BCBS of Michigan was 1 of
35 BCBS plans, or State-level issuers, participating in
the MSPP in 2014.

BCBS of Michigan is a nonprofit mutual insurance
company and is an independent licensee of the
Association. As of 2015, it was providing coverage
to 22,400 through the ACA Marketplace Exchanges.
This audit covered BCBS of Michigan’s compliance
with the provisions of its Contract with OPM, as

well as with other applicable Federal regulations
for contract year 2014.

The audit disclosed no findings.

EXPERIENCE-RATED PLANS

The FEHBP offers a variety of experience-rated
plans, including a service benefit plan and health
plans operated or sponsored by Federal employee
organizations, associations, or unions. In addition,

October 1, 2015 — March 31, 2016



ARudit Activities
OFFICE OF THE INSPECTOR GENERAL SEMIANNUAL REPORT TO CONGRESS

experience-rated HMOs fall into this category.
The universe of experience-rated plans currently
consists of approximately 100 audit sites. When
auditing these plans, our auditors generally focus
on three key areas:

* Appropriateness of FEHBP contract charges and
the recovery of applicable credits, including health
benefit refunds and drug rebates;

* Effectiveness of carriers’ claims processing,
financial, cost accounting and cash management
systems; and,

* Adequacy of carriers’ internal controls to ensure
proper contract charges and benefit payments.

During this reporting period, we issued eight
experience-rated final audit reports. In these
reports, our auditors recommended that the plans
return $52 million in inappropriate charges and lost
investment income to the FEHBP.

BlueCross Blueshield
Service Benefit Plan

The BlueCross BlueShield Association (Association),
on behalf of participating BlueCross BlueShield
(BCBS) plans, entered into a Government-wide
Service Benefit Plan with OPM to provide a health
benefit plan authorized by the FEHB Act. The
Association delegates authority to participating local
BCBS plans throughout the United States to process
the health benefit claims of its Federal subscribers.

The Association has established a Federal Employee
Program (FEP) Director’s Office, in Washington,
D.C., to provide centralized management for the
Service Benefit Plan. The FEP Director’s Office
coordinates the administration of the contract

with the Association, BCBS plans, and OPM. The
Association has also established an FEP Operations
Center. The activities of the FEP Operations Center
are performed by CareFirst BlueCross BlueShield,
located in Washington, D.C. These activities include
acting as fiscal intermediary between the Association
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and member plans, verifying subscriber eligibility,
approving or disapproving the reimbursement of
local plan payments of FEHBP claims, maintaining
a history file of all FEHBP claims, and an overall
accounting for all program funds.

The Association, which administers a fee-for-service
plan known as the Service Benefit Plan, contracts with
OPM on behalf of its member plans throughout the
United States. The participating plans independently
underwrite and process the health benefits claims of
their respective Federal subscribers and report their
activities to the national BCBS operations center in
Washington, D.C. Approximately 64 percent of all
FEHBP subscribers are enrolled in BCBS plans.

We issued six BCBS experience-rated reports

during the reporting period. Experience-rated

audits normally address health benefit payments,
miscellaneous payments and credits, administrative
expenses, cash management activities, and/or Fraud
and Abuse Program activities. Our auditors identified
$50 million in questionable costs charged to the
FEHBP contract. Summaries of three of these final
reports are provided below to highlight our notable
audit findings.

CareFirst BlueCross BlueShield
OWINGS MILLS, MARYLAND
Report No. 1A-10-85-14-053
OCTOBER 28, 2015

CareFirst BlueCross BlueShield (Plan) includes the
BCBS plans of the Washington, D.C. and Maryland
Service Areas. For contract years 2009 through 2013,
the Plan processed approximately $9 billion in FEHBP
health benefit payments and charged the FEHBP
$531 million in administrative expenses for the
Washington, DC and Maryland Service Areas.

Our audit of the FEHBP operations at CareFirst BCBS
covered miscellaneous health benefit payments and
administrative expenses from 2009 through 2013

www.opm.gov/oig
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for the Plan’s DC and Maryland Service Areas. In
addition, we reviewed the Plan’s cash management
activities and practices related to FEHBP funds from
2009 through 2013, as well as the Plan’s Fraud and
Abuse Program from 2013 through June 2014.

We questioned $657,472 in health benefit charges,
administrative expenses, and lost investment income
(LI). The monetary findings included the following:

e $595,303 for unreturned health benefit refunds
and recoveries and medical drug rebates as well
as $127,642 for LIl on health benefit refunds and
recoveries, medical drug rebates, special plan
invoice amounts, and fraud and abuse recoveries
returned untimely to the FEHBP;

e $138,115 for
administrative
expense
overcharges
and $3,625 for
applicable LIl on
these overcharges;
and,

Auditors Question
$657,472 in
Health Benefit
Charges,
Administrative
Expenses, and
Lost Investment
Income

e $207,213 for
administrative
expense
undercharges.

The Association and Plan agreed with all of these
questioned amounts.

Regarding the Plan’s cash management activities
and practices, we determined that CareFirst BCBS
handled FEHBP funds in accordance with the FEHBP
contract and applicable laws and regulations
concerning cash management in the FEHBP.

Our auditors also identified no findings pertaining
to the Plan’s Fraud and Abuse Program. Overall, we
concluded that CareFirst BCBS is in compliance with
the communication and reporting requirements for
fraud and abuse cases that are contained in

the FEHBP contract and the applicable FEHBP
Carrier Letters.

6 www.opm.gov/oig
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Focused Audit of Pension and Post-
Retirement Benefit Costs Sample of
BlueCross and BlueShield Plans

Report No. 1A-99-00-14-068
NOVEMBER 16, 2015

Our focused audit covered the plan employee
pension and post-retirement benefit costs that were
charged to the FEHBP from 2011 through 2013 for
a sample of 24 BCBS

plans (from a universe of Plan Employee
64 plans). Our sample .

included all BCBS Pension and
plans with total FEHBP Post-Retirement
charge§ of $350 million Benefit Cost
or less in contract year

2013 (except for several Result in
BCBS plans that are part $115,126 in

of multi-plan companies,

such as Anthem Inc.). Overcharges

For contract years 2011

through 2013, these 24 BCBS plans charged

$21.7 million and $5.5 million to the FEHBP for the
plan employee pension and post-retirement benefit
costs, respectively.

The objective of our audit was to determine whether
the 24 BCBS plans in our sample charged plan
employee pension and post-retirement benefit costs
to the FEHBP in accordance with the terms of the
contract and applicable regulations. Our auditors
determined that two BCBS plans overcharged the
FEHBP $10,399 for plan employee pension costs
and one BCBS plan overcharged the FEHBP
$104,727 for plan employee post-retirement

benefit costs.

The Association and applicable BCBS plans
agreed with these questioned charges of $115,126.
Additionally, lost investment income on the
questioned charges totaled $4,040.
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BlueCross BlueShield of Minnesota
EAGAN, MINNESOTA
Report No. 1A-10-78-15-040
FEBRUARY 16, 2016

Our audit of the FEHBP operations at BlueCross
BlueShield of Minnesota (Plan) covered miscellaneous
health benefit payments and credits from 2010
through September 2014, as well as administrative
expenses from 2009 through 2013. In addition, we
reviewed the Plan’s cash management activities and
practices related to FEHBP funds from 2010 through
September 2014 and the Plan’s Fraud and Abuse
Program from January 2014 through September
2014. For contract years 2009 through 2013, the
Plan processed approximately $1.7 billion in FEHBP
health benefit payments and charged the FEHBP
$87.5 million in administrative expenses.

We questioned $227,123 in health benefit refunds
and recoveries, medical drug rebates, and lost
investment income (LII). Our auditors also identified
a procedural finding regarding the Plan’s Fraud and
Abuse Program. The monetary findings included
the following:

o $186,314 for unreturned health benefit refunds
and $17,446 for applicable LIl on these refunds;
and,

e $22,028 for unreturned medical drug rebates and
$1,335 for applicable LIl on these rebates.

For the procedural finding regarding the Plan’s Fraud
and Abuse Program, we determined that the Plan
and FEP Director’s Office are not in compliance with
the communication and reporting requirements

for fraud and abuse cases contained in the FEHBP
contract and the applicable FEHBP Carrier Letters.
Specifically, the Plan and FEP Director’s Office did
not report, or report timely, all fraud and abuse cases
to OPM’s OIG. This non-compliance may be due in
part to:
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* Incomplete and/or untimely reporting of fraud and
abuse cases to the FEP Director’s Office by the
Plan; and,

* Inadequate
controls at the FEP
Director’s Office
to monitor and
communicate the

Auditors Question
$227,123 in
Health Benefit
Refunds and
Recoveries,
Medical Drug
Rebates, and
Lost Investment
Income

Plan’s cases to us.

Without awareness of
the Plan’s probable
fraud and abuse
issues, we cannot
investigate the impact
of these potential
issues on the FEHBP.

The Association and Plan agreed with the questioned
amounts and the procedural finding.

EMPLOYEE ORGANIZATION PLANS

Employee organization plans fall into the category of
experience-rated plans. These plans either operate
or sponsor participating Federal health benefits
programs. As fee-for-service plans, they allow
members to obtain treatment through facilities

or providers of their choice.

The largest employee organizations are Federal
employee unions and associations. Some examples
are the: American Postal Workers Union; Association
of Retirees of the Panama Canal Area; Government
Employees Health Association, Inc.; National
Association of Letter Carriers; National Postal Mail
Handlers Union; and, the Special Agents Mutual
Benefit Association.

We issued one report on an employee organization

during this reporting period, which is highlighted
below.
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National Rural Letter Carriers’
Association

ALEXANDRIA, VIRGINIA
Report No. 1B-38-00-15-057
FEBRUARY 26, 2016

The National Rural Letter Carriers’ Association
(NRLCA) is the sponsor and administrator of the
Rural Carrier Benefit Plan (Plan). The Plan is a fee-
for-service experience-rated employee organization
plan offering health care benefits to eligible enrollees
and their families. Plan enrollment is open to eligible
active and retired rural letter carriers of the United
States Postal Service. To enroll in the Plan, you must
already be, or must immediately become, a member
of the NRLCA.

NRLCA's activities include overall administrative
management of the Plan, determining eligibility for
the Plan, and administering the general day-to-day
operations of the Plan. Our audit covered NRLCA's
administrative expenses that were charged to the
FEHBP from 2010 through 2014. During this period,
NRLCA charged approximately $9.2 million in admin-
istrative expenses to the FEHBP.

The specific objective
of our audit was to
determine whether
NRLCA charged
administrative
expenses to the
FEHBP that were
actual, allowable,
necessary, and
reasonable expenses
incurred in accordance with the terms of the FEHBP
contract and applicable regulations. As a result of our
audit, we questioned $11,903 in net administrative
expense overcharges and applicable LII. The
monetary findings included the following:

Auditors Question
$11,903 in
Administrative
Expenses and
Lost Investment
Income

* $5,262 in net overcharges for self-disclosed
cost adjustments;
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e $3,933 for administrative expenses that were
unallowable and/or did not benefit the
FEHBP, such as holiday parties and airline
club memberships;

e $1,410 for excessive benefit plan brochure
printing costs; and,

e $1,298 for applicable LIl on the questioned
overcharges.

NRLCA agreed with all of these questioned amounts.

EXPERIENCE-RATED
COMPREHENSIVE MEDICAL PLANS

Comprehensive medical plans fall into one of two
categories: community-rated or experience-rated.

As we previously explained on page 1 of this report,
the key difference between the categories stems from
how premium rates are calculated.

Members of experience-rated plans have the option
of using a designated network of providers or using
out-of-network providers. A member’s choice in
selecting one health care provider over another has
monetary and medical implications. For example, if
a member chooses an out-of-network provider, the
member will pay a substantial portion of the charges
and covered benefits may be less comprehensive.

We issued one experience-rated comprehensive
medical plan audit report during this reporting
period, which is highlighted below.

KPS Health Plans
SEATTLE, WASHINGTON
Report No. 1D-VT-00-15-026
FEBRUARY 2, 2016

The KPS Health Plans’ (Plan) offices are located in
Bremerton and Seattle, Washington. Since 2005, the
Plan has operated as a wholly owned subsidiary of
Group Health Cooperative, which is headquartered
in Seattle, Washington.
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The Plan is an experience-rated HMO offering

High Option, Standard Option, and High Deductible
plans to Federal enrollees and their families. Plan
enrollment is open to all Federal employees and
their families working or residing in the state

of Washington.

The audit of the Plan’s FEHBP operations covered
miscellaneous health benefit payments and credits,
such as refunds and pharmacy drug rebates, from
2010 through 2014. We also reviewed the Plan’s
cash management activities and practices related
to FEHBP funds from 2010 through March 2015,
and the Plan’s Fraud and Abuse Program for 2014.
For contract years 2010 through 2014, the Plan
processed approximately $371 million in FEHBP
health benefit payments and charged the FEHBP
$34 million in administrative expenses.

We questioned $2,028,790 in health benefit refunds
and recoveries, pharmacy drug rebates, cash
management activities, and LII; and our auditors
identified a procedural finding regarding the Plan’s
Fraud and Abuse Program. The monetary findings
included the following:

* $1,149,634 in excess FEHBP funds held by the Plan
in the dedicated FEHBP investment account as of
March 31, 2015;

e $741,856 for unreturned health benefit refunds
and recoveries and pharmacy drug rebates;

October 1, 2015 — March 31, 2016

e $122,060 for LIl on health benefit refunds and
recoveries and pharmacy drug rebates returned
untimely to the
FEHBP; and,

KPS Health
Plans Returned
Over $2 Million

in Questioned
Amounts to the

FEHBP

o $15,240 for
unreturned investment
income earned on
funds held in the
dedicated FEHBP
investment account
from 2010 through
2014.

For the procedural finding regarding the Plan’s Fraud
and Abuse Program, we determined that the Plan

is not in compliance with the communication and
reporting requirements for fraud and abuse cases
contained in the FEHBP contract and the applicable
FEHBP Carrier Letters. Specifically, the Plan did

not report, or report timely, all fraud and abuse

cases to OPM’s OIG. Without notification of the
Plan’s probable fraud and abuse issues, we cannot
investigate the impact of these potential issues on
the FEHBP. This non-compliance may be due, in part,
to the Plan downsizing the Special Investigations Unit
and only having one investigator during the audit
scope. In our opinion, by having only one investigator
for the entire company, the Plan’s Fraud and Abuse
Program is not as effective as this program should be.

The Plan agreed with our audit findings and returned
all of the questioned amounts to the FEHBP. In 2015,
the Plan also hired an additional investigator for the
Special Investigations Unit.

www.opm.gov/oig

9



Information Systems Audits

ARudit Activities
OFFICE OF THE INSPECTOR GENERAL SEMIANNUAL REPORT TO CONGRESS

OPM manages a wide portfolio of information systems to help fulfill its mission. OPM systems
assist in the management of background investigations for Federal employees, the processing

of retirement benefits, and multiple Government-wide human resources services. OPM also
contracts with private industry health insurance carriers to administer programs that distribute
health benefits to millions of current and former Federal employees. The increasing frequency

and sophistication of cyber-attacks on both the private and public sector emphasizes the need
for OPM and its contractors to implement and maintain effective cybersecurity programs. Our
information technology audits outline areas for improvement in their cybersecurity posture and

our recommendations provide tangible strategies to remediate identified weaknesses.

Our audit universe encompasses all OPM owned
information systems as well as the information
systems used by any private sector entity that
contracts with OPM to process Federal data. In
addition, our auditors evaluate historical health
benefit claims data for appropriateness, and make
audit recommendations that erroneous payments be
returned to OPM.

Summaries of some of the audit reports issued during
this period are provided below.

Information System General and
Application Controls at Special Agents
Mutual Benefit Association

ROCKVILLE, MARYLAND
Report No. 1B-44-00-14-065
OCTOBER 28, 2015

Our information technology (IT) audit focused on the
claims processing applications used to adjudicate
FEHBP claims for Special Agents Mutual Benefit
Association (SAMBA) members, as well as the
various processes and IT systems used to support
these applications.

10 www.opm.gov/oig

On January 29, 2015, we issued a Flash Audit Alert to
bring to OPM’s immediate attention serious concerns
we had regarding SAMBA's ability to adequately
secure sensitive Federal data. The Flash Audit

Alert contained three recommendations related to
inadequate IT policies and procedures and critical
security vulnerabilities on SAMBA's computer servers.
We subsequently issued a final audit report that
documented the controls in place and opportunities
for improvement in each of the areas below.

Security Management

We noted several areas of concern related to
SAMBA's network security controls:

e Several critical IT security policies and procedures
have not been created.

e Routine risk assessments are not conducted.

* The background investigation process could
be improved.

* Training requirements for employees with
specialized IT security responsibilities have not
been established.

October 1, 2015 — March 31, 2016
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Access Controls

We noted several areas of concern related to
SAMBA's access controls:

* Facility physical access controls could be
improved,;

e Physical access auditing does not routinely occur;
and,

* Employee or privileged user access activity is
not monitored.

Network Security

We noted several areas of concern related to
SAMBA's network security controls:

e A firewall configuration/hardening policy has not
been developed;

e Firewall settings are not routinely audited,;

* A process to log security-related network events
and an automated intrusion detection/prevention
system have not been implemented;

¢ Controls to encrypt user workstation hard drives
and removable media devices have not been
implemented; and,

¢ A vulnerability scanning and remediation process
to identify system weaknesses and ensure the
timely application of security patches and fixes
has not been implemented.

Configuration Management

SAMBA has not developed formal configuration
policies/baselines for all operating platforms used
in its environment. Furthermore, SAMBA does not
audit its operating platforms’ configuration against
documented baseline configurations.

October 1, 2015 — March 31, 2016

Contingency Planning

SAMBA has established an enterprise level business
continuity plan in the event of a disaster or disrupting
event. However, SAMBA has not yet documented
detailed procedures to supplement the business
continuity plan. SAMBA also has not completed a
functional test of its business continuity plan.

Claims

Adjudication SAMBA Makes
SAMBA has Significant
implemented I ts aft
several controls in its mprovements after
claims adjudication ~ Implementing Audit
process to ensure Recommendations

that FEHBP claims

are processed

accurately. However, we noted weaknesses in
SAMBA's claims application controls.

In the time since the Flash Audit Alert and final audit
report were issued, SAMBA has made significant
progress in improving its IT security posture and has
already implemented most of the recommendations
issued in those reports.

Federal Information Security
Modernization Act

WASHINGTON, D.C.
Report No. 4A-CI-00-15-011
NOVEMBER 10, 2015

The Federal Information Security Modernization
Act of 2014 (FISMA) is designed to ensure that
the information systems and data supporting
Federal operations are adequately protected.

The Act emphasizes that agencies implement
security planning as part of the life cycle of their
information systems. A critical aspect of security
planning involves annual program security reviews
conducted or overseen by each agency’s
inspector general.
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We audited OPM'’s compliance with FISMA require-
ments defined in the Office of Management and
Budget's fiscal year (FY) 2015 Inspector General
Federal Information Security Modernization Act
Reporting Metrics. Over the past several years, the
Office of the Chief Information Officer (OCIO) made
noteworthy improvements to OPM’s IT security
program. However, some problem areas that had
improved in past years have resurfaced.

In FY 2015, OPM was the victim of a massive data
breach that involved the theft of sensitive personal
information of millions of individuals. For many
years we have reported critical weaknesses in OPM'’s
ability to securely manage its IT environment, and
warned that the agency was at an increased risk of a
data breach. In the wake of this data breach, OPM is
finally focusing its efforts on improving its IT security
posture. Unfortunately, as indicated by the variety
of findings in this audit report, OPM continues to
struggle to meet many FISMA requirements.

During this audit we did close a long-standing
recommendation related to OPM’s information
security management structure. However, this audit
also determined that there has been a regression

in OPM’s management of its system Authorization
program, which we classified as a material weakness
in the FY 2014 FISMA audit report. In April 2015, the
Chief Information Officer issued a memorandum that
granted an extension of the previous Authorizations
for all systems whose Authorization had already
expired, and for those scheduled to expire through
September 2016. Should this moratorium on
Authorizations continue, the agency will have up

to 23 systems that have not been subject to a
thorough security controls assessment.

We continue to believe that OPM’s management of
system Authorizations represents a material weakness
in the internal control structure of the agency’s IT
security program. The moratorium on Authorizations
will result in the IT security controls of OPM's systems
being neglected. Combined with the inadequacy
and non-compliance of OPM’s continuous monitoring
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program, we are very concerned that the agency’s
systems will not be protected against another attack.

Additionally, OPM’s inability to accurately inventory
its systems and network devices drastically diminishes
the effectiveness of its security controls. OPM

has implemented a large number of improved
security monitoring tools, but without a complete
understanding of its network, it cannot adequately
monitor its environment and therefore the usefulness
of these tools is reduced.

In addition, we documented the following
opportunities for improvement:

* OPM’s system development life cycle policy is not
enforced for all system development projects.

* OPM does not maintain a comprehensive inventory
of servers, databases, and network devices.

e OPM does not have a mature continuous
monitoring program. Also, security controls for
all OPM systems are not adequately tested in
accordance with OPM policy.

* The OCIO has implemented an agency-wide
information system configuration management
policy; however, configuration baselines have not
been created for all operating platforms. Also, all
operating platforms are not routinely scanned for
compliance with configuration baselines.

* We are unable to independently attest that OPM
has a mature vulnerability scanning program.

* Multi-factor authentication is not required to
access OPM systems in accordance with OMB
memorandum M-11-11.

e OPM has not fully established a Risk Executive
Function.

* Many individuals with significant information
security responsibility have not taken specialized
security training in accordance with OPM policy.
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* Program offices are not adequately incorporating
known weaknesses into Plans of Action and
Milestones (POA&M) and the majority of systems
contain POA&Ms that are over 120 days overdue.

* OPM has not configured its virtual private network
servers to automatically terminate remote sessions
in accordance with

agency policy. OPM Struggles

to Meet FISMA

e Not all OPM
systems had their Requirements;
contingency plans New Material
reviewed or had
contingency plan ~ Weaknesses Added

tests conducted in
FY 2015.

e Several information security agreements between
OPM and contractor-operated information systems
have expired.

In the time since this audit report was issued OPM
has ended its moratorium on Authorizations. As
of March 31, 2016, OPM has developed a new
streamlined Authorization process, and is in the
early stages of assessing the security controls of
all information systems operating without a valid
Authorization. We will continue to closely monitor
the agency’s progress in addressing this material
weakness.

Health Care Service Corporation Claims
CHICAGO, ILLINOIS
Report No. 1A-10-17-14-037
NOVEMBER 19, 2015

Health Care Service Corporation (HCSC) processes
insurance claims for BlueCross and BlueShield
FEHBP members in five states (lllinois, Montana,
New Mexico, Oklahoma, and Texas). The objective
of our audit was to determine whether HCSC
appropriately charged costs to the FEHBP in
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accordance with BCBS Association’s contract

with OPM. From 2011 through 2014, HCSC paid
approximately $10.6 billion in health benefits claims.
We reviewed $81.5 million of these claims payments.

We found that HCSC incorrectly paid over

$35 million in improper health benefit claims by
paying FEHBP claims at an unreasonably high rate
to the U.S. Department of Veterans Affairs (VA)
medical providers.

Based on various criteria, HCSC had the option
to pay VA claims using one of the following
three methods:

¢ Pay the full amount billed by the VA
medical providers;

* Pay the lower non-participating provider allowance
paid to providers that are not part of HCSC's
provider network (“non-par” rates); or,

e Pay a lower rate negotiated with the VA
medical providers.

For two of the five states that HCSC services, HCSC
made the most cost effective choice and contracted
with VA providers using negotiated pricing
allowances. For the remaining three service areas,
HCSC had the same option to pay at a lower rate,