


AUDIT OF
THE OFFICE OF COMMUNITY ORIENTED
POLICING SERVICES
TECHNOLOGY PROGRAM GRANT AWARDED TO
THE MADISON POLICE DEPARTMENT
MADISON, WISCONSIN

EXECUTIVE SUMMARY

The Office of the Inspector General, Audit Division, has completed an
audit of the Office of Community Oriented Policing Services (COPS)
Technology Program grant number 2010-CK-WX-0048 in the amount of
$700,000 awarded to the Madison, Wisconsin, Police Department
(Madison PD). The COPS Technology Program provides direct funding for
the continued development of technologies and automated systems to assist
in investigating, responding to, and preventing crime. Grants are intended
to enhance a variety of technical equipment and/or programs to encourage
the continuation and advancement of community policing efforts within a
jurisdiction.

Specifically, the purpose of grant number 2010-CK-WX-0048 was to
assist the Madison PD to enhance its records management system.
According to the grant application, the records management system will
service 14 municipalities within Dane County, Wisconsin, and will advance
the Madison PD’s community policing strategy by disseminating more
intelligence into the field in a more expeditious manner, which will improve
both the patrol and investigative capabilities of law enforcement agencies
throughout the county. The Madison PD explained that the upgraded system
will provide users with an extensive integration of mapping, crime analysis
tools, and ad-hoc report writing capabilities.

The purpose of this audit was to determine whether reimbursements
claimed for costs under the grant were allowable, supported, and in
accordance with applicable laws, regulations, guidelines, and terms and
conditions of the grant, and to assess program performance and
accomplishments. The objective of our audit was to review performance in
the following areas: (1) internal control environment, (2) drawdowns,

(3) grant expenditures, (4) budget management and control, (5) property
management, (6) federal financial and progress reports, (7) grant
requirements, (8) program performance, and (9) monitoring contractors.
We determined that indirect costs, local matching costs, program income,
and sub-grantees were not applicable to this grant.



Our audit revealed that the Madison PD generally complied with the
COPS Office’s grant guidelines with respect to internal control environment,
drawdowns, budget management and control, property management,
reporting, and program performance. However, we found:

e The Madison PD used grant funds for a maintenance contract that
was not approved by the COPS Office at the time it was purchased.
Therefore, we are questioning $15,000 in unallowable costs.

e The grantee did not have formal procedures to ensure contractors
were properly monitored.

Our report contains two recommendations to address the issues we
identified. Our findings are discussed in the Findings and Recommendations
section of the report. Our audit objective, scope, and methodology are
discussed in Appendix I.
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INTRODUCTION

The Office of the Inspector General, Audit Division, has completed an
audit of the Office of Community Oriented Policing Services (COPS)
Technology Program grant number 2010-CK-WX-0048 in the amount of
$700,000 awarded to the Madison, Wisconsin, Police Department
(Madison PD). The COPS Technology Program provides direct funding for
the continued development of technologies and automated systems to assist
in investigating, responding to, and preventing crime. Grants are intended
to enhance a variety of technical equipment and/or programs to encourage
the continuation and advancement of community policing efforts within a
jurisdiction.

Specifically, grant number 2010-CK-WX-0048 was awarded to the
Madison PD to enhance its regional records management system. This
system provides 14 municipalities within Dane County, Wisconsin (including
the city of Madison), with access to a standardized and central repository of
information. According to the grant application, the records management
system will service 14 municipalities within Dane County, Wisconsin, and will
advance the Madison PD’s community policing strategy by disseminating
more intelligence into the field in a more expeditious manner, which will
improve both the patrol and investigative capabilities of law enforcement
agencies throughout the county. The Madison PD explained that the
upgraded system will provide users with an extensive integration of
mapping, crime analysis tools, and ad-hoc report writing capabilities.

The purpose of this audit was to determine whether reimbursements
claimed for costs under the grant were allowable, supported, and in
accordance with applicable laws, regulations, guidelines, and terms and
conditions of the grant, and to determine program performance and
accomplishments. The objective of our audit was to review performance in
the following areas: (1) internal control environment, (2) drawdowns,

(3) grant expenditures, (4) budget management and control, (5) property
management, (6) federal financial and progress reports, (7) grant
requirements, (8) program performance, and (9) monitoring contractors.
We determined that indirect costs, local matching costs, program income,
and sub-grantees were not applicable to this grant. As shown in the
following table, the Madison PD was awarded a total of $700,000 to
implement the grant program.






controls of the financial management system. Our audit objective, scope,
and methodology are discussed in Appendix I.



FINDINGS AND RECOMMENDATIONS

The Madison PD generally complied with the COPS Office’s grant
guidelines with respect to internal control environment,
drawdowns, budget management and control, property
management, reporting, and program performance. However,
we identified $15,000 in questioned costs for the procurement of
unapproved maintenance costs. In addition, we believe that the
Madison PD can improve its grant management activities by
establishing written procedures for monitoring contractors.

Internal Control Environment

We reviewed the Madison PD’s financial management policies and
procedures to assess its risk of non-compliance with laws, regulations,
guidelines, and terms and conditions of the grant. We also interviewed
individuals who were involved with the grant, including the grant manager
and project manager, and we evaluated grant management practices to
further assess risk.

Single Audit

OMB Circular A-133 requires grantees to perform a Single Audit if
federal expenditures exceed $500,000 in a year. We determined that the
city of Madison, which encompasses the Madison PD, was required to have a
Single Audit performed during our review period, and we reviewed the
applicable reports.

The 2010 and 2011 Single Audit Reports were prepared under the
provisions of OMB Circular A-133. In the category of Federal Award
Findings, the 2010 Single Audit indicated that the grantee did not verify
whether vendors and sub-grantees were suspended or debarred from
participating in federal assistance before approving contracts with them. In
response to this audit finding, the city of Madison stated that it had
incorporated an additional step in the review process to verify whether a
vendor or sub-grantee is suspended or debarred prior to entering into a
contract. During fieldwork, we verified that the city of Madison had, in fact,
implemented this control, and we also noted that this issue was no longer
identified as a finding in the 2011 Single Audit report.

Financial Management System

According to the 2010 COPS Technology Program Grant Owner’s
Manual, the Madison PD is required to keep accurate financial records by
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maintaining accounting systems and financial records to accurately account
for funds awarded and disbursed. There was sufficient separation of duties,
and the financial management operating procedures were documented. We
found that the grantee maintained a separate, external spreadsheet to track
grant-related expenditures, which the grantee used for requesting
reimbursement and for completing the required financial reports. Although
the dollar amounts of grant-related expenditures shown in the external
spreadsheet were in line with the transactions in the official accounting
system, we identified differences in how the costs were categorized within
the two systems. When discussing these differences with the grantee, the
grantee acknowledged that the official accounting system has limitations.
The grantee explained that users are unable to easily access transaction
details from the system, and that it is difficult to track grant expenditures by
the proper budget codes. The grantee further stated that the accounting
system is being upgraded and is hoping that the upgrade will include a grant
module that will provide the necessary tools for managing grants.

Drawdowns

Grant officials stated that drawdowns were based on actual
expenditures recorded in the accounting records. As shown in Table 2, we
reviewed the accounting records and compared the expenditures to the
actual drawdowns and found that the cumulative amount of transactions in
the accounting records were generally in agreement with the cumulative
amount of drawdowns. In the February 2012 drawdown, the Madison PD
failed to include $9,015 in grant-related costs that had been incurred.
However, the April 2012 drawdown of $9,015 accounted for these
expenditures.

TABLE 2 — COMPARISON OF DRAWDOWNS AND ACCOUNTING

RECORDS
GRANT DIFFERENCE
EXPENDITURES BETWEEN

DATE OF PER DRAWDOWNS CUMULATIVE CUMULATIVE
DRAWDOWN AMOUNT ACCOUNTING AND DRAWDOWNS | EXPENDITURES

PER THE DRAWN PER RECORDS FOR EXPENDITURES PER THE PER

COPS THE COPS DRAWDOWN IN ACCOUNTING COPS ACCOUNTING

OFFICE OFFICE PERIOD RECORDS OFFICE RECORDS
02/03/2012 $338,075 $347,090 $9,015 $338,075 $347,090
04/25/2012 9,015 0] (9,015) 347,090 347,090
08/01/2012 52,692 52,692 0] 399,782 399,782

Source: Madison PD accounting records & COPS Office drawdown records



Transaction Testing

We reviewed the Madison PD’s records and found that there were a
total of 10 grant-related transactions totaling $399,782 between
December 16, 2009, and September 30, 2012.? We examined all
10 transactions and found that they were generally supported and properly
charged to the grant.

However, we identified that in August 2012 the Madison PD was
reimbursed $15,000 in grant funds for costs associated with maintenance for
the records management system. These costs were not listed as allowable
expenditures in the most recent budget approved by the COPS Office at the
time the expense was incurred. The Madison PD originally included $100,000
for maintenance costs in the grant budget, which the COPS Office approved
in August 2010. In August 2011, however, the Madison PD submitted to the
COPS Office a budget modification request. Among other items in the
request, the Madison PD stated that the $100,000 for maintenance costs
would no longer be paid through the grant and would, instead, be paid by the
city of Madison. The COPS Office approved the Madison PD’s budget
modification request. According to the grantee, the COPS Office
subsequently approved, via telephone, the Madison PD to charge
maintenance costs to the grant, but the grantee was unable to provide
documentation of this approval.

The grantee subsequently submitted another budget modification
request in November 2012. Within that request, the Madison PD stated that
it has paid for the annual maintenance costs throughout the life of the
records management system project. The Madison PD further stated that it
did not previously know that the new software associated with the project
would have a higher maintenance cost, which the Madison PD failed to factor
into its 2012 budget. As a result, the Madison PD requested that $15,000 be
allocated for a portion of the annual software maintenance costs. In
January 2013, the COPS Office approved the budget modification request.

We are concerned that the Madison PD’s August 2011 budget
modification request indicated that it had sufficient funds to pay for
maintenance costs and that grant funds were not needed for this
expenditure. However, the Madison PD was subsequently reimbursed

2 The grantee’s records indicated that originally there were a total of
13 expenditures totaling $420,532. However, the grantee subsequently identified that
three of these transactions totaling $20,750 should not have been charged to the grant and
made a correcting entry to fix the error. As a result, we excluded these 3 transactions from
our universe of expenditures to test, resulting in a universe of 10 grant-related transactions
totaling $399,782.
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any instances in which the Madison PD incurred grant-related expenditures
in excess of the approved budget amount for each category.

Property Management

The 2010 COPS Technology Program Grant Owner’s Manual requires
grantees to implement controls to ensure property and equipment purchased
with federal funds are properly safeguarded against loss, damage, or theft of
the property. The majority of the grant funds were to be used for non-
equipment expenditures. However, the Madison PD did use a portion of the
grant funds to purchase server equipment, which was the only piece of
accountable property that was purchased at the time of our fieldwork and
met the agency’s $5,000 threshold for what constitutes accountable
property. We verified the existence of the server equipment and that the
equipment was in use. We also observed that the server equipment was
stored in a room with limited, secure accessibility.

Reports

According to the 2010 COPS Technology Program Grant Owner’s
Manual, award recipients are required to submit both financial and
programmatic progress reports. These reports describe the status of the
funds and the project, compare actual accomplishments to objectives, and
report other pertinent information.

Federal Financial Reports

The COPS Office requires grantees to submit Federal Financial Reports
(FFR) no later than 30 days after the end of each calendar quarter. We
reviewed the nine FFRs submitted through the quarter ended September 30,
2012, and found that each report was submitted in a timely manner. As
shown in Table 4, we also reviewed the accounting records and compared
cumulative expenditures to expenditures reported in the FFRs and found a
few inconsistencies between the cumulative amounts. The differences
identified were a result of incorrectly entering data from the official
accounting system to the separate, external spreadsheet used to track
grant-related expenditures, as well as improperly charging non-grant related
expenditures to the grant and subsequently reversing that error. Because
the grantee corrected these errors prior to our audit, we do not take
exception to the differences identified. However, we believe that using a
separate, external spreadsheet for completing the required reports instead
of the official accounting system increases the risk of data entry errors.
Grantee officials explained, as noted previously, that they utilize this
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Program Performance and Accomplishments

According to the grant application, the purpose of the grant was to
further enhance the Madison PD’s records management system so that users
have access to real-time data and analysis and to improve operations and
decision making. The grant application included an implementation plan for
upgrading to a comprehensive law enforcement records system; setting
forth the activities to be accomplished each quarter. The project manager at
the Madison PD uses a vendor-created project timeline along with the
implementation plan in the grant application and the statement of work to
keep track of the project’s progress, including the timely completion of the
upgrade. During fieldwork, we noted that the project manager updated the
timeline to reflect completed activities and revisions to expected completion
dates. We also attended one of the project status meetings that
summarized the project’s progress to date. Based upon the work completed
thus far, we believe that the Madison PD is accomplishing the grant’s
objectives.

Monitoring Contractors

The Madison PD uses an extensive process when entering into a
contract and selecting the vendor for the contracted services. The
contracting process initially starts with a request for qualification that
narrows the list of applicants to those qualified based on experience,
references, and financial stability. The qualified applicants then submit their
proposals, which are reviewed and scored by a selected committee. The
committee makes its recommendation to the City Council for final approval.

On this grant, the Madison PD contracted with one vendor to provide
the consulting and maintenance services needed for enhancing the records
management system. The Madison PD had previously contracted with this
vendor throughout the life of the records management system project.
Despite this, the Madison PD undertook the same selection process in
association with this COPS Technology Program grant and determined that
the vendor previously used was best qualified for continuing its work on the
project.

To assist with monitoring the contractor’s performance, the project
manager at the Madison PD uses a vendor-created project timeline showing
the various phases of the project, including expected completion dates. The
project manager also uses the statement of work to identify what services
the contractor is supposed to provide and when those actions are to be
completed. Further, the project manager has weekly conference calls and
project meetings with the vendor and key personnel within the Madison PD
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to ensure each phase is completed as expected and to address any time
delays or concerns. Using all of this information, the project manager
ensures that the contracted services have been provided before authorizing
invoices for payment.

Although we believe that the Madison PD has provided adequate
oversight of the vendor, the Madison PD does not have any formal
procedures to ensure contractors are properly monitored. We believe that
formally documenting an entity’s procedures is a best practice that helps
ensure all involved parties understand their roles and responsibilities and
what actions need to be taken to adequately monitor contractors. Because
the grant is on-going and there is the potential for turnover of staff involved
on the grant project, we recommend that the Madison PD develop and
implement a formal, written process to monitor contractors.

Views of Responsible Officials

We discussed the results of our review with grantee officials
throughout the audit and at a formal exit conference, and we have included
their comments as appropriate.
Recommendations

We recommend that the COPS Office:

1. Remedy the $15,000 in unallowable expenditures related to the

reimbursement for maintenance costs not approved by the COPS

Office at the time the cost was incurred.

2. Ensure the Madison PD develops and implements a formal process
to monitor contractors.
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APPENDIX 1

OBJECTIVE, SCOPE, AND METHODOLOGY

The purpose of this audit was to determine whether reimbursements
claimed for costs under the grant were allowable, supported, and in
accordance with applicable laws, regulations, guidelines, and terms and
conditions of the grant, and to determine program performance and
accomplishments. The objective of our audit was to review performance
in the following areas: (1) internal control environment, (2) drawdowns,
(3) grant expenditures, (4) budget management and control, (5) property
management, (6) federal financial and progress reports, (7) grant
requirements, (8) program performance and accomplishments, and
(9) monitoring contractors. We determined that indirect costs, local
matching costs, program income, and sub-grantees were not applicable to
this grant.

We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence
to provide a reasonable basis for our findings and conclusions based on
our audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions based on our audit
objective. This was an audit of the Madison PD COPS Technology Program
grant number 2010-CK-WX-0048. Our audit concentrated on, but was
not limited to, the inception of the grant on December 16, 2009, through
September 30, 2012, and included such tests as we considered necessary
to accomplish our objective. The Madison PD had a total of $399,782 in
drawdowns as of October 17, 2012.

We tested compliance with what we consider to be the most important
conditions of the grant. Unless otherwise stated in our report, the criteria
we audit against are contained in the 2010 COPS Technology Program Grant
Owner’s Manual, grant award documentation, the Code of Federal
Regulations, and relevant OMB Circulars.

In conducting our audit, we performed testing in four areas:
(1) drawdowns, (2) transactions, (3) budget management and control, and
(4) property management. Because the Madison PD had a limited number of
transactions and accountable property, we reviewed all grant-related
transactions and accountable property. In addition, we reviewed the
timeliness and accuracy of the FFRs and progress reports, and we evaluated
Madison PD’s performance as it related to grant objectives. However, we did
not test the reliability of the financial management system as a whole.
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APPENDIX 11

SCHEDULE OF DOLLAR-RELATED FINDINGS

Description Amount Page

Questioned Costs?®

Unallowable Maintenance Costs: $15.,000 6
Total Unallowable: $15,000
Net Questioned COStS ....oooiiiiiiiiiiii e $15,000
Total Net Dollar-Related Findings....................... $15,000

% Questioned Costs are expenditures that do not comply with legal, regulatory or
contractual requirements, or are not supported by adequate documentation at the time of
the audit, or are unnecessary or unreasonable. Questioned costs may be remedied by
offset, waiver, recovery of funds, or the provision of supporting documentation.
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APPENDIX 111

AUDITEE RESPONSE
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APPENDIX 1V

OFFICE OF COMMUNITY ORIENTED POLICING SERVICES
RESPONSE
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APPENDIX V

OFFICE OF THE INSPECTOR GENERAL
ANALYSIS AND SUMMARY OF ACTIONS
NECESSARY TO CLOSE THE REPORT

The OIG provided a draft of this audit report to the Madison PD and

the Office of Community Oriented Policing Services (COPS) for review and
comment. The Madison PD’s response is incorporated in Appendix Il of this
final report; the COPS Office’s response is incorporated as Appendix IV.*
The following provides the OIG analysis of the responses and summary of
actions necessary to close the report.

Recommendation Number:

1. Resolved. We recommended that the COPS Office remedy the

$15,000 in unallowable expenditures related to the reimbursement for
maintenance costs not approved by the COPS Office at the time the
cost was incurred. As discussed in our report, we are concerned with
the reimbursement of $15,000 for maintenance costs because the
Madison PD’s August 2011 budget modification request indicated that
it had sufficient local funds to pay for maintenance costs and that
grant funds were not needed for this expenditure. However, in
August 2012 the Madison PD was reimbursed $15,000 in grant funds
for the maintenance costs, which was at a point in time when the
expense was not authorized by the COPS Office. Further, we
suggested that when remedying these questioned costs, the COPS
Office should keep in mind the Madison PD’s assertion from its August
2011 budget modification request that maintenance costs could and
would be paid with local funds.

In its response, the Madison PD stated that when it was developing its
2013 capital budget, officials expected the enhanced records
management system to “go live” in 2013. As a result of this
expectation, the Madison PD submitted an August 2011 budget
modification request that indicated it no longer needed grant funds for
maintenance costs. However, the Madison PD stated that the “go live”
date was subsequently moved up to December 2012, and that it no
longer had maintenance costs covered for the system at the time it
would “go live.” The Madison PD said that the COPS Office agreed that
the Madison PD could use grant funds to cover the December 2012
maintenance costs.

4 The COPS Office’s attachments to its response are not included due to their

technical nature.
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In its response, the COPS Office concurred that grantees should obtain
approval for grant-related purchases and recapped the modifications
made to the grantee’s original grant budget. The COPS Office stated
that the Madison PD indicated that one of its modification requests to
restore funds for maintenance costs was done via telephone and that
the COPS Office verbally approved that request. However, the COPS
Office did not indicate if it agreed or disagreed with the grantee’s
assertions or provide any documentation to support these events,
including dates of the conversations. The COPS Office noted that the
Madison PD subsequently submitted a written budget modification
request to the COPS Office in November 2012 that included federal
funding for maintenance costs.

We do not believe the COPS Office’s response to our draft report
completely addresses the issue as explained in the report. As noted in
our report, we requested that the COPS Office reassess the allowability
of the maintenance costs in light of the Madison PD’s first budget
modification that indicated these costs would paid with local funds.
Based upon the COPS Office’s response, the COPS Office did not
indicate whether it considered the Madison PD’s previous assertion
that maintenance costs would be paid with local funds.

In addition, the timing of the events continues to raise concern.
Specifically, the $15,000 in maintenance costs were recorded in the
Madison PD’s grant ledger in May 2012, and the Madison PD was
reimbursed for this expenditure in August 2012. According to the
Madison PD’s response to the draft report, it requested that the grant
be allowed to cover the maintenance costs for December 2012 — the
date in which the project would “go live.” The COPS Office approved
the grantee’s written budget modification request in January 2013
after the commencement of this audit. Therefore, it is not clear why:
(a) this expenditure was recorded in the grant ledger and paid in
May 2012 prior to when the services were to be provided, and

(b) included in a reimbursement request prior to the formal budget
modification request. The COPS Office stated that there was not any
prohibition against retroactively approving a budget modification
request. These circumstances are unusual, and the COPS Office’s
response did not address these timing issues.

This recommendation can be closed after the COPS Office
appropriately remedies the $15,000 in unallowable expenditures
related to the reimbursement for maintenance costs not approved by
the COPS Office at the time the cost was incurred. In remedying the
costs, the COPS Office should consider all factors surrounding the
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maintenance costs charged to the grant and reassess the allowability
of these costs.

. Closed. We recommended that the COPS Office ensure the

Madison PD develops and implements a formal process to monitor
contractors. The COPS Office concurred with the recommendation. In
its response, the COPS Office stated that the Madison PD developed a
policy for monitoring contractors. In the Madison PD’s response, the
Madison PD said that it believed its contractor oversight was adequate
because it was following the city of Madison’s financial guidelines for
contracts. The Madison PD further stated, however, that it developed
a contract monitoring procedure because having a written policy would
aid future contract monitoring. The COPS Office requested closure of
our recommendation based upon the Madison PD’s provision of this

policy.

We reviewed the contractor monitoring procedures developed by the
Madison PD and believe that the Madison PD’s actions adequately
address the recommendation. Specifically, the procedures articulate
the Madison PD’s role in monitoring contractor performance
throughout the life of the contract — from communicating clear
expectations with the vendor to ensuring satisfactory performance
prior to payment and properly closing out the contract. Therefore, this
recommendation is closed.
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