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INTRODUCTION 
Each year, as required by law,1 the Office of Inspector General (OIG) for the 
Broadcasting Board of Governors (BBG) identifies the most serious management 
and performance challenges facing BBG and briefly assesses BBG’s progress in 
addressing those challenges. The resulting report is included in BBG’s annual 
performance and accountability report. 
 
Based on our oversight work performed this year and in the past, research, and 
independent judgment, OIG concludes, as it did last year, that the following 
were the most important challenges that BBG faced in FY 2017: 
 

• Information security and management 
• Financial and property management 
• Grants management 

 
These issues go to the core of BBG’s programs and operations, and it is likely 
that they will be crucial challenges for the foreseeable future. Continued 
attention to these concerns will improve BBG’s operations and, accordingly, its 
ability to fulfill its underlying mission. We hope that this report, read together 
with the work OIG produces throughout the year, assists BBG in its efforts.    
 
INFORMATION SECURITY AND MANAGEMENT 
BBG depends on information systems and electronic data to carry out essential 
mission-related functions. These information systems are subject to serious 
threats that may exploit vulnerabilities to compromise the information those 
systems process, store, and transmit. This, in turn, can lead to adverse effects on 
operations, organizational assets, and personnel. Though BBG has taken steps 
to improve its information security program in recent years, OIG continues to 
find deficiencies.2 
 
In particular, during FY 2017, an external auditor performing the audit on OIG’s 
behalf and under OIG’s direction found that BBG did not have an effective 
information security program.3 Specifically, BBG lacked a fully developed and 
implemented organization-wide risk management strategy. Additionally, the 
auditor identified security weaknesses in all key metric domains that are 
required to be assessed, including risk management, configuration 

                                                 
1 The Reports Consolidation Act of 2000, § 3, Pub. L. 106-531 (amending 31 U.S.C. § 3516).  
2 In two FY 2017 inspection reports, OIG identified information security and management 
deficiencies specific to two BBG grantees. Those findings are discussed in the “Grants 
Management” section. 
3 OIG, Audit of the Broadcasting Board of Governors Information Security Program (AUD-IT-IB-17-
18, November 2016). 
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management, identity and access management, information security continuous 
monitoring, incident response, and contingency planning. To begin addressing 
the IT weaknesses identified, OIG recommended that BBG devote resources to 
develop and implement an information security risk management strategy and 
develop a risk management office. 
 

FINANCIAL AND PROPERTY MANAGEMENT 
Financial management continues to be a challenge for BBG. During the FY 2016 
audit of BBG’s consolidated financial statements, an external auditor performing 
the audit on OIG’s behalf and under OIG’s direction identified a material 
weakness related to the validity of unliquidated obligations (ULOs).4 ULOs 
represent the cumulative amount of orders, contracts, and other binding 
agreements for which the goods and services that were ordered have not been 
received or the goods and services have been received but for which payment 
has not yet been made. The external auditor identified a significant number of 
invalid ULOs that had not been identified by BBG’s review process. This 
occurred because not all personnel responsible for review were effectively 
monitoring the validity of obligations and because BBG’s policies were not 
sufficient. 
 
OIG also noted various deficiencies related to property management.5 BBG 
owns significant physical assets, including equipment, buildings, vehicles, and 
land. In the audit of BBG’s FY 2016 consolidated financial statements, the 
external auditor performed various procedures to determine whether BBG’s 
property inventory was complete and accurately recorded.6 The auditor found 
that BBG’s processes to ensure that personal property was recorded in a 
complete, timely, and accurate manner were ineffective. Specifically, property 
management officials did not consistently follow BBG’s procedures and, 
moreover, did not receive training to ensure that they understood and 
implemented relevant procedures. The lack of effective controls decreases 
accountability over assets, which, in turn, could lead to undetected theft or 
waste. In addition, the untimely and inaccurate processing of property 
transactions resulted in misstatements to BBG’s financial statements. Although 
BBG corrected these errors, additional errors are likely unless BBG implements 
effective property management procedures. 
 

                                                 
4 OIG, Independent Auditor's Report on the Broadcasting Board of Governors 2016 and 2015 
Financial Statements (AUD-FM-IB-17-14, November 2016). 
5 In addition, in one FY 2017 inspection report, OIG identified property management deficiencies 
specific to a BBG grantee. Those findings are discussed in the “Grants Management” section. 
6 OIG, Management Letter Related to the Audit of the Broadcasting Board of Governors 2016 
Financial Statements (AUD-FM-IB-17-15, February 2017). 
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GRANTS MANAGEMENT 
Grants management presents an ongoing challenge for BBG. Because BBG uses 
grantees to perform significant operational activities, weaknesses in this area 
have a substantial effect on BBG’s overall operations. Without effective 
oversight of grantees, the risk of waste, fraud, and abuse of Federal funds 
increases. 

BBG’s Administration of Grants 

In the audit of BBG’s financial statements, an external auditor performing the 
audit on OIG’s behalf and under OIG’s direction found that BBG had not 
effectively implemented monitoring of grantees, even though grant payments 
consumed approximately one-third of BBG’s total funding. For example, the 
external auditor found that BBG had not performed risk assessments to 
finalize the scope and frequency of site visits, issued site visit reports to 
communicate findings and needed improvements, or obtained performance 
reports from grantees.  
 
In two FY 2017 inspection reports, OIG noted improper close-out procedures 
related to two BBG grantees—the Middle East Broadcasting Network (MBN) and 
Radio Free Europe/Radio Liberty (RFE/RL). BBG had not closed out expired MBN 
grants since MBN’s inception in 2003, although governing regulations required 
that it do so.7 Additionally, BBG did not formally close out RFE/RL’s annual 
grants at their expiration; instead, BBG improperly accepted RFE/RL’s final 
monthly financial report for the fiscal year.8 Although BBG had compiled a draft 
grantee handbook that included close-out provisions, BBG had not approved or 
adopted the handbook at the time of the inspection.9 
 
Addressing these issues is important to ensure compliance with Federal grant 
oversight regulations and to account appropriately for U.S. Government funds 
(and to determine if the funds were spent in accordance with the grant 
agreement in the first place). Without close-outs of expired grants, BBG 
increases the risk that ineligible or unsupported grant award funds will not be 
returned to BBG to be put to better use or returned to the U.S. Treasury. To 
address these issues, OIG recommended that BBG finalize its draft grantee 
handbook and implement the grant close-out provisions. 
 

                                                 
7 OIG, Inspection of the Broadcasting Board of Governors’ Middle East Broadcasting Networks 
(ISP-IB-17-09, February 2017). 
8 OIG, Inspection of Radio Free Europe/Radio Liberty (ISP-IB-17-21, May 2017). 
9 Ibid. 
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OIG’s inspection of RFE/RL also identified problems with its contract 
management practices. Of the 45 RFE/RL contracts reviewed by OIG, 11 lacked 
required documentation. Additionally, eleven contracts—including contracts for 
food service, travel, and security—lacked written approval by BBG. Eight of 
those 11 contract renewals also lacked the vendor’s signature. OIG concluded 
that the absence of senior management oversight caused the deficiencies.10 As 
noted in the inspection, this issue is important to address, as failure to 
document financial transactions risks unauthorized expenditure of Federal funds 
and could invalidate the contracts. OIG recommended that BBG direct RFE/RL to 
document contract approvals in accordance with the grant agreement. 

Grantee Management of Information Security Issues  

Additionally, OIG found deficiencies related to information security and 
management in its inspections of MBN and RFE/RL. OIG’s review of MBN’s IT 
operating procedures showed they did not contain standards or establish 
responsibility for any IT operations, nor did they include version control or any 
evidence that senior management had approved the procedures.11 RFE/RL also 
lacked formal policy governance for its IT Division.12 Without policy documents 
establishing standards for IT operations, MBN and RFE/RL effectively had no 
criteria for measuring success, which creates risks of waste, mismanagement, 
and inefficiencies in IT operations.  
 
Furthermore, MBN did not have formal, written policies regarding information 
security. It also had no system security plan, and no specific employee was 
assigned responsibility for information systems security.13 Likewise, RFE/RL did 
not have an effective information security program. It lacked information 
security policies and procedures that addressed internal controls standards, 
including a risk management process to safeguard its systems and 
information.14 Without a formal and effective information security program, 
MBN and RFE/RL face increased risks of compromise to the availability, 
confidentiality, and integrity of their information and IT systems. 
 
To begin addressing these vulnerabilities, OIG recommended that BBG revise its 
grant agreements with MBN and RFE/RL to require formal policies with 
standards to govern IT operations and information systems security. BBG should 
also include internal controls standards for its information security program in 
the grant agreement with RFE/RL. 

                                                 
10 Ibid. 
11 ISP-IB-17-09, February 2017. 
12 ISP-IB-17-21, May 2017. 
13 ISP-IB-17-09, February 2017. 
14 ISP-IB-17-21, May 2017. 
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Grantee Financial and Property Management   

Finally, OIG found deficiencies related to financial and property management in 
its inspection of MBN. OIG noted that BBG did not fully review MBN’s 
approximately $6.2 million in ULOs between FYs 2009 and 2012 because no one 
was responsible for monitoring grantees at that time.15 Monitoring programs 
are essential to ensure that the grantee meets its programmatic or fiscal 
responsibilities. Moreover, ULOs increase the risk of over-budgeting Federal 
funds and non-compliance with the grant agreement. Reviewing and 
deobligating MBN’s ULOs would allow BBG to recover these funds and put 
them to better use.  
 
Regarding property management, OIG found that inventory standard operating 
procedures did not include a control system and safeguards to prevent loss, 
damage, or theft of equipment.16 More robust standard operating procedures 
and a property control system would decrease these risks. MBN also did not 
have robust disposal processes and internal controls for excess property. 
Specifically, MBN disposal records, completed as part of the established 
disposition, did not document property cost and the market value method for 
disposal (including sale, donations to charity, or destruction), and they did not 
contain receipts from the party receiving the disposed items. Without effective 
procedures and internal controls over property disposal, MBN increases the risk 
of mismanagement and lack of accountability. 
  

                                                 
15 ISP-IB-17-09, February 2017. 
16 Ibid. 
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