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Why the OIG Did This Audit 
 

The Federal Information Security Modernization Act of 2014 (FISMA) 
requires each agency’s Inspector General (IG) to conduct an annual 
independent evaluation to determine the effectiveness of the information 
security program (ISP) and practices of its respective agency.   
 

Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) ISP and practices as defined by the FY 2023 – 2024 IG 
FISMA Reporting Metrics.  Our audit scope was limited to answering the 
fiscal year (FY) 2023 IG metrics, which include 20 core IG metrics and 
20 supplemental IG metrics (Appendix B).  The 20 core IG metrics were 
chosen based on alignment with Executive Order 14028, Improving the 
Nation's Cybersecurity,i as well as recent Office of Management and 
Budget guidance to agencies in furtherance of the modernization of federal 
cybersecurity.   

 

What the OIG Found 
 

During the course of this audit, we utilized the methodology and metrics in 
the FY 2023 IG metrics (Appendix B) in our annual independent 
evaluation to determine the effectiveness of TVA’s ISP and practices.  The 
FISMA methodology considers metrics at a maturity level 4 (managed and 
measurable) or higher to be at an effective level of security.  Each metric 
was assessed to determine its maturity level, as described in Table 1 
below. 

 

FY 2023 IG FISMA Maturity Definitions 

Maturity Level Maturity Level Description 

Level 1:  Ad-hoc 
Policies, procedures, and strategies are not formalized; activities are 
performed in an ad-hoc, reactive manner. 

Level 2:  Defined 
Policies, procedures, and strategies are formalized and documented, but not 
consistently implemented. 

Level 3:  Consistently 
Implemented 

Policies, procedures, and strategies are consistently implemented, but 
quantitative and qualitative effectiveness measures are lacking. 

Level 4:  Managed 
and Measurable 

Quantitative and qualitative measures on the effectiveness of policies, 
procedures, and strategies are collected across the organization and used 
to assess them and make necessary changes. 

Level 5:  Optimized 
Policies, procedures, and strategies are fully institutionalized, repeatable, 
self-generating, consistently implemented, and regularly updated based on 
a changing threat and technology landscape and business/mission needs. 

Table 1 

                                            
i United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents, 

Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, < https:// 
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>, 
accessed on July 25, 2022. 
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For FY 2023, IGs were required to test 20 core and 20 supplemental IG 
metrics that were aligned with the following five function areas in the 
National Institute of Standards and Technology Framework for Improving 
Critical Infrastructure Cybersecurity:  Identify, Protect, Detect, Respond, 
and Recover.  Our analysis of the metric results was used to determine the 
overall function maturity levels in Table 2 below.  

 

FY 2023 IG FISMA Function Average Results 

Function 

Core 
Assessed 
Maturity 

Level 

Supplemental 
Assessed 
Maturity 

Level 

Overall 
Assessed 
Maturity 

Level 

Rating 

Identify 2.83 4.00 3.36 Not Effective 

Protect 2.50 3.40 3.00 Not Effective 

Detect 2.50 5.00 3.33 Not Effective 

Respond 3.50 4.50 4.00 Effective 

Recover 2.50 2.50 2.50 Not Effective 

Table 2 

 
Based on our analysis of the FY 2023 IG (20 core and 20 supplemental) 
metrics and associated maturity models, we found TVA's ISP and 
practices were not operating in an effective manner as defined by the 
FY 2023 – 2024 IG FISMA Reporting Metrics.   
 

What the OIG Recommends 
 
We made five recommendations to TVA management to increase the 
effectiveness of TVA’s ISP and practices as defined by the FISMA 
reporting metrics.  Our specific recommendations are included within the 
report. 

 
TVA Management’s Comments 

 
In response to our draft audit report, TVA management agreed with the 
recommendations.  See Appendix C for TVA management’s complete 
response.  
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BACKGROUND 
 
The Federal Information Security Modernization Act of 2014 (FISMA) requires 
each agency’s Inspector General (IG) to conduct an annual independent 
evaluation to determine the effectiveness of the information security 
program (ISP) and practices of its respective agency.  As required by the Office 
of Management and Budget (OMB), FISMA shifted to a continuous assessment 
process in fiscal year (FY) 2022.1  As a result, OMB and the Council of the 
Inspectors General on Integrity and Efficiency transitioned the IG metrics process 
to a multi-year cycle beginning in FY 2022.  Specifically, a subset of the FY 2021 
IG FISMA metrics (Appendix B) were selected as the 20 core IG metrics to be 
evaluated annually and remaining IG metrics will be evaluated on a two-year 
cycle.  The 20 core IG metrics were chosen based on alignment with Executive 
Order 14028, Improving the Nation's Cybersecurity,2 as well as recent OMB 
guidance to agencies in furtherance of the modernization of federal 
cybersecurity.   
 
The IG metrics were organized into nine domains and aligned with the following 
five function areas in the National Institute of Standards and Technology 
Framework for Improving Critical Infrastructure Cybersecurity:  Identify, Protect, 
Detect, Respond, and Recover.  This framework provides agencies with a 
common structure for identifying and managing cybersecurity risks across the 
enterprise and provides IGs with guidance for assessing the maturity of controls 
to address those risks.   
 
The FY 2023 – 2024 IG FISMA Reporting Metrics (Appendix B) were developed 
by OMB, the Department of Homeland Security (DHS), and the Council of the 
Inspectors General on Integrity and Efficiency, in consultation with the Federal 
Chief Information Officer Council and other stakeholders.  For FY 2023, IGs 
were required to test 20 core and 20 supplemental IG metrics.   
 
The results of our review were provided to OMB and DHS through the use of 
their online reporting tool on August 1, 2023.   
  

                                            
1 OMB Memorandum M-23-03, Fiscal Year 2023 Guidance on Federal Information Security and Privacy 

Management Requirements, December 2, 2022. 
2 United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents, 

Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, <https:// 
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>, 
accessed on July 25, 2022. 
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OBJECTIVE, SCOPE, AND METHODOLOGY 
 
Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) ISP and practices as defined by the FY 2023 – 2024 IG 
FISMA Reporting Metrics.  Our audit scope was limited to answering the 
FY 2023 IG metrics, which included the 20 core and 20 supplemental IG metrics 
(Appendix B); therefore, the results of this audit are based on assessing these 
40 IG metrics only.  A complete discussion of our objective, scope, and 
methodology is included in Appendix A. 
 

FINDINGS  
 
The FISMA methodology considers metrics at a maturity level 4 (managed and 
measurable) or higher to be at an effective level of security.  Based on our 
analysis of the FY 2023 IG metrics and associated maturity models, we found 
TVA's ISP and practices were not operating in an effective manner as defined by 
the FY 2023 – 2024 IG FISMA Reporting Metrics.  See Table 1 for individual 
function averages and ratings.  

 

FY 2023 IG FISMA Function Average Results 

Function 

Core 
Assessed 
Maturity 

Level 

Supplemental 
Assessed 
Maturity 

Level 

Overall 
Assessed 
Maturity 

Level 

Rating 

Identify 2.83 4.00 3.36 Not Effective 

Protect 2.50 3.40 3.00 Not Effective 

Detect 2.50 5.00 3.33 Not Effective 

Respond 3.50 4.50 4.00 Effective 

Recover 2.50 2.50 2.50 Not Effective 

Table 1 

 
Specifically, we found 21 of the 40 IG metrics were ineffective.  For the 
21 ineffective IG metrics, we found:  
 

 Fifteen metrics had actions in progress to improve their maturity, which 
included open Office of the Inspector General audit recommendations3 and 
Executive Order 14028 requirements.  One metric had mitigating controls in 
place to reduce cybersecurity risk.  Completion of these actions in progress 
could improve the effectiveness of TVA’s ISP and practices, specifically in the 
Identify, Protect, Detect, and Respond functions.  

 Two core IG metrics had weaknesses that should be addressed by TVA 
management, including: 

 Security workforce assessment. 

 Business impact analysis (BIA). 

                                            
3 Audit 2022-17370, Federal Information Security Modernization Act, September 19, 2022, and Audit 

2022-17390, Remote Application and Desktop Virtualization Client, June 21, 2023. 
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 Three supplemental metrics had weaknesses that should be addressed by 
TVA management, including:  

 Vulnerability disclosure policy (VDP). 

 Contingency planning. 

 Recovery activities communication. 
 
The following provides a detailed discussion of our findings. 
 

CORE INSPECTOR GENERAL METRICS 
 
Based on our analysis of the 20 core IG metrics, we identified weaknesses in two 
metrics that could be addressed to improve the effectiveness of TVA’s ISP and 
practices.  Specifically, the weaknesses include security workforce assessment 
in the Protect function and BIA in the Recover function. 
 
Security Workforce Assessment 
TVA has defined processes for assessing the knowledge, skills, and abilities of 
its cybersecurity workforce to determine awareness and specialized training 
needs and periodically updating its assessment to account for a changing risk 
environment.  However, TVA has not assessed the knowledge, skills, and 
abilities of the cybersecurity workforce; therefore, TVA has not tailored 
awareness and specialized training or fully identified skill gaps.  Without 
implementing and leveraging a skills assessment, TVA cannot address identified 
knowledge, skills, and abilities gaps through training or talent acquisition.  
 
Business Impact Analysis 
TVA has defined and consistently implemented policies, procedures, and 
processes for conducting organizational and system-level BIA and incorporating 
the results into strategy and planning development efforts.  However, TVA has 
not ensured the results of BIAs are (1) integrated with the enterprise risk 
management process and (2) used in conjunction with the risk register to 
calculate potential overall risk and inform senior level decision-making.  
Therefore, TVA cannot (1) consistently evaluate, record, and monitor the 
criticality and sensitivity of enterprise assets and (2) adequately calculate 
potential overall risk at an enterprise-wide level.   
 

SUPPLEMENTAL INSPECTOR GENERAL METRICS 
 
Based on our analysis of the 20 FY 2023 supplemental IG metrics, we identified 
weaknesses in three metrics that could be addressed to improve the 
effectiveness of TVA’s ISP and practices.  Specifically, the weaknesses include 
VDP in the Protect function and contingency planning and recovery activities 
communication in the Recover function. 
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Vulnerability Disclosure Policy 
TVA has developed, documented, and publicly disseminated a comprehensive 
VDP.  However, TVA has not included all internet accessible federal systems in 
the scope of the VDP.  According to DHS Binding Operational Directive 20-01,4 
a VDP includes federal information systems “accessible over the internet, which 
encompasses those systems directly managed by an agency as well as those 
operated on an agency’s behalf.”  Without including all internet accessible 
federal systems in its VDP, TVA (1) may not be aware of security risks that need 
to be mitigated and (2) cannot properly monitor, analyze, and report on the 
qualitative and quantitative performance measures used to gauge the 
effectiveness of its VDP and disclosure handling procedures.   
 
Contingency Planning 
TVA has defined, communicated, and implemented contingency planning 
policies and procedures, including roles and responsibilities for test, training and 
exercise activities across the organization.  In addition, TVA has designated 
appropriate teams to implement contingency planning strategies.  However, we 
determined (1) TVA’s contingency plans did not include the detailed contact 
information for the individuals required to perform the roles and responsibilities 
and (2) not all contingency plans have been tested annually as required by TVA 
policy; therefore, the training could not be conducted for the untested plans.  
Without detailed contact information and consistently implementing its 
contingency plan testing and training, TVA cannot ensure (1) resources are 
allocated in a risk-based manner for stakeholders to effectively implement 
system contingency planning activities, and (2) stakeholders are held 
accountable for carrying out their roles and responsibilities effectively.  
 
Recovery Activities Communication 
TVA has defined and consistently communicated information on the planning 
and performance of recovery activities for completed business critical 
applications to relevant stakeholders and executive management teams.  
However, TVA has not (1) communicated metrics on the effectiveness of 
recovery activities to relevant stakeholders and (2) ensured that the data 
supporting the metrics are obtained accurately, consistently, and in a 
reproducible format.  Without qualitative and quantitative metrics, TVA cannot 
communicate risk and contingency plan changes and improve coordination of 
recovery activities in the event of an incident.  
 
  

                                            
4 Binding Operational Directive 20-01, Develop and Publish a Vulnerability Disclosure Policy, 

September 2, 2020. 
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RECOMMENDATIONS 
 

We recommend the Vice President and Chief Information and Digital Officer, 
Technology and Innovation:  
 
1. Implement a knowledge, skills, and abilities assessment to tailor 

cybersecurity awareness and specialized training, identify gaps in TVA’s 
cybersecurity workforce, and subsequently address the identified gaps 
through training or talent acquisition. 
 

2. Update processes to ensure that the results of BIAs are consistently 
(a) integrated with the enterprise risk management process and (b) used in 
conjunction with the risk register to calculate potential overall risk and inform 
senior level decision-making. 

 
3. Update TVA’s VDP to include all internet-accessible federal systems in the 

scope of the policy and create performance measures to gauge the 
effectiveness of its VDP and disclosure handling procedures. 
 

4. Perform annual test, training, and exercise activities of each business critical 
application as required by TVA policy to ensure (a) contingency training is 
provided consistently with the roles and responsibilities to identify and 
include the appropriate content and level of detail, and (b) resources are 
allocated in a risk-based manner and stakeholders are held accountable. 
 

5. Implement and communicate accurate, consistent, and reproducible metrics 
on the effectiveness of recovery activities to relevant stakeholders. 

 
TVA Management’s Comments – In response to our draft audit report, TVA 
management agreed with the recommendations.  See Appendix C for TVA 
management’s complete response.
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OBJECTIVE, SCOPE, AND METHODOLOGY 
 
Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) information security program (ISP) and practices as defined by 
the FY 2023 – 2024 IG Federal Information Security Modernization Act of 
2014 (FISMA) Reporting Metrics (Appendix B).  Our audit scope was limited to 
answering the FY 2023 IG metrics, which included 20 core and 20 supplemental 
IG metrics (Appendix B).  The security controls significant to the objective were 
incorporated into the FY 2023 IG metrics and associated maturity models.  
 
Our fieldwork was completed between February 2023 and August 2023. 
 
To accomplish our objective, we: 
 

 Inquired with TVA Technology and Innovation personnel and conducted 
walkthroughs as necessary to gain an understanding and clarification of the 
policies, processes, and current state of TVA’s ISP.   

 Reviewed TVA documentation to corroborate our understanding and assess 
the current state of TVA’s ISP, including: 

 Relevant TVA agency-wide and business unit specific policies, 
procedures, and documents (such as Standard Programs and Processes 
and Work Instructions). 

 Technology and Innovation organizational chart. 

 Vulnerability Disclosure Policy. 

 Reviewed previous Office of Inspector General audit reports on TVA’s 
(1) compliance with the FISMA in FY 2022,1 and (2) remote application and 
desktop virtualization client in FY 20232 for relevant findings.  

 Reviewed the contingency plan and after action report for one business 
critical application that was completed in 2023 and performed a walkthrough 
to determine if appropriate content and level of detail was included. 

 Assessed the maturity level for 20 core metrics and 20 supplemental metrics 
contained in the FY 2023-2024 IG FISMA Reporting Metrics.  

 Calculated an average of the FY 2023 metrics for each function and 
corresponding domains included in Table 1 on the following page.  

 
 
 
 
 
 
 

                                            
1  Audit Report 2022-17370, Federal Information Security Modernization Act, September 19, 2022. 
2  Audit Report 2022-17390, Remote Application and Desktop Virtualization Client, June 21, 2023. 
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FY 2023 FISMA Functions and Corresponding Domains 

Function Domain 

Identify Risk Management 

Supply Chain Risk Management 

Protect 
 
 
 

Configuration Management  

Identity and Access Management 

Data Protection and Privacy 

Security Training 

Detect Information Security Continuous Monitoring 

Respond Incident Response 

Recover Contingency Planning 

Table 1 
 
During the course of this audit, we determined the overall effectiveness of TVA’s 
ISP and practices by assessing the 40 IG metrics (Appendix B) on a maturity 
model spectrum.  Table 2 below details the five maturity model levels. 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Table 2 
 
The maturity level was determined by answering the related FY 2023 IG metrics, 
which included 20 core and 20 supplemental IG metrics and using the average of 
the metrics in a particular domain to determine the effectiveness of individual 
function areas and the overall program.  The FISMA methodology considers 
metrics at a maturity level 4 (managed and measurable) or higher to be at an 
effective level of security.   
 
We conducted this performance audit in accordance with generally accepted 
government auditing standards.  Those standards require we plan and perform 
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis 
for our findings and conclusions based on our audit objectives.  We believe the 
evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives. 
 
 

FY 2023 IG FISMA Maturity Definitions 

Maturity Level Maturity Level Description 

Level 1:  Ad-hoc 
Policies, procedures, and strategies are not formalized; 
activities are performed in an ad-hoc, reactive manner. 

Level 2:  Defined 
Policies, procedures, and strategies are formalized and 
documented, but not consistently implemented. 

Level 3:  Consistently 
Implemented 

Policies, procedures, and strategies are consistently 
implemented, but quantitative and qualitative 
effectiveness measures are lacking. 

Level 4:  Managed and 
Measurable 

Quantitative and qualitative measures on the 
effectiveness of policies, procedures, and strategies are 
collected across the organization and used to assess 
them and make necessary changes. 

Level 5:  Optimized 

Policies, procedures, and strategies are fully 
institutionalized, repeatable, self-generating, consistently 
implemented, and regularly updated based on a changing 
threat and technology landscape and business/mission 
needs. 
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