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Modernization Act

EXECUTIVE SUMMARY

Why the OIG Did This Audit

The Federal Information Security Modernization Act of 2014 (FISMA)
requires each agency’s Inspector General (IG) to conduct an annual
independent evaluation to determine the effectiveness of the information
security program (ISP) and practices of its respective agency.

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the FY 2023 — 2024 IG
FISMA Reporting Metrics. Our audit scope was limited to answering the
fiscal year (FY) 2023 IG metrics, which include 20 core IG metrics and

20 supplemental IG metrics (Appendix B). The 20 core IG metrics were
chosen based on alignment with Executive Order 14028, Improving the
Nation's Cybersecurity,’ as well as recent Office of Management and
Budget guidance to agencies in furtherance of the modernization of federal
cybersecurity.

What the OIG Found

During the course of this audit, we utilized the methodology and metrics in
the FY 2023 IG metrics (Appendix B) in our annual independent
evaluation to determine the effectiveness of TVA's ISP and practices. The
FISMA methodology considers metrics at a maturity level 4 (managed and
measurable) or higher to be at an effective level of security. Each metric
was assessed to determine its maturity level, as described in Table 1
below.

FY 2023 IG FISMA Maturity Definitions

Maturity Level Maturity Level Description

Policies, procedures, and strategies are not formalized; activities are
performed in an ad-hoc, reactive manner.

Policies, procedures, and strategies are formalized and documented, but not

consistently implemented.

Level 3: Consistently | Policies, procedures, and strategies are consistently implemented, but

Implemented quantitative and qualitative effectiveness measures are lacking.

Quantitative and qualitative measures on the effectiveness of policies,

procedures, and strategies are collected across the organization and used

to assess them and make necessary changes.

Policies, procedures, and strategies are fully institutionalized, repeatable,

Level 5: Optimized self-generating, consistently implemented, and regularly updated based on

a changing threat and technology landscape and business/mission needs.
Table 1

Level 1: Ad-hoc

Level 2: Defined

Level 4: Managed
and Measurable

i United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents,
Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, < https://
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>,
accessed on July 25, 2022.
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EXECUTIVE SUMMARY

For FY 2023, IGs were required to test 20 core and 20 supplemental IG
metrics that were aligned with the following five function areas in the
National Institute of Standards and Technology Framework for Improving
Critical Infrastructure Cybersecurity: Identify, Protect, Detect, Respond,
and Recover. Our analysis of the metric results was used to determine the
overall function maturity levels in Table 2 below.

FY 2023 IG FISMA Function Average Results
Core Supplemental Overall
Function Assess_ed Assess_ed Assess_ed Rating
Maturity Maturity Maturity
Level Level Level
Identify 2.83 4.00 3.36 Not Effective
Protect 2.50 3.40 3.00 Not Effective
Detect 2.50 5.00 3.33 Not Effective
Respond 3.50 4.50 4.00 Effective
Recover 2.50 2.50 2.50 Not Effective
Table 2

Based on our analysis of the FY 2023 1G (20 core and 20 supplemental)
metrics and associated maturity models, we found TVA's ISP and
practices were not operating in an effective manner as defined by the
FY 2023 — 2024 IG FISMA Reporting Metrics.

What the OIG Recommends
We made five recommendations to TVA management to increase the
effectiveness of TVA’s ISP and practices as defined by the FISMA
reporting metrics. Our specific recommendations are included within the
report.

TVA Management’s Comments
In response to our draft audit report, TVA management agreed with the

recommendations. See Appendix C for TVA management’s complete
response.
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BACKGROUND

The Federal Information Security Modernization Act of 2014 (FISMA) requires
each agency’s Inspector General (IG) to conduct an annual independent
evaluation to determine the effectiveness of the information security

program (ISP) and practices of its respective agency. As required by the Office
of Management and Budget (OMB), FISMA shifted to a continuous assessment
process in fiscal year (FY) 2022.1 As a result, OMB and the Council of the
Inspectors General on Integrity and Efficiency transitioned the 1G metrics process
to a multi-year cycle beginning in FY 2022. Specifically, a subset of the FY 2021
IG FISMA metrics (Appendix B) were selected as the 20 core IG metrics to be
evaluated annually and remaining 1G metrics will be evaluated on a two-year
cycle. The 20 core IG metrics were chosen based on alignment with Executive
Order 14028, Improving the Nation's Cybersecurity,? as well as recent OMB
guidance to agencies in furtherance of the modernization of federal
cybersecurity.

The IG metrics were organized into nine domains and aligned with the following
five function areas in the National Institute of Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity: ldentify, Protect,
Detect, Respond, and Recover. This framework provides agencies with a
common structure for identifying and managing cybersecurity risks across the
enterprise and provides IGs with guidance for assessing the maturity of controls
to address those risks.

The FY 2023 — 2024 I1G FISMA Reporting Metrics (Appendix B) were developed
by OMB, the Department of Homeland Security (DHS), and the Council of the
Inspectors General on Integrity and Efficiency, in consultation with the Federal
Chief Information Officer Council and other stakeholders. For FY 2023, IGs
were required to test 20 core and 20 supplemental IG metrics.

The results of our review were provided to OMB and DHS through the use of
their online reporting tool on August 1, 2023.

1 OMB Memorandum M-23-03, Fiscal Year 2023 Guidance on Federal Information Security and Privacy
Management Requirements, December 2, 2022.

2 United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents,
Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, <https://
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>,
accessed on July 25, 2022.
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OBJECTIVE, SCOPE, AND METHODOLOGY

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the FY 2023 — 2024 IG
FISMA Reporting Metrics. Our audit scope was limited to answering the

FY 2023 IG metrics, which included the 20 core and 20 supplemental IG metrics
(Appendix B); therefore, the results of this audit are based on assessing these
40 IG metrics only. A complete discussion of our objective, scope, and
methodology is included in Appendix A.

FINDINGS

The FISMA methodology considers metrics at a maturity level 4 (managed and
measurable) or higher to be at an effective level of security. Based on our
analysis of the FY 2023 IG metrics and associated maturity models, we found
TVA's ISP and practices were not operating in an effective manner as defined by
the FY 2023 — 2024 1G FISMA Reporting Metrics. See Table 1 for individual
function averages and ratings.

FY 2023 IG FISMA Function Average Results
Core Supplemental Overall
Function Assess_ed Asses;ed Assess_ed Rating
Maturity Maturity Maturity
Level Level Level
Identify 2.83 4.00 3.36 Not Effective
Protect 2.50 3.40 3.00 Not Effective
Detect 2.50 5.00 3.33 Not Effective
Respond 3.50 4.50 4.00 Effective
Recover 2.50 2.50 2.50 Not Effective
Table 1

Specifically, we found 21 of the 40 IG metrics were ineffective. For the
21 ineffective 1G metrics, we found:

e Fifteen metrics had actions in progress to improve their maturity, which
included open Office of the Inspector General audit recommendations?® and
Executive Order 14028 requirements. One metric had mitigating controls in
place to reduce cybersecurity risk. Completion of these actions in progress
could improve the effectiveness of TVA's ISP and practices, specifically in the
Identify, Protect, Detect, and Respond functions.

e Two core IG metrics had weaknesses that should be addressed by TVA
management, including:
— Security workforce assessment.
— Business impact analysis (BIA).

3 Audit 2022-17370, Federal Information Security Modernization Act, September 19, 2022, and Audit
2022-17390, Remote Application and Desktop Virtualization Client, June 21, 2023.
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e Three supplemental metrics had weaknesses that should be addressed by
TVA management, including:

— Vulnerability disclosure policy (VDP).
— Contingency planning.
— Recovery activities communication.

The following provides a detailed discussion of our findings.

CORE INSPECTOR GENERAL METRICS

Based on our analysis of the 20 core IG metrics, we identified weaknesses in two
metrics that could be addressed to improve the effectiveness of TVA’s ISP and
practices. Specifically, the weaknesses include security workforce assessment
in the Protect function and BIA in the Recover function.

Security Workforce Assessment

TVA has defined processes for assessing the knowledge, skills, and abilities of
its cybersecurity workforce to determine awareness and specialized training
needs and periodically updating its assessment to account for a changing risk
environment. However, TVA has not assessed the knowledge, skills, and
abilities of the cybersecurity workforce; therefore, TVA has not tailored
awareness and specialized training or fully identified skill gaps. Without
implementing and leveraging a skills assessment, TVA cannot address identified
knowledge, skills, and abilities gaps through training or talent acquisition.

Business Impact Analysis

TVA has defined and consistently implemented policies, procedures, and
processes for conducting organizational and system-level BIA and incorporating
the results into strategy and planning development efforts. However, TVA has
not ensured the results of BIAs are (1) integrated with the enterprise risk
management process and (2) used in conjunction with the risk register to
calculate potential overall risk and inform senior level decision-making.
Therefore, TVA cannot (1) consistently evaluate, record, and monitor the
criticality and sensitivity of enterprise assets and (2) adequately calculate
potential overall risk at an enterprise-wide level.

SUPPLEMENTAL INSPECTOR GENERAL METRICS

Based on our analysis of the 20 FY 2023 supplemental IG metrics, we identified
weaknesses in three metrics that could be addressed to improve the
effectiveness of TVA’s ISP and practices. Specifically, the weaknesses include
VDP in the Protect function and contingency planning and recovery activities
communication in the Recover function.

Audit 2023-17423 Page 3
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Vulnerability Disclosure Policy

TVA has developed, documented, and publicly disseminated a comprehensive
VDP. However, TVA has not included all internet accessible federal systems in
the scope of the VDP. According to DHS Binding Operational Directive 20-01,*
a VDP includes federal information systems “accessible over the internet, which
encompasses those systems directly managed by an agency as well as those
operated on an agency’s behalf.” Without including all internet accessible
federal systems in its VDP, TVA (1) may not be aware of security risks that need
to be mitigated and (2) cannot properly monitor, analyze, and report on the
gualitative and quantitative performance measures used to gauge the
effectiveness of its VDP and disclosure handling procedures.

Contingency Planning

TVA has defined, communicated, and implemented contingency planning
policies and procedures, including roles and responsibilities for test, training and
exercise activities across the organization. In addition, TVA has designated
appropriate teams to implement contingency planning strategies. However, we
determined (1) TVA'’s contingency plans did not include the detailed contact
information for the individuals required to perform the roles and responsibilities
and (2) not all contingency plans have been tested annually as required by TVA
policy; therefore, the training could not be conducted for the untested plans.
Without detailed contact information and consistently implementing its
contingency plan testing and training, TVA cannot ensure (1) resources are
allocated in a risk-based manner for stakeholders to effectively implement
system contingency planning activities, and (2) stakeholders are held
accountable for carrying out their roles and responsibilities effectively.

Recovery Activities Communication

TVA has defined and consistently communicated information on the planning
and performance of recovery activities for completed business critical
applications to relevant stakeholders and executive management teams.
However, TVA has not (1) communicated metrics on the effectiveness of
recovery activities to relevant stakeholders and (2) ensured that the data
supporting the metrics are obtained accurately, consistently, and in a
reproducible format. Without qualitative and quantitative metrics, TVA cannot
communicate risk and contingency plan changes and improve coordination of
recovery activities in the event of an incident.

4 Binding Operational Directive 20-01, Develop and Publish a Vulnerability Disclosure Policy,
September 2, 2020.

Audit 2023-17423 Page 4



Office of the Inspector General Audit Report

RECOMMENDATIONS

We recommend the Vice President and Chief Information and Digital Officer,
Technology and Innovation:

1.

Implement a knowledge, skills, and abilities assessment to tailor
cybersecurity awareness and specialized training, identify gaps in TVA’s
cybersecurity workforce, and subsequently address the identified gaps
through training or talent acquisition.

Update processes to ensure that the results of BIAs are consistently

(a) integrated with the enterprise risk management process and (b) used in
conjunction with the risk register to calculate potential overall risk and inform
senior level decision-making.

Update TVA’s VDP to include all internet-accessible federal systems in the
scope of the policy and create performance measures to gauge the
effectiveness of its VDP and disclosure handling procedures.

Perform annual test, training, and exercise activities of each business critical
application as required by TVA policy to ensure (a) contingency training is
provided consistently with the roles and responsibilities to identify and
include the appropriate content and level of detail, and (b) resources are
allocated in a risk-based manner and stakeholders are held accountable.

Implement and communicate accurate, consistent, and reproducible metrics
on the effectiveness of recovery activities to relevant stakeholders.

TVA Management’s Comments — In response to our draft audit report, TVA
management agreed with the recommendations. See Appendix C for TVA
management’s complete response.

Audit 2023-17423 Page 5
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OBJECTIVE, SCOPE, AND METHODOLOGY

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) information security program (ISP) and practices as defined by
the FY 2023 — 2024 1G Federal Information Security Modernization Act of

2014 (FISMA) Reporting Metrics (Appendix B). Our audit scope was limited to
answering the FY 2023 IG metrics, which included 20 core and 20 supplemental
IG metrics (Appendix B). The security controls significant to the objective were
incorporated into the FY 2023 IG metrics and associated maturity models.

Our fieldwork was completed between February 2023 and August 2023.
To accomplish our objective, we:

e Inquired with TVA Technology and Innovation personnel and conducted
walkthroughs as necessary to gain an understanding and clarification of the
policies, processes, and current state of TVA's ISP.

¢ Reviewed TVA documentation to corroborate our understanding and assess
the current state of TVA’s ISP, including:

— Relevant TVA agency-wide and business unit specific policies,
procedures, and documents (such as Standard Programs and Processes
and Work Instructions).

— Technology and Innovation organizational chart.
— Vulnerability Disclosure Policy.
e Reviewed previous Office of Inspector General audit reports on TVA’s

(1) compliance with the FISMA in FY 2022, and (2) remote application and
desktop virtualization client in FY 20232 for relevant findings.

e Reviewed the contingency plan and after action report for one business
critical application that was completed in 2023 and performed a walkthrough
to determine if appropriate content and level of detail was included.

e Assessed the maturity level for 20 core metrics and 20 supplemental metrics
contained in the FY 2023-2024 IG FISMA Reporting Metrics.

e Calculated an average of the FY 2023 metrics for each function and
corresponding domains included in Table 1 on the following page.

1 Audit Report 2022-17370, Federal Information Security Modernization Act, September 19, 2022.
2 Audit Report 2022-17390, Remote Application and Desktop Virtualization Client, June 21, 2023.
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FY 2023 FISMA Functions and Corresponding Domains

Function Domain

Identify Risk Management
Supply Chain Risk Management
Protect Configuration Management

Identity and Access Management
Data Protection and Privacy
Security Training

Detect Information Security Continuous Monitoring
Respond Incident Response
Recover Contingency Planning

Table 1

During the course of this audit, we determined the overall effectiveness of TVA’s
ISP and practices by assessing the 40 IG metrics (Appendix B) on a maturity
model spectrum. Table 2 below details the five maturity model levels.

FY 2023 IG FISMA Maturity Definitions

Maturity Level Maturity Level Description

L . Policies, procedures, and strategies are not formalized,;
evel 1: Ad-hoc I ) .

activities are performed in an ad-hoc, reactive manner.
Policies, procedures, and strategies are formalized and
documented, but not consistently implemented.
Policies, procedures, and strategies are consistently
implemented, but quantitative and qualitative
effectiveness measures are lacking.
Quantitative and qualitative measures on the
Level 4: Managed and effectiveness of policies, procedures, and strategies are
Measurable collected across the organization and used to assess
them and make necessary changes.
Policies, procedures, and strategies are fully
institutionalized, repeatable, self-generating, consistently
Level 5: Optimized implemented, and regularly updated based on a changing
threat and technology landscape and business/mission
needs.

Level 2: Defined

Level 3: Consistently
Implemented

Table 2

The maturity level was determined by answering the related FY 2023 IG metrics,
which included 20 core and 20 supplemental IG metrics and using the average of
the metrics in a particular domain to determine the effectiveness of individual
function areas and the overall program. The FISMA methodology considers
metrics at a maturity level 4 (managed and measurable) or higher to be at an
effective level of security.

We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objectives. We believe the
evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objectives.
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GENERAL INSTRUCTIONS

Overview

This document outlines the Office of Management and Budget’s (OMB) guidance for implementing the
requirements outlined in OMB Memorandum M-23-03, Fisca! Year 2023 Guidance on Federal
Information Security and Privacy Management Requirements. The guidance below and related metrics
were developed in caordination amangst representatives from the OMB and the Council of the
Inspectors General on Integrity and Efficiency {CIGIE), with review and feedback provided by several
stakehclders, Including the Federal CIO and CEO counclls, As noted in OMB M-23.03, IGS are required to
provide their responses to the FY 2023 FISMA metrics outlined in this document in the CyberScope
reporting toal by July 31, 2023,

Background and Methodaology

The Federal Information Security Modernization Act of 2014 (FISMA) requires each agency inspector
general (1G), or an independent external auditer, to conduct an annual independent evaluation to
determine the effectiveness of the informaticn security program and practices of its respective agency.
OMB, CIGIE, and other stakeholders worked collaboratively to develop the FY 2023-2024 IG FISMA
Reparting Metrics, The FY 2023-2024 1G FISMA Reporting Metrics represent a continuation of the wark
started in FY 2022, when the |G metrics reporting process was transitioned to a multi-year cycle.

The Fiscal Year 2021-2022 Guidance on Federsl Information Security and Privacy Management
Beguirements (M-22-05) encouraged agencies to shift towards a continuous assessment process for
thelr annual independent assessment. To help facilitate this, the memeo also announced that OMB and
CIGIE are transitioning the IG FISMA metrics to 3 multi-year cycle—with a set of core metrics that must
be evaluated annually and the remaining metrics that will be evaluated on a two-year cycle, beginning in
FY 2023.!

The core metrics represent & combination of Administration priorities and ather highly valuable cantrals
that must be evaluated annually. Specifically, these core metrics align with the Executive Order on

improving toe Natioa's Cvbergecurity (EO 14028), and guidance from OMB to agencies to improve
federal cybersecurity, including:

* Movingthe U.S, Government Toward Zero Trust Cvbersecurity Principies (M-22-09), sets forth a
plan for migrating the federal government to a new cybersecurity paradigm that does not
presume that any person or device inside an organization's perimeter is trusted, and focuses
agencies on strengthening their capability to limit, and continuously verify, the access those
people and devices have to government data,

o Improving the Federal Goyermment's Investigati iaticn C iliti lated o
Cybersecurity Incidents {M-21-31), sets detailed requirements for log management,
configuration, ard enterprise-level centralization. It also provides a maturity model that
prioritizes the most critical software types and requirements,

o Improving Detection of Cybersecurity Vulnerabilities and Incidents an Federal Government
Systems through Endpoint Cetection and Response {M-22-01), directs agencies to coordinate

! These changes do not in any way limit the scope of IG authority to avaluate information systems on an as-needed
or ad-hoc basis.
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with the Cybersecurity and Infrastructure Security Agency (CISA) to accelerate their adoption of
robust EDR solutions, an essential companent for rero trust architecture that combines real-
time continuous monitoring and collection of endpoint data with rufes-based automated
response and analysis capabilities,

. nein, ri f th re Suppl in th h r f r lgom
Practices (M-22-18), Initiates a government-wide shift towards requiring agencies to use
software developed in a secure manner. This will minimize the risks associated with running
unvetted technologies on agency networks, increasing the resilience of Federal technology
against cyber threats.

The K5 FISMA metrics are aligned with the five function areas in the National Institute of Standards and
Technology {NIST) Framework for Improving Critical infrastructure Cybersecurity (Cybersecurity
Framework): identify, protect, detect, respond, and recover (table 1}, The Cybersecurity Framework
provides agencies with a common structure for identifying and managing cybersecurity risks across the
enterprise and provides iGs with guidance for assessing the maturity of controls to address those risks.

Table 1: IG Metrics and NIST Cybersecurity Framework Function Areas and Categorles

IG Metric Function Area and Related Domains® Related Cybersecurity Framework Categories
ldentify (Risk Management) Asset Management (ID.AM), Business Environment
(1D.8BE), Gowvernance (ID.GV), Risk Assessment
{1D.RA), and Risk Management Strategy (ID.RM)

Identify (Supply Chain Risk Management) Supply Chain Risk Management (ID.SC)

Protect {Configuration Management) Information Protection Processes and Procedures
(PR.IP)

Protect {Identity and Access Management} Identity Management and Access Control {(PRAC)

Pratect {Data Protection and Privacy) Data Security (PR.DS)

Protect {Security Training) Awareness and Training (PRAT)

Detect (Information Security Continuous Security Continuous Monitoring {DE.CM)

Monitering)

Respaond {Incident Response) Response Planning (RS.RP), Communications

(RS.CO), Analysis {RS.AN), Mitigation (RS.MI), and
Impravements (RS.IM)

Recaver (Contingency Planning) Recovery Planning (RC.RP), Improvements (RC.IM),
and Communications (RC.CO)

“ Refer to the NIST glossary for definitions of the function areas and domains,

Page 5 of 60




APPENDIX B
Page 6 of 60

FY 2023-2024 Inspector General FISMA Reporting Metrics

Key Changes to the FY 2023 — 2024 |G FISMA Metncs

One of the goals of the annual FISMA evaluations is to assess agencies’ progress toward achieving
outcomes that strengthen Federal cybersecurity. The FY 2023 - 2024 FISMA |G metrics have heen
updated to determine agency progress in implementing these requirements, as follows:

e  OMB M-23.03, Fiscal Year 2023 Guidance on Federal Information Security and Privacy
Management Requirements — By the end of FY 2023, agencies are required to report at
least 80% of government-fumished equipment through the DHS' COM program. As
such, metric #2 regarding hardware asset management has been updated to reflect this
new requirement.

e DHS 8inding Operational Directive 23-01, Improving Asset Visibility ond Vulnerability
Detection on Federal Networks — By April 3, 2023, agencies are required to take specific
actions for asset discovery, winerability enumeration, and automated reporting,
Metrics #2, #20, and #21 regarding hardware asset management, configuration settings,
arxd flaw remediation, respectively, have been updated accordingly,

e OMB M-21-30, Protecting Critical Software through Enhanced Security Measures - This
memaorandum provides guidance an the implementation of security measures for EO-
critical software. As such, metric #3 regarding software asset management has been
updated.

o OMB M-22-18, Enhancing the Security of the Software Supply Chain Through Secure
Software Development Proctices — This memarandum requires agencies to comply with
NIST guidance and any subsequent updates related to software supply chain security.
Metric 414 regarding third-party security has been updated ta reflect requirements
regarding software producer self-attestations,

e  OMB M-21-31, improwing the Federol Government's Investigative and Remedlation
Capaobilities Related to Cybersecurity Incidents — This memorandum directs agencies to
take action to strengthen audit logging, jog retention, and log management capabilities,
As such, Metrics #32 and #54 regarding privileged account management and incident
detection and analysis, respectively, have been updated to reflect these requirements.,

e  OMB M-22-01, Improving Detection of Cybersecurity Vulnesrobilities and Incidents on
Federal Government Systems through Endpoint Detection and Response ~ This
memarandum directs agencies to take action to strengthen thelr endpaoint detection
and response solutions and capabilities. As such, metric #37 regarding data exfiltration
and enhanced network deferses has been updated to reflect these requirements.

FISMA Maetric Ratings

1Gs are reguired to assess the effectiveness of informaticn security programs on a maturity model
spectrum, in which the foundational levels ersure that agencies develop sound policies and procedures
and the advanced levels capture the extent that agencies institutionalize those policies and procedures.
The five maturity model levels are ad hoc, defined, consistently implemented, managed and meosurable,
ard optimized (table 2). Within the context of the maturity model, OMB believes that achieving a Level 4
(manaoged and measurable) or above represents an effective level of security. NIST provides additional
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guidance for determining the effectiveness of security controls,” IGs should consider both their and the
agency’s assessment of unigue missions, resources, and challenges when determining information
security program effectiveness. Gs have the discretion to determine whether an agency is effective in
each of the Cybersecurity Framework Function (e.8., protect, detect) and whether the agency's overall
information security program is effective based on the results of the determinations of effectiveness in
each function and the overall assessment, Therefore, an iG has the discretion to determine that an
agency’s infarmation security program is effective even [l the agency does not achieve a Level 4
(managed and measurable},

Table 2: 1G Evaluation Maturity Levels

Maturity Level Maturity Level Description
Level 1: Ad Hoe Policies, prc-u:edures, and sb'at.egies are not formalized; activites are
performed inan ad-hot, reactive manner.
Pddicies, procedures, and strategies are formalized and documented but not
consistently implemented.
Level 3: Cansistently Policies, procedures, and strategies are consistently implemented, but
Implemented quantitative and qualitative effectiveness measures are lacking.
Quantitative and qualitative measures on the effectivensss of policies,
procedures, and strategies are collected across the organization and used to
assess them and make necessary changes,
Policies, procedures, and strategies are fully institutionalized, repeatable,
Level 5: Optimized self-generating, and regularly updated based ona changing threat and
technology landscape and business/mission needs.

Level 2: Defined

Level 4: Managed and
Measurable

Reflecting OMB's shift in emphasis away from compliance in favor of risk management-based security
outcames, IGS are encouraged to evaluate the IG metrics based on the risk telérance and threat model
of their agency and to focus on the practical security impact of weak control implementations, rather
than strictly evaluating from a view of compliance or the mere presence or absence of controls,

In response to the threat environment and technology ecosystem which continue to evolve and change
at a faster pace each year, OMB Implemented a new framework regarding the timing and focus of
assessments in FY2022, The goal of this new framework was to provide a more flexible but continued
focus on annual assessments for the federal community. This effort yielded two distinct groups of
metrics: Core and Supplemental,

Core Metrles — Metrics that are assessed annually and represent a combination of Administration
priarities, high impact security processes, and essential functions necessary to determine security
program effectiveness,

I NIST Special Publication |SP) 800-53, Rev, 5, Security end Privacy Controls for Informaticn Systems and
LDeganiations, defines security contral effectiveness as the extant to which the controds are Implemented
cocrectly, opersting as intended, and preducing the desired cutcome with respect to meeting the security
requiraments for the information system In its cperational environmeant or enforcing/mediating established
seoutity policies,

Page 7 of 60




APPENDIX B
Page 8 of 60

FY 2023-2024 Inspector General FISMA Reporting Metrics

Supplemental Metrics — Metrics that are assessed at least once every two years and represent
Important activities conducted by security programs and contribute to the overall evaluation and
determination of security program effectiveness.

1Gs should leverage the core metrics to gain a clear picture of where agencies stand as it relates to the
priarity objectives outlined above. However, these priorities do not account fer the totality of efforts
made by agencies to secure thelr enviconments. iGs are encouraged to leverage supplemental metric
scores, additional reports {including past evaluations where results have had little variance year over
year}, and any additional evidence af infarmation security program effectiveness to provide cantéxt
within the evaluation period (or past periods, as applicable), These additional considerations should be
documented in Cyberscope to justify the effectiveness determinations made by IGs.

Scering Methodology

In previous years, 1Gs have been directed to utilize a mode-based scoring approach 1o assess agency
maturity levels. Under this approach, ratings throughout the reporting domains were determined by a
simple majority, where the most frequent level {i.e,, the mode) across the guestions served as the
damain rating. The same logic was applied at the function and overall information security program
level, However, in FY 2021, OMB and CIGIE conducted 3 pilot to score agencies based on 2 weighted
average for certaln priority metrics. One purpose of this pilot was to help evaluate the impacts of these
priarity metrics and prepare agencies for the possibility of changing the maturity calculation process in
the future,

Through analyses of the data obtained through this pifot and the FY2020 ~ FY2022 governmentwide 1G
FISMA reparting, OMB and CIGIE determined that a non-welghted (e.g., calculated) average more
closely aligned with the OIG's assessed maturity levels expressed in 2 numeric format. This result
highlights that maturity levels assigned by 1G5 at the domain, function, and information security
program levels align more closely to an approach based on a calculated average than ane based on the
mode. Further, with the intrcduction of Core metrics in FY 2022, 3 mode-based scoring approach, where
all metrics are weighted equally, may not provide an accurate assessment of maturity in cases where
specific domains and function areas may not have a large number of metrics. Therefore, ratings in FY
2023 will focus on a calculated average approach, wherein the average of the metrics in a particular
damain will be used by IGs to determine the effectiveness of individual function areas (identify, protect,
detect, respond, and recover) and the averall program.

To provide iGs with additianal flexibility and encourage evaluations that are based on agencies' risk
tolerance and threat models, calculated averages will not be automatically rounded to a particular
maturity level. In determining maturity levels and the overall effectiveness of the agency's information
security program, OMB strongly encourages IGs to focus on the results of the core metrics, as these tie
directly to Administration priorities and other high-risk areas, 1Gs should use the calculated averages of
the supplemental metrics as a data point to support their risk-based determination of averall program
and function level effectiveness. Other data points that IGs may consider include:

*  The results of cybersecurity evaluations, including system security control reviews, vulrerability
scanning, and penetration testing conducted during the review period;

e The progress made by agencies In address outstanding I6 recommendations; and,

®  Reported security incidents reparted during the review peried,
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As in previous years, [Gs should provide comments in Cyberscope to explain the rationale for their
overall effectiveness ratings at the domain, function, and information security program levels,
Additionally, for any metrics rated lower than level 4, IGs will be required to provide comments.
Comments in Cyberscope should reference how the agency’s risk appetite and tolerance level with
respect to adeguate security, including compensating controls, were factored into the ¥5s maturity level
determinations,

1Gs continue to retain the discretion to determine the overall effectiveness of their respective agency’s
information security program, in accordance with Cybersecurity Framework function effectiveness e.g.,
identify, protect), and the individual domain ratings (e.g., risk management, configuration management)
at the maturity level based on their evaluations. Using this approach, IGs may determine that a
particular domain, function area, and/for the agency's Information security program s effective at a
calculated maturity level lower than Level 4.

To that end, this document introduces a calculated average scoring model for FY 2023 and FY 2024, As
part of this approach, Core metrics and Supplemental metrics will be averaged independently to
determine a domain’s maturity calculation and provide data points for the assessed program and
function effectiveness, For example, if the calculated Care metric maturity of two of the function areas
is Level 3 {consistently Implemented) and the calculated Core metric maturity of the remaining three
function areas is Level 4 (monaged ond measurabie), then the information security program rating
wiould average a 3.60, A hypathetical example of an IG evaluation for Core and Supplemental metrics in
the risk management domain and the overall program evaluation is shown in the tables below.?

Table 3: Example of Calculated Average for Core Metrics Maturity Calculation in FY 2023

Core Metrics
Metric " Metric Review ]
Number o » Descriptor Cycle i
1 identify | System inventory Core Metric Level 4
2 identify | Hardware asset management Core Metric Level 4
3 identify | Software asset management Core Metric tevel 3
5 identify vaersect.-mtv rlsk. management Core Metric 3
and ERM integration
10 identily | Automated view of risk Core Metric Level 4
TOTAL 5 core metrics in FY23 18

’ This exampie does not take Into consideration the ratings of the supply chain nsk management domaln metrics,
which Cyberscope will include in the calculstion for the identify function area.
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Table 4: Example of Calculated Average for Supplemental Metrics Maturity Caleulation in FY23

FY23 Supplemental Metrics

Metric Metric Review
Number | Function Descriptor Cycle Ay

7 Identify Roles and responsibilities FY23 Level 3

8 Identify Plan of action and milestenes FY23 Level &

) ldentify | Risk communication FY23 Level 3

3 supplemental metrics
TOTAL nFY23 10

Table 5: Example of Calculated Average FY24 Supplemental Metrics Maturlty Calculation in FY24

FY24 Supplemental Metrics

N':::: Funetion Dm' ":vt" FY24 IG Rating
4 Identify | System categorization FY24 Lovel 4
6 Identify Infor:mation security FY2a Level 3
architecture
TOTAL 2 supplemental metrics 7
in FY24

Table 6: Example of Overall Calculated Averages Maturity Calculation in FY23

FY23 Summary

Fendtion Core FY23 Supp. FY24 Supp. FY23 Assessed FY23
Metrics Metrics Motrics Maturity Justification
Identify 3.6 3.3 N/A Effective Ipsum lorem,
Protect 4.0 37 N/A Effective Ipsum lorem,
Detect 3.0 31 N/A Not Effective | lpsum lorem.
Respond 4.0 4.0 N/A Effective Ipsum lorem.
Recover 3.4 31 N/A Not Effective | lpsum lorem.
Overall Maturity 3.6 3.4 N/A Not Effective | Ipsum lorem.

Table 7: Example of Overall Calculated Averages Maturity Calculation in FY24

FY24 Summary
E i Core FY23 Supp. FY24 Supp. FY24 Assessed Fy2a
Metrics Metrics Metrics Maturity Justification
Identify 3.7 3.3 3.5 Effective Ipsum lorem,
Protect 4.0 3.7 36 Effective Ipsum lorem,
Detect 3.2 31 3.2 Not Effective ipsum lorem,
Respond 4.0 4.0 39 Effective lpsum lorem.
Recover 34 3.1 32 Not Effective ipsum lorem,
Opuemt) 37 34 35 Not Effective | Ipsum lorem.
Maturity
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Table & shows that this agency’s information security program fs struggling to mature their detection
capability in FY23 and the IG believes that the detect and recover capabllities are not effective based on
the combination of OMB's recommendation for a Level 4 -« Manoged and Measurable rating, relevant
OME Memoranda, additional reparts and tests conducted during the period, results demonstrated
during the evaluation period, and have taken the agency’s unique missions, resources, and challenges
inta consideration, However, the IG has determined that the agency Is effective in the identify domain
based the same criteria and based on professional judgment has determined that the agency is
operating effectively in this area.

Tables 5 and 7 show a potential agency result in FY24 and while the agency has improved in some areas,
the 1G has reassessed and reached the same conclusion as the peevious year, Variation will occur from
the examples above, however, the justification provided by the IG will outline the judgments made in a
particular agency’s evaluation,

These examples are intended to be illustrative and, while demonstrating a potential cutcome, should
only be used as a reference point to understand the lines between the evaluation of the maturity of an
organization and the relationship to the 1G’s professional judgment of the security program's
effectiveness and the program’s effectiveness in the respective function areas. Each agency will have
different missions and implementations of such missions and the G should take that into account when
comparing against the desired level outlined by OMB,

Submission Deadline

Historically, the evaluation of agency effectiveness by 1Gs finished in October; however, this timing
limited agency leadership’s ability to request resources in the next budget year to provide for
remediations. As such, OMS \M-22-05 adjusted the timeline for the 16 evaluation of agency Information
security effectiveness to better align with the budget submission cycle, OMB is requesting that agency
1Gs submit FY23 FISMA metric data from agency evaluations via Cyberscope no later than July 31, 2023,

Cyberscope will also provide supplementary fields 1o allow the |G o provide additional comments and
data supparting their evaluation results.

FISMA Metrics Evaluation Guide

To promate consistency in IG annual FISMA evaluations, an evaluation guide will be developed for IGs to
use in their FY 2023 and FY 2024 FISMA evaluations. This guide provides a baseline of suggested sources
of evidence and test steps/objectives that can be used by IGs as a part of their FISMA evaluations, The
guide, which is a companion document to the FY 2023-2024 IG FISMA Reporting Metrics, also includes
suggested types of analysis that IGs may perform to assess capabilities in given areas. As in previous
years, the FISMA evaluation guldance will be published on DHS' FISMA website.
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Maturity Level
Question Critacin i
Ad Hoc Defined Consistently Implomuented Managed and Measurable Optimized
1. To what axtent does the ® NIST 59 Tha organization has The organization has | Tha organizati W | The ceganizati The oeg uses
organization maintain a ey, 2) Core not defined its defined its polici 2 itz pol that the information automation to develop
comprehensive and ® NIST SP 200-%3 Matric pokcies, p dures, P d and p d and to " luded n its and maintain a
accurate Inventory of its My, SLCA-R P05 and processes for processes for 2 comprehensh Inventory are sub tothe | centralized information
information systems and CM-8 developing and developing and and accurate i y of its g pr system inventory that
{including cloud systems, o NIST Cvberzacurty maintsining a maintaining s information sy defined with= the includes hardware and
public facing wabsites, and | Fomework (05 comprahantive and prehansiie and [including cloud systams, o ‘s ISCM software campanants
third-party systams), and DAM-1 -4 y of yof | public-facing websites, and trategy. from all seganaational
systam intarconnections? ® FY 2023 CIO FISAA Its information itz information third-party systems), and Information systems.
Matricy: 3 1 and 15 st and 3y ¥ and system system interconnections. The centralized
o QMBA-130 { inventory s updated in
° OMA M-23.03 a near-real time basis,
2, To what sxtent doss the ® NIST SP 800-37 The organization has The organzation has | The orgsnizsti i y The organ: enures The organization
organization use tanderd ay. 21T P10 Corn not defined polcies, defined policies, Uses s stancard data hat the hardware ssiets employs automstion to
duta elements/taxoromy and £-16 Matric procedures, and procedures, and e t y to d to the network track the life cycle of
to develop and maintain ® NIST 5P 200-53 procassas for using processaes for using duvelop and maintain an up: are covered by wn the organization's
an up-to-date inventoey of | (Rov 51 CA-7 and CM- standard data standard data to-date invantery of B wide hard hard assets with
hardware 3ssets (including | ¢ ts/ | ft hardware assets connected assat management processes that imit the
GFE and Bring Your Own © NIST SP 800-137 to develop and to develop and to the orgal s k bilty and are subject to |/procedural
Device (BYOD} mobile ® NIST SP §00-207 maintain an up-to- mainta: an up-to- {including through the ing p hods for asset
davices) connacted to the ® NIST 1800-3 date irmventory of date inventary of o wziet di vi defined withn the management. Further,
organization’s natwork © NIST IR 8011 hardware assats hasduwarca assets and uies thia t yto (e s1SCM hardware inventocies
with the detailed © NIST CSF ID.AM ] connected to the connacted to the inform which sisets strategy. are regularly updated as
infarmation nacessary for o Fodarsl Entarpriss organization’s organization's can/canmnot ba intreduced part of the
tracking and reporting? Architacturs (FEA natwork (ncluding network (including Into tha network, For mobidle devices, tha organization’s
Eramewort through automated through automated agency enforces the enterprise archtecture
» £¥ 2023 CIO FISMA asset discovery] with amset dscovery) weh | The orga is making bility to deny sccess to current and future
Metrics 1.2 1.3 § the detailed the detaded sufficient progress toverds wgency anterprise sarvices stutes
108 information nacassary | information raperting at least 50N of it when security and
o $5 Top 18 Secus for tracking and necessary for GFEs through DHS' COM operating systam updates
Controis: Contral § reporting tracking and program. hm: not besn lppml:d
raporting. within a gven pa based
: Q‘mw on agency policy or
Mml guidance,
(8901 23-01
* 80D 23-01
Imalementation
Ludaccs
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Bak Maturity Lavel
Question Critaria Cyde
Ad Hoc Defined Consistently Implemented Managed and Measurable Optimized
3, To what extent does the o NIST SP 000-37 The organzation has ﬁocpmutlon haz | The ganzat ! h The The org;
organization use standard [Rev. 2) Task P10 Core not defined policies, defined policies, uses its standard data that the software assets, employs automation to
data elements/taxonomy ® NIST Sp Metnc procedures, and procedures, and le ft yto luding EO-critical track the life cycle of
to develop and g (Rev.5) CA-7 CM-8 procestes for using processes for using jevelop and an up- oft: and mobd the organization’s
on up-to-date inventory of | CM .10 und CH-11 standard date standard duta to-dute inventory of software | applications as appropriate, | software sisets (and
the softwars and o NIST 5P 800-137 I / L s/t ¥ axsats and licanses, including | on the netwaork (and their thes sssocated
associated licanses used © NiST 5F 200-207. to davelop and 1o davelop and for EQcritcal softy and intad |k |, are lieansss), incloding for
within the organization setion 7.3 maintain an up-to- maintan an up-to- mobile 1 used in d by an org: EQ-critical sofvware and
with the detailed ® NIST 1500-5 date imventory of date inventory of the organization's wide woftware asast mobile applications,
Information nacessary for o NIST IR 8011 software assets and software assets and enviroament and wies this managamant {or Mobile with processas that
tracking and reporting? « NIST Securiy licenses, including for | | luding for | ta v to Inform which Device Managoment) limit the
Meazures for EQ- EO-critical software EO-critical software assets can/cannat ba bility and are subject to \/procedural
Critical Softvars Uss and mobsie and mobile duced into the i the ing pe hods for asset
 NIST €58, 0,402 spplications, used in applications, used in defined withm the managament. Further,
& _EE-! NPTy the ocgunazation's the organiztion's The organizati blish ganization's ISCM softwane inventorieg
o FY 2023 CIO FISAL anvironmaent with the | environmaent with and maintaing @ software strategy, ara regulady updated as
Matrics 1.4 end 4.1 detailed information the detailed invantary for all platforms port of the
© OMBM23-30 neckssary for tracking | Information running EO-critical software For mobile devicas, the organization’s
i EMB M.22 09 and reporting. necessary for and all software {both EO- agancy enforcas tha enterprise archtecture
= OM_M“—B tracking and critikal and non-EO-critkcal) capabllity to pravent the current and future
OMBM22-18 reporting. deployed to each platform. execution of unauthorzed states.
° OMBN:2303 softwore (e.g., blacklist,
® CETop 18 Secudty whitelist, or cryptographic
Eentrolx Control 2 containerization),
* CISA Cybarsecurity
Incident Respon
Plg ks
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Bk Maturity Lavel
Question Critaria Cyde
Ad Moc Defined Consistently Implemented Managed and Measurable Optimized
4. To what extent has the o NIST 5P R0O0-37 The organzation has ﬁupngnion has Y-hc organizat by '-h. D The organi uses
organization categonzed |Rev. 2) Tasks C2.C Fr2a not defined policies, defined pol P Its polcies, the risk-based allocation of impact-level
and communicated the P4 P12 P13 5. procedures, and procedures, and procedures, and processes rezources based on system priortzation for
importance/prority of - proces:as for processes for for system categorization, categonzation, including for | additional granularity,
information systems in ® NIST SP 8005 categorizing, watmgonzing, review, and ication, the pr ion of high value | and cybamsecurty
wnubling its missions und [Rev. S) RA-2 Ph-T ravimwing and reviewing, wnd including for high value wisats, e approptiste, framework profiles, as
business functions, and M1 commumcating the communicating the assets, @i appropriate. through collaboration and approgriate, 1o support
Including for high value o NIST SP 200- Impodanca/priorty of | Importance/prionty Security categecizations data-driven prioritization rsk-based decision-
[ o NIST IR 8370 information syst of indy ath cansidar potential adverse making
o NIST CSF ID.BE3 In@nabiing its v In anabling Impacts to org
1D.AM:3, and ID.5C-2 lons and b itz and operations, organkzational
o FIP5 109 f cuding b functions, assets, individuals, cther
» TY 2020 CIE) FISAMA for high value assets, Includimg for high organzations, and the
Matrics: 1. ns sppropriate, value sxsets, as Nation, System
« OMB M-15-03 spgroprate, catagorization kvals are used
In addition, the to guide risk managamant
organization has not In addition, the ducisions, such as the
defined its policies, ongan zation has allocation, selection, and
procadures, and defined policies, impd of
pr for controk p d , and appropriate controd
1 , e [ for bazelnes,
and tailoring based on | controls aliocation,
the importance/ selection snd
priofity of its tailoring bused on
Information systems. the importance/
priority of its
informat lon dystams.
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Bk Maturity Level
Question Criteria
Cyds Ad Hoe Defined Conshtantly Implamented | Managed and Mussurable Optimired
5. To what axtent does the ® NIST 5P 800-37 The organization has The organization has | The organizat h The orga uses the Tha cybersecurity risk
organization ensure that [Nav. 2) Tashs P2 9. Core not defined and dafined and Implamaents its policies, rasults of its system laved managemant program
information system 3 P13, Rl and B3 Metnc c d the the P di and to | risk s, along with | s fully integrated at the
securty risks are © NIST 5P $00.39 palicies, proced policies, pr g» the cyb ity other inputs, to perform organizational,
adegquataly maraged at o NIST 5P and procadses it wes and processes it uses | risks ascciated with and maintain an miztion/business
the organizatonal, |Fay. S). #A-3 wnd PM- to manage the to manage the P gand . it o wide process, and
mission/business process, g cybersecurity rsks cybersecunty risks information systems. The cybersscurity and privacy information system
nd information systam e NIST IR 8285 associated with wssocintnd with organization ensures that risk assasiment, The resalt | levals, &3 well s with
Twvais? © NIST IR 82854 opersting and operating and ducaions to manage of this sxsursment is the entity's anterprse
» NIST IR 22868 maintaining its maintaning its cybersecurity risk at the documented in 8 rak managemant
« NIST IR 5286 Information sy Infor ¥ Infort level are oybersecunty risk register program,
> " At & minimum, the The policies, informed and guided by rivk and serve a5 a0 input into
o NIST CSF 1D RM-1 = policies, p d 3 P d and decaions made at the the organization’s Further, the
lQ.B—Ir—lA— and processes do not Processes cover organzational and anterprise nsk 5 orga 3
« OMBA-133 cover the following cybersecunity risk mission/business levels, program, The arganizaton cyberzecurity rish
3 M- wrwes from o managamant at the L ty i the g program
o OMB M.23.03 cyberncurity organizaticasl, System rick sssessments ame wifectivenass of rak s ambeddad inta daily
parspective: missson/business parformed [according to responses to ansura that decigion making across
process, and organzational defined tme risk tolerances are the organization and
® Risk faming Information system frames] and sppropriste maintaned st an provides for continuous
* Risk assessmant lavels and addrass sicurity controls to mitigate appropriate kvel, idantification and
* Risk rasponis the following risks identified are montoring to ensure
* Risk menitering components I dona ¥ The arga { that rigk remains within
basis, The organization uses that information in organizationally-dafined
* Risk framing the common vulners bty cybuarsucurity risk registers accuptable lnvels,
- Risk 8§ gyst or simiar s obtained accuratedy,
* Risk responze approach, to ly, and ina The organization uses
* Risk \toring the ch wtics and reproducible format and i Cybarsacurity
sevarity of software used to || quantify and Framawork profias and
vulnerabibties, aggregate security risks, {4) | enterprize rizk profiles
normalize cybersecurty risk | to align cybersecunty
Further, the organizetion information acros outcomas with mission
Uz & oyd y rimk o | wnits, and (Wi] | or business
regstar to manage risks, as prioritize opar 1 risk q ments, risk
appropriate, and i3 response, tolerance, and
consistently capturing and resources of the
sharing lassons learmed on organiation.
the effectreness of
cybersecunty risk
management precesins and
updating the program
accordingly.
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Maturity Level
Question Criteda m"
Ad Moc Defined Consistently Implemented Managed and Measurable Optimized
6. To what extent does the - P 800-37 The organization has The organcation has | The erganization has The organgation’s The organization uses
organization use an [Rey. 21 Tazk P16 FY2a nat defined an defined an consistantly implemanted its information security advanced technelogies
infoemation security o NIST SP £00-39 information security information security rity archi acreds hitecture ks integrated and technigues for
wrehitecture to provide » ® NIST 5P 800-53 architacture and ity architucture and the anterprise, business with igs systems managing supply chain
disciplined and structured (e, 51 PL-8, 54-3, procesias for ensuring | described how that process, and systam el devalopmaent lifecycle and rks To the sxtant
muathodology for SA-8.SA-S, 85-12. and that nevw/acouired wrchitectors is System sacutity enginesring defines and directs practicabie, the
mansging risk, including Pl-3 hardware/software, intagrated inta and principies are foll d and impl on of smcurity organization can quickly
risk fram the * NIST SP 200160 Iincluding mobile apps, | supports the inehad, ing the imp wthod hanisms, and adapt its information
organization’s supply » NIST 5P $00-163 are consistent with itz | organization's to the organizatons capabilities to both the securtty and enterprse
chain? (Rev. L security archzecture enterpnse information security Information and architectures to
© NIST 5P 800- prior to Introducing architectura. architecture prior to Communications mitigate supply chain
« NIST S DS systems into fts Introducing information Technology (ICT) supply risks.
and PRIP-2 development Inaddttion, the system changes into the chain and the organization’s
o FEA Framework g has ® 's anvi infor
defined how it
: MQM_L":. Implements system In addition, the organization
ARCUrity engineeri employs & softwars
e OMBM-22-18 Pﬁ"dﬂ“'ﬁ . p for mobil
* SECURE Technologe s p
Actix 1326
* foderal Information """’.’“?' i mot'fllu
wpplications, within
Acguirition Refar viim
sy L Setorm development life
Act (FITARA oycle (SDLC),
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Rk Maturity Level
Question Criteria Cycle
Ad Moc Defined Consistently Implemented Managed and Measurable Optimized
7. To what axtert have the o NIST 5P 200-37 Roles wnd Roles and Individunts are tly L {people, The organizatian uses
roles and resporsibilties (Rev. 2) Section 2.6 23 responsibilites for responsibilities of parforming the cybersacurity P . and technology) an intagrated
of inteenal and external ang Yask ®] cybemecurity rak stukehokiers risk managament roles and wre sllocated in 8 rick-based | govemance strocture,
stakaholders involved in o NIST SP $00-38: managemant have Invalved in responsibities that have mannerfor stakehokdersto | in accordance with A
cybersecurity risk sectiona 231232 not been defined and oyber y risk boen defined across the affectively implement 123, and associated
management processes and Agoecdi D cor d across organzation. This includes cybersecunity nsk review processes [e.g.,
been defined, o NIST 5P 200-53 the orga [ have been | roles and responsibile and ERM councils or IT
communicated, (Rey, 5). 841 defined and refsted to integration with integrate thove activities Investmant review
implemented, and ® IST CS5. ID.AMS Further, the tommunicated enterprize risk management with enterprise risk boards) to support the
nppropristely resourced s 2 organization has not wcross the P , A% App i £ P P integration of roles and
eross the organizetion? « NIST IR §286- dalined the relevant organization, This appropriate, responsibilitias for
Section3.11 work rofes for stages includes the relavant cybarsecurity risk
© OMB A- in the cybersecurity work roles for stages Furthor, stakeholders managemant and ERM.
« QMB M-15-08 risk manogemaent In the cybersecurty involved in cybersecunty
° BEAM-16-15 process and which rivk managemant ritk mamagemant are held
roles sre responsible, process and which sccountabie for carrying out
accountable, roles are responsible, thewr roles and
comsulted, of wecountable, rusponsibilities effectively.
Informed about consulted, or
various activities, as Informed about
appropriate. in various activities, as
addition, the appropriate.,
organizstion has not
dalined the Inaddition, the
relationships b ganization has
cybarsecurity rak dafinad and claarly
management roles communicated the
and those roles relationzhips
imcolved with between
wntaprise risk sybersecunity risk
mAnAgemant, managament rolas
and those roles
invalved with
antarprise risk
management.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

o Maturity Level
Question Criteria Cycle
Ad Moc Defined Consistently Implemented Managed and Measurable Optimizesd
B. To what axtent has the © NIST 5P.800-37 Policies and Policies and The organizat istantly | The organizati i The organi
arganization ensured that (Bev. 2) Tashs A6, B3 Y23 procedures for the procedures for the uses POARM: to effectively and lyzes qualtative and play to
plans of sction and © NIST 57 200-53 wffuctive uas of effective use of itig ity L 9 ve patformance correlutes security
milestonas [POAEMs) are CA-S and P POASMS to mitigate POAZMS have baan The organization uses a maeasures on the waakneises amongst
wsed for effectively 4 security weaknesses defined and priortized and consistent affectiveness of its POAEM information systems
mitigating security ® NIST CS5 ID.RAS have not been [ d pp h to POASAMS that activities and uses that and identify enterprise-
weaknesses? e OMBM-14-04 defined and These polices and considers information to make wide trends and
® QM0 AE-15-03 comr 2 § [ o address, sppropriste adj W duth n u near real
* OMB A-130 ata minimum, the * Security gorizati ded, to ensure that it: time basis
cantralzed tracking * Security, privacy, an itk posture i maintained,
of security supply chain risk astessman Further, procesies are
weahnesses, * Spacific control defi » in place to Identify and
pnoritization of and their criticality manage emerging risks,
remediation efforts, * Rationale for accepting in addition to known
menitorng and certain deficiences in securty weaknessar.
maintenance, snd cantrels
independent * Required POASM

validation of POASM
activities.

wttributes, in sccordance with
OMB M-04-14 (e, sevarity
and briaf description of the
weakness, remediation tasks
and milestones for meeting
thoss tasks, and sstimuted
funding resources mquired to
resolye the weskres|

Further, the organization
uses lessons learned in
implementation to reviaw
and update #x POARM

P
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FY 2023-2024 Inspector General FISMA Reporting Metrics

o Maturity Level
Question Criteria Cycle
Ad Moc Defined Consistently Implemented Managed and Measurable Optimized
9. To what wxtent dows the ® NIST 5 - The organization has The crganization hax | The organizat i l | The organizati ploy Using risk profiles and
organization ensure that [Rev, ) Tash M-5 Fr2s nat defined how defined how uses » cybersecunty rsk robust disgnostic and dynami reporting
information about o NIST CSF- Saction cybwmecurity rak sybersecurity risks regster, ar cther comparstle | reporting frameworks, machanisms,
cybarsecurity risks s a3 isfarmation is are idantified, mechanism to enture that including dashboards that cybarsecurity risk
communicated in a timely ® NIST (R 8170 dina doc and Information about risks is facilitate a portfolio view of information &
and effective manner to « NIST IR 8286 timedy and effectve . dina d in 2 timely cybersecunty risks across Incorporated into the
appropriate intemnal and . QMEA-123 manner to timely and effective and effective mannerto the organization, The organization’s
external stakehoidens? * OME Clreutar A-31 nppropriste intarmal mannesto sppropriste internal and dashboard presents enterprise risk
o O3B M-15-03 and extarnal approprate internal external stakeholders with a qualitative and q; & I t program
« SECURE Tochnologe staknholders. and wxturnal need-to-know, Furthermors, mutrics that provide and used to provide »
Act: & 1326 stukwholders, This the e i ly di of eyt Ry fully integratad,
includes the shares information with risk. Cybersacurity risks are priortized, entarprise-
organizations partners to ensure that Integrated into anterpnse wide near real-time
policies, procedures, | accurste, current information | level dashboards and view of orgamizational
and processes for is being destributed and reporting frameworks rmks to drive strategc
using eyb ity d and butiness decisions.,
risk registers, or The arganization eosures
other comparabls Further, processes to thare that duta supporting the Cybar risks are
machanisms, to cybersecurity riak cybersecurity risk ragister, nomalized and
share and rdinat Infor are grated or other comparable translated at the
cybersecunty risk with the arga on’s ISCM hanizm, are ob d orga | level to
activities, processes, sccurately, consstently, and | support a fully
in & reproducible format integrated, prioritized,
and is used to; enteprise-wide view of
« Quantify and aggregate organizations! risks to
security risks drive stratagic and
« Normalize infor d
wcross organizations! units
« Prioritize cperational risk
response activities
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FY 2023-2024 Inspector General FISMA Reporting Metrics

o Maturity Level
Question Criteria Cycle
Ad Moc Defined Consistently Implemented Managed and Measurable Optimized
10.To what extent does e NIST 5P.800-39 The organization has The ceganization hax | The organizat i Wy In addition, the org » The organi has
the organizaton use ® NIST 5P §00-207 Core not identfied and identified and imph wn d that cybersacuray institutionalized the wss
tachnology/avtomationte | Tenets Sand7 Metric dafined it dafined its salution scross the enterpriss | risk marsgement of advanced
provida @ cantralized, ® NIST IR 8285 raquiremants foran reguiremants for an that provides 4 cantralized, information & integratad technelogias for
enterprise wide | portfolio) e OMBA-123 a d solution to d solution enterprise-wide view of Into ERM reporting tools analysts of trends and
view of cybersecurity risk .« OMBAI-22-09 provide a centralized, | thatprovidesa cybersecunty risks, mcluding (such as a governance, risk performance against
management activities ® CISA Zaro Trust enterprise wide centralzed, risk control and d L and benchmarks to
scross the organizstion, Matuey Modal (portfalio] view of entarprse-wide view | sctivities, dependencies, risk Pl toal), s continuously improve
including risk control and Pillars 24 cybersecurity rsks of cybersecurity nsks | scores/levels, and sppropriste. its cybecsecunty rsk
remaedistion sctivities, © FY 2023 CIO FISA across the wcross the management dashboards. All management program,
dependencies, risk - ganizati (o ion, NecRsLEry saurces of Examplas include
scores/levels, and Metrles, 742 including risk I Including risk control yh rity risk scenano analysis and
managemant dashboards? and remediation and remediation Information are Integrated modeling, the
activities, activities, into the solution. incorporation of
depandences, ik dependencies, risk technkal ndecatory
scores/levels, und scores/wvals, and from threst intelligence,
I L #nd the abifity to
dashbourds. dashboards, CONEUMS Opan security
control assessments
language (OSCAL) Into
its GRC proceszes
11. Provide any agdzional infor on the effact [ ar nag | of the organi "5 risk e t program that was not noted ia the questions above, Taking into consideration the overall
maturity level genarated from the questions above and based on all testing perf: d, Isthe nsk gament program effectiva?
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Table 9: Supply Chain Risk Management (SCRM)

Care Matusity Leved
Question Criterin Metric ar Consistently
FY Ad Hoc Defined impl. A Managed and Messurable Optimized
12. To what extent does * NIST 5P 800-53 Thae organiation has | The org: has The organization The ceganizati The arg s
the organkzation use an (Ray, 5 £M-30, 58-2 Fra3 not dafinad and dafned and ly impl ts | and analyzes qual and | SCRM strategy is fully
organization wide SCRM and.sh-2 wated an icated an its SCAM strategy across | quantitative performance integrated with its
strategy to manage the © NIST 5P 200-161 organization wide organization wide SCRM the organizstion and uses ws on the enterprise risk
supply chain nisks Rav. SCRM strategy. strategy. The strategy the strategy to guide effactiveness of &z SCAM mansgement strategy
wszociated with the o NIST IR 8276 addresses: supply chain analyses, strategy and makes #nd program.
development, scquisition, @ The Fe: i communication with updates, as sppropriate,
maintenance, and disposal | Acouisith * SCRM risk appetite and | intemal snd external The aorganization ensures On n near reak-time
of systems, system Chain Security Act of tolerance partners and that data supporting bams, the organization
components, and system 2018 W%, 2327 41 . SCRM sgies or kehokiers, and in metrics are cbtained actively adapts its SCRM
services? USC Chap 13, Sub controls bullding by, ly,and | strategy to respond to
1] ae a7 * Processes for regarding the in @ repeoducible format. evolving and
B.L, 115-350) consistently avaluating appropriate rasources for sophisticated threats.
* Nuticnal and monitoring supply SCRM.
Courmtarinalligence chain risk
Strutegy « Approaches for Furthar, the organization
. 2. Implemanting and uses lessons learned in
communicating the SCRM | Implemantation to
strategy review and update its
* Azodiated rolesand SCRM strategy inan
responsibiities organization defined
timeframe.
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
Question Criteda Metricar
Consistently
Y Ad Hoc Defined Yl bnanted Managed and Moasurable Optimized
13. To what extent does ® NIST SP BO0-53 The org has | The org: has The organization The organization monitors, In @ near real-time
the organization use SCRM | (Hay. %), 53-1 Fr2s not defined and defned and i fy imph nts by and reports on the | basms, the organaation
policies and procedures to o NIST 59 16 comr d its <ol d its SCRM its policies, procedures, qualitative and q can update its SCAM
manage SCRM activities at | [Rev. 1) SCRM policies, policies, procedures, and and processes for performance o5 polkies, procedures,
all organizational tiers? o NIST CSF 1D.5C-1 procedures, and processes. As appropriste, | managing supply chain used to gauge the and processes, az
andIDSC.S processes. the policies and risks for offectiveness of &3 SCAM appropriate, to respond
o NIST IR 7622 procedures are guided by {organi Ih pol and proced: and | to evohing and
o NIST IR 8276 the erganization wide defined) producs, ansuras that data sophisticated thraats,
« NIST IR 8439 SCRM stratagy (metric systems, and services suppoeting tha metrics is
o The Fadaral #11), provided by third parties. | obtained accurataly,
Acouis sS4 consistently, andina
hain Nty Act of At @ minimum, the Further, the Zat producible format.
2018 following areas are uses lassons learned in
i ) addressad; implamantation to The organization has
Qmﬁmh * Procadures to fadlitate review and update its integrated SCRM pr
o vini the the implamantaton of the | SCRM policies, Pcross its enterprize,
” N Chain policy and the associated procedures, and including personnel securty
« O 22.18 baseline supply chain rsk processes i an and physical secunty
8 Is as orga ion defined prog =, hardware,
wall 23 baselne supply timeframe. software, and firmware
chain related controis in develcpment processes,
other families. configuration management
* Purpose, scope, SCRM tools, techniques, and
rokes and responsdilities, Maasurms to maintain
managemeant provarance (as
commitmant, and appropriate); shipping and
coordination amongst handling procadures, and
organzation entitias. PrOGrams, procRises, oF
procedures associsted with
the production and
distribution of supply chain
clements.
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
Question Criteda Metricar
Consistently
FY Ad Hoc Defined Yl bnanted Managed and Moasurable Optimized
14. To what eatent does ® NIST SP BO0-53 The orgs tos | The org has The org: ) The ion uses The organizaton
the organization ensure [Ray. 5). SA-4_5R-3 Core not defined and defned and that 2z polices, qualitative and quantaative | analyzes, ina near-real
that products, system SRS, ancsShE Metnc comr d ) d polick P dures, and performance metrics {e.g., time basis, the impact
components, systems, and * NIST 5P 800-i52 policies, p dures, | and p d to pr are those defined within 5LAs) of material changes to
services of external e NIST 5P 16 and proceszes to that jorg irg i tly to measure, report on, and security and SCRM
providers are consistent Rav. 1 ensure that defined products, system implemented for maonitor the information FZWrance reguiremants
with the organization’s o NIST 5P 200-234 [organizationally P , BY . and and reviewing secunty and SCRM on its refationships with
cybarsecurity and supply ke dafined products, services| adhara to its the supply chain-ralated parformance of watarnal providers and
chain requiraments? © NIST IR 8275 Yot ponents, v ity and supply riaks aasociated with oeganizationally detined ensures that acquisition
- o | ) systems, and chain risk ppliars ar of products, systams, and tooks, mathods, and
th mﬂlﬁmmlr S_S&A services) adhara to i 13, The and tha sy 1, Syst ices provided by procecses ane updatad
* OMB 2230 its eybarsecurity and | foll g = 19, at P wxtarmal providers. W1 500N as possible,
» OMBM-15-03 supply chain risk & minimum, ar defined
o OMEB M.27.18 Management * The identdication and In addition, the In addition, the organization
« 5 Top 18 Secynt requiremants. priortization of externally | organization obtain has incorporuted supplier
Controbs: Control 18 provided systams, system sufficient assurance, risk evaluations, based on
o Tha s ' components, and services | through audas, test enticality, into its
Aenita Py as wall how the results, software contmuous monkoring
Chain §  Act of organization maintains producer self ctices to
awareness of ts upstraam | (in accordance with M- situational awareness into
&?'u RAMP stan wppliers, 22-18), or other formz of | the supply chain risks.
rey * Integration of evaluation, that the
o Cloud computing acquisition processes, sncum:/ ::d supply chain
Including the use of controls of systems or
%&?‘:ﬂ‘ contractual agreaments sum: provided by
Cha_—mln Libmr that stipulate app ate or ethaer
Chaintibary cyberand SCAM measuras | entities on bakalf of the
for ext | providers. orge ion maet FISMA
* Tools and tech to i , OMB
use the acquisition process | policy, and appiicable
to protect tha supply NIST guidance,
chain, Iinclading, rsk-baszed
processes for avaluating Ffurthermore, the
cyber supply chain risks organization maintains
nssaciated with thied party | visibiizy into its upstream
praviders, #3 appropriste, suppliers and can
» Contract tools or conszistently track
procurement methodsto | changes in suppliars.
confirm contractors are
meeting their contractual
SCAM cobligations.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criteda Metric or
r Ad Hoc Defined Lanskily. Managed and Measurable Optimized
15. To what extent does * NIST 5P 800.5 The org. tion has | Tha org has The organization The ceganization monitors, In a near real-time
the organization ensure [Rev. 51 SR-11 (U Fy2a not definad and defned and i ly lenph by and reports on the | basis, the organzation
that countarfelt ® NIST SP 200-161 : o its i dits its compaonant qualitative and g can updata its supply
companents are detucted Rev. 1 component camponent suthenticity suthenticity policies and pedormancs messures chain rik management
and preventad from . OMBM-22-13 sthenticity polics policies and p dures, procedures, used to gauge the policies and procedures,
entenng the organcation’s | o yisr se 00218 and procedures., effectiveness of #s a3 appropnate, to
systems? o At a minimum the Further, the org P authenticity respond to evolving and
following &reas are * Provick p policies and pr and ph thrests,
sddrasmd: authenticity/ant araures that date
* Procedures to detect counterfes training for supporting the metrics is
and pi counterfert designated p I btained
P s from ng -M consistently, and ina
the systam. figurat) ntrol producible format.
* Proced to mai ouer arganizationally
configuration control aver | defined system In addition, tha organization
organizationally defined componants that are has incorporated
y ponents that ing repair and component authentiity
are awaiting repair and sennce or repaired Is into 25
service or repaired P altang ng p
components awaring raturn to service.
return to service,
* Requiremants and
procedures for reporting
counterfeit systam
companunts,
16. Provide any addtional infor on the «ff [positive or negative] of the organi s 3upply chain rigk mansgement program that was not noted in the questions above, Taking imte

consideration the overall maturtty level generated from the questions above and based on all testing performed, = the supply chain risk management program effective?

16.1 Please provide an |G self-assessment rating {Effective/Not Effective) for the agency’s identify function,
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PROTECT FUNCTION AREA

Table 10: Configuration Management

FY 2023-2024 Inspector General FISMA Reperting Metrics

Care Maturity Lovel
Question Critaria Metric or
Managed and
FY Ad Hoc Defined Consistently Implemented Tissiaiaile Optimized
17. To what extent have the ® NIST SPB00-53 Roles and Roles and responsibilties | Individualks are performing Resources (people, The organizaton
rales and responsibiltiesof | [Rey, 51 CM-1 Fr2a responsibilites atthe | atthe organizaticoal and | the roles and processes, and continuously avaluates
fig on ag: » NIST 5P 800-128 organizational and Infor [ ¥ levels bikties that have technology| are allocated | and adapts s

stakeholders been defined, | Saction 24 Infor v for stakeholders mvolved | been defined across the n a nsk-bazed config:
communicated, and e Grogen Sook. levels for stakehold in infor system arganization, for stakeholders to management-based
implemented across the Princl, 4 and irvolved in configurstion effectively perform roles and
#gency, and appropriately infor i st £ have been information system responsbilities to
resourced? configuration fully defined and configuration account for s changing

management heve communiceted scross the mansgament activitie: ybx ity

not been fully defined | organization. Further, stakeholdersare | land

and communicated hedd accountable for

across the carrying out their roles

organizstion. and responsibiities

effectively.

1B. To what extent does the . P Tha organization has The organization has The organization has The organization The organization uses
Organization use an i, 1- Fra4 net developed an devaloped an consistantly implamanted moniters, ¥ and tomation to adapt its
enterprise wida = NISYSPE00-128. organization wide crganization wide an organiaton wide reports to stakeholdars configuration
configuration managemant | deceion 232 configuration configuration configuration management | qualitative and managemaent plan and
plan that includes, ata management plan managament plan that plan and has integrated s quanttatwve performance | related processes and
minimum, the followng with the v Includes the Y plan wah its risk measures on the activities to a changing
components: roles and components, components. management and effectivenass of its cybersecurity landscape
responsibilities, including continuows monitoring configuration on anear real-time

establishmant of a Change
Control Board {CCB) or
related body; configuration
managemant processes,
Including processes for:
identifying and managing
configuration items during
the appropriate phase
within an organization’s
SOLC; configuration
momtoring; and applying
co “ ag
requirements o contractor
operated systems?

programs. Further, the

managamaent plan, wes

orga uses this nfor totake

learned in implementation corrective actions when

to make imp: to v, and

1ts plan. that data supporting the

metrics is obtained
accurately, consistantly,
and in 3 reproducible
format.

basis (as defined by the
organization).
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Core Maturity Lavel
Queestion Criteria Metric ar
EY Ad Hoc Defined Consistantly Implemanted ':""""'S" Optimized
19. To what extent does the * NIST 5P BOD-53 The organzation has The organization has The organization The crga ph The uses
organization use baselne [} 1L CM-2an Fr23 not astablished devaloped, ¢ nted, I tly records, stomated machant technology to
configurations for its oh-g policies and and dissaminated its Wl , el s (such wa wpp )k impl ta lizwd
information systems and * NIST M7 proced o baseli fig on under configuration control, | whitelsting and network | baseline configuration
maintam inventories of and PRLIP-1 that basefine and component baseline configurations of management tools) to and information system
related componants ata « 300 2304 configurations for 2= Inventory policies and its information systemsand | detect unauthorized component imvantory
laval of granuarity eClSTop 1S indor yst [ d an inventory of related hardvare, software, and process that includes
necessary for tracking and v rale are developed, P in d fir and information from all
reporting? Controld documanted, and with the organization's th d changesto | orga y
maintained undar policas and procadures, hardware, software, and (bardwarae and
configuration control firmware, software) and »
and that system Further, the organization updated in 8 near reak-
components are uzes leszons learned In time basis.
Imvantoried at a leval implemantation to make
of granularity deemed Improvemants to ity
necessary for tracking baseline configuration
and reporting. polices and procedures,
20. To what extent does the ® NIST SPBOD-53 The organization has The organzation has The crganization The crga ploys | The organi
organization use ey, 51 CM-6, -7, Core not blizhed developed, d: nted, I tly impk ts, lon to help deploys system
configuration BA-S, and 5+ Matric | poficlesand and d Inated its and maintains maintain an up-to-date, configuration
settings/common secure o NIST SP §00.70 procedures for policies and procedures secure configuration Pl , and I'e tooks that
configurations for its (Reyv.8) ensuring that for configuration settings for its information readily avallable view of automatically enforce
Infarmation systams? ® NIST C5F ID.RA- ceofiguration g/ sacure v based on the the securty and radeploy
and DECH-8 settings) fi 2 In principle of lnast configurations for all configuration settngs
. NIET i sacure configuraticos | addition, the functionality. information system to systems at frequent
Maazures for EQ- are defined, organization has > d iz a3z defined by
Critical Softvare Use: Implamented, and devaloped, documanted, | Further, the organization to the org 's the org: ) oron
sM3.3 monitored. and disseminatad consistently uses SCAP- network and makes an event driven basis.
o OMB M-22-08 common secure lidated scftware ing | sppropnate
« OMD 82-23-03 configurations (scanning) capabilities modfications in
* 800 2301 (hardaning guides) that against all gystams oo the accordanca with
«{ISTopig are tailored to s netwark (in sccordance organization-defined
~Frwom el environment, with BOD 23-01) to assess timelines,
Controb 4 90d7 and manage both code-
o ClSA Further, the organzation | based and configuration-
Gitas has establshed a based vulnembilities. The
Exkﬂm fant E' deviation p orga uses &
v learned in implameantation
S 1o make improvamants to
its secure configuration
polices and procedures,
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
Question Criteria Metric or
Managed and
Y Ad Hoc Defined Consistently Implemented Measurable Optimized
21. To what extent does the * NIST 5P EOD<0 The organzation has The organzation has The organization The organization The organizaton uses
organization use flaw |Rey, ) Core not developed, developed, d nted, i fy imph ity centrally gos its d patch
remedistion processes, o NIST SPE00-53 Metnc documented, and and disseminated its flow d dici flaw distion p I and
including asset d=covery, ey 51 CM-3 RA.S disseminated #s policies and procedures procedures, and processes and uses d v update tools
vulnerabilty scanming. 52 and 51-3 policies and for flaw remediation, snd that patch patch and for all applications and
analysts, and patch o NIST SP 800207 procedures for flaw including for mobile hotfes, sarvice packs, and software update tools for | network devices
management, to manage Section 2.1 remedation, including | devies, Policies and ant-virus/mabaare software | operating systems, (including mobile
softwane vulnarabilities on « NISTCSF D RA-1 foe mobile devices proceduras include updates are identifiad, whara such tools are dovices), &s
all natwork addrassabie IP- o NIST Sacurity |GFE and nomGFE|. processas for: prioritized, tested, and available and safe. appropriate, where
wasens? M. . ¢ EO- Wantifying, raporting, llad in @ tmely such tools are available
ritical S = and correcting In additicn, tha organizati The orga i and safe.
GM32 infor " s critical moniters, anakzas, and
« QBAl M-22-06 Taws, testing software wulnerabilities withn 30 reports qualitative and As part its flaw
° $¥Y2023CI0 and firmrware updates days and uses | q it performance | remadiation procasses,
» s 4 prior to mplemantation, lnarned in impl ntati on the the organization
- installing secunty to make imp: effecti of flaw performs deeper
Eland2l releant updates and its flaw remedi li diation p tysis of softy
*Glelepls patches wthin and procedures. and ensures that data code, such as through
crganizational-defimed supporting the metrics is | patch sourcing and
Controlsdand7 timeframes, and Further, for EC-critical btained ing
=300 18-02 incorporating flaw software platforms and all consistently, and na
* 8001302 remediation into the software deployed to those | reproducible format.
° 300 2204 organization's platforms, the organzation
e 30D 23-01 configuration usas supportad seftware
* BOD23-0L mansgament processes. | versions,
imglementation
Sudsnce
e CISA
Cybsesacurity
Incident Response
P(a'bodx
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Core Maturity Level
Question Criteria Metricar
Managed and
FY Ad Hoc Defined Consistently Implemented Maaimialla Optimized
22. To what extent has the ® NIST 5P 800-207 The organization has The aorganzation has The organization The organization, in The organizaton
organization adopted the o DA 881926 Y23 not prepared and preparted and planned to i fy imph nts TIC | sccordance with OMB M- | integrates s
Trusted internet Connection o DHSCISATIC 3O planned to meet the meet the goals of the TKC requirements based on 19-26, DHS guidance, and | implementation of TIC
(TiC) 3.0 program to assist ore Guldan, goals of the TIC Intiatwe, consistent with | OMB M-19-26. This s cloud strategy is 3.0 with the
in protecting its network? Documuents initiative, consstent OMB M-19-26, includes consistent ensuring that as TIC organization’s zero trust
® NCPS Cloyd with OMB M-19-26. Specifically, the ag ! defined pl archi strategy
Lnterface Raference Specifically, the has defined and TIC securtty controls, 3z flewidle and that its
Amhitecturs agency has not customized, as appropriate, and ensuring polices, procaduras, and | Further, for cloud-based
dafined and aparopriate, its policies, that that all agency traffic, information security enviranments, the
customized, as proceduras, and including mobile and cloud, program are adapting to organization provides
appropriate, its processes 1o implemant are routed through definad maet the security talametry on its doud-
palicies, procadurnes, TIC3.0, including SLLEss POINtS, &5 capabilities outhined in based traffic to CISA via
and proceases to updating its netwerk and | appropriate. the TIC initiative, the National
implameant TiC 3.0, systam boundary consutent with OMB M- Cybarsacurity
including updating its policis, in accordancs The agency develops and 19-26. Protection System.
network and system with OMB M-19-26. This maintains an accurate
boundary poficies, in ludes, as appropriate, inventory of agency The organization
accordance with OMB | incorporation of TIC network connectons, mannors and reviews the
M-19-26. This security capabilities including details on the implemented TIC 3.0 use
includes, as atlog, TIC use cases, sennce provider, cost, cases to determine
appropriate, the TIC and TIC overlays. ity, traffic vol effe and
security capabidities logical/ physical incorporates
catalog, TIC use cazes, | Theag has defined fig: s, and new/dfferent use cases,
and TIC everlays, P 10 davelop and pological data for each i appropriate,
Intain s & ot
Thae sgency has not inventory of its network
dafined pr to ions, Including
devalop and maintain | details on the servics
a0 nccurate inveatory | provider, cost, capacity,
of &z network traffic velume,
connections, including | logical/physical
details on the service configurations, and
provider, cost, topological data for each
capacty, traffic connection.
volume,
logica/physical
configurations, and
topological data for
wach connection.
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Core Maturity Level
Question Criterla Metricor
Managed and
FY Ad Hoe Defined Consistantly Implemantad TR Optimized
23. Yo what extent has the o NIST 5P EOD-53 The organzation has The organization has The organization The organization The organization uses
organization defined and [Rey. 5L CM-2 CM-3, lArd] not developed, developed, doc: d, i ly impd ts its tars, analyzes, and ion to improve
impl d config and Ch-4 documanted, snd and di L d its hang A policres, reports qualitative and the sccuracy,
change control sctivities o NISTCSFE. PRIP3 de d s policies and proced proced , and pr A q we performance | consistency, and
including determinstion of pohcies and for mansging including axplicit mekiures on the wesilnbity of
the types of changes that procadures for i garati hang iderstion of security effectivenass of its configuration change
are configuration managing | The policies and P prior to ch change | activiti | and
controlled; review and configuraton change procedures address, ata implemantation, and ensures that data configuration baseline
aspproval/dsapproval of control Polickes and minimum, the necessary supporting the metricx is | information.
proposad changes with preceduces do not configurstion change The organization uses Etmined Iy, - ion it also ured
explicit consideration of addeess, st e | related activiti L learnad n consitently, and ins to pravide dsts
security impacts and minimum, the implamantation to make raproducible format. sggregation and
sacurity clasification of the nacEESarY imp: to s changs cotralation capabiiiting,
system, documentation of configuration change control pelicies and In addrion, the alerting mechanisms,
configuration change control ralated procedures, 'l on imple und dashboards on
decisions; implementation nctivities, jorganizationally defined | change control activitiee
of approved configurstion security responses) to smpport risk-based
changes, retaining records bassli nfigurati deci king scross
of implamented changes| wre changed in «n the organization.
suditing and review of unsuthorzed manner.
configuration changas, and
coordination and ovarsight
of changes by the CCB, as
| appropriste?
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Core Maturity Level
Question Criterla Metric or
Managed and
FY Ad Hoe Defined Consistantly Implemanted TR Optimized
24, Yo what extent does the o NIST SPROO-53 The organzation has The organization has The organization The organization On a near reak-time
organization use a [Rey. 55 RA-SI11) ArE] not developed, developed, dac d, i ly impd ts its tars, analy and bass, the organization
vulnerabilty disclossre ® OMB M.20.32 documanted, snd and publicly VODP. In addition, the reports on the qualitative | sctively adapts its
policy (VOP) as part of ity » DHS 80D 2001 di i de di 3 da organieation andq Ao & bily diseh
vulnerabifty manngement ® FY2023CI0 prahansive VOP. prahensive VDP, The | e Has updated the relevant | pedformance s policiat nnd pr
program for intarnet- FISMAS Meatrics 9.1 fellowing slemants are fialds at the gov registrarto | weed to gauge the and provides
ible federal systams? | 62 g3 atdrested eniure appropriate effectivenass of its infermation 1o
« The systems in scopa reporting by the poblic. wvulnerability disclosure stakebolders and
* Typas of tasting * Emauras that all intarnet- | policy and disclosure partners.
allowad wconssible systams are handing procedures.
* feporting included in the scope of its Within the context of its
mechanisms VOP. anterprise sk
* Timaly feedback * Increases the scope of Managament program,
* Remedistion systems covered by its VOP, the organization
in accordance with DHS considars the use of &
In addition, the BOD 20-01. Bug Bounty program. As
organization has updated spproprinte, Bug
ts vuinersbility Bounty programs are
disclosurs handling implementad in
procedures to suppart accordance with OMB
the implamentstion of its M-20-32,
voP,
25. Provide any addtional information on the effect |p oc neg; | of the org: 's guravon e program that was not noted in the quastions above. Taking Into consideration

the overall maturtty level g

d from the q

above and based on all testing performed, Is the confi

.

ve?

L Prog!
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Table 11: Identity and Access Management

Core Maturity Luvel
Question Criterla Metric
or FY Ad Hoc Defined Conuisteatly Implemented sy Optimired
26. To what extent have the o NIST SP800-53 Roles and responsibiiities | Rodes and responsiliities | Indaduals are performing R pecple, In rd with
roles and responsibiitias of Rev. 51 A1 IA-] Fy23 at the organizational and | at the organzational and the roles and processes, and OMB M-13-17, the
idantity, cradential, and 1A- -4 Infor i ¥ Informati yatam lavels ibilities that have tuchnology) are allocated | aguncy has
accass managamant (ICAM) o NiSt 5P 800-63-3 levels for stakaholders for stakahoidars involvad | baen dafined across tha In @ risk-based el d an
stakebolders bean defined © NIST SP 200-634 Involvad In ICAM have In ICAM have bean fully organization. for stakeholders to Integrated agancy-wida
communicated, and BandC not baan fully defin dafined and effactively implamant ICAM office, taam, or
Implemented across the « OMBM-19-17 and comm d d across The organization ensures \dantity, credential, and other governance
agency, and approprately o Faderal Idunt across the org t the orga This that there is consistent access management structure in suppost of
resourced? Credeptial and Includes, az appropriate, | coardination amongst activities. Further, 1135 ERM caps béey to
Access Managamans developing an ICAM organization leaders and =takeholders are held effectively govern and
LEICAM) playbooks govarnance structure to mission owners to accountable for carrying | enforce KKAM afforts
und auidance align and lidate tha pb t, ge, and out thair roles and
» HSPD 12 agency’s ICAM the org s ibilties
Investments, monitor ICAM policy, strategy, effactively.

programs, and ensuring
awareness and
understanding

process, and technology
solution readmap.
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Core Maturity Level
Question Criterla Metric
Managed and
or FY Ad Hoc Defined Consistently im plamonted Massdrable Optimized
27. To what extent does the ® NIST 5P 800-53 The organzation has not | The organization has The orgamzaton = The organezation On » near reak-time
organization use a Ray, 5): AC-1 and FY2s developed a developed a consistently implementing integrates its ICAM bass, the organization
comprehensive ICAM (5% comprebensive ICAM comprebensive IKAM its }CAM policy, strategy, strategy and activities actively adapts its
policy, strategy, process, o NIST 59 §00-207 policy, strategy, process, | polcy, strategy, process, process, and technology with its enterprise ICAM policy, strategy,
and technology =olution ® NIST CS5- PRACH and technology sobuti and technology soluti I road map and is asrchtecture and the and related processes
rosdmap to gusde rts ICAM ang PR.AC-S road map to guide its road map to guide its on track to meet Federal ICAM and actaties to o
proceszes and actwities? . 2 ICAM processzes and ICAM proceszes and il The tegy arch e changng cybersecurity
» OMBM-22-09 acthitias. activities encompasses the entine landscapa to reapond
» DHSED 1901 organzation, aligns with Tha organzation uses to evohing and
o FICAM In addition, the The organization has tha FICAM and COM 4 hant h d threats,
(5 Top 18 organization has not davaloped mil for g , and (0.8, machine-based, or
Security Cantrols. parformed a review of bew it plarss to align with | intorporates applicatie uier-based Tha organization
Controds % il o CUTent practiceds, Fadural initintves, Faderal policies, dards, nf ) where employs adaptive
=L Identdiad gaps, and Inciuding strong playbooks, and guidell pPop L to g idantification and
devaloped it h ion, tha the effective authantcation
plan to serve as an input Federal ILAM Further, the organi it P of its techniques to ussess
to the ICAM policy, archtecture and OMB M- | consistently captunng and ICAM poficies, suspicious behavior
strategy, and technology | 19-17, and phase 2 of shanng lessons learmed on procedures, and and potantial viclatons
soluton road map, DHS's Continuous the effectiveness of its =rategy. Eamples of of s ICAM pofcies and
Dagnostics and ICAM policy, strategy, and automated mechanisms procedures on a near-
Matigaticn {COM| road map and making Inciude network real time basis.
program, as sppropriate. upd as ded '3 ion based on
the label/classification of
information stored;
Autematic
remaval/disabling of
temporary/smergancy/
imactive accounts, and
win of sutomated tools
to inventory and mansge
accounts and parferm
segregation of
duties/leazt privilege
reviews.
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Core Maturity Level
Question Criterla Metric
Managed and
or FY Ad Hoc Defined Consistently im plamonted Massdrable Optimized
28. To what extent has the ® NIST SP.800-53 The organzation has not | The organization has The orga The org: d On » near-real time
organization developed and Ray, 5). P52 and Fy24 defined its processes for defined its processes for that all personnel are employs automation to bass, the organization
implemented processesfor | P53 assigning personnel rizk ensuring that alt igned risk desyg R iy d t, lustes p |
assigning position rsk o NIST C5F PR designations and perzonnet are assigned pprop ly screened track, and share risk securty information
designations and il performing approprate risk designations and prior to being g d desig and from various sources,
performing appropriate e OMBM-15.17 screening priorto asppropriately screened system access, and g infor ntegr this
personnel screening prior . granting access to s prior to being granted rescreened penodically. with necessary partes. information with
to granting accass to #s Threst Pobey systems. accass 10 11s systams, anomalous user
systems? » FY 2023 CIO Procesaes have bean bahavior data (aude
FISMA Matrics: 7.4.3 dafined for assigning risk legging) and/or its

dasignations for all insicdar threat activitieg,

poaitions, astablishing and adjusts

screening criteria for parmisiions

Individuaks filling these wccoedingly,

positions, suthorizing

nccess following

screening completion,

and rescreening

indwiduals on a periodic

bazis.
29, To what extent does the |  NIST 5P 800-53 The orgnization has not | The organization has The organi The org: v On & near reaktime
organizaton ensure that [Bev. SLAC-E AC- Y23 defined its processes for | defined its processes for that sccess ag: for to g baws, the organization
access agreaments, 21, CA-3 P-4 and developing, developing, individuals are completed and review user access ensures that access
including nondisclosure 56 documenting, and documenting, and prior to sccess being sgreements for asgreements for
sgreements, acceptable use maintzining access maintaining access granted to systems and are | privileged and non- privileged and non-
sgreements, and rules of agreemants for agreements for consistently mantained privieged users. To the privileged uters are
behavior, a3 appropriate, Individuals that access its | indenduals that access its | thereafter. The extent practical, this maintained, as
for individuals (both systems. systems organzation uses more pracess is centralzed. necessary,
privileged and non- specific/detailed
privilagad uiars) that access agraamants for privileged
113 systems are completed wEars or those with access
and maintained? to sensitive information, as

appropriata.
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Core Maturity Level
b e '::::k AdHoc Doflnad Conststantly implemented Poniged sed Optimized
Measurable
30. To what extent has the ® NIST 5P 800-53 The organzation has not | The organization has The orgamaation has All non-privileged users The organization has
organization implemented [Ray, 5 AC-17, IA-2 Core planned for the usa of planned for the use of consistently implemented use strong implemented an
phizhing-resistant 1A-S 1A-8 and PE-3 Metric strong authentication strong authentication strong authenticat) henti enterprise-wide single
multifactor authentication o NIST 5P 800-63 mechanisms far non- mechanisms for non- mechansms for non- mechansms to sign on solution and all
mechamsms (e.g., PV, o NIST SP £00-128 praleged users of the privileged users of the privieged users of the authenticate to the organization's
FiDO2, or web . P 157 & ion's faciht) orga s fackt: ganization’s facilties aspphcable organizational | systems interface with
authentication) for non- ® NIST 58 800- [orga defined [organization-defined [or ion-defined v and fach the zol resulting
privileged usars to accass lenst & entry/axit points], antry/aut ponts), entry/eut points) and [ocganization-detinad in an abdey 1o manage
the organization s facilities = NIST S5 PRAC-1 ystams, and orks, it and natworks, metworks, including for antry/ext points). usar {non-privilegad|
[organization-dafinad and SR AC-6 Including for remote Including the complation | remote access, In sccounts and privileges
antry/axit points|, ® NIST Sacurit acoss In addition, the of digital Id y risk d. with Faderal To the axtant possibla, cantrally and mport an
networks, and systams, IMeasures for EO- organization has nat AssRsimunts targets. the organization effactivenass on # near
including for ramote Critical Softwars performad digital cantrally implemants real-time basis.
acces? Use SM 11 Identity risk sssessmants Forinstances vivre it spport for nesPIV
o HP2202-2 to dutermine which would ba imp bla to Ahanticati
* HSPDJ2 systems require strong wse the PIV card, the mechanmms in thew
7 asuthentication, organzation uses an entecprize identity
: MM—,L’—H alternative token (decwed management system,
PIV credential) which can
: %r“s‘w‘g‘sw be implemented and
. deployed with mobile
assurity Cansrols i
Contrat. devices.
¢ SEBA Gapacih Further, for public-facing
Eabancament Guide
systems that support
» 2023 Q10 multifactor authantication,
g&m.&m&.@ wsars arm provided the
432.232,24.23, option of using phishing
240, and 2302 rsistant multifactor
wuthantication
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Core Maturity Level
Question Criterla Metric
Managed and
or Y Ad Hoc Defined Consistently implamonted M cakia Optimized
31. To what eatent has the ® NIST.SP 800-53 The organzation has not | The organization has The orgamazation has All privileged wsers, The organization has
organization implemented Ray, 53 AC-17 and Core plannad for the use of planned for the use of by imple d ciuding thoze who can implemented an
phizhing-resistant PE3 Metric strong authentication strong authentication strong authentication make changes to DNS enterprise-wide single
multifactor authentication o NIST 5P 800-63 mechanisms far mechanisms for mechansms for privileged records, use strong sign on solution and all
mechanizms (e g, PV, o NIST SP £00-128 praleged users of the privileged users of the wsers of the organization’s henticati the organization's
FiDO2, or web . P 157 o ion's facibty orga ‘s facht: facilties [ ¢ mech: to systems interface with
authentication) for ® NIST 58 800- [orga defined [organization-defined defined entry/ex p 1, h to the solution, resulting
privileged users to accass lenat & entry/axit points], antry/axt points), and networks, including for | applcable organizational | inan abidey to manage
the organization s facilities = NIST CS5: PRAC-1 yst , and orks, yat and natworks, ramote access, in Fystams. usar {privilaged)
[organization-dafinad and SR AC-6 Including for remote Including the complation | sccosdance with Federal secounts and privileges
entry/axit points), ® NIST Sacurit acoss In addition, the of digital Id y risk o cantrally and mport an
networks, and systams, IMeasures for EO- organization has not AssRsimunts effactivenass on # near
including for ramote Critical Softwarm performad digital Forinstances whare it real-time basis.
acces? Use SM 11 Identity risk sssessmants would ba impeacticable to
o FPS201-2 to datarmine which wie the PIV card_ the
o HSPD12 systems require strong organization uses an
o OME M-15 authentication, alternative token {derved
i 3. PV credential) which can
o OMBM23- be implemented and
deployed with mobile
* DHSED 19.01 (FRAa
eCiSTop1E
Security Controls
Control &
5 <
At.22,208200
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Core Maturity Level
b e '::::k AdHoc Doflnad Conststantly implemented Poniged wed Optimized
Measurable

32. To what extent does the | e NIST 5P 800-53 The organzation has not | The organization has The orga The org d The organizaton is
organization ensure that LAC-L AC-2 Core duﬁwd its processes for | defined its processes for that itt mm for ploy i king d
privileged sccounts are AC-S ACE AC-1T Metric PNg, P woning, { ha leg, progress towards
P ioned, ged, and AU-2 AU-3 AU-B Ind Wlﬂ‘ privileged and reviewing priviieged lnd nmcwmg wmhpd machme-based, or user- implementing ELA's
reviewed in accordance ang A4 accounts. Defined are basad enforcement) to advanced requirements
with the prnciples of least s NIST CSF PRAC- pr cover app 1 pk d across th. support the for uzar bebavior
privilege and separation of * NIST it and tracking; organzation. The management of monitoring to detect
dutias ? Spacifically, this Measures for EQ Invantorying and organization kmats the privileged accounts, and alart on privileged
includes processas for Critical urn validating, and logging functicns that can ba inchuding for the usar compromise,
periodic review and Usa SM22 and reviawing priviagad parformed whan using automatic
adjustment of privileged ® FY 2023 CI0 usane' accounts. privilaged accounts limits ramoval/disabling of
usar sccounts and = Metncs: 3. tha duration that LRMPOrRTY, aMergancy,
parmissions, inventorying . 1017 privilaged accounts can be and inactive accounts, as
and validatng the scope » OMBN-21-3] loggad in, and ensures that | appropriate.
and number of peiilaged » DHSED 18-01 priviaged user activities
sccounts, and ensunng that « OS5 Top 18 are logged and periodically | Further, the organization
privileged user account Security Controls reviewed, iz meeting pnvieged
activities are logged and Controls 6.6 and § identity and credential
penodicalty reviewed? management fogging

requirements at maturity

EL2, in accordance with

M-21-3L
33. To what extent does the . i -4 The organization has not | The organization has The organization ensures The org i The arganization has
organizaton ensure that Rev, 2) FYas defined the defined its that FIPS 140-2 validated that and user devices deployed a capability
approgriate o NIST 5P £00-53 configuration/connection | configuration/connection cryptomphnc modules are | have been appropristely | to rapidly disconnect
configuration/connection (R, S AC-13, AC- que ts req ts for pk for its oonfuund prior to remote 3ccess user
requirements are L AC-1T AC-18 access connections, access connections, remote access access sessions based on
maintamed for remote AU-2 A7 SC-10, including wse of FIPS 140- including use of method|s}, remote access and mt.nmtbclb-lkv active mon#oring, The
access coanactions? This SC-15, and 514 2 validated cryptograp cryptograph odulas, tima out after 30 of Indheduals to transfer | spead of dsablemant
Includes the use of o NIST CSF PRACS dules, system time- ystam time-outs, and minutas {or lass), and that data accessad remotaly varias basad on the
approgriata cryptographic » OMBM-22-09 outs, and moaitaring and | how it manzors and mmota users' activities ara | to non-authorized criticality of
modules, systam tima-cuts, | of access | © k ote access logged and reviewed based | davices. missions/busness
and the monitoring ard SEI50NS. SeIS0NS. on risk. functions.
control of ramota access

2

34, Provide any addzional Infor on the effec ip or ) of the orgal ‘s Ik y and 3ccess management program that was not noted in the quastions above. Taking into

consideration the overall maturty level genarated from the questions above and based on all testing pufommd I3 the Mantity and access management program offective?
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Table 12: Data Protection and Privacy

Core Maturity Lovel
Quustion Criteria Matric
or FY Ad Hoe Defined Consistently Impl ted Managed and Ma abd Optimized
35. To what extent has the ® NIST 59 B00-37 (Raw The organization Tha organization has The org L h The org; The privacy program ks
organization developed a n n k Fr23 has not defined and Implaments its privacy and ly fully d with other
privacy program for the |-5% @stablished a communicated its program by: and qualtatve security areas, such as
protection of parsonally o NISTSPE00-53 (Rey, peivacy pragram privacy program plan * Dadicating appropriste performance measures on | 1ISCM, and other business
Identifiable information (PIl) B - -8 SA- and related plans, | and related policias resources (o the program tha effectivanass of &s procasses, such az
that is collected, used, Bi33), PM-S{1) P20 polices, and and proceduras for * Mai gan i tory p y activities and uses strategic planning and risk
maintained, shared, and PM27, PT-5, PT-6_and procadures as tha protection of PII of the collection and use of that infeemation to make managemant. Further, tha
disposad of by information S1.3N] appropriate for that i collected, used, | pi dad adj o ‘s privacy
systems? o NISTSPUO0-122 the pr of ined, shared, » Conducting and program is embedded into
o NIST CSE: ID.GV-3 Pll collected, used, | and/or disposed of by | maintaining privacy impact The . d dnity deci king
» NIST Privacy maintained, its information assessments and system of an indapandent review of scross the organization
Eramewerk shared, and ¥ In sddtion, 3 forall its privacy program snd and provides for
© OMB M.19.03 disposed of by rofes and applicable systems makes necessary continuows identdication
« QD 44-20-04 infor T _ ibiltias for the * Revimwing and ing P of privacy nisks,
» OMB A-130 systems. effective unnecessary Pl collections on
Appendix | Additionally, roles ple ofthe | 4 regular basis{ie., SSNs}
« £¥ 2002 SAGP PISHA and organization's pavacy  Using offactive
Mstrics: Sectonz 1,4, rasponsibilities for | program have baan communications channels for
and %o tha effective dafined and tha di i 2 privacy polici
impl af | organization has and procedures
the organimtion’s | datarmined the » Enzuring that indnaduals
privacy program ' and optimal | 50 ly performing
have not bean governance structure the preacy roles and
defined. neaded to effectivaly | (o0 pongibilitas that have
Implement its prvacy | baan defined across the
ST, organization.
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Core Maturity Level
Question Criterla Metric
or FY Ad Hoc Defined Consistently Impl ted " d and M b Optemized

36. To what extent has the ® NIST SPROD-37 (Rey. The organization The organzation's The organzation's polices The org; The orgar ploy
organization implemantad a Corwe has not defined its | policies and and procedures have besn that the sacurity controds advanced cupabilities 1o
the following security o NIST SPEOC-53 (Rav. Metric | pokicies and procedures have been | consstentyy implemented for | for protacting Pil and anhance protactive
controls to protuct its P 13 - -28 MP- procedumms n one | delfined and the specilied areas, including | other agency ith Is, meluding
and othar agency sensitive MP-6, and SI-12(3) or more of the communicated for the | (i) wie of FIPS validated data, ut appropriate, * Remote wiping
datn, & approprinte, ® NIST 3P 800207 spacified aress. spacilied sreas. ancryption of Pl and other throughout the dets « Dual autharization for
throughout the dats © NIST CSF: PR.DS- Furthes, the polii gency Wve data, m lifocycle nre submet ta the | sanitization of medis
[Hecycin? PR.OS-2, PR.PT-2 and and procedures have approprate, both st rest and monitoring procesies devces
* Encryption of dats at rest PR.IP-§ been tailored to the intransit, lid) p ion and defined within the * Exemption of media
* Encryption of data In « NIST Securit organization's detection of untrusted organization's I5CM marking a3 long as the
transit teasures for EO-Critical eaviroament and remavable media, and (i) strategy. meda remains within
* Lmeavon of transfer to Software Use: 58 23 Include specfic destruction or reuse of media organizationally-defined
removable media u 2.4 considerations based containing Il or other control Arees
* Saneeation of digital ° OMB M-22-090 on dats classfi sithve agency data. « Configuring systams to
media prior to dispozal or ° DH D 18.02 and sensitivity. rocord the date the il was
reuse » 5Y 2023 CIO FISAAA collected, craated, or

Matricz. 2.0 2,01 and updated and when the

) data = to be deleted or

o CIS Top 18 Securt destroyed acconding to an
Control Controld aporoved data retention
schedule.
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Core Maturity Level
Question Criterla Metric
ot FY Ad Hoe Defined Consistently Impl, ted Managed and M. abl Optienized
37, To what extent has the o NIST SPBOD-S3 (R The crganizstion The organization has The organaation L ly | The orgs ¢ ly The organi: s data
organization implemented 5\ Si3,51-7(83, 5k Core has not defined its | defined and monitors inbound and qualtative and exfitration and enhanced
securtty controks {e. g, EOR) 4 8|, 5C-7(10) an Metric | poboes and communicated it outbound retwork traffic, q i on rk defe are fully
to prevent data exfiltration - procedures policies and ensuring that all traffic passes | the pecformance of its integrated into the 15CM
and snhance network e NISTCSF PR.DS S related to data procedures for dats through » wab content filter dats axfitration and and incident response
defenyes? ® NIST Security wxfiration, wxfiltration, endpoint that protects sgai h d network programs to provide near
Msazurss for EQ-Cratical wndpoint detection and phishing, malwere, and def The argan bt itaring of
Softaare Use S0 a3 detection and rasponse, enhanced blocks against known alio conducts axfiltration the data that is entaring
o OMB 3-21-07 response, ric defi 2 et sites, Additionally, exercises to measure the and exiting the network,
» OMB A-22-01 h d network | email suthenticati the crganization checks affectiveness of ity data #nd other suspcious
o €15 Top 18 Security dafurias, email processes, and b d e Tiltration and anl o ink d snd cuth d
Contret. Controk § and Banticati itigation against DNS | traffic to detect ancrypted network defanses, communications.
10 processes, and infrastructura wxtitration of infarmation,
e DHSBOD 1301 gation agal paring anomalows traffic pattarns, Furthar, the organiz The organi
» DHSED 19-01 DNS infrastructure and elamants of PIl. Akso, monitors its DNS continuowsly runs device
tamperng. suspected maliclous traffic s infr e forp | a s (eg.,
q ntined or blecked paring, in accordanca using EDR tools) to
with its ISCM strategy. In maintain visibility and
I add , the organizats ddition, the orgal analytics capabilitios
uzes emall authentication audits s DNS records. related to data exfiltration.
technology and ensures tha
use of vald encryption Further, the organizaton
certificates for its d has d its current
EDR capabilities, ident#ied
The organzation consistently | any gaps, and is
pk EDR capabilites coord & with CISA for
to support host-level future EDR solution
visbility, attribution, and deployments,
e for s infor
systams.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric
or FY Ad Hoe Defined Consistently Impl ted Managed and Me bl Optienized
38. To what extent has the ® NIST SPBOD-S3 (Raw The arganizstion The organization has The org v Iy The org: on r * | The orgar ‘s Data
org: wondeveloped and | 51 JR-E and IR-21 Fr2a has not developed | defined and implements its Data Breach and analyzes quatatrve 8reach Response plan =
implemented a Dats Breach o NISTSPR00-122 a Dota Breach communicated its Resp plan. Add Iy, and quantitative fully integrated with
Response Plan, s - Ot . 17-12 Response Plan Cata Breach Response | the breach response team performance measures on incident rezponse, risk
approprinte, to respond to o OMEA BA.23.03 that includes the Plan, including its participates in table-top the effectiveness of #s manmagement, continuous
privacy svents? ® 1Y 2022 SAOP FISMA sgency’s policies processes and exnrcises and uses lessom Data Breach Resp itoring, i y of
Matrics: Section 12 and p dures P d for date lesrnod to make Plan, as sppropriate. The aperations, and othaer
for reporting, braach i imp s 1o the plan as arganization ansures that mason/business uness, as
muestigating, and Further, a breach approprate, Further, the data supporting metrics appropriate. Further the
managng 8 response team has organization can identify the are obtsined accurately, organization amploys
privacyrelated been ertablished that specific indaiduals affected i ty, and in 8 automation to monitoe for
brusch. Further, includes the by & breach, send sotics to repreducible feemat potential privacy incidents
the organization APpropriate agency the affected indiduals, and and takes immediate
has not officials. provide thosa individuals acion to mitigate the
@stablished a with credit monoring and incident and provide

breach response
team that includes
the appropriate
agency officials.

repair services, as necessary.

protection to the affected
individuals.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric
o FY Ad Hoe Defined Consistently Impl ted Managed and M. bl Optienized
39. To what extent does the ® NIST SPEOD-53 (R The arganizstion The organization has The organaation ensures that | The orgs ¢ has
organization ensure that S| AT-3 AT-2 AT-3, and Fr2e has not defined its | defined and all indaduals recesve basic the affectiveness of 23 instritutionalized a process
privacy awareness traning PL4 privacy dits privacy awareness training pravacy a Ining i
Is provided to all indwiduals, ® FY 2022 SAQP FISMA training prog: P Y and indtciuals baving program by obtainng
including role-based privacy | Matrics: Section 9, 10 based on t ing program, responsibilites for Pllor feedback on the of g sdvanced
traning? and 11 organi | fuding nctivities invohdng Pll receive | the treining and privacy training practices
regquirements, ity recuiremaents for rolee role-based grivacy truining 31 | conducting turgated and technologes,
(Nete Privacy awaranass mission, and the based privacy |@ast ly, Addizianally, phishing exarcises for
traming topics should types of PU that its inng. the orga tion ensures that | those with responsibility
include, 33 spproprate. users have sccess Furthes, training hw individusls cartify for PII, Adds Tly, the
rexporsdilities under the 10, In addition, the | been tailorsd to the of responibiliting for privacy argrnization make
Privacy Act of 1974 and E- yanizaton has & ion's miss (LET ts At least updates to its program
Gevarnmant Act of 2002, not devslopad and rak amaronmant, annually. basad on statutory,
conseguencas for falling to rele-based privacy ragulatory, mssion,
camy out resporsibllitias, training for program, business
identifying privacy risks, indwiduals having process, information
mitigating privacy risks, and rasponsibility for Aystem raguiremants,
raporting privacy incidams, Pll or activitias and/or rasults from
data collections and use involving PH. monitering and auditing.
ﬂlnmmsj
A0. Provide sny sddtonal information on the eff |por or neg | of the orge ‘s data pr and privacy pragram that was not noted n the questions sbove, Taling into conyderation

the overall maturity level g

ted from the q

aboyve and brsed on sl testing performed, is the duta protection and privacy pragram affectiva?
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Table 13: Security Training

FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Leval
Question Criterin Metric
Managed and
or FY Ad Hoc Defined Consistently dnplemented Messurable Optimized
41. To what axtent have ® NIST 5P 800-50 Roles and Roles and Indwiduals are performing Resources (people, Tha organization
the rolas and o NIST SP 200-53 [Rev. Fr23a rasponsidilities responsibiities have the roles and procassas, and continuously evaluatas and
responsbilities of security SLAT- have not been bewn defined and respansibities that have technology) sre adapts s mecurity traiming
awarnness and training ® Graen Bogk Prinopley defined, communicated scross been defined across the allocated in w rigk-based | roles and resporsibilities to
program staksholders Lagands communicated the crganizstion and organization manner for sccount for s changing
been defined, sorons the resource reguirements stakeholders to cybersecurty ndscape.
communicated, and arganization, and have been established, consistently implement
implemented ncross the sppropristely security swareness and
agency, and appropriately resourced. training responsibdities.
resourced? Further, stakeholders
are hald accountable
Note: This includes the for carrying cut their
roles and responsibilties roles and
for the effective rasponsibiities
establishmant and affectwely.
maintenanca of an
organiration wide security
awaraness and training
program as well as the
swareness and training
related roles and
responsibilities of system
wsers and those with
sigmificant securtty
responsbilities
42, To what extent does o NIST SP 8O0-50; The organizsti The org: L The organization has The organization has The organization's personnel
the organization use sn section 32 Core has not defined its defined its p dthe } fecige, sddressed its dentified llectively . ng
aspasrmant of the skills, © NIST 5P 20053 {Rev Metric | processes for for asseming the skills, wnd abilities of its knowledge, skills, and level such that the
knowledge, and abalties of V-2 AT- P-13 smessng the knowledge, skills, and workforce, tadored its abiities gaps through organization can
its workforce to provide o NIST SF 800-181 knowledge, ckills, abilities of s awnreness and specialized training or talent demonstrate that security
tailored pwareness and o Fadarsl Cybarsmcurity and abilities of itz workforce to training. and has identified scquirition. incidents resulting from
specalzed security Worlforcs Azsessment workforce. determina its its skill gaps. Further, the personned actions or
training within the Act o# 2015 awareness and organzation periodically inactions are being reduced
functional areas of: o Natignal Cybarsacunty specialized training updates its assassmant to ouer tima.
Identify, protect, detect, Waorktorcs Framewsck neads and periodically | account for a changing rsk
respond, and recover? {55 Top 18 Sacunty updating &s enviroament. In addition,
Seatrels Control 14 » b caioerbiy
o FY 2023 CIO FISMA for a changng risk kmy input to updating tha
Matrics 6.4 anvironmant. organzation's awareness
e fQ22270 #nd tramning strategy/plens,
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Lavel
Question Critwein Mutric
Managed and

or FY Ad Woc Defined Consistently mplemented Measurable Optimized
A3, To whit extent does o NIST 5P B00-50. The orgs on The organization has The organitation hes Tha organization The organization's securty
the organization use Section 3 Y23 hes not defined its defined its v i ¥ ipl d itors and analy and traimang
security swaraness and ® NIST 5P 200.53 {Rev. security awareness | awarenessand its organization-wide qualitative and sctivities are integrated
traming strategy/plan that | 5| A7) and training training strategy/plan security awaraness and quantitatve across other secunty-related
leverages its skills . N PR.AT- strategy/plan for for developing, training strategy and plan. performance es d ins. Fori
assessment and iz adapted « OMBM- developing, implementing, and on the effectreness of common risks and control
to its mission and nsk | ing, and Intaining a security its security b and ather
wnviconment? mantaining & avwRreness and and training strategies cutputs of the sgency’s risk

security swareness | training program that and plans, The Il tand i
Note: The strategy/plan #nd training istailored to s ganizati ing activities inform
should include the program that s mission and risk that data supporting any updates that need to be
following components: tadored to its environment. maetrics are obtained made to the security
* The structure of the mission and risk by, by, and traimng

swareness and training enywonment. and ina reproducible

program

* Priorities

* Funding

* The goak of the
program

* Target audiences

® Types of courses/
material for each audience

® Use of technalogins
[such s smail sdvisories,
intranet updstes/wiki
pages/socinl media, web-
based training, phishing
simustion tools)

» Frequency of traiming

* Daploymant methods

format.

program.
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
Question Criteria b:::'l: Z SN = Masaged s
b o e Measurable Dpthataed

44, To what extent does ® NIST SPBOQ-50: 6.2 The orga The org ion has The organization ensures The organization The organzation has
the organization ensure ® NIST 5P 200-53 {Rev. Fr2a has not defined its defined and tadored that its security awareness measures the institutionadzed a process of
that security awareness S5} AT-] and AT-2 secunty swareness its security o licles and proced: are | offs of its continuwous improvemaent
traming is provided to all NI PR.AT-2 poboes, palicies, p dures, ¥ wmpl d program by, incorporating advanced
system users and s « C5 Top 18 Security procedures, and and refated material for ple, ducting | security p
tailored based on its Controly Control 14 related matenal and delivery method The organt ensures phishing exercises and and technologies.
miszion, nsk environment, based on its based on FISMA that all appropriate users following up with
and types of information musion, risk reguiremants, its, and plete tha orga dditional or | On anaar real-time basis |as
systams? (Note: environmaent, and the types of sacurity awarenass training | training, and/or detarminad by the agency
Bwareness training topics tha types of in# ation sy leca P le awarsnezs | disciplinary action, as Sivan its thraat aavircamant),
should induda, as infermation that =4 users have training for contractors) appropriate. the erganization actively
Wppropriate: considaration systams that ity S0CE Lo, [within organzationally adapts its security awaraness
of organizational policies, Users have access dafined timuframes| and The org i policiag, procedures,
roles and responsibilties, 1w, In addition, the pariedically th frar and iters and analy P 10 a changing
secure @ mail, browsing organization has i ot i quali and cybarsecurtty landscaps and
and remote access In addtion, the defined its p d quantitative provides awareness and
practices, mobde device organization has for ensuring that all performance measures training, a3 approprate, on
security, secure use of not defined s nf ¥ The organt btai on the off: of hing and sopht d
zocial media, phshing, processes for users including feedback on s security fts security awareness threats,
malware, physical security, ensuring that all contractors are awareness and training policies, procedures,
and security incident mformation system | provided security program and uszes that and practices. The
reporting? uzers are provided traning Infort tomake organization ensures

sSecunty awareness [within Improvements. that data supporting

training [within arganzationally matrics are obtained

] wnally dafined timeframas| accurately, consistently,
defined and pariodically and in & repreducible
' ] and h ftar. format,
penodicaly
theresfter. Furtharmore, the

arganization has
Furtharmore, the defined its procesiss
organizaton has for evaluating and
not definod s obtaining feedback on
processes for Its security awareness
evaluating and and training program
obtaining feedback | and using that
on its security information to make
awareness and continuous
and using that
information to
maka continuous
improvements,
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FY 2023-2024 Inspector General FISMA Reperting Metrics

Core Maturity Level
Question Criteria Metric
oY Ad Hoc Definad Consistently nplemantad ':Z"‘“f." Optimized
45.To what extent does ® NIST SP.8O0-53 |Rev, The orga The org: jon has The organization ensures The ornﬂmﬂoﬂ th orpmuﬁon has
the organization ensure SLAT-Zand ATS Fr2a has not defined its defined its security that as sacurity training dback on s fzed a p of
that specialized security ® EO 13870 secufity training training polcies, licies and pr d are P lized security continuous improvement
traming is provided to o 5 Coda of Fedeml policies, procedures, and i ¥ impl d inng and incorporating sdvanced
Iindridunls with significant | pooyiarion 930 301 procadures, and ruluted materisl based processes snd makes security !nm-q practices
securty responibilities (as reluted matecialy on FISMA The crganization ensures pd toits program, | and technologs
dufined in the based on its reguinemants, its that individusls with 5 appropriate In
organization’s security massion, risk mission and risk significant security addition, the Ona near vul-hrm basis, the
policies and procedures envwonment, and environmaent, and the mpomlb&m wmp arganization ively ncapts
#nd in accordance with 5 the types of roles types of roles with the crgani s d d the affe of as vtv sacurity training poScies,
Code of Fuders! Regulation with significant significant mcurity peciulized security lized security procadures, procesies to 8
930.301)? security responsibiities, |or comparable training 'or !rulr-ng m-m bv, for eMnglu cybarsacurity
responsibilities, cantractors) [within & d and peovid
In addition, the organizationally defined nruud phishing awarenass ud traiming, &5
In addnion, the crganization has tlmdmnul wnd axerciies and following | appropeiata, on avolving and
organization has defined its p peariodically th fter. The up with sdditional sophisticated threats.
not defined it for mmyuring that ion also inng, and/or
processes for pensannsl with cemplmon records for distiplinary sction, ax
wnsuring that wusigned security oles | specialized training taken by | approprinte.
personnal with and reaponsibilities Individuats with significant
significant secunty arw provided skcurity responsibiites, The organization
relas and specializad sacunty monitors and analyzes
rasponsibilities are training {within The organization obtains qualitativa and
provided crganaationally feedback on #x security quantitative
specislized security | defined tima frames| trnining program and wes potformunce mwusires
training [withia and pariodically that information to make an the elfectvensss of
oeganizationally thareafter, Impravemants. its sacurity training
defined policies, procedures,
tmeframas) and and practices. The
penodicaly organization ensures
thereafter. that data supporting
matrics arm obtained
accurataly, consistently,
and ina repreducible
format,
46, Provide any addtional information on the eff Ip or neg | of the orga ‘s security training program that was not noted in the questions above. Taking into cansideration the overall

maturity level generated from the guestions above and based on all testing performed, ls!ha securty training program effecte?

46.1 Flease provide an IG self-assessment rating lETfmm/Nat Ef?oauol for tha agency’s pro¢ect function.
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DETECT FUNCTION AREA

FY 2023-2024 Inspector General FISMA Reporting Metrics

Table 14: Information Secunty Continuous Menitoring (iISCM)

Core Maturity Level
Question Crituria Metsic
Managed and
or FY Ad Hoe Defined Consistently Implemented Messaiobls Optimized
47. Te what extant does o NETSP 80037 {Rev, The orga has | The org ion has The organization's 1ISCM The organization The organization's ISCM
the organization use A gz o7 Core not developed developed, tailored, and policies and strategy sre maonitors and analyzes policies and stratugy are
information security o NSTSP S00-S3 (Nee, Metric | tailored, and communicated its ISCM consistently implemented qualitutive snd fully integrated with a
continuous monitonng SLCA-T M6, Ps-18, icated fts policies and &y The at the organization, quantitative performance | enterprise and supply
(ISCM) policies and an and #rd-31 1SCM policies and an following areas are business process, and meazures on the chain rzk management,
ISCA strategy tht e NSTSPE00-137 organization wide Included Information system leveds, witectivenass of its 1ISCM configuration
addrurses 1500 Sectionz 3l and 36 FSOM strategy, * Maonitonng polices and strategy and [ t, incident
requirements and o NST Sucunty requiremants at each In sddition, the strategy makes updates, as response, and business
activities at each Measures for £0-Criteal organizational tier supports clear visbility into appropriate. The continuity programs.
organizational tier? Software Vs SM a2 * The minimum assets, awareness into organization ensures that
o CIS Top 18 Sacurity g fre for I bilities, up-to-date data supporting matricz The organization can
Centrols Control 13 implamanted controls theeat information, and are obhtainad by, di that it is

neross the organzati wsian/busi i ct: tently, and ina wsing its ISCM policies

[The crters for reproducible format. and strategy to reduce

determining minimum The organization also the cost and Increase

frequencies is blished ! ly captures The organization haz the effickency of

in coordination with lessons learmad to make transitioned to ongoing sacurity and privacy

organzational officials improvaments to the I5CM control and system programs.

[e.g., senior by licies and strategy suthorization through

offical for risk the implementation of as

management, systom continuous monitoring

owners, and comman pobices and strategy.

control providers] and in
accordance with
organizational rsk
tolarance).

* The organizstion’s
ongoing control
assessment approsch

* How ongoing
assessments are to be
conducted

* Analyzing ISCM data,
reporting lindings, and
reviewing and updating
the ISCM paolicies,
procedures, and strategy
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Core Maturity Level
Question Criteria Metric
Managed and
or FY Ad Hoc Defined Consistently Implemented Messurable Optimized
48, To what extent have o NIST 5P 20037 {Re. Foles and The organzation has Individuals are pecforming Resources (people, The organizaton
ISCM stakeholders and L Tasks P-7andss FY2s responsibilities have | defned and the roles and processes, and continuously evaluates
their roles, ® NSTSPE00.53 (A not been fully communicated the responsibikties that have chnology) are all d | andad 3 ISCM-
responsbilities, levels of 51 CA- defined and structures of its ISCM been defined across the in a risk-based manner baszed roles and
authonty, and e NSTSPE00137 communicated team, roles and organization, for stakeholders to responsibilities to
dependencies been o NSTCSE- DEDP-| scross the responsibiities of ISCM effectively mplement sccount for a changing
defined, communicated,  Green 8ook: organization, stakeholders, and levels of 15CM actaaties. Further, cybersecurity
and implemanted across inciplas 3. 4 5 including appropriate | authority and stakahoiders are haid landscapa,
the organization? tavels of authority dependencies, sccountable for carrying
and depandencies, out thair roles and
responsibilities
wifectivedy.
49. How mature ara the o NGET SP 80018 {Rev. The org; has | Thaorg haz Tha organization The organization usestha | The organization's
organization's processes 1 Cove not developed devaloped system level consistently implamants its rasults of secunty control | system level ISCM
for parforming ongong o NETSPE00-37 (Ree, Matric | system leval { ing ¥ lavel I and policies and stratagies
information system A Taakss continuous strategies/policas that manitoring stratagles and maonitering to maintain are fully intagrated with
assessmants, granting * NSTSP800-53 {Rev. monitaring define 235 p for lated p inciuding | ongoing authorizations of | its anterprise and
system authorizations, 2. CA-5 CA- stratagses/polices parforming ongoing performing ongoing rity | information sy supply chain nsk
Including daveloping and < y . that define 2 security control control assessmants, including the managemant,
maintaining system ® NSTSPEOD13Y processes for assesamants, granting granting systam of sy figurath
security plans, and Secvon 2.2 pecforming ongong system suthorizations, suthorzations, including securty plans. management, incident
monitoring system » security 1 including developing and developing and maintaining response, and business
securty controls? o NST IR 8397 assessments, intainng syt Y security plans, and Organization continuity programs,
° OMB A-130 granting system security plans, it '] itoning security & | suthorzation processes
* OMB M-14-03 authornzations, security controls for to provide a view of the nclude automated The organizatian can
o O3B M-15-0% including developing | individual sy s and orgs ional security analysis tools and manus! | demonsteate that it is
R TN and maintaining time-based triggers for posture, as well as each expert analysis, as wsng its systemn level
= system security going suthorizats ¥ s C bution to sppropnate 1SCM palices and
2 “4‘3-5'9—“% plans, monitoring said security posture. strategy to reduce the
Mwtries LA security controls for The systam level cost and increase the
dividual syste strategy/pall dd In conj ion with tha wificiancy of securnty
and time-based the monitarng of these ovarall I50M stratagy, all and prvacy programs.
triggors for ongoing controls that are not security conteol classes
authonzation. addrassed by the (managemant, oparational,
weganzational level and technical) and types
strategy, 33 well as how (comman, hybnd, and
changes to the system are system-spec#ic] are
monitored and reported, wssessed and monitored,
and their status updated
regularly {25 defined in the
agency’s information
security policy) In security
plans.
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Core Maturity Level
Question Criterla Metric
Managed and
or FY Ad Hoc Defined Consistently Implemented Monssiably Optimized

S0. How mature & the o NET SPS00-137 The orga has | The org ion has The crganization is The orgunization can On ¥ near realtime
organization's procass for FY24 not dentified and idantified and definad the congistently capturing ntagrata matrics on the bagis, tha organzation
collecting and analyzing definad the perfarmance measures qualitative and q effe of its ISCM activedy adapts its ISCM
ISCM performance qualitativa and and requremants that will | performance measures on program to deleer program toa changing
measures and reporting quantiatve be used to assess the the parformance of its ISCM | persistent situational cybersecunty landscape
findings? performance effectveness of its ISCM program In accordance with | awareness across the and responds to

measures that will be | program, achieve blished req mts gani n, explain the Iving and

usad to assess the situational awarenass, and | for dats collection, storage, envionmant from both a | sophisticatad threats in

effectiveness of as control ongoing risk. In analysis, retrieval, and threat/vulnerability and a timely manner.

I5CM program, ddition, the org: rep T rak/impact perspectwve,

ch [ has defined the format of and cover mission areas
awareness, and reports, frequency of of operations and
| engoing risk, ports, and the tools used security domains,

Further, the to provide information to

organizstion has not individuals with sign#icant

defined how ISCM security responsibifities,

information will be

shared with

individunle with

significant security

rasponsibilities and

used to make risk-

based decisions.
S1. Provide any add | infor on the effecti Ip ar neg ) of the organi "5 ISCM program that was not noted in the questions above. Taking into ideration the overall ty

fevel g

d from the q

above and based on all testing pedformed, is the I5CM program effective?

51.1 Fleasze p

e an G self

nt rating | Effectiva/Not Effective) for the agency’s detect function.
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RESPOND FUNCTION AREA

Table 15: Incident Response

FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
Question Criterla Metric or
124 Ad Hoe Defined Consistently Implemented | Managed and Measurable Optimized
52.To what extent does | = [5T 5P EO0-53 The ceganization bas | The organization has The organizstion The organt The organaation's incid
the orgsnization use an | (Roy 51 IR-§ FYa4 nat developed an developed & tailorad i ¥ inpl and lyzas the L resp plan i fully
incident response plan o NSST 5P B00-61 incid P incd = plan its incdent response plan, and quantitative integrated with rsk
to provide a formal, (Ray, 21 Section plan to provide 3 that addresses: Further, the organization &5 | parformance that 8 t, conti
focused, and 232 roadmap for * Structurs and consistently captunng and have been defined in 23 monitoning, continuy of
coordinated approach ® NIST CSF RS RS impl g its rganzation of the sharing | ! don | i P plan to operations, and other
to responding to 1 d P intident regp the effectweness of its monitor and maintain the mission/business areas, as
incidents? = Prezidgensial apabliity. capability Incident response plan and | effectiveness of s overall approprata.
Bolicy Luracting » High-laval approach for king updates as Incident response
LEPCL S - Matigna) how tha incident rasp Ve capability, The org e e
Preparednass capability fits into the ensures that data organization make near
* FY2023C0 ovarall organization SUppOrting metrics sre real-time updates to &3
FISMA Metriga: » Defines reportable obtained sccurately, incident response plan
pLNH inodents, including major onsistantly, andin based on changing risk
o FY 2022000 incidents reproducible format, environments and threat
EGMA Metrics: 10.6 * Metrics for mamuring information,
the incident response
capability Tha organization
« Besources and participates in DHS's Cybwr
management support Starm national level

SXOrcH®, & Bpproprinte,
or other exercises, to
wsoats, Cybersecurity
preparedness, and
examine incident response
processes.
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Core Maturity Level
Question Criterla Metric or
g Ad Hoc Defined Consistently Impl d | Managed and M, shil, Optienized

53. To what extent have ® NIST 5P 53 Noles and The organization has Indwidusls are performing Nesources | people, The oeganization
incident response team (Rev. 5] IR-7 Fyaa responsibiities have defined and the rolez and p and technology) cont Iy b
structures/models,  NIST 5P 800 nat been fully communicated the responsibities that have are aliocated in 3 risk-bozed | and adapts itz incdent
stakeholders, and their | (Rav. 21 defined and structures of its incid been defined across the for stakeholders to P based rofes and
rales, responsibdtes, o [SIST 5P 20063 ommu d resp teams, roles and organization. effectively implement responsibifities to account
levals of authorty, and o NIST CSF RS.CO ncross the respormibiltins of ncident incident response wctivites. | for nchanging
depandencin: bean 3 panization, P takeholders, Further, staknhoiders sre cybarsecurity landscape
dafined, o ONIBM.20.04 including appeopriste | and associated levals of hald accountabia for
communicated, and o US-CERT Fadara! levels of authority authority and carrying out thewr roles and
implemented ucross the | ;o0 nnd depandenci depandencies. in sddition, responsibdtes affectively,
organizatiaon? Notffication the organization ki

Gudelnes designated a principal

o Graen Bock security operations canter
Frincples 3,8 and or equivalant organzation

]

that s accountabla to
agency leadership, DHS,
and OMB for all Incidant
response activitied.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric or
¥ Ad Hoc Defined [« nthy Impl ted | Managed and Me bl Optimized
54 How mature are the . sT s The organeation has | The organization has Tha organization The organiat s The Is makng
organization’s | -5, Core not defined and dufined and cansistantly implamants and analyzes qualmatve and | demonstrated progress
proceases for incidant pnd 6 Metric i d its d its polici Its policies, p d N quantitative parformance towards implamanting
detection and anakysis? o ST SP 20061 pelicies, proced N p dures, and p and pi for incd on the ELS's (advanced)
(Rev. 2l and processes for for incdant datection and detaction and analysis. in effectvenass of as incidemt | requiremants for its
o NIST CSF- DEAE- incidant d Iy ddition, the argantzats d and analy loggng capabilties.
3 PR and analyss. In consistantly uses tsthreat | polickes and procedures.
AN-1. RS AN addition, the In addition, the vactor taxonomy to The organzation ensures
and PR.OG8 o has mot 8 ion has dafined a | classily mcidents and that data supporting
. ¥ dafinad a common common threat vector cansistantly implemants maetrics are cbtalned
* OMBM-21-31 threat vactor vy and developed its pr for incid accuratedy, consistantly, and
o OMBM-22-01 taxonomy for handling procedures for datection, analysis, and In 3 raproducibla format.
° OMBM-23-03 dasufying incidents specific types of Incid P
o CBA and its processes for a3 appropriate. Tha organization wzes
Cut it detecting, anakyzing, Inaddition, the profiling techniques to
Incs " and priortizing In addition, the ati by the characteristics
Pluybeoks incidants, 8 ion has defined [ , and ¥ of axp d on its
« Ot Top 18 Its processes and precursors and ind atworks and syst %0
8 Coatrol supporting technologh 8 d by, fac | that it can more affectiv
ford ingand analyzing | the following technolog) detoct y Incid
c‘f‘ﬁ‘?é‘l; doral inodents, indluding the Intrumon Examples of profilng
fncident types of precursors and detection/p 0 includ g file integrity
“—!“” o indicators and how they security information and checking software on bosts
ﬂﬂ_'&_g wicled are generated and event mansgement to decive checksums for
« Y 2023 €0 reviewaed, and for SIEM), antivirus and critical files and monitoring
¢ priortizing incident ( ey , and network bandwidth usage
.ﬁmAMI 4,10 :XIIEL.LL: file integrity checking tod what the
softvare. average and peak usage
levels are on varous days
Further, the organization & | and times. Through profiling
consi % captuning and hni the
shanng lessons learmed on | organization maintains a
the effectiveness of its comprahensive baseline of
Incident detection polices natwork operations and
and procedures and expected data flows for
making updates as users and systems.
necessary,
In addition, the orgamzation
In addition, the is mesting fogging
ization is ing req at maturity

logging regquirements at
matwrity EL1 (basich, in
accordance with M-21-31
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
CQuestion Criterla Metric or
w Ad Moc Defined Consistently Impl. ted | M d and Measurable Optemized
55, How mature are the ® ST SPRD0-3% The organization has | The organization has The organization The organzation The org; uses
organization s 1n-4 Core not defined its dufined its policias, consistantly implamants and analyzes qualtative and | dynamic reconfiguration
procsass for incident ® NIST 5P 200-61 Metric palicies, pr d 5 P dures, and p Its incdent handling quantitative parfarmance (@8, changes to rauter
harclling? (Rav. 2| and procasies for for incicdant handling to policies, p i, on the rules, nccess control lists,
» NIST IR g37a incidant handing to inedud, i tal wtratagies, effactiveness of s incident and filter rues for firmwalls
o NIST CSF- RS M1 includ ] t giws for sach ey weed incident eradication handling polices and and gatewayy) to stop
1 und RS.M12 strategios for various | incident type. In procusses, procedures, The attacks, misdirect
» QOMBM-21-31 types of major duveloping It strategies, organization snsures that attackers, and to isolate
¢ OMBM23.03 erad the o takes into | Inaddition, the data supporting metrics are components of systems
» CISA actwvities to el deration: the £ h btained accurately,
Cyberzacurtty P of an ial damage to and P pr to i by, andina
\ncidens Besponze dent and mitiga thaftof r , the remediate vulnerabilities reproducible format.
Blaybooks any vulnerabilties need for evidence that may have bean
 PY that were explofted, preservation, servica exploited on the target Tha organization manages
FEMA Mot and recovery of availlability, time and system(s} and recovers and measures the impact of
104,105 110.6 systems, resources needed to ¥t sful incid and can
implamunt the strategy, quickly mitigate ralated
offactivaness of the Further, the organization & | vulnersbilities on cther
gy, and d ion of i ¥ capturing and ¥ 0 that they sre not
the soltion. In addition, sharing | | d on byect to wxplh ion of
the organization ki the effactiveness of its the sume vulnarability,
dufined its pr o incident handling polici
eraclicate components of and procedures and
wn incident, mitgste sy muking updates s
vulnerabiities that were necessary,

explotted, and recover
system operations.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric or
Lid Ad Hoe Defined Consistently Impl, ted | Managed snd M abil Optienized
56. To what extent does ® FISMA The organization bas | The organization has The organization Incdent response metrics The crganization receiwes,
the organzation ansure o NEST SP 80C-53 Fyas not defined its defined its poliies, consiztently shares are wzed to measure and retains, vzes, and
that incident response (Ray. 51 106 policies, procedures, P dures, and p infor: ion on d ge the timely dizseminates cyber threat
information s shared o MIGT CSF NS CO- and processes to to report suspected activities with internal reporting of inodent indicators in sccordance
with individuals with 2 through RS.CO-% share ncident security incidents to the stakeholders. The information to with the Cybersecurity
significant security © OMB 3.20.08 rezponse information | organization's incid gunizati that s | officials snd Informution Sharing Act of
resporsbilities snd o US T F \ with individusls with response capabdty within security incidents arw wxtarnal stakeholders. The 2015,
reported to esternal Incidant significant security organization defined reported to US-CERT, law organization eniures that
stakeholders in a timely Nt ification responsibdities or ity timeframes, In addition, enfor , the Office of | data supporting metrics are
mannaer? Gudebnes processes for the organization ha Impector Genaral, and the | obtained sccurstely,
© FPD-31 repocting security dufined its processes for Congress [for major consistently, andina
* DHS Cybar incidants, including reporting security incident incidants) in & timaly reproducible feemat,
incident Repoeting major Incidants, te Information, including
Unfiod Mesaage US-CERT and othar major incidants, to US-

stakeholders (e.g. CERT, law anforcement, Furthar, the organization is

Congress and the the Congrass and the consistantdy capturing and

Imspactor Ganaral, as | OMice of Inspector sharing lassons laarmaed on

applicabla} in a Ganeral, as appropriata. the effectrenaess of its

timaly manner.

Incidant reporting policies
and procedures and
making updates as
necessary,
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
CQuestion Criterla Metric or
w Ad Moc Defined Consistently Impl. ted | M d and Measurable Optemized
57. Yo what extent does ® ST SPRD0-3% The organization has | The organization has The organization The organzation uses The organization is makng
the organization (Roy, 5] Ir-a FY23 not defined how it dufinad how & will consistantly uied on-site, Einstain 3 Accelenated, prograss in implementing
collabarate with o NIST 5P 200 will collad with laborate with DHS and tachaical assistance/surge | and/or other parabh inf on sharing and
stakaholdars 1o wnsure * OMB #M.20. D#S and cthar other parties, as capabilition offersd by DHS | tools of sarvices, to detect reporting patterns to
on-site, tachnical * PPDSL partias, & Appropriste, to provide of ansures that such and preactively block cyber | provide telemetry
aesitancs/surge ® NCPS Cloyd approprate, to on-site, tachnical capabilities arm in place ttacks of p t P w inf, on to CISA for ks
capabilites can be |nterface Aefprance provide on-site, asiistance/surge weed can be leverged Campromises. cloud-based anvircnmaents
lovarngad for quickly Arshitacture technicnl resources/special whan needed. In nddition, not covered by Einstein 3
responding to incidents, /surge pabiities for quickly the organization has Accelerated.
including through 5 p responding to incidents. entered contractual
contracts/agreements, capabilities for This indudes Kdentification | refatonships in support of
as appropriate, for quickly responding to | of incident resp dent resp
incident response incidents. In services that may need to processes {e.g., for
support? addition, the be procured to support forensic support), as
e tion has mot £ P dod. The organtzat

defined how It plans In addition, the has fully daployed DS’

to use DHS' Einstai 8 ion has defined Einstein 1 and 2 to scremn

program for intrusion | how & plans to uwe DHS' Wl traffic entaring and

o on/p i Enstain program for lnaving its netwark

capabiiliting for traffic | intrusion through » TIC.

wntaring snd leaving d ion/p i

the organization's capabilities for traffic

networks, sntering and lesving the

organization's
networks.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criterla Metric or
124 Ad Hoc Defined < thy Imipl d | Managed and Measurable Optimized

8. To what extent does o« NIST S . The organization has The organization has The organzation has The orga ! The has
the organization uze the | e Me5T 5P 200-6) FY23 nat \dentfied and dentdied and fully defined neh, | d | the eff of ts institutionalized the
following technologyto | [fev. 2| defined its its requirements for the Its defined iIncident Incident response implementation of
support its inodent o 15T P 800-137 req for Incd P response technologies in technologies and makes advanced incident
responts program? * ONBM-22.01 incid W hnologes it plans to the specified areas. In adjustments to rexponse tachnologes for

* Webapplcation ° OMB-22-08 technologind nended | e in the specified srees, ucdition, the technalogi nfigurations and tocluts, dysis of trends and
protections, such ss inome or more of the | While taols are usad are bie to as appropri padormance against
web application specified areas and implamanted 10 support the extant practicable, benchmarks {o.g.,
firewalls rulies on some Incident response caver &l componants of simulation based

s Event and incident I/ procedural ivities, the tools are not | tha crganization's tachnologies to
management, such as mathods In Instances | Interoperable to the notwork, and have been continuowsly detarmine
intrusion detaction and where automation extent practicable, do not configured to collect and the impact of potential
pravention tools, and would be more cover all components of retain relevant and security incidents to it IT
incident tracking and wffactive, the organization's meaningful data wasats) and adjusts
reporting took network, and/or have not cansistant with the incident maponse

* Aggregation and bueen configured to collect organization's incident processes and security
snalysiy, such as and retain relevant and response polcy, mensures accordingly
secuetty mformation meaningful date procedures, and plans.
and avant managemaent consistent with tha
(SIEM) products organization’s incident

* Mabware detection, response potiy, plans, and
such s antivirus and procedures
antizpam software
technelogies

o Irformation
managemant, such ar
data loxs prevention

® File integrity and
endpaint and srver
security tocls
55, Provide any addtonal information on the effec 1p or negatae) of the organi. “z incid program that was not noted (n the questions above. Taking mto consideration the

overall maturity level generated from the questions above and based on all testing performed, is the incdent response program effectve?

55.1 Flease provide an iG self-assessment rating {Effactive/Not Effective) for the agency’s respand function,
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RECOVER FUNCTION AREA
Table 16: Contingency Planning

FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
Question Criterla Metric or
FY Ad Hoc Defined Consistently mplemanted | Managed and Maasurable Optimized

60, To what extent have | e NETSPEO0-2G Roles and Roles and responsibilies of | Individuats are pedorming Resources {people, The arganization
roles and ® NIST 5P SOD-53 Fr23 responsibilities have | stakehokiers have baen fully | the roles and processes, and incorporates simulated
responsibilities of .1, CP-. not bean fully defined and L d ponsibilties that have technology) are allocsted events inta contingency
stakeholders involved in | gnd CP-3 defined and across the organization, been defined across the In a nzk-based manner for | training to facilitate
information systems . ISP B4 including approprate organaation, stakeholders to effectively | effective responze by
contingency planning ® FCD-1- Anngs 8 across the delegations of authority. In implement system stakeholders {internal
been defined, organization, addition, the organzation The org y ol '] and external) involved in
communicated, and including appropriate | has designated appropriate | that contingency Ing ks ctivities. Further, information systems
implamented across the delegations of teams to Implemaent its provided with keholders are haid contingency planning and
organization, Including authorty. contingency planning rodes and responsibilities to bie for carrying 0 measurae the extant to
approgriate delegations strategies. Furthar, tha aniure that the appropriate | out their roles and which indiduals are
of suthority? LA has defined its and lavel of detail it | responsibilitiss sfectively eguipped to pacform

polickrs and procsd for included their roles and

providing contingency respontbilities,

training consistent with
roles and responsiilities.
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
CQuestion Criterla Metric or
Y Ad Hoc Defined Consistently implemented | Managed and Measurable Optimized

61. To what extentdoes | e NIST SPEO0-3 The organization has The organzation has The organzation The orga ! The orga lon
the organization ensure | (Rey Ji Secton 3.2 Core not defined is defined its policies, consistently ncorporates that the resuits of integrates its BlA and
that the results of o NIST SPE0O-83 Matric licins, p d . P dures, and p the results of organizational ganizational and system wiset managemant
Busiress impact (Rav. S|: CP-2 and and processes for for conducting wnd system level Blas inte leval BlAs are integrated processes Lo improve risk
anulyses (BIA] are wied RAS conducting ganizational and syt gy and plan with enterprise risk dentification, accurate
to guide contingency . ST INEL2E arganizationsl and vl BlAs and for devalopment efforts, e P g iduration
planning effors? * NIST IR 2226 system-level Blas incorporuting the results for consistantly evalusting, | (based on realistic

® ST R §286D and for incorporating | into strategy and plan System level BlAs nre recording, and monitoring | enlculations of harmfud

o NIST CSF ID RA- the results into development efforts. Iintegrated with the the criticality and impacts), and effective

strategy and plan organzational level BAA and sensity of enterprise risk responsze.
= development efforts. inchude: aszats.
. ﬂng * Charactarization of all
o FCD2 wystam componants As approprate, the

o OMB M. 1903

« Datermination of

" Poissl

ornganization uses the
results of its BIA In

and recovary :rma'—ky conjunction with s risk
* Identification of i to caleud
requirements potantianl losies and
o Iduntification of recovary | inforn senios level
priorities for system decigion making.
TRSOU NGRS,
Tha resuits of the BIA are
consistantly ued to
datermine contingency
planning requirements and

prionties, including mission
eszential functiona/high
value assets.
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Corm Maturity Level
Quastion Criteria Matric or
FY Ad Hoc Defined Consistently lmplemaented | Managed and Maasuralde Optimized
62.To what extent doas | e N57 5P EO0-34 The crganization has | Tha erganzation has Information systam The arganization can Information systam
the arganization ensum * NIST SPEQD-53 Fr2a not defined its definad its policies, cantingency plns srw integrate matrics on the contingency planning
that information system A P-. poll proced P dure, and p tly developed and | affectivenass of its sctivities are fully
contingancy plans ane o NIST CSF PRUPS and procasses for for information sy Impd d for sy v, Information systam intagrated with the
developed, maintained, . EY2023C10 nfor Y gency plan as appropriate, and include contingancy plans with anterprise risk
and integrated with EISMA Matrics tingency plan develop ional and syst infor: on the management program,
other continurty plans? 1012102, and (ISCP) devel: and Integ with other level considerations for the effectiveness of rel wepl 8
103 and mal in ity areas, following phases: sctivation plans, such as organization | processes, capital
. OMDB 34-18-03 addition, the and notification, recovery, and business process allocation/bodgeting
organization has nat The policies, procedures, andr it v.d
developad ph ard p for ISCP recovery, incident mission/buzsiness aress
to guide plan include the following In sddition, system level management, insider and embedded imto daily
develop wnd ph ot and contingency plannring threst impl on, decizk king scrons
yit inguncy ificati ¥, wnd devalop fenai and emurgancy,
plans are developed reconstution, activities ace integrated as appropriata to deliver
in an ad-hoc mannar with othar continuity areas persistent stuational
with limited incleding organization und wercns the
intagration with bust o ity, g
other continuity disaster recovery planning,
plans. incident management, The organization
insiderthreat coordinates the
implementation plan (as development of ISCP's
appropriate], and occupant with the contingency plans
amecgency plens, of axternal sarvics
providers.
63.To what extent does o NIETSPEOD-34 The organization has Policies, procedures, and Information system The organzation employs Bazed on risk, the
the organization © §ISTSF800-53 Core not defined fts processes for information contingency plan testing d mech to ®3 performs a
perform tests/exercises | (fgy 51 CP-3 and Metric polices, procedures, v gency plan and exercizes are test system contingency full recovery and
of #ts information cPa and processes for testing and evarcises have consistently implemented, plans more th ghly and ion of pystems
system contingency o ST CSE ID.SCS nfor v been defined and include, ISCP testing and exercises effectively 10 a kmown tate,
planning processes? and PRSI0 contingency plan as spphcable, notif: are grated, to the extent
e 0STopls ing/ P dures, sypstem practicable, with testing of In addition, the In sddtion, the
Sacutit rols ISCP taets are recovery on an alternate related plans, such as gani ganization pr wely
Contrel pearformed in an ad- platform from backup ick P flan testing with axteraal employs [organzation
hoe, reactive mada, internal and axtarmal | plan/COOP/BCP. stakehokiers (e.8,, ICT definad mechanisms) to
mannaer, connactivity, systam supply chain disrupt or advarsely
performance using aiternate partners/providers, as affect the system or
wguipmaent, restoration of appropriate. systam component and
normal procedures, and test tha effoctveness of
coordination with cther contingency planning
business areas/continuity

plans, and tabletop and
functional exercises,
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FY 2023-2024 Inspector General FISMA Repoerting Metrics

Core Maturity Level
CQuestion Criterla Metric or
Y Ad Hoc Defined Consistently implemented | Managed and Measurable Optimized
64, To what extent does o NISTS The organization has The organzation has The organzation The £ [ The orga \on takes
the organization Sectionz 34,1 Fr2a not defined is defined its policies, congistantly implaments 23 that its information system | appropriate steps to
parform information through 343 licies, p d . 2 d , P policies, p d . backyup and g protect againat infection
systuen Buckup and ® NIST SPSO0-53 [l , strategie, | strategies, and technolog P strategios, and ™ %, Including use of | or other compromise of
steeage, including wie (Rey. 5| CP-6, CP-7, and technologies for | for information sy hnologies for altarmate storage and 1 backup data.
of altarnute storage and | CP-E, CP.9 and CP- infermation systam backug and storage, inf ion sy backup | ¢ ing sties, and
procassing stes, as 10 Hackup und storag including use of slternate and steruge, including the related supply cham Furthar, on s near renl-
appropriste? ® Al 5P §00-208 ncluding the use of storage and procesting sites | use of akternate 2= and trols, are d, as time basis, for senstive
. CS5F PRIPA alternate storage and | and RAID, as appropriate. processing sites and RAID, approprate, as part of its dats and EO-critical
e FLO1 processing sites and as appropriate ing it , the
o FY 2023 €0 radundant array of The organcation has program. arganization maintains
i Aot i d dent disks idered alternative Alternate processing and an up-to-date recovery
103 1and1032 (RAID), as approaches when storage sites are chosen As part of its conti log for each back
o §ST Secursy appropriate. developing its backup and based upon risk monitonng processes, the | that records which ant+
Moasurs for EO Information system storage strategles, inchuding that the gar de atware tool the
_—_—E""‘" Software backup and storage cost, environment (@.8., potential daruption of the that (ts system backupand | backups have been
Usa 5M 2.5 u parformad in an doud model deployed), acganization’s abilty to storage and alternate scanned with. In
#d-hoc, reacti i 4 o Initiate and L 2 pr ing addition, for sansitive
manner, recovery priorities, and opemiions it minimized. In sites are configured o clate, the organimtion
intwgration with other ddition, the orgs facil recovmry penodically scans »
contngency plans. ansures that these sites snd | cperations in accordance siset of past backups
wre not subject to the same with recovery time and with current anti-

risks #n the primary site.

Furthermore, the
organzation ensures that
alternate processing and
storage facliities are
configured with Information
security safeguards
eguialant tothose of the
primary site, including
spplicable ICT supply chain
controls, Furthermore,
backups of information at
the user- and system-lavals
wre consistently performed,
and the confidentiality,
integrity, and availability of
this information is

d

wcover paint obj

hoare tools to identify
pononed backups,
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FY 2023-2024 Inspector General FISMA Reporting Metrics

Core Maturity Level
Question Criteria Matric or
FY Ad Hoc Deafined Consistantly lenpl: d | Managed and M ks Optimized
65. To what level does o NIST 5P 80053 The organization has | The organization has Information on the planning | Metrics on the The organization ensures
the organization ensune | (Mey, 51 CP-2 and Fr23a not definad how the definad how the planning and parfeemance of affectivenass of Y that infor on the
that information onthe | 174 planning and and performance of recovery activties is actvities are planning and
planning and * NIST CSF RC.CO- peformance of recovery activities are by © d icated to refevant | performance of recovery
performance of i oovery activiti i d to internal to rek t stakeholders keholders and the sctivities for itx KT
recavery wctivities is are cated to kaholders und I wnd th L nt ganization has o supply chiain providers is
communiated to nternal stakehold T teams, teams, who use the that tha data supporting integrated into as
internal stakeholders and executive Iinformation to make risk- the metrics are obtained "
and axecutwe management taams bazed decsions. by, Iy, p on a near real-
managemant teams and used to make and in a reproducible vme basis.
and used to make rsk- risk-based decirion: format,
based decivions?
66. Provide ony add | infor on the effect Ip or negatwe) of the organi s gency planning program that was not noted i the questions above. Taking into consideration the
aversll maturity lavel gererated from the questions sbove und bared on sll testing parformed, is the Inguncy planning program affective?
66.1 Plasss provide an 1G self t ruting {Effective/Not Efective) for the agency’s recover function
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September 22, 2023
Dawvid P. Wheeler

RESPONSE TO REQUEST FOR COMMENTS — AUDIT 2023-17423 -
Federal Information Security Modernization Act

Qur response to your request for comments regarding the subject report is attached
Please let us know if your staff has any concerns with TVA's comments

We would like to thank Sarah Huffman, Melissa Conforti, and the audit team for their
professionalism and cooperation In conducting this audit. If you have any questions,
please contact Brett Atins.

A |
~ :M ! Q,J:u‘_-

Tammy Wilson
Vice President and Chief Information and Digital Officer
Technology and Innovation

ASB BAA

cc (Attachment). Response to Request Kevin Tarver

KC Cames Gregory Jackson
Andrea Brackett Todd McCarter
Melissa Crane John Thomas
Joshua Linville Jeshua Thomas
Tammy Bramlett David Harrison
Faisal Bhatu Dustin Pate

Melissa Livesey OIG File No. 2023-17423




APPENDIX C

Page 2 of 2
Audit 2023-17423 ATTACHMENT A
Federal Information Security Modernization Act Page 1 of 1

Response to Request for Comments

Recommendation

Comments

We recommend the Vice President and Chief Information and
Digital Officer, T&I

Implement a knowledge, skills, and abilities assessment to tailor
cybersecurity awareness and specialized training, identify gaps in

TVA's cybersecurity workforce, and subsequently address the
identified gaps through training or talent acquisition.

Management agrees,

Update processes to ensure that the results of BlAs are
consistently (a) integrated with the enterprise risk management
process and {b) used in conjunction with the risk register to
calculate potential overall risk and inform senior level decision-
making.

Management agrees.

Update TVA's VDP to include all internet-accessible federal
systems in the scope of the policy and create performance
measures to gauge the effectiveness of its VDP and disclosure
handling procedures.

Management agrees.

Perform annual test, training, and exercise activities of each
business critical application as required by TVA policy to ensure
(a) contingency training is provided consistently with the roles
and responsibilities to identify and include the appropriate
content and level of detail, and (b) resources are allocated ina
risk-based manner and stakeholders are held accountable.

Management agrees,

Implement and communicate accurate, consistent, and
reproducible metrics on the effectiveness of recovery activities to
relevant stakeholders,

Management agrees,






