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ON 

OFFICE OF 
INSPECTOR GENERAL 

M E M O R A N D U M 

December 21, 2020 

TO: Kenneth Johnson, Chief Operating Officer 

FROM: Carl W. Hoecker, Inspector General  

SUBJECT: Fiscal Year 2020 Independent Evaluation of SEC’s Implementation of the 
Federal Information Security Modernization Act of 2014, Report No. 563 

Attached is the Independent Auditor’s Report on the U.S. Securities and Exchange 
Commission’s (SEC or agency) compliance with the Federal Information Security 
Modernization Act Fiscal Year 2020. We contracted with Kearney and Company, P.C., and 
(Kearney) to conduct this independent evaluation. SEC’s Office of Inspector General (OIG) 
monitored Kearney’s work to ensure it met professional standards and contractual 
requirements.  Kearney conducted the evaluation in accordance with Council of the Inspectors 
General on Integrity and Efficiency’s Quality Standards for Inspection and Evaluation. 

Kearney is wholly responsible for the attached evaluation report and the conclusions 
expressed therein. The OIG monitored Kearney’s performance throughout the evaluation and 
reviewed Kearney’s report and related documentation. 

Kearney reported that the SEC improved aspects of the agency’s information security 
program, such as refining its risk management tools, improving the timeliness of security patch 
deployments, enhancing its security awareness and training processes, continuing its efforts to 
enhance its continuous monitoring program, and improving its incident response capabilities. 
These improvements occurred despite facing unique challenges presented by the ongoing 
Coronavirus Disease 2019 (COVID-19) pandemic, which included a significant increase in 
telework. 

However, as described in the attached report, Kearney identified opportunities for improvement 
in key areas and made seven new recommendations to strengthen these areas of the SEC’s 
information security program. As a result, Kearney noted that the agency’s information security 
program did not meet the FY 2020 IG FISMA Reporting Metrics’ definition of “effective.” 

On December 2, 2020, we provided management with a draft of Kearny’ report for review and 
comment. In the agency’s December 15, 2020 response, management concurred with 
Kearney’s recommendations. Kearney included management’s response as Appendix IV of 
this report. 
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Mr. Johnson 
December 21, 2020 
Page 2 

To improve the SEC’s information security program, we urge management to take action to 
address areas of potential risk identified in this report.  Please provide the OIG with a written 
corrective action plan within the next 45 days that addresses the recommendations. The 
corrective action plan should include information such as the responsible official/point of 
contact, timeframe for completing required actions, and milestones identifying how the SEC 
will address the recommendations. 

We appreciate management’s courtesies and cooperation during the evaluation. If you have 
questions, please contact me or Rebecca L. Sharek, Deputy Inspector General for Audits 
Evaluations, and Special Reports. 

Attachment 

cc: Jay Clayton, Chairman 
Sean Memon, Chief of Staff, Office of Chairman Clayton 
Bryan Wood, Deputy Chief of Staff, Office of Chairman Clayton 
Kimberly Hamm, Chief Counsel/Senior Policy Advisor, Office of Chairman Clayton 
John Moses, Managing Executive, Office of Chairman Clayton 

Hester M. Peirce, Commissioner 
Benjamin Vetter, Counsel, Office of Commissioner Peirce 

Elad L. Roisman, Commissioner 
Matthew Estabrook, Counsel, Office of Commissioner Roisman 

Allison Herren Lee, Commissioner 
Andrew Feller, Counsel, Office of Commissioner Lee 

Caroline A Crenshaw, Commissioner 
Armita Cohen, Counsel, Office of Commissioner Crenshaw 
Gabriel Benincasa, Chief Risk Officer 

Matthew Keeler, Management and Program Analyst, Office of Chief Risk Officer 
Rick A. Fleming, Investor Advocate, Office of the Investor Advocate 
Holli Heiles Pandol, Director, Office of Legislative and Intergovernmental Affairs 
John J. Nester, Director, Office of Public Affairs 
Robert B. Stebbins, General Counsel 
David Bottom, Director/Chief Information Officer, Office of Information Technology 

Andrew Krug, Chief Information Security Officer, Office of Information Technology 
Bridget Hilal, Branch Chief, Cyber Risk and Governance Branch, Office of Information 

Technology 
Jamey McNamara, Chief Human Capital Officer, Office of Human Resources 
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Point of Contact  Phil Moore, 1701 Duke Street, Suite 500 
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1701 Duke Street, Suite 500, Alexandria, VA 22314 
PH: 703.931.5600, FX: 703.931.3655, www.kearneyco.com 

COVER LETTER 

December 21, 2020 

Mr. Carl W. Hoecker 
Inspector General 
U. S. Securities and Exchange Commission 
100 F Street, NE 
Washington, D.C.  20549 

Dear Mr. Hoecker: 

This report presents the results of Kearney & Company, P.C’s (referred to as “Kearney,” “we,” 
and “our” in this report) independent evaluation of the U.S. Securities and Exchange 
Commission’s (referred to as “SEC” or “agency”) information security program and practices. 
The Federal Information Security Modernization Act of 2014 (FISMA) requires all Federal 
agencies to develop, document, and implement an agency-wide information security program to 
protect its information and information systems, including those provided or managed by another 
agency, contractor, or other source.  Additionally, FISMA requires Federal agencies or a 
contracted independent external auditor to conduct an annual independent evaluation of its 
information security program and practices, as well as an assessment of its compliance with the 
requirements of FISMA.  Kearney conducted this independent evaluation of the SEC’s 
information security program and practices in support of the SEC Office of Inspector General 
(OIG) in accordance with the Council of Inspectors General on Integrity and Efficiency’s 
Quality Standards for Inspection and Evaluation. Kearney’s evaluation included inquiries, 
observations, and inspection of SEC documents and records, as well as direct testing of controls.  
We are pleased to provide our report, entitled Fiscal Year 2020 Independent Evaluation of SEC’s 
Implementation of the Federal Information Security Modernization Act of 2014. 

The objectives of this evaluation were to assess the effectiveness of the SEC’s information 
security program and practices and respond to the Department of Homeland Security’s (DHS) 
Fiscal Year (FY) 2020 Inspector General (IG) FISMA Reporting Metrics Version 4.0 (FY 2020 
IG FISMA Reporting Metrics), dated April 17, 2020.  Kearney’s methodology for the FY 2020 
FISMA evaluation included testing the effectiveness of selected security controls the SEC has 
implemented in six sampled information systems for compliance with National Institute of 
Standards and Technology (NIST) Special Publication (SP) 800-53, Revision (Rev.) 4, Security 
and Privacy Controls for Federal Information Systems and Organizations, dated April 2013.  
The FY 2020 IG FISMA Reporting Metrics utilize a maturity model and request that IGs 
evaluate and rate the effectiveness of security controls for each of the five NIST Framework for 
Improving Critical Infrastructure Cybersecurity (“Cybersecurity Framework”) Functions (i.e., 
Identify, Protect, Detect, Respond, and Recover). To achieve an effective level of information 
security under the maturity model, agencies must reach Level 4: Managed and Measurable. 
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U.S. Securities and Exchange Commission 
Fiscal Year 2020 Independent Evaluation of SEC’s 

Implementation of the Federal Information Security Modernization Act of 2014 

BACKGROUND AND OBJECTIVES 

Background 

On December 18, 2014, the President signed into law the Federal Information Security 
Modernization Act of 2014 (FISMA) (Public Law [PL] 113-283), which amended the Federal 
Information Security Management Act of 2002, Title III of the E-Government Act of 2002 (PL 
107-347).  FISMA provides a comprehensive framework to ensure the effectiveness of security 
controls over information resources that support Federal operations and assets and a mechanism 
for oversight of Federal information security programs.  FISMA also requires agencies to 
develop, document, and implement an agency-wide information security program to provide 
information security for the data and information systems that support the operations and assets 
of the agency. 

In addition, FISMA requires Inspectors General (IG) to assess annually the effectiveness of 
information security programs and practices and to report the results to the Office of 
Management and Budget (OMB) and the Department of Homeland Security (DHS).  This 
assessment includes testing and assessing the effectiveness of information security policies, 
procedures, and practices, as well as a subset of information systems.  In support of these 
requirements, OMB, DHS, and the Council of the Inspectors General on Integrity and 
Efficiency’s Quality Standards for Inspection and Evaluation issued to IGs guidance on FISMA 
reporting for fiscal year (FY) 2020.2 

To comply with FISMA, Kearney & Company, P.C. (referred to as “Kearney,” “we,” and “our”) 
assessed the U.S. Securities and Exchange Commission’s (referred to as “SEC” or “agency”) 
implementation of key security controls identified in the FY 2020 IG FISMA Reporting Metrics. 
The results of these efforts supported the Office of Inspector General’s (OIG) FY 2020 
CyberScope submission to OMB and DHS.3 

As Exhibit 2 illustrates, the FY 2020 IG FISMA Reporting Metrics include eight assessment 
domains, which are aligned with the five information security functions outlined in the National 
Institute of Standards and Technology’s (NIST) Framework for Improving Critical Infrastructure 
Cybersecurity (“Cybersecurity Framework”).4 

2 Fiscal Year 2020 Inspector General Federal Information Security Modernization Act of 2014 Reporting Metrics, 
Version 4.0, dated April 17, 2019 (hereafter referred to as “FY 2020 IG FISMA Reporting Metrics”). 
3 CyberScope is the platform that Chief Information Officers, Privacy Officers, and IGs use to meet FISMA 
reporting requirements. The SEC OIG completed its FY 2019 CyberScope submission to DHS and OMB on 
October 30, 2020 
4 The Cybersecurity Framework provides agencies with a common structure for identifying and managing 
cybersecurity risks across the enterprise, as well as provides IGs with the guidance for assessing the maturity of 
controls to address those risks. 
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Fiscal Year 2020 Independent Evaluation of SEC’s 

Implementation of the Federal Information Security Modernization Act of 2014 

Exhibit 3: IG Assessment Maturity Levels 

Source: Kearney-generated based on the FY 2020 IG FISMA Reporting Metrics 

The maturity model also summarizes the status of agencies’ information security programs, 
provides transparency on what has been accomplished and what still needs to be implemented to 
improve the information security program, and helps ensure consistency across the IGs in their 
annual FISMA reviews.  Within the context of the maturity model, Level 4: Managed and 
Measurable represents an effective level of security at the domain, function, and overall program 
levels. 

Responsible Office: The SEC’s Office of Information Technology (OIT) holds overall 
management responsibility for the SEC’s information technology (IT) program, including 
information security.  OIT establishes IT security policies and provides technical support, 
assistance, direction, and guidance to the SEC’s divisions and offices.  The Chief Information 
Officer directs OIT and is responsible for ensuring compliance with applicable information 
security requirements.  The Chief Information Security Officer, designated by the Chief 
Information Officer, is responsible, in part, for developing, maintaining, centralizing, and 
monitoring ongoing adherence to the SEC’s Information Security Program Plan and supporting 
the Chief Information Officer in annually reporting on the effectiveness of the SEC’s 
information security program. 

Prior Audits and Evaluations: As of September 30, 2020, the SEC closed 7 total 
recommendations from prior-year FISMA reports within FY 2020.  Specifically, within FY 
2020, the SEC closed 3 of 20 recommendations from the OIG’s audit of the SEC’s compliance 
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U.S. Securities and Exchange Commission 
Fiscal Year 2020 Independent Evaluation of SEC’s 

Implementation of the Federal Information Security Modernization Act of 2014 

with FISMA for FY 20175 (FY 2017 FISMA audit), dated March 30, 2018; 3 of 11 
recommendations from Kearney’s evaluation of the SEC’s compliance with FISMA for FY 
20186 (FY 2018 FISMA evaluation), dated December 12, 2018; and 1 of 9 recommendations 
from Kearney’s evaluation of the SEC’s compliance with FISMA for FY 20197 (FY 2019 
FISMA evaluation), dated December 18, 2019.  To close these recommendations, OIT made 
progress in developing and maintaining a comprehensive and accurate inventory of agency 
information systems, improving aspects of its remote access management activities, ensuring the 
timely reporting of incidents to agency officials and external stakeholders, updating procedures 
for digital media sanitization, improving its security awareness training management controls, 
performing authenticated vulnerability scans, and defining an IT security awareness and training 
strategy.  In total, since the FY 2017 FISMA audit, the SEC has remediated 11 of the 20 
recommendations from the FY 2017 FISMA audit, 5 of the 11 recommendations from the FY 
2018 FISMA evaluation, and 1 of the 9 recommendations from the FY 2019 FISMA evaluation.  

Objectives 

Our overall objective was to evaluate the SEC’s implementation of FISMA for FY 2020 based 
on guidance issued by OMB, DHS, and NIST.  Specifically, as discussed in the Results section 
of this report, we assessed the effectiveness of the SEC’s information security program for the 
following eight domains in accordance with the FY 2020 IG FISMA Reporting Metrics: 

• Risk Management 
• Configuration Management 
• Identity and Access Management 
• Data Protection and Privacy 
• Security Training 
• ISCM 
• IR 
• Contingency Planning. 

To assess the effectiveness and maturity of security controls identified in the FY 2020 IG FISMA 
Reporting Metrics, Kearney judgmentally selected and reviewed a non-statistical sample of 6 
information systems from the SEC’s May 6, 2020 inventory of 83 FISMA-reportable 
information systems.  Additionally, Kearney performed other tests and assessments. 

5 U.S. Securities and Exchange Commission, Office of Inspector General, Audit of the SEC’s Compliance With the 
Federal Information Security Modernization Act for Fiscal Year 2017, Report No. 546; March 30, 2018 (hereafter 
referred to as “FY 2017 FISMA audit”). 
6 U.S. Securities and Exchange Commission, Office of Inspector General, Fiscal Year 2018 Independent Evaluation 
of SEC’s Implementation of the Federal Information Security, Report No. 552; December 12, 2018 (hereafter 
referred to as “FY 2018 FISMA evaluation”). 
7 U.S. Securities and Exchange Commission, Office of Inspector General, Fiscal Year 2019 Independent Evaluation 
of SEC’s Implementation of the Federal Information Security, Report No. 558; December 18, 2019 (hereafter 
referred to as “FY 2019 FISMA evaluation”). 
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APPENDIX I: SCOPE AND METHODOLOGY describes our scope and methodology 
(including sampled systems), our review of internal controls and computer-processed data, and 
prior coverage. 
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U.S. Securities and Exchange Commission 
Fiscal Year 2020 Independent Evaluation of SEC’s 

Implementation of the Federal Information Security Modernization Act of 2014 

Exchange Commission’s privacy and information assurance activities and improvements, as 
appropriate. 

Management’s Response: We concur.  OIT Security, Privacy and Information 
Assurance Branch (the Branch), has developed policies to ensure privacy controls are 
effectively monitored.  The Branch will review and update these policies to ensure that 
the SEC’s strategy to monitor these controls is effective. In addition, the Branch will 
develop and document qualitative and quantitative metrics and identify the methodology 
to collecting these metrics to measure the effectiveness of SEC’s privacy and information 
assurance activities.  Management’s complete response is reprinted in APPENDIX IV: 
MANAGEMENT COMMENTS. 

Kearney’s Evaluation of Management’s Response: Management’s proposed actions 
are responsive; therefore, the recommendation is resolved and will be closed upon 
verification of the action taken. 

Recommendation 5: Integrate privacy control monitoring practices into the U.S. Securities and 
Exchange Commission’s Information Security Continuous Monitoring Strategy. 

Management’s Response: We concur.  OIT Security, Privacy and Information 
Assurance Branch (the Branch), will align and integrate the privacy continuous 
monitoring strategy as revised under Recommendation 4 above with the SEC’s 
Information Continuous Monitoring Controls Strategy.  In fiscal year 2021, the Branch 
will identify which controls or continuous monitoring activities may be integrated into 
the Information Continuous Monitoring Strategy.  Management’s complete response is 
reprinted in APPENDIX IV: MANAGEMENT COMMENTS. 

Kearney’s Evaluation of Management’s Response: Management’s proposed actions 
are responsive; therefore, the recommendation is resolved and will be closed upon 
verification of the action taken. 
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U.S. Securities and Exchange Commission 
Fiscal Year 2020 Independent Evaluation of SEC’s 

Implementation of the Federal Information Security Modernization Act of 2014 

Domain #5: Security Training 

FISMA requires agencies to establish an information security program that includes security 
awareness training.11  Such training informs personnel, including contractors, of information 
security risks associated with their activities, as well as their responsibilities for complying with 
agency policies and procedures.  NIST SP 800-181, National Initiative for Cybersecurity 
Education (NICE) Cybersecurity Workforce Framework, dated August 2017, provides guidance 
on a superset of cybersecurity knowledge, skills, and abilities and tasks for each work role.  The 
NICE Cybersecurity Workforce Framework supports consistent organizational and sector 
communication for cybersecurity education, training, and workforce development.  NIST SP 
800-50, Building an Information Technology Security Awareness and Training Program, dated 
October 2003, mandates that organizations monitor their information security training program 
for compliance and effectiveness and that failure to encourage IT security training puts an 
enterprise at great risk because the security of agency resources is as much a human issue as it is 
a technology concern.  Lastly, NIST SP 800-53, Rev. 4, (AT-3), “Role-Based Security Training,” 
requires that Federal agencies provide role-based security training to personnel with assigned 
security roles and responsibilities before authorizing access or performing assigned duties. 

Kearney assessed the SEC’s Security Training program and determined that the program’s 
assessed maturity level is Level 2: Defined, meaning the SEC formalized and documented 
security training policies, procedures, and strategies, but did not consistently implement them.  
While the agency continued to make improvements, the SEC’s assessed maturity remained at 
Level 2: Defined between FYs 2019 and 2020, as it has not fully implemented the 
recommendations identified in prior years; therefore, certain previously identified conditions still 
exist.  

Prior-Year Findings: Specifically, in the FY 2017 FISMA audit, the OIG determined that the 
SEC did not: 

• Ensure that individuals with significant security responsibilities received specialized 
security training before accessing SEC information systems or performing assigned 
duties. 

Similarly, Kearney determined the weaknesses with the SEC’s Security Training program 
identified during the FY 2017 FISMA audit remained present in FY 2020, as listed below: 

• While the SEC has defined individuals with significant security responsibilities, the 
agency did not define a process to assign specialized security training courses to SEC 
personnel or disseminate training courses for those individuals with significant security 
responsibilities. 

11 44 United States Code Section 3554 (a) (4) 
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U.S. Securities and Exchange Commission 
Fiscal Year 2020 Independent Evaluation of SEC’s 

Implementation of the Federal Information Security Modernization Act of 2014 

Kearney identified the reasons for the above control weakness. While the SEC has completed 
specialized security training course development, the agency has not yet assigned the courses to 
the appropriate individuals.  OIT stated that the agency was in the process of defining a process 
to assign specialized security training courses to SEC personnel with significant security 
responsibilities during FY 2020. 

Kearney is not making any new recommendations in relation to the prior-year findings noted 
above, as the SEC is working to address the prior-year FISMA recommendations.  See 
APPENDIX II: OPEN FISMA RECOMMENDATIONS. 

Current-Year Findings: Kearney has identified additional opportunities for the agency to 
mature its Security Training program.  See the findings detailed below for additional 
opportunities.   

In addition to the prior-year findings, Kearney identified a new weakness regarding the 
integration of its knowledge, skills, and abilities assessments with its security training strategy. 

Separation between Knowledge, Skills, and Abilities Assessments and Security Training 
Strategy: The FY 2020 FISMA IG Reporting Metrics requires organizations to conduct an 
assessment of the knowledge, skills, and abilities of its workforce, as well as ensure the 
assessment serves as a key input to updating the organization’s awareness and training strategy.  
NIST SP 800-50, Building an Information Technology Security and Awareness Training 
Program, dated October 2003, states that, as part of one of the four critical steps in the lifecycle 
of an IT security awareness and training program, an agency-wide needs assessment, in the form 
of an assessment of knowledge, skills, and abilities, is conducted and a training strategy is 
developed and approved.  Additionally, formal evaluation and feedback mechanisms are critical 
components of any security awareness program, and surveys and evaluation forms, in the form of 
assessments of knowledge, skills, and abilities, serve as mechanisms that can be used to update 
the awareness and training program plan.    

While the SEC performed an assessment of knowledge, skills, and abilities across OIT in FY 
2019 in accordance with agency policy, the assessment did not serve as a key input to updating 
the SEC’s security awareness and training strategy in FY 2020.   

This occurred, in part, because an effort was launched in FY 2020 to roll out new learning plans 
which better incorporate skills analysis and training gaps. 

Without incorporating evaluation and feedback into the SEC’s awareness and training strategy 
through assessments of knowledge, skills, and abilities, continuous improvement cannot occur.  
Further, the agency cannot address shifting training needs as new skills and capabilities become 
necessary in order to respond to new architectural and technology changes.    
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U.S. Securities and Exchange Commission 
Fiscal Year 2020 Independent Evaluation of SEC’s 

Implementation of the Federal Information Security Modernization Act of 2014 

Recommendations, Management’s Response, and Evaluation of Management’s Response 

To mature the U.S. Securities and Exchange Commission’s Security Training program, Kearney 
& Company, P.C. recommends that the Office of Information Technology continue to work to 
close prior-year recommendations. See APPENDIX II: OPEN FISMA 
RECOMMENDATIONS. 

Additionally, Kearney & Company, P.C recommends that the Office of Human Resources and 
Office of Information Technology: 

Recommendation 6: Define and implement a process to incorporate results from the 
assessments of knowledge, skills, and abilities into the security training strategy. 

Management’s Response: We concur. Based on the results from the most recent 
competency assessment, the Office of Human resources (OHR) will work with the Office 
of Information Technology (OIT) to identify approaches to address these gaps, including 
specialized training and/or hiring actions.  OIT and/or OHR will monitor progress via the 
quarterly Quality of Hire Survey and post-test results of Information Technology-specific 
training. Management’s complete response is reprinted in APPENDIX IV: 
MANAGEMENT COMMENTS. 

Kearney’s Evaluation of Management’s Response: Management’s proposed actions 
are responsive; therefore, the recommendation is resolved and will be closed upon 
verification of the action taken. 
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•  The SEC did not update the SEC Continuous Monitoring Strategy to define qualitative  
and quantitative performance measures related to its continuous monitoring activities to  
be collected   

•  The SEC  did not finalize  its  policies and procedures for a process to improve  
coordination and communication among the various OIT teams   

 
 
These control weaknesses occurred, in part, because the ISCM processes did not include  
procedures for  reviewing and modifying all aspects of the ISCM strategy.  In addition, the  SEC  
was gathering all  the necessary information to develop a finalized  Standard Operating Procedure  
to improve coordination among   
 
Kearney is not making any new recommendations in this domain, as the SEC is working to 
address the prior-year FISMA recommendations.   See APPENDIX II: OPEN FISMA 
RECOMMENDATIONS. Additionally, see  Other Matters of Interest  regarding additional  
opportunities for SEC  management to improve its Incident Response program.  
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Domain #7: Incident Response (IR) 

FISMA requires agencies to develop, document, and implement an organization-wide 
information security program that includes procedures for detecting, reporting, and responding to 
security incidents, including mitigating the risks of such incidents before substantial damage 
occurs.  According to NIST SP 800-61, Rev. 2, Computer Security Incident Handling Guide, 
dated August 2012, key phases in the IR process are: preparation; detection and analysis; 
containment, eradication, and recovery; and post-incident activity. 

Kearney assessed the SEC’s IR program and determined that the program’s assessed maturity 
level is Level 4: Managed and Measurable, meaning the SEC formalized strategies for collecting 
quantitative and qualitative effectiveness measures to promote continuous improvement.  The 
agency’s assessed maturity improved from Level 3: Consistently Implemented to Level 4: 
Managed and Measurable between FYs 2019 and 2020.  While the agency’s IR program is 
effective, the SEC did not fully implement a recommendation identified in a prior year. 

Prior-Year Findings: Specifically, in the FY 2017 FISMA audit, the OIG determined that the 
SEC did not: 

• Review and update incident response plans, policies, procedures, and strategies to: 
(a) address all common threat and attack vectors and the characteristics of each particular 
situation; (b) identify and define performance metrics that will be used to measure and 
track the effectiveness of the agency’s IR program; (c) develop and implement a process 
to ensure that incident response personnel obtain data supporting the incident response 
metrics accurately, consistently, and in a reproducible format; (d) define incident 
response communication protocols and incident handlers’ training requirements; and 
(e) remove outdated terminology and references.  

Similarly, Kearney determined that the weaknesses with the SEC’s IR program identified during 
the FY 2017 FISMA audit remained present in FY 2020 as listed below: 

• Although updates occurred to the SEC’s IR policies and procedures, the updates did not 
include performance metrics to track and measure the effectiveness of the agency’s IR 
program or include documented incident handlers’ training requirements. 

These control weaknesses occurred, in part, because while the SEC monitored training 
completion for incident handlers, the agency did not implement specific training requirements 
into its IR policies and procedures.  Additionally, the SEC was in the process of developing 
performance measures to track and measure the effectiveness of the agency’s IR program. 

Kearney is not making any new recommendations in this area, as the SEC is working to address 
the prior-year FISMA recommendations.  Additionally, Kearney determined that the SEC’s IR 
program achieved Level 4: Managed and Measurable and, therefore, is effective.  See 
APPENDIX II: OPEN FISMA RECOMMENDATIONS. 
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Domain #8: Contingency Planning 

FISMA requires agencies to develop, document, and implement plans and procedures to ensure 
continuity of operations for information systems supporting the operations and assets of the 
organization.12 Because information system resources are essential to an organization’s success, 
it is critical that systems are able to operate effectively without excessive interruption. 
Contingency planning supports this requirement by establishing thorough plans, procedures, and 
technical measures that can enable a system to be recovered as quickly and efficiently as possible 
following a disaster. NIST SP 800-34, Rev. 1, Contingency Planning Guide for Federal 
Information Systems, dated May 2010, states that contingency planning activities include 
developing the planning policy, creating contingency strategies, maintaining contingency plans, 
conducting Business Impact Analyses, testing contingency plans, and conducting exercises.  In 
addition, NIST SP 800-53, Rev. 4, (CP-4), “Contingency Plan Testing and Exercises,” requires 
organizations to perform periodic testing of contingency plans to determine the effectiveness and 
organizational readiness to execute the plan.  Finally, NIST SP 800-161, Supply Chain Risk 
Management Practices for Federal Information Systems and Organizations (CP-1), 
“Contingency Planning Policies and Procedures, Supplemental Information and Communications 
Technology (ICT) Supply Chain Risk Management Guidance,” dated April 2015, states that 
organizations should integrate ICT supply chain concerns into the contingency planning policy. 

Kearney assessed the SEC’s Contingency Planning program and determined that the program’s 
maturity level is Level 4: Managed and Measureable, meaning the SEC formalized strategies for 
collecting quantitative and qualitative effectiveness measures to promote continuous 
improvement.  The SEC maintained this rating from FYs 2019 to 2020. 

Current-Year Findings: Kearney has identified additional opportunities for the agency to 
mature its Contingency Planning program.  See the findings detailed below.   

Kearney identified a new weakness regarding the SEC’s supply chain and contingency planning 
integration. 

Lack of ICT Supply Chain Integration: The FY 2020 IG FISMA Reporting Metrics require 
agencies to integrate their ICT Supply Chain concerns and risks into its contingency planning 
policies and procedures.  Additionally, NIST SP 800-161, Supply Chain Risk Management 
Practices for Federal Information Systems and Organizations (CP-1), “Contingency Planning 
Policy and Procedures, Supplemental ICT Supply Chain Risk Management Guidance,” dated 
April 2015, states that “organizations should integrate ICT supply chain concerns into the 
contingency planning policy… [which] should cover ICT information systems and the ICT 
supply chain infrastructure.” 

Although the SEC consistently implemented information system contingency planning policies, 
procedures, and strategies for information system contingency planning, the SEC did not 

12 44 United States Code Section 3554 (b) (8) 
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OVERALL CONCLUSION 

Overall, the SEC improved aspects of its information security program.  For example, the SEC 
improved its Risk Management and Incident Response programs.  Further, there were 
improvements in individual metrics, including security categorizations and HVA, Plans of 
Action and Milestones maintenance, risk communication, access agreements, privacy awareness 
training, security awareness training, security training strategy, ISCM policies and procedures, 
incident response roles and responsibilities, incident detection, and more.  These improvements 
occurred despite facing unique challenges presented by the ongoing COVID-19 pandemic, which 
included a significant increase in telework.  However, despite achieving Level 4: Managed and 
Measurable  in two of the eight FY 2020 IG FISMA Reporting Metrics areas, Kearney noted that 
the SEC’s information security program did not meet the FY 2020 IG FISMA Reporting Metrics’ 
definition of “effective” because the program’s overall maturity did not reach Level 4: Managed 
and Measurable. Implementing Kearney’s FY 2020, FY 2019, and FY 2018 recommendations, 
as well as fully addressing the remaining OIG FY 2017 recommendations, will help minimize 
the risk of unauthorized disclosure, modification, use, and disruption of the SEC’s sensitive, non-
public information and assist the SEC’s information security program reach the next maturity 
level. 
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OTHER MATTERS OF INTEREST 

This section highlights opportunities for the SEC to mature its information security program at 
the individual metric level, within the domains of Risk Management, Identity and Access 
Management, Data Protection and Privacy, and Configuration Management.  These include 
opportunities that will increase the agency’s ability to strengthen its security and privacy 
controls, but did not rise to the significance of a formal finding and are included for SEC 
management’s consideration.   

Risk Management: Supply Chain Risk Strategy: The FY 2020 IG FISMA Reporting Metrics 
require agencies to develop an action plan and outline its processes to address the supply chain 
risk management strategy and related policy and procedural requirements of the Strengthening 
and Enhancing Cyber-capabilities by Utilizing Risk Exposure (SECURE) Technology Act 2018.  
The SECURE Technology Act establishes a council of agency representatives to identify and 
recommend development by NIST supply chain risk management standards, guidelines, and 
practices for agencies to use when assessing and developing mitigation strategies to address 
supply chain risks.  The Act further establishes requirements for executive agencies to assess the 
supply chain risk posed by the acquisition and use of covered articles and avoiding, mitigating, 
accepting, or transferring that risk, as well as to prioritize supply chain risk assessments based on 
the criticality of the mission, system, component, service, or asset.  NIST establishes supply 
chain criteria in NIST SP 800-53, Rev. 4, SA-12, “Supply Chain Protection,” which establishes 
the requirement that organizations protect against supply chain threats to the information system, 
system component, or information system service by employing security safeguards as part of a 
comprehensive, defense-in-breadth information security strategy.  NIST specifies that 
information systems need to be protected throughout the system development lifecycle, including 
design, development, manufacturing, packaging, assembly, operations, maintenance, and 
retirement. 

Similar to FY 2019, the SEC did not establish policies and procedures regarding supply chain 
risk management.  Further, the agency did not develop an action plan to address the supply chain 
risk management strategy and related policy and procedural requirements of the SECURE 
Technology Act.  

This occurred, in part, because while the SEC has been an active participant in OMB and DHS 
Cybersecurity and Infrastructure Agency events that discuss the planning for agency action 
related to the SECURE Technology Act, the Federal Acquisition Security Council is the body 
formed by the SECURE Technology Act to develop the standards and procedures that agencies 
must follow in order to meet the mandates of the Act.  As of July 2020, the Federal Acquisition 
Security Council had not finalized the Charter, Interim Final Rule, or Strategy documents. 

Without necessary policies and procedures to address supply chain risks, the SEC may not 
recognize the full extent of risks involved with the agency’s supply chain and, therefore, cannot 
address those risks, including: 1) reduce the likelihood of unauthorized modifications at each 
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stage in the supply chain; and 2) protect information systems and information system 
components, prior to taking delivery of such systems/components. 

Kearney encourages the SEC to develop an action plan to help outline its processes to address 
the supply chain risk.  Additionally, Kearney encourages the SEC to implement its risk 
management supply chain into its relevant policies and procedures. 

Management’s Response: The agency’s response can be found in APPENDIX IV: 
MANAGEMENT COMMENTS. 

Identity and Access Management: Automated Tracking of Risk Designations: The FY 2020 IG 
FISMA Reporting Metrics require that agencies employ automation to centrally document, track, 
and share  risk designations and screening information with necessary parties.  NIST SP 800-53, 
Rev. 4, PS-2, “Position Risk  Designations,”  and PS-3, “Personnel Screening,”  requires that 
agencies assign a risk designation to all  positions, establish screening  criteria for individuals  
filling those positions, and review and update position risk designations.  Additionally, agencies  
are required to screen individuals prior to authorizing access to the information system  and 
rescreen periodically.  
 
Similar to FY 2019, while the SEC has ensured that all personnel are assigned a risk designation, 
appropriately screened prior  to being granted system access, and rescreened periodically, the 
SEC did not have an automated tool  in place to centrally document, track, and share  risk 
designations and screening information to all necessary parties to coordinate  the  process as 
consistent with its policy.  
 
This occurred, in part, because OIT is still working to implement  its new automated risk 
designation tool, which is set to be deployed   

nt, track, and share risk 
 
Without an automated tool to centrally docume designations, the SEC  
must rely on  manual processes to perform these actions.  Risk designations are more likely to be  
appropriately assigned  with automated controls, as automated controls are more reliable and less 
susceptible  to human error.  
 
Kearney encourages the  SEC to continue with the implementation of an automated risk  
designation tool to centrally document, track, and share risk designations and screening 
information.  

Management’s Response: The agency’s response can be found in APPENDIX IV: 
MANAGEMENT COMMENTS. 

Identity and Access Management: Implement ICAM Strategy: The FY 2020 IG FISMA 
Reporting Metrics require agencies to transition to their desired or “to-be” ICAM architecture 
and integrate its ICAM strategy and activities with its enterprise architecture and the Federal 
Identity, Credential, and Access Management segment architecture.  According to the Federal 
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Identity, Credential, and Access Management Roadmap and Implementation Guidance, Federal 
agencies must ensure that sufficient resources are available for ICAM activities, as well as 
develop transition plans that include milestones and priorities to guide agency budget requests. 

The SEC developed an ICAM Strategy and set target initiatives.  However, similar to FY 2019, 
the agency did not transition to its desired or “to-be” ICAM architecture and did not integrate its 
ICAM strategy and activities with its enterprise architecture and the Federal Identity, Credential, 
and Access Management segment architecture. 

This occurred, in part, because the SEC has recently developed its ICAM strategy and is 
transitioning to its “to-be” ICAM architecture.  The SEC’s desired ICAM strategy is a multi-year 
strategy that is set to be complete in FY 2024. 

Without transitioning to its desired or “to-be” ICAM architecture, the SEC may not timely 
remediate risks associated with weak, single-factor authentication and implement initiatives to 
strengthen identity and access management controls. 

Kearney encourages the SEC to continue implementing its ICAM strategy and meeting the 
remaining target initiatives defined in the strategy. 

Management’s Response: The agency’s response can be found in APPENDIX IV: 
MANAGEMENT COMMENTS. 

Data Protection and Privacy: Define Breach Response Metrics: The FY 2020 IG FISMA 
Reporting Metrics require agencies to monitor and analyze qualitative and quantitative 
performance measures on the effectiveness of its Breach Response Plan.  NIST SP 800-53, Rev. 
4, Appendix J SE-2, “Privacy Incident Response,” states that the organization shall develop and 
implement a Privacy Incident Response Plan (Breach Response Plan) and provide an organized 
and effective response to privacy incidents in accordance with the organizational Breach 
Response Plan.  Further, OMB M-17-25 states: “in order to ensure incident response activities 
function as intended, it is vital that agencies utilize metrics and evaluation criteria to assess their 
programs as part of an effort to continuously improve response performance.” 

In FY 2019, the SEC performed a Table-Top Exercise (TTX) in accordance with its Breach 
Response Plan.  The TTX measured the SEC’s ability to respond to the loss of PII in physical 
form.  The SEC completed the TTX in accordance with its Breach Response Plan and 
documented lessons learned resulting from the TTX.  However, similar to FY 2019, the agency 
did not define quantitative measures on the effectiveness of its Breach Response Plan or annual 
TTX to ensure that the incident response activities functioned as intended or evaluate the 
continuous improvement of program performance. 

This occurred, in part, because the activities performed in the SEC’s most recent TTX did not 
include measurable activities that would facilitate quantitative and reproducible performance 
measures, which assist in the continuous improvement of response performance. 
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Without quantitative metrics for its Breach Response Plan, the agency cannot continuously make 
improvements to its incident response program; specifically, without quantitative metrics, the 
SEC cannot make changes to improve the effectiveness of the IR program and, therefore, lessen 
the impact assessments. 

Kearney encourages the SEC to define breach response metrics to measure the effectiveness of 
its Breach Response Plan.  These metrics should ensure that the incident response activities 
functioned as intended or evaluate the continuous improvement of program performance.  

Management’s Response: The agency’s response can be found in APPENDIX IV: 
MANAGEMENT COMMENTS. 

Configuration Management: Lessons Learned Documentation: The FY 2020 IG FISMA 
Reporting Metrics require agencies to utilize lessons learned in the implementation of its policies 
and procedures and to make improvements, as appropriate. 

The SEC has not documented lessons learned for its configuration management policies and 
procedures, specifically within the Configuration Management Quality Assurance team.  
Additionally, the SEC did not incorporate lessons learned into change request artifacts. 

This occurred, in part, because the SEC only records lessons learned for Configuration 
Management programs after particular events and activities occur and, therefore, is on an ad hoc 
basis for the Configuration Management Quality Assurance team. 

Without documentation of lessons learned, the SEC is unable to make improvements to its 
Configuration Management program where necessary. 

Kearney encourages the SEC to document lessons learned for its configuration management 
policies and procedures, as well as to make improvements, as necessary. 

Management’s Response: The agency’s response can be found in APPENDIX IV: 
MANAGEMENT COMMENTS. 

Report No. 563 33 December 21, 2020 

REDACTED FOR PUBLIC RELEASE 



 
  

  

 
 

 
 

       
 

    

 
 

 
   

 
 

   
  

 
 

 
 

 
  
  
   
  
  
  
  
  

 
 

 
   

  
  

  

 
  

                                                      
             

             
            

               
          

                

U.S. Securities and Exchange Commission 
Fiscal Year 2020 Independent Evaluation of SEC’s 

Implementation of the Federal Information Security Modernization Act of 2014 

APPENDIX I: SCOPE AND METHODOLOGY 

Kearney conducted this independent evaluation of the SEC’s information security program and 
practices under the Council of the Inspectors General of Integrity and Efficiency’s Quality 
Standards for Inspection and Evaluation.  Our evaluation included inquiries, observations, and 
inspection of SEC documents and records, as well as direct testing of controls. 

Scope: Our overall objective was to assess the SEC’s implementation of FISMA and respond to 
the FY 2020 IG FISMA Reporting Metrics. As required by FISMA, we assessed the SEC’s 
information security posture based on guidance issued by OMB, DHS, and NIST. 

The evaluation covered the period between October 1, 2019 and August 19, 2020 and addressed 
the following eight domains specified in DHS’s reporting instructions for FY 2020: 

• Risk Management 
• Configuration Management 
• Identity and Access Management 
• Data Protection and Privacy 
• Security Training 
• Information Security Continuous Monitoring 
• Incident Response 
• Contingency Planning. 

Methodology: We conducted an evaluation of the SEC’s information security posture sufficient 
to address our objective.  Specifically, to assess system security controls, Kearney reviewed the 
security assessment packages for a non-statistical, judgmentally selected sample of 6 of the 
SEC’s 83 FISMA-reportable systems (about 7.2%).  The sample consisted of the internally and 
externally hosted systems shown in Exhibit 5.13  In addition, to address the requirements of the 
FY 2020 IG FISMA Reporting Metrics for the Identity and Access Management, Security 
Training, and Incident Response domains, we judgmentally selected and reviewed a non-
statistical sample of controls related to those domains.  Because sampled items were non-
statistical, we did not project our results and conclusions to the total user population or measure 
overall prevalence. 

13 We selected information systems based on the SEC’s inventory of FISMA-reportable systems maintained in 
OIT’s system of record as of May 6, 2020. The inventory included 83 FISMA-reportable information systems (i.e., 
47 SEC-operated, and 36 contractor-operated). We selected 6 FISMA-reportable information systems, factoring in: 
1) systems that were not previously tested in the prior 3 years; 2) systems that were categorized as “moderate” or 
“high” under Federal Information Processing Standard (FIPS) Publication (PUB) 199; and 3) systems that contain 
sensitive and confidential information, including PII data. We also solicited OIT’s input for our sample selection. 
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Exhibit 5: SEC Systems Sampled 

Source: enterprise Governance, Risk, and Compliance tool, SEC System of Record 
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To assess the SEC’s procedures for detecting, reporting, and responding to security incidents, we 
selected and reviewed a non-statistical, judgmental sample of incidents, as well as supporting 
documents.  Specifically, we selected incidents that: 

• Occurred between October 1, 2019 and May 31, 2020 
• Were confirmed as having compromised the confidentiality, integrity, or availability of 

information.    

According to OIT’s records, 1,503 incidents occurred between October 1, 2019 and 
May 31, 2020.  Based on our established criteria, we selected and reviewed a random sample of 
28 incidents. 

To rate the maturity level of the SEC’s information security program and functional areas, 
Kearney used the scoring methodology defined in the FY 2020 IG FISMA Reporting Metrics. 
We interviewed key personnel, including staff from OIT’s Policy and Compliance Branch and 
Security Engineering Branch.  Kearney also examined documents and records relevant to the 
SEC’s information security program, including applicable Federal laws and guidance; SEC 
administrative regulations, policies, and procedures; system-level documents; and reports.  As 
discussed throughout this report, these included, but were not limited to, the following: 

• Federal Information Security Modernization Act of 2014, PL 113-283 
• E-Government Act of 2002, PL 107-347 
• Applicable OMB guidance, including OMB Circular A-130, Managing Federal 

Information as a Strategic Resource, July 2016, and OMB M-16-04, Cybersecurity 
Strategy and Implementation Plan (CSIP) for the Federal Civilian Government, October 
2015 

• Various NIST SPs 
• SEC Administrative Regulation 24-04, Rev. 4, Information Technology Security Program 
• SEC OIT policies. 

Finally, Kearney reviewed the SEC’s progress towards implementing recommendations from 
prior FISMA reports. 

Internal Controls: Consistent with our evaluation objective, we did not assess OIT’s overall 
management control structure. Instead, Kearney reviewed the SEC’s controls specific to the FY 
2020 IG FISMA Reporting Metrics. To understand OIT’s management controls pertaining to its 
policies, procedures, and methods of operation, we relied on information requested from and 
supplied by OIT staff and information from interviews with OIT personnel.  Kearney noted that 
the SEC generally complied with applicable FISMA and SEC policies and procedures, except as 
identified in this report.  Our recommendations, if implemented, should address the areas of 
improvement we identified, as well as assist the SEC’s information security program reach the 
next maturity level. 
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Computer-Processed Data: The Government Accountability Office’s Assessing the Reliability 
of Computer-Processed Data, July 2009, (GAO-09-680G) states: “data reliability refers to the 
accuracy and completeness of computer-processed data, given the uses they are intended for.  
Computer-processed data may be data (1) entered into a computer system or (2) resulting from 
computer processing.” 

Furthermore, GAO-09-680G defines reliability, completeness, and accuracy as follows: 

• “Reliability” means that data are reasonably complete and accurate, meet your intended 
purposes, and are not subject to inappropriate alteration 

• “Completeness” refers to the extent that relevant records are present and the fields in each 
record are appropriately populated 

• “Accuracy” refers to the extent that recorded data reflect the actual underlying 
information. 

Kearney used the SEC’s enterprise Governance, Risk, and Compliance tool as a data source for 
obtaining documentation and reports related to the sampled systems and FISMA-reportable 
information systems inventory.  We also used the SEC’s training management system.  Kearney 
performed data reliability, completeness, and accuracy testing, in part, by comparing computer-
processed information to testimonial evidence obtained from Information System Owners and by 
comparing system outputs for consistency.  As a result of these tests, we determined that the 
computer-processed data we reviewed was sufficiently reliable to support our conclusions. 

Prior Coverage: As of October 1, 2020, the SEC also closed 11 of 20 recommendations from 
the FY 2017 FISMA audit,14 dated March 30, 2018, 5 of 11 recommendations from Kearney’s 
FY 2018 FISMA evaluation,15 and 1 of 9 recommendations from Kearney’s FY 2019 FISMA 
evaluation.16 Although OIT addressed these recommendations, as we noted in this report, areas 
for improvement still exist. APPENDIX II: OPEN FISMA RECOMMENDATIONS lists all 
open OIG recommendations from prior FISMA audits. 

SEC OIG audit and evaluation reports, including the FY 2017, FY 2018, and FY 2019 FISMA 
reports, can be accessed at: https://www.sec.gov/oig. 

14 U.S. Securities and Exchange Commission, Office of Inspector General, Audit of the SEC’s Compliance With the 
Federal Information Security Modernization Act for Fiscal Year 2017, Report No. 546; March 30, 2018. 
15 U.S. Securities and Exchange Commission, Office of Inspector General, Fiscal Year 2018 Independent 
Evaluation of SEC’s Implementation of the Federal Information Security; December 12, 2018. 
16 U.S. Securities and Exchange Commission, Office of Inspector General, Fiscal Year 2019 Independent 
Evaluation of SEC’s Implementation of the Federal Information Security Act; December 18, 2019 
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	U. S. Securities and Exchange Commission 100 F Street, NE Washington, D.C.  20549 
	Dear Mr. Hoecker: 
	This report presents the results of Kearney & Company, P.C’s (referred to as “Kearney,” “we,” and “our” in this report) independent evaluation of the U.S. Securities and Exchange Commission’s (referred to as “SEC” or “agency”) information security program and practices. The Federal Information Security Modernization Act of 2014 (FISMA) requires all Federal agencies to develop, document, and implement an agency-wide information security program to protect its information and information systems, including th
	The objectives of this evaluation were to assess the effectiveness of the SEC’s information security program and practices and respond to the Department of Homeland Security’s (DHS) Fiscal Year (FY) 2020 Inspector General (IG) FISMA Reporting Metrics Version 4.0 (FY 2020 IG FISMA Reporting Metrics), dated April 17, 2020.  Kearney’s methodology for the FY 2020 FISMA evaluation included testing the effectiveness of selected security controls the SEC has implemented in six sampled information systems for compl
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	BACKGROUND AND OBJECTIVES 
	BACKGROUND AND OBJECTIVES 

	Background 
	On December 18, 2014, the President signed into law the Federal Information Security Modernization Act of 2014 (FISMA) (Public Law [PL] 113-283), which amended the Federal Information Security Management Act of 2002, Title III of the E-Government Act of 2002 (PL 107-347).  FISMA provides a comprehensive framework to ensure the effectiveness of security controls over information resources that support Federal operations and assets and a mechanism for oversight of Federal information security programs.  FISMA
	In addition, FISMA requires Inspectors General (IG) to assess annually the effectiveness of information security programs and practices and to report the results to the Office of Management and Budget (OMB) and the Department of Homeland Security (DHS).  This assessment includes testing and assessing the effectiveness of information security policies, procedures, and practices, as well as a subset of information systems.  In support of these requirements, OMB, DHS, and the Council of the Inspectors General 
	2 

	To comply with FISMA, Kearney & Company, P.C. (referred to as “Kearney,” “we,” and “our”) assessed the U.S. Securities and Exchange Commission’s (referred to as “SEC” or “agency”) implementation of key security controls identified in the FY 2020 IG FISMA Reporting Metrics. The results of these efforts supported the Office of Inspector General’s (OIG) FY 2020 CyberScope submission to OMB and DHS.
	3 

	As Exhibit 2 illustrates, the FY 2020 IG FISMA Reporting Metrics include eight assessment domains, which are aligned with the five information security functions outlined in the National Institute of Standards and Technology’s (NIST) Framework for Improving Critical Infrastructure Cybersecurity (“Cybersecurity Framework”).
	4 
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	Exhibit 3: IG Assessment Maturity Levels 
	Figure

	Source: Kearney-generated based on the FY 2020 IG FISMA Reportin
	g Metrics 
	g Metrics 
	The maturity model also summarizes the status of agencies’ information security programs, provides transparency on what has been accomplished and what still needs to be implemented to improve the information security program, and helps ensure consistency across the IGs in their annual FISMA reviews.  Within the context of the maturity model, Level 4: Managed and Measurable represents an effective level of security at the domain, function, and overall program levels. 
	Responsible Office: The SEC’s Office of Information Technology (OIT) holds overall management responsibility for the SEC’s information technology (IT) program, including information security.  OIT establishes IT security policies and provides technical support, assistance, direction, and guidance to the SEC’s divisions and offices.  The Chief Information Officer directs OIT and is responsible for ensuring compliance with applicable information security requirements.  The Chief Information Security Officer, 
	Prior Audits and Evaluations: As of September 30, 2020, the SEC closed 7 total recommendations from prior-year FISMA reports within FY 2020.  Specifically, within FY 2020, the SEC closed 3 of 20 recommendations from the OIG’s audit of the SEC’s compliance 
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	with FISMA for FY 2017 (FY 2017 FISMA audit), dated March 30, 2018; 3 of 11 recommendations from Kearney’s evaluation of the SEC’s compliance with FISMA for FY 2018 (FY 2018 FISMA evaluation), dated December 12, 2018; and 1 of 9 recommendations from Kearney’s evaluation of the SEC’s compliance with FISMA for FY 2019 (FY 2019 FISMA evaluation), dated December 18, 2019.  To close these recommendations, OIT made progress in developing and maintaining a comprehensive and accurate inventory of agency information
	5
	6
	7

	Objectives 
	Our overall objective was to evaluate the SEC’s implementation of FISMA for FY 2020 based on guidance issued by OMB, DHS, and NIST.  Specifically, as discussed in the Results section of this report, we assessed the effectiveness of the SEC’s information security program for the following eight domains in accordance with the FY 2020 IG FISMA Reporting Metrics: 
	• 
	• 
	• 
	Risk Management 

	• 
	• 
	Configuration Management 

	• 
	• 
	Identity and Access Management 

	• 
	• 
	Data Protection and Privacy 

	• 
	• 
	Security Training 

	• 
	• 
	ISCM 

	• 
	• 
	IR 

	• 
	• 
	Contingency Planning. 


	To assess the effectiveness and maturity of security controls identified in the FY 2020 IG FISMA Reporting Metrics, Kearney judgmentally selected and reviewed a non-statistical sample of 6 information systems from the SEC’s May 6, 2020 inventory of 83 FISMA-reportable information systems.  Additionally, Kearney performed other tests and assessments. 
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	 describes our scope and methodology (including sampled systems), our review of internal controls and computer-processed data, and prior coverage. 
	APPENDIX I: SCOPE AND METHODOLOGY
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	Artifact
	 
	U.S. Securities and Exchange Commission 
	Fiscal Year 2020 Independent Evaluation of SEC’s Implementation of the Federal Information Security Modernization Act of 2014 
	Exchange Commission’s privacy and information assurance activities and improvements, as appropriate. 
	Management’s Response: We concur.  OIT Security, Privacy and Information Assurance Branch (the Branch), has developed policies to ensure privacy controls are effectively monitored.  The Branch will review and update these policies to ensure that the SEC’s strategy to monitor these controls is effective. In addition, the Branch will develop and document qualitative and quantitative metrics and identify the methodology to collecting these metrics to measure the effectiveness of SEC’s privacy and information a
	APPENDIX IV: MANAGEMENT COMMENTS

	Kearney’s Evaluation of Management’s Response: Management’s proposed actions are responsive; therefore, the recommendation is resolved and will be closed upon verification of the action taken. 
	Recommendation 5: Integrate privacy control monitoring practices into the U.S. Securities and Exchange Commission’s Information Security Continuous Monitoring Strategy. 
	Management’s Response: We concur.  OIT Security, Privacy and Information Assurance Branch (the Branch), will align and integrate the privacy continuous monitoring strategy as revised under Recommendation 4 above with the SEC’s Information Continuous Monitoring Controls Strategy.  In fiscal year 2021, the Branch will identify which controls or continuous monitoring activities may be integrated into the Information Continuous Monitoring Strategy.  Management’s complete response is reprinted in . 
	APPENDIX IV: MANAGEMENT COMMENTS

	Kearney’s Evaluation of Management’s Response: Management’s proposed actions are responsive; therefore, the recommendation is resolved and will be closed upon verification of the action taken. 
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	Domain #5: Security Training 
	FISMA requires agencies to establish an information security program that includes security awareness   Such training informs personnel, including contractors, of information security risks associated with their activities, as well as their responsibilities for complying with agency policies and procedures.  NIST SP 800-181, National Initiative for Cybersecurity Education (NICE) Cybersecurity Workforce Framework, dated August 2017, provides guidance on a superset of cybersecurity knowledge, skills, and abil
	training.
	11

	Kearney assessed the SEC’s Security Training program and determined that the program’s assessed maturity level is Level 2: Defined, meaning the SEC formalized and documented security training policies, procedures, and strategies, but did not consistently implement them.  While the agency continued to make improvements, the SEC’s assessed maturity remained at Level 2: Defined between FYs 2019 and 2020, as it has not fully implemented the recommendations identified in prior years; therefore, certain previousl
	Prior-Year Findings: Specifically, in the FY 2017 FISMA audit, the OIG determined that the SEC did not: 
	• Ensure that individuals with significant security responsibilities received specialized security training before accessing SEC information systems or performing assigned duties. 
	Similarly, Kearney determined the weaknesses with the SEC’s Security Training program identified during the FY 2017 FISMA audit remained present in FY 2020, as listed below: 
	• While the SEC has defined individuals with significant security responsibilities, the agency did not define a process to assign specialized security training courses to SEC personnel or disseminate training courses for those individuals with significant security responsibilities. 
	44 United States Code Section 3554 (a) (4) 
	11 
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	Kearney identified the reasons for the above control weakness. While the SEC has completed specialized security training course development, the agency has not yet assigned the courses to the appropriate individuals.  OIT stated that the agency was in the process of defining a process to assign specialized security training courses to SEC personnel with significant security responsibilities during FY 2020. 
	Kearney is not making any new recommendations in relation to the prior-year findings noted above, as the SEC is working to address the prior-year FISMA recommendations.  See . 
	APPENDIX II: OPEN FISMA RECOMMENDATIONS

	Current-Year Findings: Kearney has identified additional opportunities for the agency to mature its Security Training program.  See the findings detailed below for additional opportunities.   
	In addition to the prior-year findings, Kearney identified a new weakness regarding the integration of its knowledge, skills, and abilities assessments with its security training strategy. 
	Separation between Knowledge, Skills, and Abilities Assessments and Security Training Strategy: The FY 2020 FISMA IG Reporting Metrics requires organizations to conduct an assessment of the knowledge, skills, and abilities of its workforce, as well as ensure the assessment serves as a key input to updating the organization’s awareness and training strategy.  NIST SP 800-50, Building an Information Technology Security and Awareness Training Program, dated October 2003, states that, as part of one of the four
	While the SEC performed an assessment of knowledge, skills, and abilities across OIT in FY 2019 in accordance with agency policy, the assessment did not serve as a key input to updating the SEC’s security awareness and training strategy in FY 2020.   
	This occurred, in part, because an effort was launched in FY 2020 to roll out new learning plans which better incorporate skills analysis and training gaps. 
	Without incorporating evaluation and feedback into the SEC’s awareness and training strategy through assessments of knowledge, skills, and abilities, continuous improvement cannot occur.  Further, the agency cannot address shifting training needs as new skills and capabilities become necessary in order to respond to new architectural and technology changes.    
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	Recommendations, Management’s Response, and Evaluation of Management’s Response 
	To mature the U.S. Securities and Exchange Commission’s Security Training program, Kearney & Company, P.C. recommends that the Office of Information Technology continue to work to close prior-year recommendations. See . 
	APPENDIX II: OPEN FISMA RECOMMENDATIONS

	Additionally, Kearney & Company, P.C recommends that the Office of Human Resources and Office of Information Technology: 
	Recommendation 6: Define and implement a process to incorporate results from the assessments of knowledge, skills, and abilities into the security training strategy. 
	Management’s Response: We concur. Based on the results from the most recent competency assessment, the Office of Human resources (OHR) will work with the Office of Information Technology (OIT) to identify approaches to address these gaps, including specialized training and/or hiring actions.  OIT and/or OHR will monitor progress via the quarterly Quality of Hire Survey and post-test results of Information Technology-specific training. Management’s complete response is reprinted in . 
	APPENDIX IV: MANAGEMENT COMMENTS

	Kearney’s Evaluation of Management’s Response: Management’s proposed actions are responsive; therefore, the recommendation is resolved and will be closed upon verification of the action taken. 
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	•  The SEC did not update the SEC Continuous Monitoring Strategy to define qualitative  and quantitative performance measures related to its continuous monitoring activities to  be collected   •  The SEC  did not finalize  its  policies and procedures for a process to improve  coordination and communication among the various OIT teams     These control weaknesses occurred, in part, because the ISCM processes did not include  procedures for  reviewing and modifying all aspects of the ISCM strategy.  In addit
	•  The SEC did not update the SEC Continuous Monitoring Strategy to define qualitative  and quantitative performance measures related to its continuous monitoring activities to  be collected   •  The SEC  did not finalize  its  policies and procedures for a process to improve  coordination and communication among the various OIT teams     These control weaknesses occurred, in part, because the ISCM processes did not include  procedures for  reviewing and modifying all aspects of the ISCM strategy.  In addit
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	Domain #7: Incident Response (IR) 
	FISMA requires agencies to develop, document, and implement an organization-wide information security program that includes procedures for detecting, reporting, and responding to security incidents, including mitigating the risks of such incidents before substantial damage occurs.  According to NIST SP 800-61, Rev. 2, Computer Security Incident Handling Guide, dated August 2012, key phases in the IR process are: preparation; detection and analysis; containment, eradication, and recovery; and post-incident a
	Kearney assessed the SEC’s IR program and determined that the program’s assessed maturity level is Level 4: Managed and Measurable, meaning the SEC formalized strategies for collecting quantitative and qualitative effectiveness measures to promote continuous improvement.  The agency’s assessed maturity improved from Level 3: Consistently Implemented to Level 4: Managed and Measurable between FYs 2019 and 2020.  While the agency’s IR program is effective, the SEC did not fully implement a recommendation iden
	Prior-Year Findings: Specifically, in the FY 2017 FISMA audit, the OIG determined that the SEC did not: 
	• Review and update incident response plans, policies, procedures, and strategies to: 
	(a) 
	(a) 
	(a) 
	address all common threat and attack vectors and the characteristics of each particular situation; (b) identify and define performance metrics that will be used to measure and track the effectiveness of the agency’s IR program; (c) develop and implement a process to ensure that incident response personnel obtain data supporting the incident response metrics accurately, consistently, and in a reproducible format; (d) define incident response communication protocols and incident handlers’ training requirement

	(e) 
	(e) 
	remove outdated terminology and references.  


	Similarly, Kearney determined that the weaknesses with the SEC’s IR program identified during the FY 2017 FISMA audit remained present in FY 2020 as listed below: 
	• Although updates occurred to the SEC’s IR policies and procedures, the updates did not include performance metrics to track and measure the effectiveness of the agency’s IR program or include documented incident handlers’ training requirements. 
	These control weaknesses occurred, in part, because while the SEC monitored training completion for incident handlers, the agency did not implement specific training requirements into its IR policies and procedures.  Additionally, the SEC was in the process of developing performance measures to track and measure the effectiveness of the agency’s IR program. 
	Kearney is not making any new recommendations in this area, as the SEC is working to address the prior-year FISMA recommendations.  Additionally, Kearney determined that the SEC’s IR program achieved Level 4: Managed and Measurable and, therefore, is effective.  See . 
	APPENDIX II: OPEN FISMA RECOMMENDATIONS
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	Domain #8: Contingency Planning 
	FISMA requires agencies to develop, document, and implement plans and procedures to ensure continuity of operations for information systems supporting the operations and assets of the Because information system resources are essential to an organization’s success, it is critical that systems are able to operate effectively without excessive interruption. Contingency planning supports this requirement by establishing thorough plans, procedures, and technical measures that can enable a system to be recovered 
	organization.
	12 

	Kearney assessed the SEC’s Contingency Planning program and determined that the program’s maturity level is Level 4: Managed and Measureable, meaning the SEC formalized strategies for collecting quantitative and qualitative effectiveness measures to promote continuous improvement.  The SEC maintained this rating from FYs 2019 to 2020. 
	Current-Year Findings: Kearney has identified additional opportunities for the agency to mature its Contingency Planning program.  See the findings detailed below.   
	Kearney identified a new weakness regarding the SEC’s supply chain and contingency planning integration. 
	Lack of ICT Supply Chain Integration: The FY 2020 IG FISMA Reporting Metrics require agencies to integrate their ICT Supply Chain concerns and risks into its contingency planning policies and procedures.  Additionally, NIST SP 800-161, Supply Chain Risk Management Practices for Federal Information Systems and Organizations (CP-1), “Contingency Planning Policy and Procedures, Supplemental ICT Supply Chain Risk Management Guidance,” dated April 2015, states that “organizations should integrate ICT supply chai
	Although the SEC consistently implemented information system contingency planning policies, procedures, and strategies for information system contingency planning, the SEC did not 
	44 United States Code Section 3554 (b) (8) 
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	OVERALL CONCLUSION 
	OVERALL CONCLUSION 

	Overall, the SEC improved aspects of its information security program.  For example, the SEC improved its Risk Management and Incident Response programs.  Further, there were improvements in individual metrics, including security categorizations and HVA, Plans of Action and Milestones maintenance, risk communication, access agreements, privacy awareness training, security awareness training, security training strategy, ISCM policies and procedures, incident response roles and responsibilities, incident dete
	-
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	OTHER MATTERS OF INTEREST 
	OTHER MATTERS OF INTEREST 

	This section highlights opportunities for the SEC to mature its information security program at the individual metric level, within the domains of Risk Management, Identity and Access Management, Data Protection and Privacy, and Configuration Management.  These include opportunities that will increase the agency’s ability to strengthen its security and privacy controls, but did not rise to the significance of a formal finding and are included for SEC management’s consideration.   
	Risk Management: Supply Chain Risk Strategy: The FY 2020 IG FISMA Reporting Metrics require agencies to develop an action plan and outline its processes to address the supply chain risk management strategy and related policy and procedural requirements of the Strengthening and Enhancing Cyber-capabilities by Utilizing Risk Exposure (SECURE) Technology Act 2018.  The SECURE Technology Act establishes a council of agency representatives to identify and recommend development by NIST supply chain risk managemen
	Similar to FY 2019, the SEC did not establish policies and procedures regarding supply chain risk management.  Further, the agency did not develop an action plan to address the supply chain risk management strategy and related policy and procedural requirements of the SECURE Technology Act.  
	This occurred, in part, because while the SEC has been an active participant in OMB and DHS Cybersecurity and Infrastructure Agency events that discuss the planning for agency action related to the SECURE Technology Act, the Federal Acquisition Security Council is the body formed by the SECURE Technology Act to develop the standards and procedures that agencies must follow in order to meet the mandates of the Act.  As of July 2020, the Federal Acquisition Security Council had not finalized the Charter, Inte
	Without necessary policies and procedures to address supply chain risks, the SEC may not recognize the full extent of risks involved with the agency’s supply chain and, therefore, cannot address those risks, including: 1) reduce the likelihood of unauthorized modifications at each 
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	stage in the supply chain; and 2) protect information systems and information system components, prior to taking delivery of such systems/components. 
	Kearney encourages the SEC to develop an action plan to help outline its processes to address the supply chain risk.  Additionally, Kearney encourages the SEC to implement its risk management supply chain into its relevant policies and procedures. 
	Management’s Response: The agency’s response can be found in 
	APPENDIX IV: 

	. 
	MANAGEMENT COMMENTS

	Identity and Access Management: Automated Tracking of Risk Designations: The FY 2020 IG FISMA Reporting Metrics require that agencies employ automation to centrally document, track, 
	and share  risk designations and screening information with necessary parties.  NIST SP 800-53, Rev. 4, PS-2, “Position Risk  Designations,”  and PS-3, “Personnel Screening,”  requires that agencies assign a risk designation to all  positions, establish screening  criteria for individuals  filling those positions, and review and update position risk designations.  Additionally, agencies  are required to screen individuals prior to authorizing access to the information system  and rescreen periodically.   Si
	  nt, track, and share risk 
	 Without an automated tool to centrally documedesignations, the SEC  must rely on  manual processes to perform these actions.  Risk designations are more likely to be  appropriately assigned  with automated controls, as automated controls are more reliable and less susceptible  to human error.   Kearney encourages the  SEC to continue with the implementation of an automated risk  designation tool to centrally document, track, and share risk designations and screening information.  
	Management’s Response: The agency’s response can be found in 
	APPENDIX IV: 

	. 
	MANAGEMENT COMMENTS

	Identity and Access Management: Implement ICAM Strategy: The FY 2020 IG FISMA Reporting Metrics require agencies to transition to their desired or “to-be” ICAM architecture and integrate its ICAM strategy and activities with its enterprise architecture and the Federal Identity, Credential, and Access Management segment architecture.  According to the Federal 
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	Identity, Credential, and Access Management Roadmap and Implementation Guidance, Federal agencies must ensure that sufficient resources are available for ICAM activities, as well as develop transition plans that include milestones and priorities to guide agency budget requests. 
	The SEC developed an ICAM Strategy and set target initiatives.  However, similar to FY 2019, the agency did not transition to its desired or “to-be” ICAM architecture and did not integrate its ICAM strategy and activities with its enterprise architecture and the Federal Identity, Credential, and Access Management segment architecture. 
	This occurred, in part, because the SEC has recently developed its ICAM strategy and is transitioning to its “to-be” ICAM architecture.  The SEC’s desired ICAM strategy is a multi-year strategy that is set to be complete in FY 2024. 
	Without transitioning to its desired or “to-be” ICAM architecture, the SEC may not timely remediate risks associated with weak, single-factor authentication and implement initiatives to strengthen identity and access management controls. 
	Kearney encourages the SEC to continue implementing its ICAM strategy and meeting the remaining target initiatives defined in the strategy. 
	Management’s Response: The agency’s response can be found in 
	APPENDIX IV: 

	. 
	MANAGEMENT COMMENTS

	Data Protection and Privacy: Define Breach Response Metrics: The FY 2020 IG FISMA Reporting Metrics require agencies to monitor and analyze qualitative and quantitative performance measures on the effectiveness of its Breach Response Plan.  NIST SP 800-53, Rev. 4, Appendix J SE-2, “Privacy Incident Response,” states that the organization shall develop and implement a Privacy Incident Response Plan (Breach Response Plan) and provide an organized and effective response to privacy incidents in accordance with 
	In FY 2019, the SEC performed a Table-Top Exercise (TTX) in accordance with its Breach Response Plan.  The TTX measured the SEC’s ability to respond to the loss of PII in physical form.  The SEC completed the TTX in accordance with its Breach Response Plan and documented lessons learned resulting from the TTX.  However, similar to FY 2019, the agency did not define quantitative measures on the effectiveness of its Breach Response Plan or annual TTX to ensure that the incident response activities functioned 
	This occurred, in part, because the activities performed in the SEC’s most recent TTX did not include measurable activities that would facilitate quantitative and reproducible performance measures, which assist in the continuous improvement of response performance. 
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	Without quantitative metrics for its Breach Response Plan, the agency cannot continuously make improvements to its incident response program; specifically, without quantitative metrics, the SEC cannot make changes to improve the effectiveness of the IR program and, therefore, lessen the impact assessments. 
	Kearney encourages the SEC to define breach response metrics to measure the effectiveness of its Breach Response Plan.  These metrics should ensure that the incident response activities functioned as intended or evaluate the continuous improvement of program performance.  
	Management’s Response: The agency’s response can be found in 
	APPENDIX IV: 

	. 
	MANAGEMENT COMMENTS

	Configuration Management: Lessons Learned Documentation: The FY 2020 IG FISMA Reporting Metrics require agencies to utilize lessons learned in the implementation of its policies and procedures and to make improvements, as appropriate. 
	The SEC has not documented lessons learned for its configuration management policies and procedures, specifically within the Configuration Management Quality Assurance team.  Additionally, the SEC did not incorporate lessons learned into change request artifacts. 
	This occurred, in part, because the SEC only records lessons learned for Configuration Management programs after particular events and activities occur and, therefore, is on an ad hoc basis for the Configuration Management Quality Assurance team. 
	Without documentation of lessons learned, the SEC is unable to make improvements to its Configuration Management program where necessary. 
	Kearney encourages the SEC to document lessons learned for its configuration management policies and procedures, as well as to make improvements, as necessary. 
	Management’s Response: The agency’s response can be found in . 
	APPENDIX IV: MANAGEMENT COMMENTS
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	APPENDIX I: SCOPE AND METHODOLOGY 
	APPENDIX I: SCOPE AND METHODOLOGY 

	Kearney conducted this independent evaluation of the SEC’s information security program and practices under the Council of the Inspectors General of Integrity and Efficiency’s Quality Standards for Inspection and Evaluation.  Our evaluation included inquiries, observations, and inspection of SEC documents and records, as well as direct testing of controls. 
	Scope: Our overall objective was to assess the SEC’s implementation of FISMA and respond to the FY 2020 IG FISMA Reporting Metrics. As required by FISMA, we assessed the SEC’s information security posture based on guidance issued by OMB, DHS, and NIST. 
	The evaluation covered the period between October 1, 2019 and August 19, 2020 and addressed the following eight domains specified in DHS’s reporting instructions for FY 2020: 
	• 
	• 
	• 
	Risk Management 

	• 
	• 
	Configuration Management 

	• 
	• 
	Identity and Access Management 

	• 
	• 
	Data Protection and Privacy 

	• 
	• 
	Security Training 

	• 
	• 
	Information Security Continuous Monitoring 

	• 
	• 
	Incident Response 

	• 
	• 
	Contingency Planning. 


	Methodology: We conducted an evaluation of the SEC’s information security posture sufficient to address our objective.  Specifically, to assess system security controls, Kearney reviewed the security assessment packages for a non-statistical, judgmentally selected sample of 6 of the SEC’s 83 FISMA-reportable systems (about 7.2%).  The sample consisted of the internally and externally hosted systems shown in Exhibit 5.  In addition, to address the requirements of the FY 2020 IG FISMA Reporting Metrics for th
	13

	We selected information systems based on the SEC’s inventory of FISMA-reportable systems maintained in OIT’s system of record as of May 6, 2020. The inventory included 83 FISMA-reportable information systems (i.e., 47 SEC-operated, and 36 contractor-operated). We selected 6 FISMA-reportable information systems, factoring in: 
	13 

	1) systems that were not previously tested in the prior 3 years; 2) systems that were categorized as “moderate” or “high” under Federal Information Processing Standard (FIPS) Publication (PUB) 199; and 3) systems that contain sensitive and confidential information, including PII data. We also solicited OIT’s input for our sample selection. 
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	Exhibit 5: SEC Systems Sampled 
	Source: enterprise Governance, Risk, and Compliance tool, SEC System of Record 
	Figure
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	To assess the SEC’s procedures for detecting, reporting, and responding to security incidents, we selected and reviewed a non-statistical, judgmental sample of incidents, as well as supporting documents.  Specifically, we selected incidents that: 
	• 
	• 
	• 
	Occurred between October 1, 2019 and May 31, 2020 

	• 
	• 
	Were confirmed as having compromised the confidentiality, integrity, or availability of information.    


	According to OIT’s records, 1,503 incidents occurred between October 1, 2019 and May 31, 2020.  Based on our established criteria, we selected and reviewed a random sample of 28 incidents. 
	To rate the maturity level of the SEC’s information security program and functional areas, Kearney used the scoring methodology defined in the FY 2020 IG FISMA Reporting Metrics. We interviewed key personnel, including staff from OIT’s Policy and Compliance Branch and Security Engineering Branch.  Kearney also examined documents and records relevant to the SEC’s information security program, including applicable Federal laws and guidance; SEC administrative regulations, policies, and procedures; system-leve
	• 
	• 
	• 
	Federal Information Security Modernization Act of 2014, PL 113-283 

	• 
	• 
	E-Government Act of 2002, PL 107-347 

	• 
	• 
	Applicable OMB guidance, including OMB Circular A-130, Managing Federal Information as a Strategic Resource, July 2016, and OMB M-16-04, Cybersecurity Strategy and Implementation Plan (CSIP) for the Federal Civilian Government, October 2015 

	• 
	• 
	Various NIST SPs 

	• 
	• 
	SEC Administrative Regulation 24-04, Rev. 4, Information Technology Security Program 

	• 
	• 
	SEC OIT policies. 


	Finally, Kearney reviewed the SEC’s progress towards implementing recommendations from prior FISMA reports. 
	Internal Controls: Consistent with our evaluation objective, we did not assess OIT’s overall management control structure. Instead, Kearney reviewed the SEC’s controls specific to the FY 2020 IG FISMA Reporting Metrics. To understand OIT’s management controls pertaining to its policies, procedures, and methods of operation, we relied on information requested from and supplied by OIT staff and information from interviews with OIT personnel.  Kearney noted that the SEC generally complied with applicable FISMA
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	Computer-Processed Data: The Government Accountability Office’s Assessing the Reliability of Computer-Processed Data, July 2009, (GAO-09-680G) states: “data reliability refers to the accuracy and completeness of computer-processed data, given the uses they are intended for.  Computer-processed data may be data (1) entered into a computer system or (2) resulting from computer processing.” 
	Furthermore, GAO-09-680G defines reliability, completeness, and accuracy as follows: 
	• 
	• 
	• 
	“Reliability” means that data are reasonably complete and accurate, meet your intended purposes, and are not subject to inappropriate alteration 

	• 
	• 
	“Completeness” refers to the extent that relevant records are present and the fields in each record are appropriately populated 

	• 
	• 
	“Accuracy” refers to the extent that recorded data reflect the actual underlying information. 


	Kearney used the SEC’s enterprise Governance, Risk, and Compliance tool as a data source for obtaining documentation and reports related to the sampled systems and FISMA-reportable information systems inventory.  We also used the SEC’s training management system.  Kearney performed data reliability, completeness, and accuracy testing, in part, by comparing computer-processed information to testimonial evidence obtained from Information System Owners and by comparing system outputs for consistency.  As a res
	Prior Coverage: As of October 1, 2020, the SEC also closed 11 of 20 recommendations from the FY 2017 FISMA audit, dated March 30, 2018, 5 of 11 recommendations from Kearney’s FY 2018 FISMA evaluation, and 1 of 9 recommendations from Kearney’s FY 2019 FISMA Although OIT addressed these recommendations, as we noted in this report, areas for improvement still exist. lists all open OIG recommendations from prior FISMA audits. 
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	evaluation.
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	APPENDIX II: OPEN FISMA RECOMMENDATIONS 

	SEC OIG audit and evaluation reports, including the FY 2017, FY 2018, and FY 2019 FISMA reports, can be accessed at: 
	. 
	https://www.sec.gov/oig


	U.S. Securities and Exchange Commission, Office of Inspector General, Audit of the SEC’s Compliance With the Federal Information Security Modernization Act for Fiscal Year 2017, Report No. 546; March 30, 2018. U.S. Securities and Exchange Commission, Office of Inspector General, Fiscal Year 2018 Independent Evaluation of SEC’s Implementation of the Federal Information Security; December 12, 2018. U.S. Securities and Exchange Commission, Office of Inspector General, Fiscal Year 2019 Independent Evaluation of
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	15 
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