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Continued: Audit of OPM’s Fiscal Year 2016 Financial Statements

Information Systems Control Environment: Lack of periodic access

Rec. #8 | Finding
recertifications.

Recommendation Grant Thomton recommends that OPM perform a comprehensive review of
the appropriateness of personnel with access to systems at the Agency's
defined frequencies.

Status The agency agreed with the recommendation. OPM is taking corrective
actions. As of September 30, 2019, the independent public accountant
employed by OPM to conduct the financial statement audit had not received
evidence that implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | A comprehensive review of personnel with access to the in-scope applications

Benefit /systems will decrease the risk that inappropriate individuals maintain access
allowing them to perform incompatible functions or functions associated with
elevated privileges.

Rec. Finding Information Systems Control Environment
#10 s, are not PIV compliant.

Recommendation Grant Thomton recommends that OPM implement two-factor authentication
at the application level in accordance with agency and federal policies.

Status The agency agreed with the recommendation. OPM is taking corrective
actions. As of September 30, 2019. the independent public accountant
employed by OPM to conduct the financial statement audit had not received
evidence that implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Two factor authentication will decrease the risk of unauthorized access into

Benefit OPM systems.

Rec. Finding Infonmation Systems Control Environment: Lack of access descriptions and
#11 Segregation of Duties (SoD) Matrices.

Recommendation Grant Thomton recommends that OPM document access rights to systems to
include roles, role descriptions, and privileges / activities associated with each
role and role or activity assignments that may cause a segregation of duties
conflict.

Status The agency agreed with the recommendation. OPM is taking corrective
actions. As of September 30, 2019, the independent public accountant
employed by OPM to conduct the financial statement audit had not received
evidence that implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | A comprehensive understanding of user access rights will decrease the risk

Benefit that users perform incompatible duties or have access to privileges or roles

outside of what is needed to perforin their day-to-day duties.
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Title: Audit of OPM's Fiscal Year 2016 Improper Payments Reporting

Report#: 4A-CF-00-17-012

Date: May 11,2017
Finding

#10

Improper Payment Root Causes: Retirement Services was unable to fully
categorize the following improper payments root causes in Table 2, "Improper
Payvinent Root Cause Category Matrix," of the FY 2016 AFR: Federal
employees retirement system's disability offset for social security disability.
delayed reporting of eligibility, unauthorized dual benefits or overlapping
payments between benefit paying agencies, and fraud.

In the FY 2016 AFR. OPM acknowledges that they are aware of the major
contributors of improper payments but are unable to provide the level of
granularity needed to fully fulfill OMB Circular A-136 requirements. As a
result, the remaining balance of these improper payments were placed in
“Other Reason.”

Recommendation The OIG recommends that OPM continue to implement controls to identify
and evaluate the improper payment estimates root causes, to ensure that the
root causes for the retirement benefits program’s improper payments are
properly categorized in OPM’s annual AFR. (Rolled-Forward from FY
2015)

Status The agency did not agree with the recommendation. OPM is considering
alternative approaches to address the findings. The OIG has not yet received
evidence that implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | If controls are in place to identify the retirement services benefit programs

Benefit improper payments estimates root cause. it will provide more granularity on
the improper payment estimates, thus leading to more effective corrective
actions at the program level and more focused strategies for reducing
improper payments

of OF % ] Prog ]
Repc A-0O0O-00-16-046
D4 y |
Rec #3 | Finding Agency Financial Report: See number 2 above.

Recommendation We recommend that the OCFO verify and validate purchase card infurmatin
prior to reporting it in the AFR to ensure the integrity of the data reported.

Status The agency agreed with the recommendation and it is now resolved. Closure
is contingent on the completion of corrective actions.

Estimated Program | N/A

Savings

Other Nonmonetary | If controls are in place over the purchase card program, it will increase

Benefit OPM’s effectiveness in reducing the risk of fraud, waste, and abuse related to
government transactions.
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Continued: Audit of OPM’s Travel Card Program

Rec. Finding We determined that 21 restricted cardholders made 68 cash advance

#11 transactions that exceeded their seven-day limit, totaling $17,493. Three of
the 21 restricted cardholders also exceeded their billing cycle limits, totaling
$3.509.

Recommendation The OIG recommends that Travel Operations ensure organizational program
coordinators review and certify monthly ATM Reports to help identify
cardholder cash advances taken in excess of their ATM limit.

Status The agency agreed with the recommendation and it is now resolved. Closure
is contingent on the completion of corrective actions.

Estimated Program | N/A

Savings

Other Nonmonetary | A robust system of interal controls over the ATM cash advance decreases

Benefit the risk that cash advances are used for expenses unrelated to Government
travel.

Rec. Finding See #11 for description.

#12 Recommendation The OIG recommends that Travel Operations follow up with organizational
program coordinators to ensure that appropriate actions are taken against
employees who have used their travel card for unauthorized transactions
during each billing cycle.

Status The agency agreed with the recommendation and it is now resolved. Closure
is contingent on the completion of corrective actions.

Estimated Program | N/A

Savings

Other Nonmonetary | A robust system of internal controls over the ATM cash advance decreases

Benefit the risk that cash advances are used for expenses unrelated to Government
travel.

Rec. Finding Travel Operations did not provide support that cardholder accounts with

#13 delinquencies of 61 days or more were suspended or cancelled.

Recommendation The OIG recommends that Travel Operations ensure that payments are made
or to obtain a remediation plan for all outstanding balances on delinquent
accounts. totaling $61.189.

Status The agency agreed with the recommendation and it is now resolved. Closure
is contingent on the completion of corrective actions.

Estimated Program | N/A

Savings

Other Nonmonetary | Removing cards in the hands of a delinquent cardholder decreases the chances

Benefit for fraud. misuse. and abuse of the travel card.

Rec. | Finding See #13 for description.

#14 Recommendation The OIG recommends that Travel Operations strengthen internal controls to
confirm that delinquent accounts are monitored and ensure that all delinquent
cardholder accounts are either suspended or canceled. as appropriate.

Status The agency agreed with the recommendation and it is now resolved. Closure
is contingent on the completion of corrective actions.

Estimated Program | N/A

Savings

Other Nonmonetary | Removing cards in the hands of a delinquent cardholder decreases the chances

Benefit for fraud. misuse, and abuse of the travel card.
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Continued: Audit of OPM's Fiscal Year 2018 Financial Statements

Rec. | Finding Physical access to one of the data centers is not appropriate.
#10 | Recommendation Grant Thomton also recommends that OPM implement physical security
access reviews to ensure access to the data center is limited to approprate
personnel.

Status The agency agreed with the recommendation. As of September 30, 2019, the
independent public accountant employed by OPM to conduct the financial
statement audit had not received evidence that implementation has been
completed.

Estimated Program N/A

Savings

Other Nonmonetary | Following and documenting the policies and procedures govermning

Benefit the provisioning and de-provisioning of access to the data center. and
implementing physical security access reviews will limit access to
appropriate persomnnel.

Rec. Finding Financial applications assessed are not compliant with OMB-M-11-11

#11 Continued Implementation of Homeland Security Presidential Directive
(HSPD) 12 Policy for a Common Identification Standard for Federal
Employees and Contractors or Personal Identity Verification (PIV) and OPM
policy which requires the two-factor authentication.

Recommendation Grant Thornton recommends that OPM implement two-factor
authentication for applications.

Status The agency agreed with the recommendation. As of September 30. 2019. the
independent public accountant employed by OPM to conduct the financial
statement audit had not received evidence that implementation has been
completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Implementing two-factor authentication for applications ensure compliance

Benefit with OMB-M-11-11 and PIV and OPM policy which requires the two-factor
authentication.

Rec. Finding System roles and associated responsibilities or finctions. including the
12 identification of incompatible role assignments were not documented.

Recommendation Grant Thornton recommends that OPM document access rights to systems to
include roles, role descriptions and privileges or activities associated with
each role and role or activity assignments that may cause a segregation of
duties conflict.

Status The agency agreed with the recommendation. As of September 30, 2019, the
independent public accountant employed by OPM to conduct the financial
statement audit had not received evidence that implementation has been
completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Documenting access rights to OPM systems decreases the risk of systems

Benefit compronuse.
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Continued: Federal Information Security Management Act Audit FY 2016

Rec. Finding Contingency Plan Testing: FISMA requires that a contingency plan be in
H26 place for each major application, and that the contingency plan be tested on an
annual basis.
Recommendation The OIG recommends that OPM’s program offices test the contingency plans
for each system on an annual basis.
Status OPM is taking corrective actions and the OIG will assess the
agency's progress as part of the next annual audit.
Estimated Program | N/A
Savings
Other Nonmonetary | Improved controls for recovering from an unplanned system outage.
Benefit
dit ¢ 0 D pls of OP A
Repao 4A-RS-00-16-0
D3 DE |
Rec. | Finding
#11
Recommendation F
Status OPM 1s taking corrective actions. The OIG has not yet received evidence
that implementation has been completed.
Estimated Program | N/A
Savings
Other Nonmonetary | Improved controls for adequately segregating the public facing and
Benefit internal components of FACES.
Rec. | Finding =
#12 o
Recommendation
Status T OPM is taking corrective actions. The OIG has not yet received evidence that |
implementation has been completed.
Estimated Program | N/A
Savings
Other Nonmonetary | Improved controls for the protection of sensitive information from
Benefit inappropriate disclosure.
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' Continued: Federal Information Security Modernization Act Audit FY 2017

Rec. Finding Assessment of Workforce: OPM has not defined a process for conducting an
#32 assessment of the knowledge, skills. and abilities of its workforce to
determine employees’ specialized training needs.

Recommendation The OIG recommends that OPM develop and conduct an assessment of its
workforce’s knowledge. skills and abilities in order to identify any skill gaps
and specialized training needs.

Status OPM is taking corrective actions. The OIG has not yet received evidence that
implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Improved controls for ensuring OPM staff is fully prepared to address the

Benefit security threats facing the agency.

Rec. Finding Information Security Continuous Monitoring (ISCM) Roles. Responsibilities.

434 and Resources: The weaknesses that the OIG identified in OPM’s ISCM
program indicate that the agency does not have adequate resources to
effectively implement the activities required by its ISCM strategy and
policies. Furthermore, OPM has not implemented a process to identify the
ISCM resource gaps it would need to fill in order to effectively implement its
ISCM program.

Recommendation The OIG recommends that OPM conduct an analysis to identify any resource
gaps within its current ISCM program. OPM should use the results of this
gap analysis to ensure stakeholders have adequate resources to effectively
implement ISCM activities based on OPM’s policies and procedures.

Status OPM is taking corrective actions. The OIG has not yet received evidence that
implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Improved controls for protecting sensitive information.

Benefit

Rec. Finding Ongoing Security Assessments: The OIG submitted multiple requests for the

435 security control testing documentation for all OPM systems in order to review
them for quality and consistency. However, the OIG was only provided
evidence that 9 of OPM’s 46 major systems were subject to security controls
testing in FY 2017 that complied with OPM"s ISCM submuission schedule.

Recommendation The OIG recommends that OPM ensure that an annual test of security
controls has been completed for all systems.

Status OPM is taking corrective actions. The OIG has not yet received evidence that
implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Improved controls for implementing the agency’s ISCM strategy and thereby

Benefit reducing the risk of an attack.
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Title: OPM's FY 2017 IT Modernization Expenditure Plan

Report#: 4A-CI-00-18-022
Date: February 15, 2018

Rec. #1

Finding

‘Modernization Strategy: OCIO officials stressed that they were unable to

fully define a modernization strategy because of an overall lack of governance
and consistent enterprise architecture in the agency.

Recommendation The OIG recommends that OPM establish baseline governance and enterprise
architecture improvements that can facilitate the planning and execution of a
successful IT modernization strategy.

Status OPM is taking corrective actions. The OIG has not yet received evidence that
implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Improved controls for effectively implementing a comprehensive IT

Benefit modernization strategy.

Rec. #2 | Finding Modernization Strategy: There only appeared to be one or two individuals
working on the IT Modernization Expenditure Plan under the direction of the
Deputy CIO. The OIG would expect to see an Integrated Project Team, as
required by OMB Circular A-11, Part 7. made up of subject matter experts
from all of the relevant disciplines intimately involved in such a critical
initiative.

Recommendation The OIG recommends that OPM’s OCIO focus its spending priorities on
establishing the necessary governance and enterprise architecture
improvements, including an enterprise IT program management office and an
enterprise architecture program management office.

Status OPM is taking corrective actions. The OIG has not yet received evidence
that implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Improved controls for effectively implementing a comprehensive IT

Benefit modernization strategy.

Rec. #3 | Finding Modernization Strategy: OPM still does not have a fully developed
modernization strategy. The strategy also does not meet the capital planning
and investment control (CPIC) requirements in OMB Circular A-11. part 7,
which lays out the principles of acquisition and management of capital IT
investments.

Recommendation The OIG recommends that OPM develop a comprehensive IT modernization
strategy with input from the appropriate stakeholders and convene an
Integrated Project Team. as required by OMB Circular A-11. Part 7, to
manage the overall modernization program and ensure that proper CPIC
processes are followed.

Status OPM is taking corrective actions. The OIG has not yet received evidence
that implementation has been completed.

Estimated Program | N/A

Savings

Other Nonmonetary | Improved controls for effectively implementing a comprehensive IT

Benefit modernization strategy.
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: Audit of Informalion yslems eneral and Application Controls at Medica
Title: Audit of Inf 1 Sysl G 1 and Appl C | Medical
Mutual of Ohio

Renort #: 1C-UX-00-18-019
January 24, 2019

Finding

Recommendation We recommend that Medical Mutual

MMO is taking corrective actions. The OIG has not yet
received evidence that implementation has been completed
Estimated Program | N/A

Status

Savines
Other Nonmonetary | Improved controls for protecting sensitive servers and data from a
Bene it compromise of a user’s system.

Rec. #5 | Finding

Recommendation We recommend that Medical Mutual implement

Status MMO i1s taking corrective actions. The OIG has not yet
received evidence that implementation has been completed.
Estimated Program | N/A

Savin s
Other Nonmonetary | Improved controls for preventing unauthorized users or devices from
Bene, it connectine to sensitive network resources.
Rec. | Finding Security Configuration Auditing: Medical Mutual
#10
Recommendation We recommend that Medical Mutual implement a process to

Note - This recommendation cannot be mmplemented until the controls from
| Recommendation 9 are in place.

Status MMO is taking corrective actions. The OIG has not yet received evidence
that implementation has been completed

Estimated Program | N/A

Savin rs
Other Nonmonetary | Improved controls for ensuring that servers are appropriately configured,
Benefit preventing potential gateways for unauthorized access or malicious activity.

98













































APPENDIX

Below is a chart listing all reports described in this document that, as of September 30, 2019, had
open recommendations over six months old.

Internal Audits

Report Name Date Total # of # of Open Monetary Findings
Number Findings | Procedural # Amount
Findings Open

4 ,/_(\)chzgo g;tggl(ﬁ tl;inancial 11/14/2008 6 1 0 $0

4 /_(\)9(;5390 g;tg)n%?l tl;inancial 11/13/2009 5 1 0 $0
“loors | Seements Ao | T S B
e ﬁm’éﬂiﬁ ‘Deceased 09/14/2011 14 2 0 30

i Annuitants

4A11Cg580 gt\;tii)nleln tIZinanciaI 11/14/2011 7 1 0 $0
4A'CF00- | P 2012 Financia 11/15/2012 3 1 0 %0
Yo | Suements tneis | 1 S S
4 Ai4c(|):380 gt\;tggqlez:] tIZinanciaI 11/10/2014 4 3 0 $0
4K14Rg7go (F)OP:\'/&S Compliance with 03/23/2015 3 2 0 $0
Y03 | overopMroRES - | 04301 | T : i -
el e T N N R
e | FY 2015 IPERA 05/11/2016 | 6 1 0 $0

4 AiSC 9420 BIF;\]/; :eronigt’; r(;c():g;act 07/08/2016 6 4 1 $108,880,417
el o T O I IO
s | FY 2016 IPERA 5/11/2017 | 10 1 0 $0
4A1é3(()34go }(D)rlzls/lr;smPurchase Card 07/07/2017 12 2 0 $0

4 AiYnggo gt\;tggqle?;inancial 11/13/2017 18 18 0 $0
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Internal Audits Continued

Report Name Date Total # of # of Open Monetary Findings
Number Findings Procedural # Amount
Findings Open

4A-CF-00- | OPM's Travel Card

15-049 Program 01/16/2018 21 19 0 $0
MiidY | oPMs Common Services | 03/20/2018 5 5 0 $0
4A-CF-00-

18-012 FY 2017 IPERA 5/10/2018 2 1 0 $0
4A-CF-00- | FY 2018 Financial

18-024 Statements 11/15/2018 23 23 0 $0

21 Total Reports 184 110 1 $108,880,417

Information Systems Audits

Report Name Date Total # of # of Open Monetary Findings
Number Findings Procedural # Amount
Findings Open
4A-CI-00-

08022 | FISMAFY 2008 09/23/2008 19 2 0 $0
4A-CI-00-

09-031. FISMA FY 2009 11/05/2009 30 2 0 $0
| FISMAFY 2010 11/10/2010 | 41 2 0 $0
4A-CI-00-

11009 FISMA FY 2011 11/09/2011 29 2 0 $0
o | FISMAFY 2012 11/05/2012 | 18 3 0 $0
o | FISMAFY 2013 11/21/2013 | 16 4 0 $0
4A-CI-00- | IT Security Controls

14-015 OPM’s DTP 06/06/2014 6 2 0 $0
oY | FISMAFY 2014 11/12/2014 | 29 14 0 $0
4A-CI-00- | Flash Audit: OPM’s

15-055 Infrastructure Improvement 06/17/2015 2 1 0 $0
4A-RI1-00- | IT Sec. Controls OPM’s

15-019 AHBOSS 07/29/2015 7 2 0 $0
o | FISMAFY 2015 11/10/2015 | 27 15 0 $0
4A-C1-00- 2nd Status Report: OPM’s

Infrastructure Improvement | 05/18/2016 2 2 0 $0

16-037
4A-CI-00- | Web Application Security

16-061 Review 10/13/2016 4 4 0 $0
s | FISMAFY 2016 11/09/2016 | 26 20 0 $0
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Information System Audits Continued

Report Name Date Total # of # of Open Monetary Findings
Number Findings Procedural # Amount
Findings Open
4A-RS-00- | IT Sec. Controls OPM’s
16-035 FACES 11/21/2016 13 2 0 $0
OPM’s Security
AACI-00- | A csessment & 06/20/2017 4 4 0 $0
17-014 A
Authorization
4A-CF-00- | OPM’s Federal Financial
17-044 System 09/29/2017 9 2 0 $0
4A-CI-00- | OPM’s SharePoint
17-030 Implementation 09/29/2017 8 8 0 %0
4A-CI-00-
17-020 FISMA FY 2017 10/27/17 39 36 0 $0
4A-Cl-00- | OPM'sFY 2017 IT
18-022 Modernization Expenditure 02/15/2018 4 4 0 %0
4A-HR-00- | OPM’s USA Staffing
18-013 System 05/10/2018 4 2 0 $0
4A-Cl-00- | OPM'sFY 2018 IT
18-044 Modernization Expenditure 06/20/2018 2 2 0 %0
4A-PP-00- | OPM’s Health Claims Data
18-011 Warehouse 06/25/2018 12 2 0 $0
4A-CI-00-
18-038 FISMA FY 2018 10/30/2018 52 44 0 $0
Audit of Information
IC-UX-00- | Systems General and
18-019 Application Controls at 1/24/2019 12 3 0 %0
Medical Mutual of Ohio
25 Total Reports 415 184 0 $0

Claim Audits and Analytics

Report Name Date Total # of # of Open Monetary Findings
Number Findings Procedural | # Open Amount
Findings
1A-10-17- | Health Care Service
14-037 Corporation 11/19/2015 16 2 1 $24,721,545
IA-10-33- | BCBS of North
15-009 Carolina 11/10/2016 6 2 1 $17,652,501
1A-99-00- | Global VA Claims
16-021 for BCBS Plans 2/28/18 5 4 1 $54,329,857
3 Total Reports 27 8 3 $96,703,903
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Community-Rated Health Insurance Audits

Report Name Date Total # of # of Open Monetary Findings
Number Findings Procedural # Open Amount
Findings
L% | HMO Health Ohio | 097232016 2 0 2 $3,701,138
1C-P2-00-18- | Presbyterian Health
014 Plan 03/07/2019 16 3 0 $0
1 Total Reports 18 3 2 $3,701,138

Other Insurance Audits

Report Name Date Total # of # of Open Monetary Findings
Number Findings Procedural # Open Amount
Findings
4A-R1-00-16- | OPM’s Procurement 10/14/2015 4 1 0 $0
014 Process
1 Total Reports 4 1 0 $0

Evaluations

Report Name Date Total # of # of Open Monetary Findings
Number Findings Procedural # Open Amount
Findings
OPM’s Retirement
AKRS00- | goryjices’ Customer 09/28/2016 3 2 0 $0
16-023 .
Service
OPM’s Retirement
AKRS00- | corvices’ Imaging | 03/14/2018 3 1 0 $0
17-039 .
Operations
4K-CI-00-18- | OPM’s Preservation
009 of Electronic Records 12/21/2018 3 1 0 $0
3 Total Reports 9 4 0 $0

Report Name Date Total # of # of Open Monetary Findings
Number Findings Procedural # Open Amount
Findings
Review of OPM’s
Non-Public Decision
L-2018-1 to Re-Apportion 2/5/2018 3 3 0 $0
Annuity Supplements
1 Total Reports 3 3 0 $0
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Report Fraud, Waste, and

By Internet:

By Phone:

By Mail:

Mismanagement

Fraud, waste, and mismanagement in
Government concerns everyone: Office of
the Inspector General staff, agency
employees, and the general public. We
actively solicit allegations of any inefficient
and wasteful practices, fraud, and
mismanagement related to OPM programs
and operations. You can report allegations
to us in several ways:

http://www.opm.gov/our-inspector-general/hotline-to-
report-fraud-waste-or-abuse

Toll Free Number: (877) 499-7295
Washington Metro Area: (202) 606-2423

Office of the Inspector General

U.S. Office of Personnel Management
1900 E Street, NW

Room 6400

Washington, DC 20415-1100
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