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(CHCO) agencies, as well as a Government-wide marketing program on the value
of America's veterans. The challenge for OPM is to ensure that Federal agencies
continue to value the skills and talent that veterans bring to the workplace while
leveraging the tools established by the Veterans Employment Initiative.

Closing Skill Gaps

OPM has partnered with the CHCO Council to identify and close skills gaps across
the Federal Government. The gro' | has desi_ :d an agreed-upon method for
analyzing data to forecast and identify Government-wide and agency-specific
occupations and competencies that pose current or projected skills gaps. The group
identified as Government-wide skills gaps five occupations (IT-Cybersecurity,
Acquisitions, Economist, Human Resources and Auditor) and the multiple
occupations within the Science, Technology, Engineering and Mathematics
(STEM) functional area. Seven competencies (strategic thinking, problem solving,
data analysis, influencing/negotiating, grants management, grants financial
management, grants compliance) were also identified and each agency applie the
ithod to identify occupations lc it ies requiring gap closure.

To address the Government-wide occupations, OPM partnered with occupational
leaders to design and implement strategies to close skills gaps. Each occupational
leader collaborated with OPM to identify human capital strategies to address root
causes for the skills gap, and implemented initiatives for recruitment, retention,
development, and/or knowledge management. Each occupational leader identified
a measurable indicator that has been used to track progress, and all occupations
have met or exceeded their performance targets. For competency gap closure, OPM
solicited agencies interest in creating pilot projects to close ¢« tency gaps, . |
helped agencies develop project plans with performance metrics and targets. These
pilot projects will continue to be tracked for the next several years to measure
competency gap closure.

In FY 2015, OPM will partner with the CHCO Council to re-evaluate skills gaps
using a range of workforce data and analytic tools. Based on this reevaluation, new
occupations and/or competencies may be identified while current occupations may
be revalidated for continued attention. By implementing a four-year cycle «
analysis/planning, strategy/implementation, and evaluation, OPM seeks to
institutionalize a repeatable management process that will position the Federal
government to anticipate and close skills gaps in order to assure mission
accomplishment.

OPM continues to make progress in closing critical skill gaps in the Federal
workforce to help agencies recruit and retain the right people with the skills needed
to achieve their goals. The current challenge will be to re-evaluate the selected
Government-wide and agency specific Mission Critical Occ  itions (MCOs) and
Mission Critical Competencies (MCCs) to determine which occupations and
competencies should remain as Government-wide MCOs and MCCs. OPM must







A. Federal Employees Health Benefits Program

The ever-increasing cost of healthcare is a national challenge. For the upcoming year,
2015, the average FEHBP premium increase is 3.2 percent, which is slightly lower than
last year’s increase of 3.7 percent. It is a continuing challenge for OPM to keep
premium rate increases in check. As the administrator of the FEHBP, OPM has
responsibility for negotiating contracts with insurance carriers covering the benefits
provided and premium rates charged to approximately eight million Federal employees,
retirees, and their families. The FEHBP must utilize industry best practices and ensure
quality healthcare for enrollees while controlling costs. This includes exploring
creative ways to control costs and utilization of benefits, such as increased use of
wellness initiatives and global purchasing of pharmacy benefits. OPM must also adjust
to changes in the healthcare industry's premium rating practices. These challenges may
require legislative, regulatory, procurement and contracting, and administrative
changes. OPM believes that the following initiatives wi help ensure that the FEHBP
continues to offer enrollees quality healthcare services at fair and reasonable premium
rates.

1) Program-wide Claims Analysis/Health Claims Data Warehouse

The challenge for OPM is that, while the FEHBP directly bears the cost of health
services, it is in a difficult position to analyze those costs and actively manage the
program to ensure the best value for both Federal employees and taxpayers, because
OPM has not routinely collected or analyzed program-wide claims data. The
Health Claims Data Warehouse (HCDW) project is an initiative to collect, maintain,
and analyze data on an ongoing basis. :

The data will be derived from health and prescription drug claims under the
FEHBP. The HCDW will allow OPM to understand the drivers of cost increases
and model the potential effects of health system reform or environmental changes
on Federal employees. This warehouse will also strengthen OPM's ability to
strategically shape future benefits design by better positioning the agency to
negotiate effectively with the FEHBP carriers to keep premium increases below
industry-wide levels.

The HCDW project is managed by OPM’s Planning and Policy Analysis (PPA)
office. PPA has hired a contractor to perform the technical development of the
HCDW, and has entered into a Mutual Agreement of Understanding with the Office
of the Inspector General (OIG) to share ing Fee-For-Service carrier data
currently received by the OIG. The system is scheduled to go live in early FY
2015, but must first complete OPM’s System Accreditation and Authorization
process to ensure that adequate IT security controls are in place. The OIG will also
independently evaluate the security controls of the HCDW before transferring its
data to PPA.
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e Examining the opportunity to reduce unnecessary payments where Medicare
Part B provides primary coverage for Part B drugs and supplies, for plans
not currently coordinating benefits with Medicare.

While we applaud the agency for these efforts and believe that they should ave a
positive impact on the program, we would encourage OPM to continue evaluating
the relative costs and benefits of direct contracting for PBM services to ensure that
the benefits and fees negotiated are in the best interest of the FEHBP members, as
well as to strengthen the controls and oversight of the FEHBP pharmacy program.
The importance of this effort was initially highlighted in “The President’s Plan for
Economic Growth and Deficit Reduction,” dated September 2011. The President’s
plan called for the streamlining of FEHBP pharmacy benefit contracting and would
allow OPM to contract directly for pharmacy benefit management services on
behalf of all FEHBP enrollees and their dependents versus the current process
where each carrier negotiates its own PBM contract. This change would allow the
FEHBP to more efficiently leverage its purchasing power to obtain a better deal for
enrollees and taxpayers. According to the President’s plan, this proposal would
save $1.6 billion over 10 years.

However, a continued stumbling block to achieving is objective is the current
legislation, which prohibits OPM from contracting directly with PBMs. OPM has
proposed statutory authority language changes, which seek to amend the current
FEHBP law to permit OPM to contract directly with PBMs. While the language
has been included in OPM’s FEHBP Modernization initiative, it has yet to receive
the necessary approvals required to allow for a change to the law. That being said,
OPM should position itself and gain the expertise it will need to imple 1t this
contractual change should the proposed statutory language become law.

Ultimately, any changes implemented to the FEHBP’s pharmacy benefits will need
to meet the challenge of ensuring that the changes do not adversely impact EHBP
enrollees’ health and safety while realizing true program savings.

Medical Loss Ratio (MLR) Implementation and Oversight

OPM’s FEHBP MLR methodol: 7 for community-rated carriers cont 1es to
present unique challenges. In its second year (third year for pilot program carriers),
the MLR methodology requirements will need to be closely monitored and updated
to adapt to a complex regulatory environment and ever-changing health insurance
industry.

In order to ensure complete, accurate and current MLR carrier data, OPM must
fully automate a system that stores, tracks and reports carrier MLR inform:

(i.e., loss carry-over credits, MLR penalties paid, distributions to or from t (LR
subsidization fund). The MLR carrier data will be used from one year to the next,
and having an automated process will assure proper administration of the ! _R
methodology is maintained moving forward.






o C(Clarify carriers’ FEHBP F&A reporting requirements through an update of
carrier letters.

e Join the Healthcare Fraud Prevention Partnership (HFPP). This
collaborative arrangement allows public and private organizations to share
information and best practices to improve fraud detection and prevent
incorrect payments. OPM will become a communicative participant in the
endeavor and will recommend that FEHBP carriers participate as well. This
will allow OPM to stay abreast of changes in industry standards and work
effectively with stakeholders.

e Work with the National Healthcare Anti-Fraud Association (NHCAA) to
establish accreditation standards for the carriers’ fraud investigators within
the FEHBP. NHCAA is a public/private partnership similar to HFPP that
provides data sharing services for private insurers and government entities,
and education for individual fraud/abuse investigators.

e Collaborate with the OIG, share reports, questionnaires, and special projects,
and engage in consistent oversight of all carrier fraud and abuse programs.
OPM plans to seek OIG counsel on appropriate reporting, report analysis to
maximize carrier accountability, and fluctuations in the ind1  ry to ensure
their programs remain current and relevant.

Efforts thus far have confirmed inconsistencies, reporting discrepancies, and the
need for clarification of some carrier requirements. OPM enhanced the review of
carriers’ annual reports and solicited corrective action plans to address deficiencies.
OPM continues to draft updated guidance to carriers (factoring in input and
suggestions from the Carriers and the OIG), seek to develop reasonable standards
that might lead to a form of accreditation, and refine the measures by which carrier
F&A programs can be shown to be a benefit to the FEHBP.

As is evident by the measures identified above, OPM appears committed to work
collaboratively to address this important challenge facing the program. However,
OPM must continue to implement controls (including contract changes, as
appropriate) which will hold all FEHBP carriers accountable for operating an
effective fraud and abuse program. Effective F&A programs will result in
significant FEHBP savings and, more importantly, protect FEHBP members.

B. Affordable Care Act (ACA)

Under the ACA, OPM is designated as the agency responsible for implementing and
overseeing the multi-state plan options. In accordance with the ACA, at least two
multi-state plans will be offered on each state health insurance exchange beginning in
2014. Multi-state plans (MSP) will be one of several health insurance options for sm:
employers and uninsured individuals to choose. In total, state exchanges are expected
to provide health insurance coverage for as many as 31 million Americans.

V™ "¢ plem i anynew prc —~am represents a host of complex ¢ ler s, one of
the greatest challenges will be securing sufficient resources for OPM's new MSP
function, as well as the expanded FEHBP-eligible population. Currently, the ACA does






e Compiled and transmitted information on each applicable state-level issuer to
HHS for the Federally Facilitated Marketplace via the Health Insurance
Oversight System; to states that intend to operate their own exchange but utilize
the prescribed HHS templates via System Electronic Rate Filing Form; and
directly to those states who will operate their own marketplace.

e Met routinely with OPM’s OIG to (1) discuss internal control structures; (2)
provide status reports; (3) get feedback on the proposed regulations and
contract; (4) and discuss oversight concerns.

OPM has made MSPs available in 31 marketplaces and is steadily establishing
necessary processes for working with the various stakeholders. However, the continued
implementation, expansion, and administration of this new program represents an
ongoing management challenge for OPM.

3. BACKGROUND INVESTIGATIONS

OPM’s Federal Investigative Services (FIS), headquartered in Boyers, Pennsylvania,
conducts background investigations on Federal applicants, employees, military members,
and contractor personnel for suitability and security purposes. FIS conducts approximately
95 percent of all personnel background investigations for the Federal Government and
processes approximately 2 million background investigations per year. Agencies use the
background reports of investigations conducted by OPM to determine individuals’
suitability or fitness for Federal civilian, military, and Federal contract employment, as well
as their eligibility for access to national security classified information and access to feder:
facilities and information systems.

FIS has an active Integrity Assurance group and works cooperatively with the OIG to bring
those background investigators who defraud OPM by falsifying background investigation
reports to justice. However, any fraud in background investigation reports is unacceptable
from a national security perspective, so this issue requires continued close attention and
monitoring by OPM management.

Prior to September 9, 2014, OPM held fieldwork contracts with US Investigations Services,
LLC (USIS) anc 0 other contract: OPMalso]l das . ¢ ctwithU S. On
September 9" OPM informed USIS of its decision that it will not exercise additional
contract options to extend the term of its contracts for background investigations and
support services.

Capacity, or the number of resources available to perform the work, is a key factor in
meeting timeliness expectations and managing costs. Each of OPM’s other background
investigations contractors have indicated that they are willing to expand to accommodate
all of OPM’s workload, and under their current contracts they are required to increase their
caseload per OPM’s distribution. Both contractors are now moving forward to increase
their capacity. However, there will be impacts to timeliness until there is capacity available
to manage the workload without backlogs.
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support that is needed to complete the process, and/or do not adhere to Ol policies and
templates related to the artifacts required for Authorization. Each of these issues
contributes to delays in finalizing system Authorizations.

We believe that the root cause of these frequent delays is the fact that there are no
consequences for the program offices that operate OPM systems without a valid
Authorization to operate. The Office of Management and Budget’s (OMB) Circular A-
130, Appendix III mandates that all Federal information systems have a valid
Authorization. According to OMB, information systems should not be operating in a
production environment without an Authorization, and OPM should consider shutting
down systems that do not have a current and valid Authorization.

Not only is a large volume of OPM’s systems operating without a valid Authorization, but
several of these systems are amongst the most critical and sensitive applications owned by
the agency. Two of the OCIO systems without an Authorization are general support
systems that host a variety of other major applications. Over 65 percent of :  systems
operated by OPM (not including contractor operated systems) reside on one of these two
support systems, and are therefore subject to any security risks that exist on the support
systems. Furthermore, two additional systems without Authorizations are owned by
OPM’s Federal Investigative Services, which is responsible for facilitating background
investigations for security clearance determination. Any weaknesses in the information
systems supporting this program office could potentially have national security
implications.

Maintaining active Authorizations for all information systems is a critical element of a
Federal information security program, and failure to thoroughly assess and address a
system’s security weaknesses increases the risk of a security breach. We believe that the
volume and sensitivity of OPM systems that are operating without an active Authorization
represents a material weakness in the internal control structure of the agency’s IT security
program.

4. STOPPING THE FLOW OF IMPROPER PAYMENTS

Federal improper payments represent a significant loss to the government. Since 2009 the
Federal Government has built a robust infrastructure of legi itive and administrative
requirements, most notably the OMB Circular A-123, Appendix C, with which agencies
must comply to improve the detection and recovery of improper payments. OMB is set to
issue updated guidance to agencies in the coming months that will apply to improper
payments reporting for FY 2014 and beyond. Specifically, the updated guidance requires
the following:

1. Agencies will report on improper payments in their Ag :y Financial Rep.  (AFR)
using 13 categories required for reporting in FY 2015 and beyond; they are
encouraged to report in FY 2014 on the new categories where possible. There were
previously only three categories for improper payments reporting.
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6. PROCUREMENT PROCESS FOR BENEFIT PROGRAMS

In last year’s letter, we expressed concerns over OPM’s procurement processes for the
benefit programs it administers. These programs include the BENEFEDS benefits portal,
the Federal Employees Dental and Vision Insurance Program (FEDVIP), the Federal Long
Term Care Insurance Program (FLTCIP), and the Federal Flexible Spending Account
Program (FSAFeds). Specifically, our concerns encompassed the following areas:

e Lengthy periods of performance awarded under the contract term and numerous
options exercised to extend the performance periods;

¢ Contracting methods utilized under the procurements; and,

e Processes followed for contract modifications.

While we acknowledge recent strides OPM has made to ensure these programs are re-
competed in a timelier manner, we still have concerns that OPM’s perceived need for
program continuity will continue to result in the use of contract modifications to address
program changes and extend periods of performance when contract re-competitions would
be in the Government’s best interest. It is undisputed that the lapse of these contracts
would have a severe impact upon the ability of Federal employees and annuitants to select
benefits and could even adversely affect recruiting and retention of Federal employees.
However, inadequate acquisition planning on behalf of the Agency is not a valid reason to
extend periods of performance, especially when this rationale potentially ignores the
savings that could have been achieved had the contract been re-competed in a timely
manner.

Additionally, while we recognize that some program changes are best addressed through a
contract modification, caution needs to be exercised when the recommended changes meet
the definition of a cardinal change. Cardinal changes are so severe that they go beyond
the contract’s original scope of work and would require a new procurement to encompass
these changes. In our audits of the FLTCIP and the FSAFeds contracts, we noted some
instances where changes that were addressed through a contract modification did, in fact,
meet the definition of a cardinal change and should have required a re-competition of those
contracts. Therefore, we continue to believe it is crucial that OPM fully understands and
takes into account the following:

e The need for timely re-competitions of these special enefit programs. For
example, the FSAFeds contract has been extended numerous times to mair 1in
program continuity while other programs were re-competed. The result of these
extensions to the FSAFeds contract is that the program’s period of performance has
now exceeded an 11-year period, which we believe is disadvantageous to the
Government because of the constant changes in the market for this type of benefit
and a lack of built-in competition for enrollees that is inherent in other benefit
programs administered by OPM (i.e., the FEHBP and the FEDVIP).

While we acknowledge that this program is currently undergoing a re-competition,
we note that the re-competition has already been delayed, which resulted in the
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