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INTRODUCTION
Each year, in accordance with the Reports Consolidation Act of 2000,1 the Office
of Inspector General (OIG) for the U.S. Agency for Global Media (USAGM),
formerly known as the Broadcasting Board of Governors (BBG),2 identifies the
most serious management and performance challenges facing the agency and
briefly assesses progress in addressing those challenges. The resulting report is
included in the agency’s annual performance and accountability report.
Our oversight work gives us unique visibility into the most significant challenges
facing BBG, and OIG concludes that the following were the most important
challenges BBG faced in FY 2018:




Information security and management
Financial and property management
Grant management

These issues go to the core of BBG’s programs and operations and have been
crucial challenges for the past three years. Continued attention to these
concerns will improve BBG’s operations and, accordingly, its ability to fulfill its
underlying mission. We hope that this report, read together with the work OIG
produces throughout the year, assists BBG in its efforts.

INFORMATION SECURITY AND MANAGEMENT
BBG depends on information systems and electronic data to carry out essential
mission-related functions. These information systems are subject to serious
threats that may exploit vulnerabilities to compromise the information those
systems process, store, and transmit. This, in turn, can lead to adverse effects on
operations, organizational assets, and personnel.
In the FY 2018 Federal Information Security Modernization Act of 2014 (FISMA)
audit, OIG reported information security program weaknesses in all seven key

The Reports Consolidation Act of 2000, § 3, Pub. L. 106-531 (amending 31 U.S.C. § 3516).
This report references “BBG” throughout because all of the cited work pre-dates the agency’s
name change.
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metric domains, which consist of risk management, configuration management,
identity and access management, security training, information security
continuous monitoring, incident response, and contingency planning.3 In
addition, an independent auditor working on OIG’s behalf and under OIG’s
direction noted that weaknesses in BBG’s own IT systems may affect its primary
domestic financial management and accounting system. Even though that
system is supplied by an external service provider, it is accessed through BBG’s
general IT support system. Accordingly, security weaknesses noted in BBG’s
information security program may affect that external system.4
Without an effective information security program, BBG is vulnerable to ITcentered attacks and threats. As noted above, information security program
weaknesses can affect the integrity of financial applications, which increases the
risk that sensitive financial information could be accessed by unauthorized
individuals or that financial transactions could be altered either accidentally or
intentionally. Similarly, information security program weaknesses increase the
risk that BBG will be unable to report financial data accurately.

FINANCIAL AND PROPERTY MANAGEMENT
OIG observed improvements in the accuracy of BBG’s reporting of budgetary
resources in its FY 2017 financial statements.5 Financial management, however,
continues to be a challenge for BBG. For example, OIG described deficiencies in
BBG’s efforts to fully address unliquidated obligations (ULO) identified during
an audit of FY 2016 financial statements. In its follow-up work, OIG found that
BBG reviewed and deobligated 14 of 27 ULOs, totaling $311,963, only after OIG
began its audit—10 months after the concerns were identified. BBG did not
review and provide sufficient supporting documentation for the three ULOs

OIG, Audit of the Broadcasting Board of Governors Information Security Program (AUD-IT-IB-1813, October 2017).
4 OIG, Independent Auditor's Report on the Broadcasting Board of Governors 2017 and 2016
Financial Statements (AUD-FM-IB-18-10, November 2017).
3

OIG, Management Assistance Report: BBG Did Not Fully Address Invalid Unliquidated
Obligations Identified During the FY 2016 Financial Statements Audit (AUD-FM-IB-18-28, February
2018).
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totaling $34,202 that were not deobligated.6 OIG found that one factor
contributing to this delay was a lack of responsiveness by BBG personnel to the
Office of the Chief Financial Officer (OCFO) when it requested that invalid ULOs
be researched, reviewed, and deobligated, if appropriate. In addition, although
BBG had drafted standard operating procedures for monitoring ULOs, the
procedures had not been approved and issued by BBG management.7
Separately, OIG found that BBG had not complied with all of the requirements
of the Improper Payments Information Act of 2002.8 In particular, BBG did not
publish all required information relating to improper payment estimates for
programs and activities identified as susceptible to significant improper
payments under its risk assessment. BBG also failed to comply completely with
the requirements of the Digital Accountability and Transparency Act of 2014,
which mandates the submission of data for inclusion on USASpending.gov. OIG
found that although two subsets of data were accurate, complete, timely, and of
acceptable quality, approximately 70 percent of the certified transactions tested
in the remaining subsets did not meet quality requirements.9

GRANT MANAGEMENT
BBG has three grantees that it funds through annual grant agreements: Radio
Free Europe/Radio Liberty, Radio Free Asia, and the Middle East Broadcasting
Networks. In FY 2017, the three grantees received $292 million, which is
approximately one-third of BBG’s
total funding. Because the grantees perform significant operational activities for
BBG, weaknesses in grant management can have a substantial effect on BBG’s

6

Ibid.

7

Ibid.

OIG, Audit of Broadcasting Board of Governors FY 2017 Compliance With Improper Payments
Requirements (AUD-FM-IB-18-39, May 2018). Noncompliance with any of the criteria established

8

in Office of Management and Budget (OMB) Circular A-123 requires OIG to conclude that BBG is
not in overall compliance.
OIG, Audit of the Broadcasting Board of Governors Implementation of the Digital Accountability
and Transparency Act of 2014 (AUD-FM-IB-18-04, November 2017).

9

3

OFFICE OF INSPECTOR GENERAL · U.S. DEPARTMENT OF STATE

overall operations. Without effective oversight of grantees, the risk of waste,
fraud, and abuse of Federal funds increases.
To aid its grant oversight efforts, BBG drafted a grantee monitoring standard
operating procedure (SOP) detailing procedures to be used during the life of a
grant. An independent auditor acting on OIG’s behalf and under OIG’s direction
selected 15 control activities from the draft SOP to test whether BBG had
effectively implemented grantee monitoring; the auditor found that only 9 of
those 15 controls were implemented during FY 2017.10 For example, BBG had
not performed risk assessments to finalize the scope and frequency of grantee
site visits, issued site visit reports to communicate findings and needed
improvements to its grantees, or obtained Performance Project Reports from its
grantees. BBG officials stated that many oversight activities would not be
initiated until the draft SOP was fully approved and finalized, which occurred in
August 2018.
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HELP FIGHT
FRAUD, WASTE, AND ABUSE
1-800-409-9926
stateOIG.gov/HOTLINE

If you fear reprisal, contact the
OIG Whistleblower Coordinator to learn more about your rights.
WPEAOmbuds@stateoig.gov

