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Mr. Hubert Sparks
Inspector General
Appalachian Regional Commission

INDEPENDENT ACCOUNTANT’S REPORT ON APPLYING AGREED-UPON PROCEDURES

We have performed the procedures described in the SCOPE section of this
report, which were agreed-to by the Appalachian Regional Commission’s Office
of Inspector General, solely to assist you in evaluating ARC’s Financial
Management System and its related accounting and systems controls as of
October 21, 1997. This engagement to apply agreed-upon procedures was
performed in accordance with standards established by the American Institute
of Certified Public Accountants. The sufficiency of these procedures is solely
the responsibility of the Appalachian Regional Commission’s Office of Inspector
General. Consequently, we make no representations regarding the sufficiency
of the procedures described in the SCOPE section of this report, either for the
purpose for which this report has been requested or for any other purpose.

The results of these procedures are discussed in the OBSERVATIONS AND
RECOMMENDATIONS section of this report.

We were not engaged to, and did not perform an audit, the objective of which
would be the expression of an opinion on the financial statements of the
Appalachian Regional Commission. Accordingly, we do not express such an
opinion. Had we performed additional procedures, other matters might have
come to our attention that would have been reported to you.

This report is intended solely for the use of the Appalachian Regional Commis-
sion and should not be used by those who have not agreed to the procedures
and taken responsibility for the sufficiency of the procedures for their purposes.
Upon acceptance, however, this report is a matter of public record.

'%?. Q ffflm '5 Kwﬁ?/ £,

Fairfax, Virginia
October 21, 1997

2750 Prosperity Avenue Suite 250 Fairfax, Virginia 22031 (703) 698-0083 FAX (703) 698-8253




BACKGROUND

In 1994, we were engaged by the Office of Inspector General to review ARC's
internal control procedures relating to grants, accounts payable, payroll, budget
oversight, and Federal regulatory reporting. At that time, ARC used the
Department of Commerce (DOC) as a service bureau to perform accounting
functions. As a result of our review, we recommended that ARC staff should
obtain an improved understanding of DOC's service bureau procedures and their
impact on ARC’s accounting functions. We also recommended that this
understanding include an evaluation of the cost effectiveness, as well as the
efficiency, of the services being provided to ARC.

ARC’s Office of Finance and Administration undertook an evaluation of DOC’s
accounting services, as well as the availability of other service bureaus and the
feasibility of ARC performing its own accounting functions. As a result of this
evaluation, in July 1995, ARC decided to bring its accounting functions in-
house and entered into an interagency agreement with the Department of
Treasury’s Financial Management Service (FMS), Center for Applied Financial
Management, to assist ARC in implementing and converting to an in-house,
network-based accounting system. This new core financial system was a DOS-
based, off-the-shelf accounting package. At the time it was selected by ARC,
this system was the only personal computer-based financial management
software available on the Federal government’'s GSA Schedule.

Initially, FMS performed a Functional Requirements Analysis in order to
document ARC'’s requirements, in support of implementation of the new
system. [The results of this analysis are included in APPENDIX A in chart form.]
FMS then assisted ARC in implementing the new system, converting ARC's
accounting data, and providing training for ARC’s staff. In April 1996, ARC
began processing transactions through this new financial system.

In February 1997, ARC upgraded the accounting software to the Windows
version of the system. The Appalachian Regional Commission was and still is,
as of the date of our evaluation, the only Federal agency yet to utilize this new
product. This has meant that ARC has worked closely with the system vendor
to identify and resolve weaknesses in the software. As of the date of our on-
site evaluation in mid-1997, 23 “fixes” had been uploaded to correct or improve



the functionality of this software product. As of the date the draft report was
issued, approximately 30 fixes had been made.

ARC’s decision to bring its accounting functions in-house has provided the
Commission with greater fiscal control than was achieved previously through
the DOC service bureau. The annual fees paid to DOC were $148,000 to
$160,000. The total costs of the new accounting system, including fees paid
to FMS, was $393,223. This means that the new financial management
system will pay for itself in two and a half years, from the date it was
implemented in April 1996.



PURPOSE

M.D. Oppenheim & Company was engaged to evaluate ARC’s new financial
management system and its related accounting and systems controls. The
purpose of applying agreed-upon procedures was to determine if the new
system 1) satisfactorily meets the financial management needs of the
Commission, 2) has the functionality that was expected, 3) has adequate
controls, and 4) is efficient and effective.



ScoPE

The scope of our procedures involved evaluating the new financial accounting
system and the systems environment in which it operates. We performed the
following procedures and control tests:

1.

Reviewed the /nteragency Agreement between the Appalachian Regional
Commission and the Department of Treasury’s FMS, Center for Applied
Financial Management and the total cost of those services to ARC.

Performed a detailed review of the Functional Requirements Analysis
prepared by the Department of Treasury’s Financial Management Service.

Reviewed the system’s Core Financial System Users’ Manual and
Manager’s Manual. |

Reviewed: 1) correspondence between ARC and the vendor; 2) the
“fixes” required to the system; 3) the costs incurred by ARC for the core
system, and 4) the additional technical assistance needed from the
vendor.

Reviewed ARC's Financial Management Guidelines, issued September
1997.

Interviewed the Director of ARC’s Office of Finance and Administration
and its Financial Manager.

Observed a walk-through of the system’s general ledger and accounts
payable functions and the related software controls.

Interviewed ARC’s Network Administrator and observed a demonstration
of the general and application controls over the computer systems
environment within ARC.

Inspected the reporting functionality of the software by obtaining and
reviewing copies of system-generated reports.



OBSERVATIONS AND RECOMMENDATIONS

Observation 1 - System Functionality

The Director of Finance and Administration and the Financial Manager have
stated that the vendor has been responsive to their requests throughout the
accounting software conversion process and that the system has the functional-
ity to handle ARC’s accounting needs. However, processing problems and
reporting capabilities of the new system have proven to be major weaknesses.
As of the date of our report, the Commission still cannot generate needed
reports from the new system, is double-entering some grants financial data into
two systems, and has to produce Federal regulatory reports manually.

The Windows version of the system is designed to meet JEMIP’s Core Financial
System Requirements through the use of generalized report writer software that
can be selected by the user and interfaced to the system. There are no built-in
standard reports that can be used, for Federal regulatory purposes. Reports
produced from the system contain mostly transaction-level information, totaled
by object class, and do not provide detail data in date order. Without a report
writer, the only date sensitive information generated by the system is the
Budget Detail Report. As of the end of our fieldwork, to produce a useful report
ARC had to extract data from the system, import it into another software
package, and sort the information. ARC would have to incur additional cost for
the vendor to design useful reports.

As a result of the lack of a built-in, date-sensitive report capability in the
system, ARC made the decision to utilize Rbase software to produce the
needed reports. Six months after installation of the new system, the vendor
provided the Commission with the data dictionary, which forms the basis for
report development. This financial system is built from numerous tables, some
using common data fields that are defined by different variables. The Director
of Finance and Administration indicated that, while ARC is capable of
developing the needed reports, the table structure used in the software is so
complex that he believes the vendor's assistance may still be needed to
produce the reports. This assistance from the vendor would be at additional
cost to ARC.

This complex table structure has also been the source of processing problems.
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The trial balance and the general ledger are generated from different tables. No
edit checks exist to ensure that a transaction, posted to the general ledger, is
also reflected in the trial balance and other reports. Identifying internal posting
errors is time-consuming for both ARC and the vendor, and corrections
sometimes require additional programming by the vendor. Also, the system
currently does not permit changes to be made to vendor file and grant file
information. The vendor acknowledges these software problems, and is still
investigating the causes and solutions.

JFMIP’s Core Financial System Requirements state:

The core financial system must be able to provide financial
information in a timely and useful fashion to (1) support manage-
ment’s fiduciary role; (2) support budget formulation and execution
functions; (3) support fiscal management of program delivery and
program decision making, (4) support internal and external reporting
requirements, including, as necessary, the requirements for
financial statements prepared in accordance with the form and
content prescribed by OMB, reporting requirements prescribed by
Treasury, and legal, requlatory and other special management
requirements of the agency,; and (5) monitor the financial manage-
ment system.

Although the new accounting system supports the five required functions and
ARC believes information is available to meet administrative, budget and
reporting requirements, we believe that, as of the date of our evaluation, ARC’s
new accounting system needed improvements to better meet this reporting
objective. In addition, fundamental processing problems continue to hamper
management’s ability to provide accurate accounting information.

Recommendation:

We recommend that the design and development of useful, accurate reports
from the new financial system be made a top priority of the Office of Finance
and Administration. This should include determining which reports are needed,
streamlining functions to eliminate any double entry of grants information, and
obtaining the expertise required to complete this project.

We also recommend that the Office of Finance and Administration continue to
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work with the vendor, to the extent practical, to resolve outstanding processing
problems and to resolve billing issues arising out of the definition of technical
support versus correction of functional system errors.

Management’s Response:
It s true that built-in reporting capabilities are a major weakness, so we would
agree with the overall recommendation.

[Concerning the double entry of datal we do not double enter any data into
financial systems. The contract payments database accessed by the staff on
the network is not a financial system, but an informational database that has
a great deal of other program information as well. All the data there will soon
be accessible to our state and LDD customers on the Internet. At the time [the
financial system] was originally installed, Treasury stressed that the system
should be physically and logically isolated on the network for security reasons.
We determined that the ability to maintain publicly accessible payment data
was worth the marginal cost of double-entering some payment data. It
continues to be so, especially since the integrity of the program information
database requires all 33 years of ARC data. [The system] . . . cannot contain
any payment history at all before 1995. We will continue, however, to pursue
ways to better integrate the data in the future in such a way that the
accounting system is never exposed to the Internet.

It is not true that data must be extracted from [the system] and imported into
another program to produce reports. In our discussions with the auditors, we
clarified that the Financial Manager did use that method, but we also had begun
to access the database directly through OBDC links even at the time of the first
draft.

[The vendor] has assisted us to identify data elements in the system dictionary
for the purpose of report design, and we have in fact designed some reports
with Rbase as a front-end. The complexity of the data dictionary is still a
hurdle. The vendor has also incorporated a budget detail report in date order,
and an undelivered order report meeting our specifications. [The Financial
Manager] now routinely examines the database directly with Excel and OBDC
without any longer exporting data. [The Financial Manager] /s preparing a
precise list of standard reports and their desired frequencies which we will
design toward. We should be able to design most of the needed reports, but
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are discussing the desirability of having [the vendor] build some into [the
system] menus as well.

Despite the problems of [the systeml], our [financial system] does indeed
support the five [JFMIP] required functions, and the information has been and
is available in a sufficiently timely fashion to have met all our administrative,
budget, and reporting requirements. However, [the system] obviously does not
by itself perform all those functions. This is an important distinction, because
| have not been able to identify any PC-based GSA accounting system that
meets the requirement as the auditors interpret it.

Accountant’s Conclusion:

We encourage management to continue pursuing ways to better integrate data
between systems and to continue working with the vendor to resolve
outstanding processing problems. We do question whether this system fully
supports the financial reporting process except in a limited sense. It masks the
true costs to be incurred by the agency in order to meet its internal and external
reporting requirements. We acknowledge the efforts management indicates it
is making to address this reporting problem.



Observation 2 - Basic Agency Information

ARC has agreements with other Federal agencies to assist in carrying out its
programs. These agreements involve nonexpenditure transfers of funds to
these “basic agencies” along with the delegation of obligational authority. ARC
is required to submit a consolidated SF-133 Report on Budget Execution and a
consolidated annual SF-2108 Year-end Closing Statement to Treasury for ARC’s
obligated funds. This is accomplished by manually consolidating information
from the quarterly SF-133s and the annual SF-2108, filed by each of the basic
agencies.

Funds administered by these basic agencies in FY1997 comprised 80% of
ARC’s total budget. However, the new financial system does not currently
account for these funds, other than by an adjustment to the general ledger for
the cash transfers. We believe ARC’s accounting system should provide the
capability to account for the entire agency appropriation, rather than just a
portion of it, especially when the basic agency agreements represent the
majority of the funding provided to ARC. Based on our observations, it appears
the system has the functionality to include these transactions.

Although ARC currently maintains information about basic agency obligations
based on reports from the basic agencies, management did not believe the
information should be part of the automated financial system, because ARC has
no control over the basic agencies. This lack of control over the basic agencies
included a lack of monitoring or verification of transactions. We recognize this
constraint. However, based on ARC’s responsibility for reporting to Treasury
with respect to all ARC funds, the benefits of immediate access to automated
data, and the ability of the system to include these transactions, we believe
basic agency transfers and related transactions could be recorded in the new
accounting system.

Recommendation:

We recommend that ARC consider recording the obligations, outlays, and
accounts payable associated with its nonexpenditure funds transfers in the new
system. This data should, at a minimum, be recorded at the basic agency level.
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Management’s Response:

We have raised with our Federal budget officer the need to clarify this with
OMB and Treasury. It is clear that the financial system should contain transfer
transactions. However, the nature of 1151 transactions is to delegate
obligational authority to the receiving agency. Because of this, it is question-
able whether ARC's historical procedures of tabulating other agency obligations
on our SF-133 is correct, since they might best be reported on the recelving
agency’s submissions instead. We prefer to get written guidance on this, since
fully complying in the manner suggested by the auditors is burdensome, would
amount to using notational data in our accounting system, and would not
achieve any important new functionality beyond our current method of
procedure.

Accountant’s Conclusion:

We concur that the agency should obtain clarification from OMB and Treasury
concerning ARC reporting responsibility for these non-expenditure funds
transfers. If OMB and Treasury indicate that ARC is to continue to report on
the transactions of the basic agencies, ARC should consider recording this
activity in its new financial management system.
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Observation 3 - Federal Financial Compliance

Although ARC is not identified as a Federal executive branch agency and
therefore, Federal legislation and regulations do not always apply to the
Commission, ARC has chosen to follow GAO, OMB, and FASAB standards.
ARC states in its Financial Management Guidelines:

ARC generally follows the principles and standards published by the
General Accounting Office, related guidance of the Office of
Management and Budget, the Treasury Financial Manual, and the
standards promulgated by the Federal Accounting Standards
Advisory Board (FASAB).

Federal financial management is experiencing dramatic changes as the Chief
Financial Officers Act (CFO), Government Performance and Reform Act (GPRA),
the Government Management and Reform Act (GMRA), and the Federal
Financial Management Improvement Act (FFMIA) become effective. For
example, as of FY 1998, all accounting standards issued by the Federal
Accounting Standards Advisory Board will be effective. Statement of Federal
Financial Accounting Standard (SFFAS) No. 8, Accounting for Revenue and
Other Financing Sources and Concepts for Reconciling Budgetary and Financial
Accounting requires the use of new Federal financial statement formats.
SFFAS No. 4, Managerial Cost Accounting Concepts and Standards for the
Federal Government, requires that entities accumulate the costs of providing
specific programs. Additionally, GPRA requires agencies to establish perfor-
mance measures, which include developing and reporting cost information.

Although ARC is not identified as subject to the CFO Act, which requires annual
agency financial statements, its position that it generally follows Federal
financial management principles and standards reflects the potential that ARC
may choose to produce financial statements. Also, ARC has produced a
strategic plan in line with GPRA and is developing performance measures.
Therefore, the development and reporting of cost information, relative to
program results, appears to be a consistent follow-on activity for ARC.

With respect to the implementation of Federal financial management standards,
we observed, during a walk-through of system processing, that the system
control ensuring compliance with the Prompt Payment Act was not turned on.
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Further inquiry indicated that this decision was made because the Commission
is not required to comply with the Prompt Payment Act. While there was no
evidence that there was a high risk of noncompliance in ARC’s payment
procedures, we found no specific guidance concerning which Federal principles
and standards ARC has determined to “generally follow.”

Recommendation:

In view of ARC's recent action to establish an independent accounting function,
we recommend that ARC evaluate the potential impact of these new Federal
financial regulations and standards on ARC'’s financial management system and,
as deemed appropriate, design procedures to ensure the standards are met.

Management’s Response:

We are aware of the drastic changes occurring in Federal systems and of our
need to review them on a continuing basis. Therefore, we have no particular
comments about the recommendation.

Accountant’s Conclusion:
No additional comment.
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Observation 4 - Computer Systems Controls

In order to meet growing workloads with finite resources, including responsibil-
ity for its own accounting functions, ARC must increasingly use technology to
effectively and efficiently administer its programs. The Commission has
purchased “state-of-the-art” computer equipment and has obtained outside
expertise in developing the Commission’s local area network (LAN) and an
intranet system, among the thirteen Appalachian state offices and ARC. In
FY1997, ARC also hired a Network Administrator to manage the LAN and to
assume responsibility for maintaining the computer systems environment. In
light of the active development occurring in ARC’s computer installation and
programs, and in recognition of the constraints imposed by ARC’s building
facility, we believe the following general and application controls needed to be
addressed based on observations at the time of our review: ‘

® Computers, including the financial system server, were maintained in one
computer room, secured by a keyed lock. When the door was unlocked,
anyone was free to enter the room and access the computers. No room
access log was maintained. We recognize that while ARC’s LAN and the
financial system were password protected, security also includes
prevention of theft or vandalism. We believed that the controls related to
computer room access should be, to the extent practical, reviewed and
strengthened.

® During our review, no sprinkler/fire protection was clearly evident in the
computer room (e.g. fire extinguishers), leaving the entire system
vulnerable to loss by fire. We recognize that the building does not have
a sprinkler system but a fire extinguisher was not clearly evident nor its
location known to key staff.

® ARC did not have secure, fireproof, off-site data storage. Back-ups were
taken home by the Network Administrator.

° ARC had not yet developed a centralized software library, nor had a
detailed report of software license information yet been assembled.

e Even though ARC purchased the new system software, the Commission
had not received a licensed copy of the software (after full installation of
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the system was completed). In the event of a disaster, ARC could not
recover the financial system server without additional assistance from the
vendor.

® Written procedures for LAN maintenance and operation and for system
backup and recovery had not yet been developed.

® A disaster recovery or continuity plan, that would ensure continued data
processing support in the event of a shutdown or interruption in
operations, had not been developed.

In ARC's Financial Management Guidelines, it states:

Information produced and stored on the ARC local area network
represents a substantial and mission-critical asset that must be
safeguarded against loss, unauthorized access, and virus damage.

Because the Commission does have an important asset represented by its
computer operations, it is important that general and application controls be
reviewed and updated continuously.

ARC’s Preliminary Comments:

ARC officials believed that overall computer controls were adequate and
identified some of the ongoing or planned actions with respect to our
observations. Actions include replacing equipment and realigning storage areas
in order to provide a centralized storage library that will provide a real time
inventory of software in use. In addition to password protection, access to the
realigned computer room will be restricted to three key individuals. A fire
extinguisher has been made visably available in the computer room and action
has been initiated to obtain a fireproof safe for storage of data. ARC staff is
also pursuing obtaining a detailed report of software license information. With
respect to a licensed copy of the software, management indicated that
although a licensed copy should be obtained, the entire server is backed up
daily, and a licensed software copy would be more useful after completion of
necessary fixes. Procedures dealing with LAN maintenance and operations, as
well as system backup, disaster recovery, and continuity, will be developed in
line with the installation of upgraded equipment.
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Recommendation:

We believe the actions initiated and planned will improve general and applica-
tion controls. We recommend periodic reevaluations be made of systems
controls, whenever a significant change in operations occurs (e.g., the addition
of intranet access).

Management’s Additional Response:

As an update, the Network Administrator has relocated the computer work
room and software stocks to the room that previously held the VAX system.
There is no longer direct access to the LAN equipment from the hallway. We
continue to work on other aspects of the recommendation.

Accountant’s Conclusion:

We acknowledge ARC’s continued efforts to improve general and application
_controls. '
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CONCLUSION

While we found certain issues that should be addressed, as discussed in
Observations 1-4, ARC’s decision to bring their accounting functions in-house
has provided the Commission with more efficient and effective fiscal control
than was achieved through a service bureau. DOC’s processing costs ranged
from $148,000 to $160,000 annually. As of the date of our evaluation, total
costs paid by ARC for the new financial system were $393,223. The system
will pay for itself in approximately two and a half years, from the date it was
implemented in April 1996.

Management’s Response:

We concur that ARC’s move to its own accounting system has been economi-
cal and effective, and has significantly enhanced financial management. The
ponderousness and high cost of Federally-certified systems does raise the
question whether the agency should seek OMB and Treasury approval to pursue
a different, better scaled, and even more cost-effective solution when this
software product reaches the end of its life cycle.
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APPENDIX A

Summary of Functional Requirements Analysis
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