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We recommend that the Chief Information Officer:
1.

Update Standard Operating Policies and Procedures around user separations to align with the
promulgation of the bi~weekly Human Capital separations report; and

2.

Validate that the bi~weekly Human Capital separation reports are pulling complete and accurate
separated user data.

Segregation of Duties
NFR~JT~2018~01:

Weaknesses Identified in the GBIS Separation of Duties Policy

During the FY 2018 audit, we determined the GBIS separation of duties (SOD) matrix is documented based on
user responsibilities whereas the GBIS user listing is documented based on user roles. Therefore, it is difficult
for management to effectively Identify and monitor users with conflicting roles and responsibilities.
We have had similar findings since FY 2011.
The GBIS SOD Matrix has not been updated due to the continued testing of the Oracle Governance, Risk, and
Compliance (GRC) Module, to fix bugs identified in Oracle R12. Testing Is scheduled to be completed in early

FY2019.
Without the proper alignment of the separation of duties procedures and the system user listing it is difficult for
management to effectively Identify and monitor users with conflicting roles and responsibilities. This Increases
the likelihood that users with conflicting roles and responsibilities can go undetected.
GPO Directive 825.338: IT Security Program Statement of Policy, dated May 2011, states:
"Access controls will enable the user of only the resources, such as data programs, necessary to fulfill an
individual's job responsibilities and will enforce separation of duties based on roles and responsibilities."
NIST SP 800-53, Security and Privacy Controls for Federal Information Systems and Organizations,
Revision 4, Control AC-5, Separation of Duties, states:
"The organization:
a. Separates [Assignment: organization-defined duties of Individuals];
b. Documents separation of duties of individuals;"
We recommend that the Chief Information Officer:
1.

Complete testing and implementation of the GRC module into the GBIS application; and

2.

Update the GBIS SOD Matrix to clearly Identify conflicting system roles in the GBIS application.

Contingency Planning

NFR IT 2018~02: Lack of Finalized and Approved GSS Contingency Plan
During the FY 2018 audit, we determined that GPO had not finalized, approved, and tested the draft
contingency plan for its general support system.
We have had similar findings since FY 2011.

5

U.S. Government Publishing Office
Findings over Information Technology Controls Identified During the
FY 2018 Consolidated Financial Statement Audit

GPO Informed us that the GSS contingency plan has not been finalized and authorized due to outstanding
testing that Is being completed and finalized.
Without an effective, and approved contingency plan and testing process In place for the GSS, GPO may not
be able to successfully recover data fifes and systems to maintain business functions during the event of a
service disruption.
In addition, without documentation of contingency plan test results, the effectiveness of management's
oversight of contingency plan testing is diminished. Specifically, a lack of documented results diminishes
management's ability to verify that the scope of testing and test procedures were performed consistent with
their intent. Also, without documented results, management may be unaware of weaknesses In the disaster
recovery capabilities that would be revealed by disaster testing.
GPO Directive 825.338: IT Security Program Statement of Policy, dated May 2011, states:
"The GPO will safeguard its IT systems through the implementation of the GPO IT Security
Program which will accomplish the following: Define, documents, and manage the contingency
planning process, including training and testing to provide IT systems with adequate continuity of
operations upon disruption of normal operations.
The Chief Information Officer (CIO) is responsible for developing and maintaining an agencywide IT Security Program, including providing for the continuity of operations in the event of
system disruption. Contingency plan means a plan for emergency response, back-up operations,
and post-disaster recovery for IT systems and installations in the even normal operations are
interrupted. The contingency plan should ensure minimal impact upon data processing
operations In the event the IT system or facility is damaged or destroyed."
NIST SP 800-53, Security and Privacy Controls for Federal Information Systems and Organizations, Revision
4, Control CP-2, Contingency Plan, states:
"The organization:
a. Develops a contingency plan for the information system that;
1. Identifies essential missions and business functions and associated contingency requirements;
2. Provides recovery objectives, restoration priorities, and metrics;
3. Addresses contingency roles, responsibilities, assigned individuals with contact infonnation;
4. Addresses maintaining essential missions and business functions despite an information
system disruption, compromise, or failure;
5. Addresses eventual, full information system restoration without deterioration of the security
safeguards originally planned and Implemented; and
6. Is reviewed and approved by [Assignment: organization-defined personnel and roles];
We recommend that the Chief lnfonnation Officer:
1. Complete the GSS Contingency Plan testing; and
2. Finalize and approve the new GSS contingency plan once testing is complete.
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