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COMMENTS	ON	INSPECTOR	GENERAL-IDENTIFIED	MANAGEMENT	
AND	PERFORMANCE	CHALLENGE

The Commission appreciates the Inspector General’s essential role in keeping up-to-date on the 
significant risks and challenges facing the Federal government as a whole, and in reviewing the 
Commission’s work to ensure that it maintains accountability and compliance with Federal laws and 
mandates.  The Inspector General’s Management and Performance Challenge – information 
technology security – poses a significant risk in today’s Federal government. A response to the
challenge is outlined below:

1. Information Technology Security

The Commission is aware of the increasing number and sophistication of cybersecurity incidents
and threats government-wide, and appreciates working proactively with the Office of the 
Inspector General to strengthen the Commission’s security posture.  Protecting our information 
and information systems against cybersecurity threats and unauthorized access remains a priority
at the Commission. Numerous steps have been taken at the Commission to combat the ever-
present cybersecurity risk faced by most federal agencies such as viruses, malware, intrusion, and 
compromised credentials, among other things. 
The FMC has moved to a Managed Trusted Internet Protocol Services (MTIPS) certified 
internet service provider to comply with the Trusted Internet Connection (TIC) initiative, an 
OMB mandate.  This reduces the number of Internet gateways on the Commission’s network 
and ensures that all external connections are routed through a government agency designated as 
an approved TIC Access Provider. 

The FMC has moved all email services to Microsoft 365, which provides built-in malware and 
spam filtering capabilities that help protect inbound and outbound messages from malicious 
software and helps to protect the Commission’s network from spam and other malicious files 
transferred through email. 
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The FMC is compliant with DHS BOD 18-01, Trustworthy Email Cyber Hygiene Assessment, created 
by the National Cybersecurity Assessments and Technical Services (NCATS) team in DHS 
National Cybersecurity and Communications Integration Center (NCCIC). This directive’s
requirements increase the security of emails in transit and make it easier to detect emails that 
attempt to spoof .gov domains. 

The FMC also employs several other types of software which continuously monitor the network 
looking for the tell-tale signs of virus/malware activity.

To supplement this technology, the FMC provides yearly Security Awareness Training to 
educate FMC staff and contractors about the different tactics and methods intruders can use to 
attempt to infiltrate the agency’s network.  Well-educated FMC staff and contractors are
essential to create a culture of accountability and awareness to mitigate risk.

The Commission will continue to focus on this high-risk challenge with careful planning, by 
making the best use of available resources, and prioritizing our IT security controls.  




