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INTRODUCTION
Each year, in accordance with the Reports Consolidation Act of 2000, 1 the
Office of Inspector General (OIG) for the U.S. Agency for Global Media
(USAGM) identifies the most significant management and performance
challenges facing the agency and briefly assesses progress in addressing those
challenges. The resulting report is included in the agency’s annual performance
and accountability report.
Our oversight work provides a unique window to the challenges facing USAGM,
and OIG concludes that the following were the most important challenges in
FY 2020:
•

Information security and management

•

Financial and property management

•

Grant management

These issues go to the core of USAGM’s programs and operations and have
been crucial challenges for the past 6 years. Continued attention to these
concerns will improve USAGM’s operations and, accordingly, its ability to fulfill
its underlying mission. OIG provides this report so that, taken together with the
work OIG produces through the year, USAGM can institute appropriate
measures to improve operational efficiency and effectiveness.
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The Reports Consolidation Act of 2000, § 3, Pub. L. 106-531 (amending 31 U.S.C. § 3516).
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INFORMATION SECURITY AND MANAGEMENT
USAGM depends on information systems and electronic data to carry out
essential mission-related functions. These information systems are subject to
serious threats that may exploit vulnerabilities to compromise the information
those systems process, store, and transmit. This, in turn, can lead to adverse
effects on operations, organizational assets, and personnel.
In the FY 2019 Federal Information Security Modernization Act audit of
USAGM’s information security program, an independent auditor identified
security weaknesses in all eight metric domains, which consist of risk
management, configuration management, identity and access management,
data protection and privacy, security training, information security continuous
monitoring, incident response, and contingency planning. 2
Deficiencies occurred for several reasons. For example, although USAGM
defined its Enterprise Risk Management Framework and security risk
management strategy, it had not completely implemented these policies.
Furthermore, USAGM had not implemented tools to successfully automate
monitoring information systems and devices on the network. In addition,
USAGM did not fully implement various IT security policies and procedures and
had not fully devoted additional resources to IT security, in line with the results
from a skill gap assessment. 3
USAGM’s information systems and electronic data depend on the
confidentiality, integrity, and availability of USAGM’s comprehensive and
interconnected IT infrastructure. Therefore, managing information security
risks effectively throughout USAGM is critical to achieving its mission.

FINANCIAL AND PROPERTY MANAGEMENT
In FY 2020, OIG reported an unmodified opinion (the best possible opinion) on
USAGM’s FY 2019 financial statements. 4 In addition, OIG found that USAGM
complied with improper payments requirements for the FY 2019 reporting
period 5 and our review of USAGM’s purchase card data led to the conclusion
that the risk of illegal, improper, or erroneous use in the USAGM purchase card

Audit of the U.S. Agency for Global Media Information Security Program (AUD-IT-IB-20-02, October
2019).
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Ibid.

OIG, Independent Auditor’s Report on the U.S. Agency for Global Media FY 2019 Financial Statements
(AUD-FM-IB-20-06, November 2019).
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OIG, Audit of U.S. Agency for Global Media FY 2019 Compliance With Improper Payments Requirements
(AUD-FM-IB-20-28, May 2020).
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program is “very low.” 6 However, OIG continues to highlight financial
management as a challenge.
This year, OIG reported deficiencies in internal controls related to financial
reporting. In the audit of USAGM’s financial statements, an independent
auditor stated that 8 of 79 unliquidated obligations (ULOs) tested were
considered invalid because of either a lack of supporting documentation or an
inability of USAGM to document continued bona fide need. Although USAGM
implemented a quarterly analysis to identify potentially invalid ULOs, USAGM
limited its FY 2019 review to ULOs valued at more than $40,000. According to
USAGM officials, they focused on larger dollar obligations due to a lack of
resources. Without effective control activities to monitor all inactive ULOs,
USAGM may not detect opportunities to repurpose unused obligations from
inactive or expired contracts and other obligation vehicles. 7
Another audit issued in FY 2020 stated that the quality of USAGM’s Digital
Accountability and Transparency Act data was at the best quality level.8
Nevertheless, the audit identified exceptions related to completeness,
accuracy, and timeliness. The audit identified several control issues that led to
the deficiencies. For example, according to USAGM officials, Contract
Specialists were able to bypass certain steps in the accounting system and were
not always aware of contract awards that required approval in the accounting
system. Furthermore, the audit found that USAGM’s Data Quality Plan needed
improvement to become more useful. Although USAGM data were considered
to be in the best category, more attention would allow for additional
improvements to data quality. 9

GRANT MANAGEMENT
USAGM has four grantees that it funds through annual grant agreements:
Radio Free Europe/Radio Liberty, Radio Free Asia, the Middle East Broadcasting
Networks, and the Open Technology Fund (OTF). Because the grantees perform
significant operational activities for USAGM, weaknesses in grant management
can have a substantial effect on USAGM’s overall operations. Without effective
oversight of grantees, the risk of waste, fraud, and abuse of Federal funds
increases.

OIG, Information Report: United States Agency for Global Media 2019 Charge Card Risk Assessment
(AUD-CGI-IB-20-07, November 2019).

6

Management Letter Related to the Audit of the U.S. Agency for Global Media, FY 2019 Financial
Statements (AUD-FM-IB-20-16, January 2020).
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OIG, Audit of the U.S. Agency for Global Media’s FY 2019 Implementation of the Digital Accountability
and Transparency Act of 2014 (AUD-FM-IB-20-10, December 2019).
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OIG has reported significant weaknesses in USAGM’s controls over grant
monitoring since the audit of the FY 2013 financial statements. Moreover, the
lack of grantee monitoring and oversight controls results in USAGM’s
noncompliance with Federal grant regulations. During the audit of USAGM’s
FY 2019 financial statements, an independent external auditor tested whether
USAGM had effectively implemented grantee monitoring by examining control
activities identified in its standard operating procedures. 10 In doing so, the
auditor found that USAGM had not implemented all control activities. For
example, USAGM had not performed risk assessments or conducted formal
documented site visits as warranted by program needs.
USAGM revised its standard operating procedures for grantee monitoring in
February 2019. Despite this effort, according to USAGM management,
implementation of critical monitoring activities, detailed in the updated
procedures, were delayed due to changes in USAGM’s leadership team and a
lack of staff resources. 11
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AUD-FM-IB-20-06, November 2019.
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HELP FIGHT

FRAUD, WASTE, AND ABUSE
1-800-409-9926

stateOIG.gov/HOTLINE
If you fear reprisal, contact the
OIG Whistleblower Coordinator to learn more about your rights.
WPEAOmbuds@state.gov

