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Executive Summary, 2021-IT-B-011, September 15, 2021

The Board’s Implementation of Enterprise Risk Management

Continues to Evolve and Can Be Enhanced

Findings

Overall, wefound thatthe Board of Governors of the Federal Reserve
System continues to take steps to develop and implement an enterprise
risk management (ERM) program. Specifically, the Board is performing
several foundational ERM activities within the Office of the Chief
Operating Officer (OCOQ) with the goal of establishing core ERM
capabilities before agencywiderollout. Forinstance, the agency’s ERM
team is collaborating with each of the divisions operatingunder the
OCOO to performriskassessments, identify the risk universe, and
develop arisk profile. Further, the agency has established an interim risk

committee to serve as atemporary forum for enterprise risk discussions.

We identified opportunities to enhance the agency’s planning,
governance, andimplementation of its ERM program and processes.
With respect to planning, the Board could benefit from an assessment
of the risk management practices andrisk culture currently in place
acrosstheagency. Further, the establishment of an effective
governance structure should help ensure that risk management roles
and responsibilities are carried out effectively. Lastly, an early-stage
ERM framework wouldassistin obtainingthe executive-level support
and division-level buy-in needed to effectivelyimplement ERM
agencywide.

Our reportalso includes two matters for management’s consideration:
oneregarding the definition of requirements for a Boardwide
governance, risk,and compliance tool and one regarding the use of a
federal best practice, where appropriate, to strengthen the agency’s
ERM program.

Recommendations

This reportincludes three recommendations and two matters for
management’s considerationrelated to the foundational aspectsof the
Board’s ERM program. Inits response to our draft report, the Board
concurs with ourrecommendations and outlines actionsthat have been
or will betaken to address them. We will follow up to ensure that the
recommendations are fullyaddressed.

2021-1T-B-011

Purpose

Our evaluation objective was to
assess theeffectiveness of the
Board’s ongoing efforts to plan,
develop, and integrate ERM processes
across the agency. Specifically, this
evaluation focused on (1) the
establishment of supporting ERM
governance and operational
structuresand (2) steps taken to
cultivate a risk culture that aligns the
risk management program with the
Board’s mission, vision, strategy, and
values.

Background

As the central bank of the United
States, the mission of the Board is to
foster the stability, integrity, and
efficiency ofthe nation’s monetary,
financial, and payment systems. To
carry out its mission effectively, the
Board must implement processes to
identify, assess, respond, and report
oninternal and external risks. To
better manage the full spectrum of
internal and external risks, federal
agencies, including the Board, are
increasingly implementing ERM. ERM
refers to an agencywide approach to
addressing the full spectrum of an
organization’s significant risks by
considering them as an interrelated
portfolio rather than within silos.
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Office of Inspector General
Board of Governors of the Federal Reserve System
Bureau of Consumer Financial Protection

Recommendations, 2021-1T-B-011, September 15,2021
The Board’s Implementation of Enterprise Risk Management
Continues to Evolve and Can Be Enhanced

Finding 1: A Comprehensive Assessment of Division-Level Risk Management Practices and Culture Could
Facilitate Successful Adoption and Implementation of ERM

Number Recommendation Responsible office
1 Work with Board divisions to conduct an assessment of the current risk Office of the Chief Operating
management practices and risk culture across the agency and use the results Officer

toinform the direction ofthe Board’s ERM program.

Finding 2: Establishment of an Optimal Governance Structure and Reporting Relationships Could Facilitate
Boardwide Adoption of ERM

Number Recommendation Responsible office

2 Work with the administrative governor, as appropriate, to determine an Office of the Chief Operating
optimal governance structure and associated reporting relationships for the Officer
agency’s ERM program and update the Delegations of Administrative Authority
accordingly.

Finding 3: An Early-Stage Framework Could Help Communicate the Vision for an ERM Program

Number Recommendation Responsible office
3 Develop and use an early-stage ERM framework to inform broader adoption of ~ Office of the Chief Operating
ERM across the Board. Officer
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BOIG

Office of Inspector General
Board of Governors of the Federal Reserve System
Bureau of Consumer Financial Protection

MEMORANDUM

DATE: September 15, 2021

TO: PatrickJ. McClanahan
Chief Operating Officer
Board of Governors of the Federal Reserve System

FROM: Peter Sheridan %MV\-

Associate Inspector Generalfor Information Technology

SUBJECT: OIG Report 2021-IT-B-011: The Board’s Implementation of Enterprise Risk Management
Continues to Evolve and Can Be Enhanced

We have completed our report on the subject evaluation. We conducted this evaluationtoassess the
effectiveness of the Board of Governors of the Federal Reserve System’s ongoing efforts to plan, develop,
and integrate enterprise risk management (ERM) processes across the agency. Specifically, this evaluation
focused on (1) the establishment of supporting ERM governance and operational structuresand (2) steps
takento cultivate a risk culture that aligns the risk management program with the Board’s mission, vision,
strategy, andvalues. We will use the results of this evaluationtohelp meet our responsibilities under the
Federal Information Security Modernization Act of 2014, which requires each agency inspector generalto
perform anannual independent evaluation of the information security program and practices of their
respective agency.

Our report contains recommendations related to the foundational aspects of the Board’s ERM program.
We provided you with a draft of our report for review and comment. In your response, you concur with
our recommendationsand outline actions that have been or will be takento address them. We have
included your response as appendix Cto our report.

We appreciate the cooperationthat we received from Board and Federal Reserve System personnel
during our review. Please contact me if you would like to discuss this report or anyrelatedissues.

cc:  Sharon Mowry
Ricardo A. Aguilera
Cheryl Patterson
Raymond Romero
CharlesYoung
Nicole Bynum
Winona H. Varnon
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Andrew Leonard

Matthew J. Eichner
Lawrence Mize

Jeffrey Marcus
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Introduction

Objective

Our evaluation objective wasto assess the effectiveness of the Board of Governors of the Federal Reserve
System’s ongoing efforts to plan, develop, and integrate enterprise risk management (ERM) processes,
including the establishment of supporting governance structures, across the agencyin accordance with
best practicesand guidelines. To meet our objective, we reviewed the progress the Board has made to
implement an ERM program. Our scope and methodology are detailedin appendix A.

Background

As the centralbank of the United States, the mission of the Federal Reserve System is to foster the
stability, integrity, and efficiency of the nation’s monetary, financial,and payment systems. As the
governing body of the System, the Board conducts the nation’s monetary policy, promotes the stability of
the financial system, and promotes the safety and soundness of individual financial institutions. To carry
out its mission effectively, the Board, similar to other federal agencies, must implement processes to
identify, assess, respond, and report on internaland external risks.

Risk is commonly defined as the effect of uncertainty on an organization’s objectives and is measured as a
function of the likelihood of an event occurring and itsimpact. Risk management refersto a series of
coordinated activitiesto direct and control challengesor threatstoachieving an organization’sgoalsand
objectives. To better manage the full spectrum of an organization’sinternaland external risks, federal
agencies, including the Board, are increasingly implementing ERM.* ERM refers to an agencywide
approachto addressing the full spectrum of anorganization’ssignificant risks by considering them as an
interrelated portfolio rather than within silos. An effective ERM program provides several benefits,
including

e improved decisionmaking through a structured understanding of opportunities and threats
e aculture of better understanding, disclosure, and remediation of agency risks
e more effective prioritizationand allocation of resources

Several frameworksand resources exist for organizations seeking to establish a comprehensive and
effective ERM program.One such framework is the Committee of Sponsoring Organizations of the
Treadway Commission (COSO) ERM Integrated Framework, whichis being used by both the Board and
the System. Figure 1 depicts the five interrelated components of the COSO ERM Framework: governance
and culture; strateqy and objective setting; performance; review and revision; and information,
communication, and reporting .2

1 Office of Management and Budget, Circular A-123, Management’s Responsibility for Enterprise Risk Management and Internal
Control, July 15, 2016.

2The COSO ERM Framework was updated in 2017 to address the evolution of ERM and the need for organizations to improve
their approaches to managing risk to meet the demands of an evolving business environment.
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Figure 1. COSO ERM Integrated Framework
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Source: COSO Enterprise Risk Management—Integrating with Strategy and Performance.

ERM at the Board

Initiated by the chief operating officer (COQ) in 2016, the Board continues totake steps across each of
the COSO ERM Framework components to establish an ERM program. Figure 2 provides an overview of
the key activitiesthe Board has undertakensince 2017 to mature its ERM program. Notably, in

January 2017, the Board hired a senior adviser to provide strategic direction for, and oversight of, the
design and implementation of the agency’s ERM program. At that time, the Board’s Delegations of
Administrative Authority, which establishes which Board employees are authorizedtocarry out the
agency’s internaladministrative functions, gave each division director the responsibility and authority for
formulating, approving, and implementing policies, such as risk management, in their respective divisions.
However,in October 2018, these delegations were updatedto provide authority over specific policy areas
to select division directors while delegating primary responsibility and authority for the implementation
of policy areastothe Office of the Chief Operating Officer (OC00).2

As part of the OCOOQ'’s efforts to begin an early-stage implementation of ERM, the Senior Officer
Committee (SOC) wasdesignated as the agency’sinterim risk committee in November 2018. The SOC,
which is composed of a deputy director or officer from each of the Board’s divisions, has served asa
temporary forum for enterprise risk discussions since 2018 and has promoted coordination and
alignment of the Board’svarious risk management efforts.

3 The Board’s Delegations of Administrative Authority was most recently updated in January 2021; however, this update did not
change the COQ’s responsibility or authority for the implementation of policy areas, such as risk management.
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Figure 2. Key Steps Taken by the Board to Mature Its ERM Program

October
Delegations of
Administrative

o o - O O

Authority updated.
January I
Board hires a : November February
senior adviser to : Designation of Creation of formal
provide strategic : SOC as interim ERM team reporting
direction for ERM. : risk committee. to the COO.

|

I

2018-2019 2020-2021
ERM risk profile proof of concept. ERM implementation in
the OCOOQ divisions.

Source: OIG analysis.

Additionally in 2018, the COQ initiated an approachto pilot ERM within one of the divisions in the OCOO.
This effort included the development of a division-level risk profile, which is used to identify significant
risks and options to address them.* In 2020, the COO established a formal ERM team, which consists of
three team members, to expand the ERM proof of concept, beginning with the remaining two OCOO
divisions. Board officials informed us in June 2021 that risk profiles for all divisions under the OCOO are in
progress. ERM team officials informed us that they plan to expandthis effort to include critical business
processes across all Board divisions, withthe eventual goal of developing an organizationwide risk profile.

As shown in figure 3, the COO is directly responsible for three divisions and reportsto the Board of
Governors, as do the directors of the remaining Board divisions. As such, successful implementation of
ERM at the Board will require the COO to obtain buy-in and create partnerships with divisions that do not
report to him. We have previously made a recommendationthat remainsopen for the COOto ensure
thatanoptimal ERM governance structure and strategy are implemented at the Board.> Board officials
informed us that giventhe Board’sorganizationalstructure, they hope to use the ERM pilot approach
within the OCOO torefine ERM processes, communicate program components, and obtain division- and
executive-level support to further the rollout of the program.

4 As noted in Office of Management and Budget Circular A-123, a key purpose of arisk profile is to provide a comprehensive
analysis of the risks an agency faces in achieving its strategic objectives and arising from its activities and operations. The risk
profile assists in facilitating a determination around the aggregate level and types of risk the agency and its management are
willing to assume.

5 Office of Inspector General, 2017 Audit of the Board’s Information Security Program, OlG Report 2017-IT-B-018
October 31, 2017.
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Figure 3. The Board’s Organizational Structure
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Summary of Findings

As we noted above, the Board has taken several steps to implement an ERM program that is modeled
after the COSO ERM Framework. However, the agency’s programis still in the early stages of
implementation and effortsto date have largely beenfocused on operational risk withinthe divisions
operating under the OCOO. Given the early state of the Board’s implementation, we analyzed the
agency’s progressin establishing an ERM program against the Gartner® ERM Foundations—
Implementation Guidance to Build an ERM Program report. This document provides best practices for
organizationsto consider in the early stages of establishing an ERM program.Some of these include those
modeled after the COSO ERM Framework.
Specifically, this guidance provides practices,
approaches, and tools to support four key early-
stage ERM priorities: engaging stakeholders,
establishing ERM governance, accelerating ERM
leader effectiveness, and executing the ERM life Establish Accelerate
cycle (figure 4). ERM ERM Leader
Governance Effectiveness

Figure 4. Key Early-Stage ERM Priorities

Across these four priorities, Gartner hasidentified
key actions, or milestones, that are critical to
establishing effective ERM programs. These actions
rangein scope from developing an initial risk Execute the Engage
framework toidentifying the best way to perform ERM Life Cycle Stakeholders
aninitial risk assessment and are designed to help
organizationsovercome challengesand avoid
pitfalls when creating and maturing an ERM

program.

. e - . Source: Gartner, ERM Foundations, Enterprise Risk
We identified opportunities within each of the Management Research Team, refreshed September 21, 2020,

four early-stage ERM priority areasto enhance published October 11,2013,

the Board’s ERM program. Specifically, with

respect to engaging stakeholders, we found that the Board has not performeda complete assessment of
the risk management practicesand culture currentlyin place throughout each of the agency’s divisions.
Concerning establishing ERM governance, we noted that the Board has not yet established an effective
governance structure for its ERM program. Regarding accelerating ERM leader effectiveness, we found
that the Board has not formally developed an early-stage ERM framework. Lastly, with respect to
executing the ERM life cycle, we noted that the Board has not yet defined its requirements for a
governance, risk, and compliance (GRC) tool to support the organization’s ERM program.

6 Gartner, ERM Foundations, Enterprise Risk Management Research Team, refreshed September 21, 2020, published October 11,
2013. GARTNER is aregistered trademark and service mark of Gartner, Inc. and/or its affiliates in the United States and
internationally and is used herein with permission. All rights reserved.
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Finding 1: A Comprehensive Assessment of
Division-Level Risk Management Practices
and Culture Could Facilitate Successful
Adoption and Implementation of ERM

We found that the Board has not performed a complete assessment of the risk management practices
and culture across the agency. Performing such anassessment as a means toengage stakeholdersand
understand risk management processesand culture across the organizationis one of the best practices
outlined by Gartner. Agency officials involved in the Board’s ERM effort informed us that a complete
assessment of risk management practices hasnot yet been performed for all Board divisions because of a
strategic decision to first pilot ERM concepts withinthe OCOO. These officials also informed us that they
plan to complete such anassessment as they continue toengage with divisions across the Board. We
believe that an understanding of the current risk management practicesand culture within each of the
agency’s divisions can help identify lessons learned and practicesthat canbe leveragedto successfully
implement ERM Boardwide.

Division-Level Risk Management Practices

We found that the Board has not completed anassessment of the risk management practices and culture
across the agency. As part of its current strategy, the Boardis focusing on piloting ERM concepts and
processes withinthe divisions that compose the OCOO and then using this information to obtain
executive-level buy-in andinform broader adoption. Specifically, the agency’s ERM team, which consists
of three individuals within the OCOO, is piloting ERM concepts and practices within the divisions that are
under the COQ’s purview. This includes gathering baseline information about risk management practices,
methodologies, authorities, and escalation procedures, aswell as the development of risk profiles. The
agency’s ERM team informed us that risk management maturity and practicesvary across Board divisions.
The team also informed us that they plan to perform a broader assessment of risk management practices
across Board divisions once they complete the ERM pilot and obtain executive-level approval of their
planned approach.

As highlighted above in figure 4, the Gartner ERM Foundations report notes that one of the key priorities
in establishing a strong foundation for an ERM program is the engagement of stakeholders. Specifically,
the guidance notes that the engagement of functional leaderswho direct risk and control processes
throughout the organization will help with the integration of ERM across the agency. One of the actions
recommended to support this priorityis toanalyze how the organization currently performsrisk
management activities by taking stock of each division’s current risk processes.

As noted earlier, the Boardis composed of various divisions (for example, the Division of Supervision and
Regulation, the Division of Research and Statistics, and the Division of Reserve Bank Operationsand
Payments Systems) that support the mission of the agency. We recognize that some divisions, such as the
research divisions, have policy-driven risks that differ from those of the Federal Reserve Banks and the
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Board’s operational divisions. However, we believe that an understanding of current risk processes across
these divisions can help the ERM team expand the program beyond the operational divisions under the
OCOO. Further, we believe that this information can help the ERM team adapt its approach to risk
assessments and inform the types of support it can provide throughout the agency.

Division-Level Risk Culture

As the Board’s ERM team gainsa better understanding of risk management practicesacrossthe agency,
we believe that the team canalso gather valuable information on the risk culture that exists within each
division.” The Gartnerimplementation guidance notes that as part of the process to build buy-in from
[division-line] management, itis important foran ERM team to not only communicate the program’s
value but toalso understand the risk culture alreadyin place withinthe agency’sbusiness units.

To better understand the implementation of ERM at the Board, we conducted a survey of SOC members
(appendix B). Based on this survey, we found that answers varied by agency division in response to
questions regarding risk culture. Specifically, with regardtorisk culture, our survey asked if SOC members
agreed withthe following three statements:

1. The agency maintainsanappropriate balance betweentaking and managing risks (question 9 in
appendix B).

2. Thereis a culture of risk awareness, transparency, and openness, which encourages employees
to identify, discuss, report,and escalate potential risks (question 10 in appendix B).

3. The agencyactively seeks to embed risk management asa component in all critical decisions
throughout the agency (question 11 in appendix B).

Our survey results found thatindicatorsregarding the agency’srisk culture averaged 3.18 out of 5.00
(figure 5). These results on risk culture are similar to those of surveys conducted by the Association for
Federal Enterprise Risk Management (AFERM), a professional organization dedicated tothe advancement
of federal ERM that has collaborated with Guidehouse tosurvey federal government leaders and staff for
theirinsights into the current state of ERM in their organizations.2 The 2020 AFERM survey results found
that cultureis one of the key barriersfacing organizations attempting to establish and maintain formal
ERM programs. While we found that the Board’s results on risk culture were higher, on average, thanthe
AFERM survey results (figure 5), we believe that an assessment of risk culture throughout the Board
divisions will help identify ways that these risk culture indicatorscan be improved.

7 According to the Institute of Risk Management, risk culture refers to the values, beliefs, knowledge, attitudes, and
understanding about risk shared by a group of people with a common purpose. See Institute of Risk Management, Risk Culture—
Under the Microscope: Guidance for Boards, 2012, p. 7, https://www.theirm.org/media/8447/risk_culture a5 webl5 oct 2012-
executive-summary.pdf.

8 |n the most recent survey conducted by AFERM and Guidehouse in 2020, responses were received from a total of
37 department-level federal organizations, including all 15 cabinet agencies. See Guidehouse, Federal Enterprise Risk
Management 2020 Survey Results, https://guidehouse.com/insights/advanced-solutions/2020/aferm-survey-results-2020.
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Figure 5. ERM Survey Culture Indicators
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Source: OIG analysis of 2020 OIG survey results and AFERM survey results from 2017-2020.

We recognize the value provided by the Board’s current approachto ERM, which is to use lessons learned
within the COO divisions to inform broader agency adoption. We believe that an understanding of the
current risk management practicesand culture in place within each of the Board’s divisions could identify
additional lessons learned and best practicesthat can be leveraged asthe agency continues to mature its
ERM program.In addition, such an understanding could facilitate continued engagement with, and buy-in
from, division leadership as well as provide insight into the risk culture across the Board.

Recommendation

We recommend that the COO

1. Work with Board divisions to conduct anassessment of the current risk management practices
and risk culture across the agency and use the results toinform the direction of the Board’s ERM
program.

Management Response

The Board’s COO concurs with our recommendation and notes that the agency’sERM team has been
learning about and assessing the risk management practicesof the divisions under the COQ’s purview as
they implement the program. Further, the COO noted that administering a survey assessment across the
agency would help inform the program’sdirection by garnering more information on risk management
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understanding, current practices, and readiness for ERM. The ERM team has already begun drafting a
survey and discussing the optimal audience for it.

OIG Comment

We believe that the actions described by the COO are responsive to our recommendation. We will follow
up to ensure that the recommendationis fully addressed.
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Finding 2: Establishment of an Optimal
Governance Structure and Reporting
Relationships Could Facilitate Boardwide
Adoption of ERM

We found that the Board has not yet established an effective ERM governance structure and associated
reporting relationships for its ERM program, which are foundational priorities identified in the Gartner
ERM Foundations report. Further, we also found that responsibility for ERM has not been clearly defined
in the agency’s Delegations of Administrative Authority. Agency officialsinvolved in the Board’s ERM
effort informed us that they decided toleverage the SOC as the agency’s interim risk committee because
they did not want to create a new governance structure until the ERM program wasmore mature.In
addition, these officials noted that giventhe current organizational structure at the Board, there is no one
position withinthe agencytoserve as a chief risk officer (CRO) or an equivalent function. We believe that
the Board’s ERM implementation would benefit from a determination of the optimal governance
structure and reporting relationship for the programin order toensure that all necessary risk
management rolesand responsibilities are carried out effectively.

ERM Governance and Reporting Relationships at
the Board

We found that the Board has not yet established an effective governance structure or determinedthe
optimal reporting relationships for its ERM program. Specifically, we found that while the SOC was
designated as the agency’s interim risk committee in 2018, it is not performing all the roles and functions
recommended of a risk committee. Further, we also found that responsibility for ERM has not been
clearly defined in the agency’s Delegations of Administrative Authority. \We have previously reported on
the challengesin implementing enterprisewide initiatives, such as ERM, giventhe Board’s decentralized
governance structure.? For example, while the COO has authority to create binding policies for all
divisions, he does not alwayshave mechanisms to ensure that those divisions comply with such policies.
In addition, the COO does not have a line of sight into the nonadministrative divisions and therefore may
not know the extent towhich these divisions are complying with policies.

The Board has established committees designedto facilitate information sharing and coordination across
the agency—most notably, the Executive Committee (EC) and the SOC. The EC is composed of the Board’s
division directorsand is chaired by the COO. The EC’s purpose is to advise the governorsand the chair. As
noted earlier, the SOC is composed of a deputy director or officer appointed by each of the Board’s
division directors; the SOC serves as an advisory committee, providing recommendations on internal
administrative issues and functioning as a forum for risk discussions, for the EC. While the SOC has been

9 Office of Inspector General, The Board’s Organizational Governance System Can Be Strengthened, OIG Report 2017-FMIC-B-020,
December 11, 2017.
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discussing the status of the Board’s ERM program, as required by the group’s charter, it has not provided
guidance on the organization’srisk governance structure and framework, its risk appetite statement, or
the effectiveness of its risk monitoring. These recommended practices are defined in the Chief Financial

Officer Council’s Playbook: Enterprise Risk Management for the U.S. Federal Government .10

We also benchmarkedthe EC and SOC charters with those serving equivalent functions within the
System—the Risk Management Committee (RMC) and the Subcommittee on Operational Risk

Management (SORM), respectively.!® As a result of this benchmarking effort, we noted that the Board’s
risk committee charterswere missing several key components (table 1). In addition, we found that the
Board’s risk committees performed self-assessments less often and met less frequently than the System’s

risk committees.

Table 1. Benchmarking of the Alignment of Board and System Risk Committees

Board committees

Charter element Definition
EC

SOC

RMC

System committees

SORM

Purpose The purposeas arisk
committeeis defined. O

Authority The committee has the
authority to makeand O
enforcerisk
management decisions.

Composition The committeeis
composed of senior .
leadersin all
division/offices.

Responsibilities  Specific key risk
management O
responsibilities and
activities are defined.

O

O

Source: OIG analysis_of Board and System committee charters and best practices.

Note: aligns, does not align.

10 Chief Financial Officers Council, Playbook: Enterprise Risk Management for the U.S. Federal Government, July 29, 2016,

https://www.cfo.gov/wp-content/uploads/2016/07/FINAL-ERM-Playbook.pdf.

11 Qur reference to the System is intended as a benchmark for operational risk management.
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Our survey results also highlight the importance of establishing an effective governance structure and
reporting relationships for ERM. For example, our survey found the following:

e Over half of SOC membersdisagreedthat the organizational structure at the Boardissuch that
there are clear lines of responsibility and authority for risk management (question 5 in
appendix B).

e Almost half of all SOC members disagreedthat the role of the SOC in ERM is clear (question 6 in
appendix B). The only members that agreed with thisstatement are those directly involved in the
Board’s ongoing ERM implementation.

e Noone from the SOC disagreed withthe idea that the agency’s ERM program would benefit from
an executive-level position, such as a CRO, responsible for the success of the program
(question 14 in appendix B).

e The Board’sorganizational structure waslisted as one of the top three challengesassociated with
implementation of the Board’s ERM program (question 19 in appendix B).

The Gartner ERM Foundations report notes the importance of establishing ERM governance and, more
specifically, a risk committee asa platform for risk owners to meet and discuss risk-relatedissues. The
guidance also highlights the responsibilities assigned toan agency’s risk committee, such as coordinating
decisionmaking, prioritizing risk conversations for senior leadership, aligning risk responses to overall
organizationstrategiesand objectives, reviewing the suitability of risk management processes and risk
responses, and monitoring the performance of ERM programs. Gartner also notes that an ERM program’s
reporting structure can affect its influence and role within an organization.

In December 2020, the Board’s ERM team performed a benchmarking exercise on the presence and
reporting structure of a CRO position within federalagency

ERM programs, focusing primarily on other financial Figure 6. Leaders of Federal ERM Programs
regulators. From this exercise, the ERM team found that
CRO is the most common title held by leaders of federal ERM
programs at financial regulators. This result aligns with those
from the 2020 AFERM survey, which found that federal ERM Other Function
programsare most commonly led by a CRO (figure 6). The same 30%
governance model is leveraged by several of the Reserve Banks
as wellas the central bank of Canada, witha CRO serving as the
executive owner of the ERM program. The reporting model
selected can help inform who within the organizationischarged
with key ERM roles and responsibilities, such as program
oversight, establishing an ERM framework, risk monitoring

and reporting, and continuous improvement and Source: 2020 AFERM federal ERM survey results.
advancement of the program.

Agency officials noted that given the current organizational structure at the Board, there is no one
position withinthe agencytoserve asa CRO or anequivalent function. Further, they noted that the SOC
was not intended to perform allthe activities of a traditional risk committee. Specifically, the ERM team
noted that as the Board’s ERM program matures, a separate, more formal risk committee will be
established. We believe that the Board’s early-stage ERM implementation would benefit from a
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determination of the optimal governance structure and reporting relationships for the programin order
to ensure that current and future risk management rolesand responsibilities are carried out effectively.

Recommendation

We recommend that the COO

2. Work with the administrative governor, as appropriate, to determine an optimal governance
structure and associated reporting relationships for the agency’s ERM program and update the
Delegations of Administrative Authority accordingly.

Management Response

The Board’s COO concurs with our recommendation and notes that as the ERM program matures, the
governance structure around it will need to evolve. The COO notes that a new governance body is needed
at this point in the ERM implementation and believes that a small risk steering committee would be best
to oversee continued implementation, advise the ERM team on program design and methodology, and
assist with ERM implementationin the other divisions. As the ERM program maturesacross the agency,
the ERM team will evaluate whether the risk steering committee continues to be the optimal structure or
whether a different structure would be more appropriate at that time. The reporting relationships and
any updatesto the Delegations of Administrative Authority will be discussed and assessed with the
administrative governor, considering the structure of the Board and its limitationson authoritiesover
divisions.

OIG Comment

We believe that the actions described by the COO are responsive to our recommendation. We will follow
up to ensure that the recommendationis fully addressed.
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Finding 3: An Early-Stage Framework Could
Help Communicate the Vision for an ERM
Program

While the Board’s ERM team has an overall vision for the future state of the agency’s ERM program, we
found that the team has not formally developed an early-stage framework to inform rollout of the
program Boardwide. Once an ERM governance structure and associated reporting relationships have
been established, Gartner recommendsthe use of an early-stage framework toimplement and mature an
organization’s ERM program. Board officials on the ERM team informed us that they are focusing early
efforts on divisions operating under the COO before developing a framework that would apply across the
agency.However, we believe that the development of an early-stage framework will provide the Board
with several benefits, including the executive-level support and division-level buy-in needed to effectively
implement ERM agencywide.

Development of an Early-Stage ERM Framework

We found that the Board has not formally developed an early-stage ERM framework to support the
agency’s implementation of ERM. As highlighted in figure 4, the Gartner ERM Foundations report notes
that one of the key priorities in establishing a strong foundation for an ERM program is accelerating ERM
leader effectiveness to ensure that specific responsibilities are defined and any skill gapsare addressed.
As part of accelerating ERM leader effectiveness, Gartner recommendsthe use of an early-stage ERM
framework tostrengthen governance and reporting relationships. Specifically, Gartner recommendsthat
the early-stage framework include

e an affirmation of support for ERM by the agency’s senior leaders

e arisk management processoutline, including guidelines for managing risk assessments,
monitoring, and review

e communicationguidelines on the frequency and manner of reporting tointernaland external
stakeholders

e elementsof accountability, detailing the responsibilities and any potential performance
evaluation criteria for those with ERM-related functions (for example, the risk committee, the
head of ERM, risk owners, etc.)

Officials on the Board’s ERM team informed us that while they have not formally documented an early-
stage ERM framework, the team does have a vision for the future state of ERM at the Board. For example,
the team hasdeveloped milestones for completing risk profiles across all Board divisions. As part of this
effort, the team plans to focus on risk profiles for critical business processes across Board divisions. The
ERM team also noted that without formal organizationwide authority for ERM, they have decided to
focus their efforts on the divisions operating under the COO before developing a frameworkthat would
apply Boardwide. We believe that the development of an early-stage ERM framework will help provide
the ERM team with the senior-level support it needs to effectively implement its vision for the program.
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We also believe that this framework, takentogether with the agencywide risk management assessment
and governance determinations we recommended earlier, can provide the Board with additional benefits,
including

e astrategicvisionto assist with the broader rollout of the ERM program

e identification of goals and objectives for the ERM program

e increasedstakeholder engagement

Recommendation

We recommend that the COO

3. Developand use anearly-stage ERM framework to inform broader adoption of ERM across the
Board.

Management Response

The Board’s COO concurs with our recommendation and notes that the ERM team hasincorporated many
aspects of the Gartner recommendations for an early-stage framework as part of its ERM program design
and implementation efforts. The COO notes that formalizing thisinformation would be beneficial to the
continued implementation of the ERM program, and the ERM team hasalready begun drafting a formal
document to be used as a framework now, which will be updated, as appropriate, as the program
matures.

OIG Comment

We believe that the actions described by the COO are responsive to our recommendation. We will follow
up to ensure that the recommendation s fully addressed.
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Matters for Management Consideration

We identified two mattersfor management consideration: one related to ensuring that requirements for
a GRCtool to support the execution of the ERM life cycle are defined and one related to determining
whether to voluntarily adopt components of Office of Management and Budget (OMB) Circular A-123,
Management’s Responsibility for Enterprise Risk Management and Internal Control, as part of the
agency’s implementation of ERM. While we are not making formal recommendationsin these areas, we
will continue to monitor the Board’s progressin maturing its ERM program.

Defining Requirements for a GRC Tool

While we understand that the Board’s ERM programis in the early stages of implementation, we noted
that the Board has not fully defined requirementsfor a GRC tool to support the execution of the ERM life
cycle. The Board’s ERM team has tested the GRC tool supporting the agency’sinternal control activities
and participatedinseveralvendor demonstrationsof alternate tools. ERM team officials notified us that,
at this early stage of implementation, they are primarily using Microsoft Excel to support the ERM
program and intend to continue that approach until the needs of the program and its stakeholdersare
sufficiently defined. These officials also noted that once these needs are defined, they intend to select a
GRC tool that will support the broader rollout of the agency’s ERM program.

As highlightedin figure 4, the Gartner ERM Foundations report notes that executing the ERM life cycle is
one of the four key priorities in the early stages of an ERM program.The early-stage ERM life cycle
includes activitiessuch as identifying the risk universe, selecting a risk assessment methodology,
supporting risk mitigation, tracking risk eventsas they occur, and preparing for ERM reporting.
Specifically, Gartner notes that risk tracking can be facilitated by a GRC tool to catalog and record risk
events. The Gartner GRCSuccess Stories: Making the Most of an Imperfect Solution report also
recommends getting input, support, and consensus upfront from all relevant stakeholders within the
organizationtoensure that the GRC tool selected will meet the needs of all involved in the ERM
process.!?

The federal ERM survey published by AFERM in 2020 shows similar trends with respect to the
implementation of a GRC tool across the government. Specifically, the 2020 AFERM survey results show
that 96 percent of federalagencies do not utilize GRC tools for their ERM programs. The survey also
shows that the most common technology enablersused by federal ERM programswere Microsoft Excel
and SharePoint. Our survey results show that thereis broad support for the use of acommon GRC tool
across the Board. Specifically, the results highlight that the majority of SOC members agree that the
Board’s ERM program would benefit from the use of standardtools, technologies, and processes for risk
management (question 16 in appendix B). We believe that partnering with Board stakeholdersto define
all necessary requirementsfor a GRC tool during early-stage implementation of the ERM program will
help facilitate the successful implementation of a long-term solution for the Board. We understand that
effective implementation of an agencywide GRC tool will rely on further maturity of the Board’s ERM

12 Gartner, GRC Success Stories: Making the Most of an Imperfect Solution, Enterprise Risk Management Research Team,
refreshed May 5, 2020, published November 13, 2018.
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programand related processes. As the agency’sERM program matures, we suggest that management
work with Board divisions to define the requirementsfor and select a GRC tool that meets stakeholders’
needs. While we are not making a formal recommendation, we will continue to monitor the agency’s
progressin this area.

Formally Leveraging OMB Circular A-123in the
Board’s ERM Program

We also identified a matter for management’s consideration regarding the use of OMB Circular A-123
with respect tothe Board’s ERM program. Congress passed the Federal Managers’ Financial Integrity Act
of 1982 (FMFIA) to enhance the management of federal government operations through improved
internal control. In accordance with FMFIA, OMB issued implementation guidance in an update to OMB
Circular A-123, then titled Management’s Responsibility for Internal Control.

The Boardis not required to comply with FMFIA because it is a financially related statute that is made
inapplicable to the Board by section 10 of the Federal Reserve Act.1®* However, while the Board has
voluntarily decided tocomply with FMFIA, the agency made a formal determinationin 2006 that OMB
Circular A-123 does not apply. Since this determination, OMB Circular A-123 was updated in July 2016 to
require executive agenciesto implement an ERM capability that is coordinated with the strategic planning
and review processes of the agency. The circular notes that nonexecutive agencies, such as the Board, are
also encouragedto adopt it. Another independent government agency, the Federal Deposit Insurance
Corporation, has stated that it seeks to comply with the spirit of OMB Circular A-123 with respect to its
ERM program.!* However, we found that the Board has not determined whether components of the
revised OMB Circular A-123 would be beneficial to voluntarily adopt as part of its implementation of ERM.

The Board’s ERM team informed us that they have incorporated several components of OMB Circular
A-123 into their ERM approach. However, these officials noted that they are hesitant to leverage the
circularas a mandate for ERM because they do not want the programtobecome a compliance-focused
activity. We believe that a decision to formally leverage ERM-related elements of OMB Circular A-123
could help ensure a more effective implementation of key ERM program components. While we are not
making a formal recommendation, we will continue to monitor the agency’s progress in maturing its ERM
program.

13 Section 10 of the Federal Reserve Act empowers the Board to “determine and prescribe the manner in which its obligations
shall be incurred and its disbursements and expenses allowed and paid.” 12 U.S.C. § 244.

14 Office of Inspector General, Federal Deposit Insurance Corporation, The FDIC’s Implementation of Enterprise Risk
Management, July 2020.
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Additional Takeaways From the OIG’s ERM
Survey

As noted earlier, we conducted a survey of SOC members or their delegated representativesregarding
the current and future states of the agency’s ERM program (appendix B). The earlier sections of our
report reference our ERM survey results as they relate torisk culture, governance, and the use of
standardtools and technologies. Our survey also includes additional takeaways that we believe
management should consider as it maturesthe Board’s ERM program. These takeawaysare asfollows:

e The majority of respondents disagreedthat risk informationis effectively communicated across
the Board (question 7).

e The majority of respondents disagreed or strongly disagreedthat the Board prioritizesand
manages risk across the organizational structure via aninterrelated risk portfolio (question 8).

e The majority of respondents agreed or strongly agreed that the scope of the Board’s ERM
program should include all the Board'’s divisions and functions (question 12).

e Almost half of respondents agreed or strongly agreedthatit is important to have a defined
enterprisewide risk appetite linked to the achievement of the Board’s strategic objectives
(question 13).1°

e Respondents disagreed on whether the future state of ERM governance at the Board should
include an executive-level position responsible for the success of the program, an enterprise risk
committee, or both (questions 14 and 15).

e Almost half of respondents agreed that the Board’s ERM program would benefit from the
inclusion of ERM-related objectives into the performance management frameworksfor Board
executivesand their divisions/sections (question 17).

e Respondents identified that the top three benefits of an ERM programat the Boardare
prioritizing and mitigating enterprise risks, supporting a risk-aware culture, and reducing
organizationalsilosand improving information sharing (question 18).

e Respondents identified that the top three challengesto implementing an ERM program atthe
Boardare cultural resistance to change, bridging silos across the organization, and the current
organizational structure (question 19).

15 Risk appetiteis defined as theamount and type of risk that an organization is willing to accept in the pursuit of its mission,
vision, business objectives, and overall strategic goals.
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Appendix A: Scope and Methodology

Our evaluation objective wasto assess the effectiveness of the Board’s ongoing efforts to plan, develop,
and integrate ERM processes across the agency. Our scope included the steps taken by the Board (1) to
establish supporting ERM governance and operationalstructuresand (2) to cultivate a risk culture that
aligns the risk management program with the agency’s mission, vision, strategy, and values.

To accomplish our objective, we

e reviewedapplicable laws, regulations, and best practices, including OMB Circular A-123,the 2017
COSO ERM Framework, federal ERM survey results published by AFERM, and ERM-related best
practices published by Gartner

e reviewed publicly available ERM-related resources published by other central banks, including the
Bankof Canada andthe Bankof England

e interviewedBoardand System officials with ERM-related roles

e examinedthe Board’s ERM-related documentation, including committee charters, meeting
minutes, organizational charts, and risk profiles

e performed a benchmarking exercise focused on ERM governance and risk culture throughout the
System

e conducted asurvey of SOC members, or their delegated representatives, regarding the current
and future statesof the agency’s ERM program (appendix B)

Our review focused on the Board’s progress in developing the foundations of an ERM program. As noted
in our report, the Board’s efforts to implement ERM have largely beenfocused on operational risk
considerations within the divisions operating under the OCOO. While this is our first formal evaluation of
the Board’sERM program, we planto perform additional evaluation work in this area as the Board
continues to mature its ERM capabilities and expand its program beyond the divisions operating under
the OCOO.

We performed our fieldwork from March 2020 to May 2021. We performed our evaluationin accordance
withthe Quality Standards for Inspection and Evaluation issued by the Council of the Inspectors General
on Integrity and Efficiency.
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Appendix B: OIG ERM Survey Results

To better understandthe current and future states of the agency’s ERM program, we conducted a survey
of Board SOC members or their delegates.'® We developed our survey questions based on a review of
templatesavailable on the Gartner Risk Exchange: ERM Surveys and Interview Guide Library aswell as the
annual AFERM federal ERM survey questions and results.)” The figures below detail the results of our
ERM survey.

Current State of ERM at the Board

Question 1: With which of the Board’s recent ERM efforts are you familiar and/or involved? Select all that
apply.

100%

93%

90%

86%

80%

71% 71%

70%

60%

57%
50%

50%

40%

30%

Percentage familiar with ERM effort

20%

10%
0%

2018 designation of the SOCas 2018 - 2019 ERM pilot/proof of 2019 - 2020 cyber risk 2020 creation of formal ERM 2020 ERM implementation in 2020 ERM briefing to the
temporary forum for ERM concept governance effort team reporting to the COO the COO divisions Committee on Board Affairs
discussions.

16 We conducted this survey regarding the current and future states of the Board’s ERM program during August—September
2020. Responses were received from all 15 of the Board’s divisions. However, officials from 1 division informed us that their
responses to survey questions regarding the current state of ERM were based on the Board’s cyber risk governance program and
not ERM as a whole. Therefore, theresponses from this division were excluded except for questions regarding the future state of
the agency’s ERM program (questions 12—-17).

17 Gartner, Risk Exchange: ERM Surveys and Interview Guide Library, Enterprise Risk Management Research Team, refreshed
August 6,2021, published April 18, 2020.
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Question 2: Which types of risk does the Board focus its resources on the most? Select all that apply.
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Question 3: Which types of risk pose the greatest threat to the Board’s mission and strategic objectives?
Select all that apply.
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Question 4: Do you agree with the following statement? “The resources (people, processes, and
technology) dedicated by the Board to ERM are appropriate.”

Agree

Neither agree
nor disagree

Disagree

Question 5: Do you agree with the following statement? “The organizational structure at the Board is
such that there are clear lines of responsibility and authority for risk management.”

Agree

Neither agree
nor disagree

Disagree

Strongly
disagree

I
o
IS
~

Question 6: Do you agree with the following statement? “The role of the Senior Officer Committeein
ERM isclear.”

Agree

Neither agree
nor disagree

Disagree

w
(Sa}
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Question 7: Do you agree with the following statement? “Risk information is effectively communicated
across the Board.”

Neither agree
nor disagree

Disagree

Question 8: Do you agree with the following statement? “The Board prioritizes and manages risk across
the organizational structure via an interrelated risk portfolio rather than within individual silos.”

Neither agree
nor disagree

Disagree

2

Strongly
disagree

Question 9: Do you agree with the following statement? “The Board maintains an appropriate balance
between taking and managing risks.”

Agree

Neither agree
nor disagree

Disagree

Strongly
disagree

N
w
~
W
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Question 10: Do you agree with the following statement? “At the Board, there is a culture of risk
awareness, transparency, and openness, which encourages employees to identify, discuss, report, and
escalate potential risks.”

Agree

Neither agree
nor disagree

Disagree

Question 11: Do you agree with the following statement? “The Board actively seeks to embed risk
management as a component in all critical decisions throughout the organization.”

Neither agree
nor disagree

Disagree
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Future State of ERM at the Board

Question 12: Do you agree with the following statement? “The scope of the Board’s ERM program should
include all of the Board’s divisions and functions.”

Strongly
agree

Neither agree
nor disagree

Question 13: Do you agree with the following statement? “It is important to have a defined
enterprisewide risk appetite linked to the achievement of the Board’s strategic objectives.”

Strongly .
agree

Agree

Neither agree
nor disagree

Disagree

I
IS IS

Question 14: Do you agree with the following statement? “The Board’s ERM program would benefit from
establishing an executive-level position (e.g., a chief risk officer) responsible for the success of the
program.”

Strongly
agree

1

Neither agree
nor disagree

| m
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Question 15: Do you agree with the following statement? “The Board's ERM program would benefit from
establishing an executive-level forum (e.g., an Enterprise Risk Committee) to make ERM-specific
discussions and decisions.”

Strongly
agree

1

Agree

Neither agree
nor disagree

Disagree

I
w
~

Question 16: Do you agree with the following statement? “The Board’s ERM program would benefit from
the use of standard tools/technologies and processes for risk management.”

Strongly
agree

1

Agree 0

Neither agree
nor disagree

Disagree

II
=

Question 17: Do you agree with the following statement? “The Board’s ERM program would benefit from
the inclusion of ERM-related objectives into the performance management frameworks for Board
executives and their divisions/sections.”

Neither agree
nor disagree

Disagree
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Benefits and Challengesto ERM at the Board

Question 18: What benefits do you believe will be realized from the implementation of the Board’s ERM

program? Please rank your top 5 answers.

decisionmaking resource
‘ deployment
Recover from negative
Reinforce mission and Prioritize and mitigate Support a risk-aware eVE“t_S more quickly or
culture effectively

strategic objectives

enterprise risks

Support the development

Consolidate duplicate
and execution of strategy

processes
Comply with regulatory !'—\Ed_UCB ; Reduce performance
requirements organizational silos e
and improve variability

information sharing )
Provide assurance

Prevent negative events
8 to stakeholders

fram accurring

Question 19: What challenges do you believe will be associated with implementation of the Board’s ERM
program? Please rank your top 3 answers.

. Additional resource burdens
Executive-level
buy-in and support
Establishing the right
frequencies for ERM activities

Establishing the right
Bridging silos across the i i
Cultural resistance to change a2 . forums for ERM discussions
organization

Other

Current
organizational
structure

Oversight scrutiny/
reputational risk
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Appendix C: ManagementResponse

PUBLIC/OFFICIAL RELEASE // EXTERNAL

BoArRD OF GOVERNORS OF THE FEDERAL RESERVE SYSTEM
WAsHINGTON, DC 20551

OFFICE OF THE
CHIEF OPERATING OFFICER

September 8, 2021

Peter Sheridan

Associate Inspector General for Information Technology
Board of Governors of the Federal Reserve System
Washington, DC 20551

Dear Peter,

Thank you for the opportunity to comment on the report, The Board's Implementation of
Enterprise Risk Management Continues to Evolve and Can be Enhanced. We appreciate
the Office of the Inspector General’s (OIG) effort in developing this report and the
recommendations for continuing the evolution of Enterprise Risk Management at the
Board.

There were three findings noted in the report with recommendations listed under each
finding. We generally agree with the recommendations offered in the report and provide
our response for each recommendation to the OIG.

We value your objective, independent viewpoints and appreciate the professionalism
demonstrated by all OIG personnel throughout this audit. We look forward to working
with your office in the future.

Regards,

PATRICK e
MCCLANAHAN Sie 20 0ss sz
Patrick McClanahan
Chief Operating Officer
Federal Reserve Board

Cc: Sharon Mowry
Ricardo A. Aguilera
Raymond Romero
Charles Young
Nicole Bynum
Winona H. Varnon
Andrew Leonard

www.federalreserve.gov
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PUBLIC/OFFICIAL RELEASE // EXTERNAL

2

Response to Recommendations Presented in the IG Report, “The Board’s
Implementation of Enterprise Risk Management Continues to Evolve and Can be
Enhanced”

Recommendation 1: Work with Board divisions to conduct an assessment of the current
risk management practices and risk culture across the agency and use the results to
inform the direction of the Board’s ERM program.

Management Response: The ERM team has been learning about and assessing the risk
management practices of the divisions under the COO’s purview as they implemented the
program. We agree that administering a survey assessment across the agency would
garner more information on risk management understanding, current practices, and
readiness for ERM to help inform the program’s direction. To that end, the ERM team
has already begun drafting a survey and discussing the optimal audience for it.

Recommendation 2: Work with the administrative governor, as appropriate, to determine
an optimal governance structure and associated reporting relationships for the agency’s
ERM program and update the Delegations of Administrative Authority accordingly.

Management Response: As the ERM program matures, the governance structure around
it will need to evolve. We agree that a new governance body is needed at this point in the
ERM implementation. We believe a small Risk Steering Committee would be best to
oversee the continued implementation, advise the team on program design and
methodology, and assist with ERM implementation in the other divisions. As the ERM
program matures across the agency, we should evaluate whether the Risk Steering
Committee continues to be the optimal structure or if a different structure would be more

appropriate at that time. The reporting relationships and any updates of the Delegations of

Administrative Authority will be discussed and assessed with the administrative governor
considering the structure of the Board and its limitations on authorities over divisions.

Recommendation 3: Develop and use an early-stage ERM framework to inform broader
adoption of ERM across the Board.

Management Response: The ERM team has incorporated many aspects of the Gartner
recommendations for an early-stage framework as part of its ERM program design and
implementation efforts. We agree that formalizing this information would be beneficial to
the continued implementation of the ERM program. The ERM team has already begun
drafting a formal document to be used as a framework now and to be updated as
appropriate as the program matures.
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Abbreviations

AFERM
coo
COSO
CRO
EC
ERM
FMFIA
GRC
0CO0O0
OMB
RMC
SOC
SORM

2021-1T-B-011

Association for Federal Enterprise Risk Management
chief operating officer

Committee of Sponsoring Organizations of the Treadway Commission
chief risk officer

Executive Committee

enterprise risk management

Federal Managers’' Financial Integrity Act of 1982
governance, risk, and compliance

Office of the Chief Operating Officer

Office of Management and Budget

Risk Management Committee

Senior Officer Committee

Subcommittee on Operational Risk Management
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Board of Governors of the Federal Reserve System

Report fraud, waste, and abuse. 20th Street and Constitution Avenue NW
Mail Stop K-300
Washington, DC 20551
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