NSA Office of the Inspector General Releases Three Reports

17 February 2016

The National Security Agency (NSA) is releasing today three reports by NSA’s Inspector General
about the Agency’s compliance with a current and former statute authorizing electronic surveillance.
The reports detail steps NSA has taken to adhere to the law and highlight the importance of these legal
authorities to the Agency’s national security mission. They also reveal some procedural and other
deficiencies that have been subsequently corrected. NSA reported the incidents to Congress as
required. All three reports — more than 300 pages total — confirmed that there had been no cases of
intentional violation of laws. NSA released the reports under a Freedom of Information Act request.
They are being published on NSA.gov to help raise public awareness of the Agency’s foreign intelligence
mission and to highlight the Agency’s ongoing commitment to compliance with the law. The NSA
Inspector General’s rigorous, independent, and continuous reviews are an essential part of the Agency’s
extensive oversight.

These reports, issued over a five-year period beginning in 2010, concern NSA activities
conducted pursuant to two authorities: Section 702 of the Foreign Intelligence Surveillance Act (FISA),
which authorizes targeted surveillance of foreign persons located outside the United States in certain
cases, and Section 215 of the USA PATRIOT Act, which was replaced last year by the USA FREEDOM Act.
NSA itself initiated two of the reports, and one was requested by members of the Senate Judiciary
Committee. Below are highlights from these NSA Office of the Inspector General (OIG) reports.

NSA OIG report ST-14-0002. This report, issued on February 20, 2015, was compiled by the NSA
OIG at the request of members of the Senate Judiciary Committee. The OIG reviewed the controls
implemented by NSA in carrying out activities pursuant to two FISA authorities. The first was Section
702, which was enacted as part of the FISA Amendments Act of 2008 and authorizes the targeting of
non-U.S. persons reasonably believed to be outside the United States to acquire critical foreign
intelligence information. This collection authority is one of the Intelligence Community’s most
significant tools for the detection, identification, and disruption of terrorist threats to the United States
and its allies. The second authority examined by the OIG was Section 215 of the USA PATRIOT Act.
Pursuant to Section 215, NSA was authorized to collect in bulk certain telephone metadata. This
program operated from 2006 until its termination by statute on November 28, 2015. Section 215 was
amended by the USA FREEDOM Act, which was enacted on June 2, 2015, and became effective on
November 29, 2015. The USA FREEDOM Act made significant changes to NSA’s authority to collect
telephone metadata pursuant to the Foreign Intelligence Surveillance Act and was not the subject of the
OIG’s review, so significant portions of the report are no longer relevant to NSA's activities.

The report presents a detailed, comprehensive picture of the operation of the Section 702
program. Specifically, it describes the extensive internal and external oversight and compliance regime,



including access restrictions, training requirements, and technical controls — as well as limits on data
retention and dissemination of information. The report also notes a number of unintentional
compliance failures and describes the controls put in place to mitigate recurrence. The report further
notes that Section 702 contributes significantly to NSA’s mission.

NSA OIG report, ST-11-0009. This report focused solely on Section 702 and was issued on
March 29, 2013. It reviewed the system of management controls that NSA implemented, including
training, access, and multiple levels of review and oversight. The OIG did not identify any areas of non-
compliance. It recommended several areas in which controls over compliance with Section 702 could be
improved, including a lack of clear guidance to analysts, inadequate documentation, and insufficient
training in some instances. In each case, NSA’s Signals Intelligence Directorate agreed with the OIG’s
recommendations and implemented corrective action plans.

NSA OIG report AU-10-0023. This report, which covered only certain aspects of NSA’s
implementation of Section 702, was issued on November 24, 2010. Specifically, the report reviewed the
process by which NSA transitioned from collection pursuant to Section 702 to other authorities under
FISA. The OIG identified the lack of a standardized process, which created the potential for gaps in
lawful surveillance coverage. The Agency has since implemented an improved transition process.
Moreover, Section 701 of the USA FREEDOM Act subsequently clarified surveillance procedures in that
regard.

The National Security Agency is tasked with a complex foreign intelligence mission and is
dedicated in its respect for U.S. laws and policies. There is a robust internal and external oversight
structure in which all three branches of government play a key role, as well as a rigorous internal
compliance program. The three NSA OIG reports published here are intended to help raise public
awareness of the Agency’s mission and to highlight ongoing commitment to compliance with the law.
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