
 

 

NSA Office of the Inspector General Releases Three Reports 

17 February 2016 

 

The National Security Agency (NSA) is releasing today three reports by NSA’s Inspector General 

about the Agency’s compliance with a current and former statute authorizing electronic surveillance.  

The reports detail steps NSA has taken to adhere to the law and highlight the importance of these legal 

authorities to the Agency’s national security mission.  They also reveal some procedural and other 

deficiencies that have been subsequently corrected.  NSA reported the incidents to Congress as 

required.  All three reports – more than 300 pages total – confirmed that there had been no cases of 

intentional violation of laws.  NSA released the reports under a Freedom of Information Act request.  

They are being published on NSA.gov to help raise public awareness of the Agency’s foreign intelligence 

mission and to highlight the Agency’s ongoing commitment to compliance with the law.  The NSA 

Inspector General’s rigorous, independent, and continuous reviews are an essential part of the Agency’s 

extensive oversight.   

These reports, issued over a five-year period beginning in 2010, concern NSA activities 

conducted pursuant to two authorities: Section 702 of the Foreign Intelligence Surveillance Act (FISA), 

which authorizes targeted surveillance of foreign persons located outside the United States in certain 

cases, and Section 215 of the USA PATRIOT Act, which was replaced last year by the USA FREEDOM Act.  

NSA itself initiated two of the reports, and one was requested by members of the Senate Judiciary 

Committee.  Below are highlights from these NSA Office of the Inspector General (OIG) reports.   

 

NSA OIG report ST-14-0002.  This report, issued on February 20, 2015, was compiled by the NSA 

OIG at the request of members of the Senate Judiciary Committee.  The OIG reviewed the controls 

implemented by NSA in carrying out activities pursuant to two FISA authorities.  The first was Section 

702, which was enacted as part of the FISA Amendments Act of 2008 and authorizes the targeting of 

non-U.S. persons reasonably believed to be outside the United States to acquire critical foreign 

intelligence information.  This collection authority is one of the Intelligence Community’s most 

significant tools for the detection, identification, and disruption of terrorist threats to the United States 

and its allies.  The second authority examined by the OIG was Section 215 of the USA PATRIOT Act.  

Pursuant to Section 215, NSA was authorized to collect in bulk certain telephone metadata.  This 

program operated from 2006 until its termination by statute on November 28, 2015.  Section 215 was 

amended by the USA FREEDOM Act, which was enacted on June 2, 2015, and became effective on 

November 29, 2015.  The USA FREEDOM Act made significant changes to NSA’s authority to collect 

telephone metadata pursuant to the Foreign Intelligence Surveillance Act and was not the subject of the 

OIG’s review, so significant portions of the report are no longer relevant to NSA’s activities. 

The report presents a detailed, comprehensive picture of the operation of the Section 702 

program.  Specifically, it describes the extensive internal and external oversight and compliance regime, 



 

 

including access restrictions, training requirements, and technical controls – as well as limits on data 

retention and dissemination of information.  The report also notes a number of unintentional 

compliance failures and describes the controls put in place to mitigate recurrence.  The report further 

notes that Section 702 contributes significantly to NSA’s mission. 

 

NSA OIG report, ST-11-0009.  This report focused solely on Section 702 and was issued on 

March 29, 2013.  It reviewed the system of management controls that NSA implemented, including 

training, access, and multiple levels of review and oversight.  The OIG did not identify any areas of non-

compliance.  It recommended several areas in which controls over compliance with Section 702 could be 

improved, including a lack of clear guidance to analysts, inadequate documentation, and insufficient 

training in some instances.  In each case, NSA’s Signals Intelligence Directorate agreed with the OIG’s 

recommendations and implemented corrective action plans. 

 

NSA OIG report AU-10-0023.  This report, which covered only certain aspects of NSA’s 

implementation of Section 702, was issued on November 24, 2010.  Specifically, the report reviewed the 

process by which NSA transitioned from collection pursuant to Section 702 to other authorities under 

FISA.  The OIG identified the lack of a standardized process, which created the potential for gaps in 

lawful surveillance coverage.  The Agency has since implemented an improved transition process.  

Moreover, Section 701 of the USA FREEDOM Act subsequently clarified surveillance procedures in that 

regard. 

 

The National Security Agency is tasked with a complex foreign intelligence mission and is 

dedicated in its respect for U.S. laws and policies.  There is a robust internal and external oversight 

structure in which all three branches of government play a key role, as well as a rigorous internal 

compliance program.  The three NSA OIG reports published here are intended to help raise public 

awareness of the Agency’s mission and to highlight ongoing commitment to compliance with the law.   
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(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the NSA Director and by stah1te. the Office of the Inspector General conducts 
audits, investigations, inspections. and special studies. Its mission is to ensure tbe integrity. 
efficiency. and effectiveness ofNSA operations, provide intelligence oversight. protect against 
fraud , waste. and mismanagement of resources by the Agency and its affiliates, and ensure that 
NSA activities comply with the law. The OIG also serves as an ombudsman. assisting NSA/CSS 
empJoyees. civi lian and military. 

(U) AUDITS 

(U) The audit function provides independent assessments of programs and organizations. 
Performance aud its evaluate the effectiveness and efficiency of entities and programs and their 
internal controls. Financial audits determine the accuracy of the Agency 's financial statements. 
All audits are conducted in accordance with standards established by the Comptroller General of 
the United States. 

(U) INVESTIGATIONS 

(U) The OIG ad mini sters a system for receiving complaints (including anony1nous tips) about 
fraud , waste. and mismanagement. Investigations may be undertaken in response to those 
complaints. at the request of management as the result ofin egularities that surface during 
inspections and audits.. or at the initiative of the Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) InteUigence oveJsight is designed to insure that Agency intelligence functions comply with 
federal law. executive orders. and DoD and NSA policies. The 10 mission is grounded in 
Executive Order 12333, which establishes broad principles under which IC components must 
accomplish their missions. 

(U) Fl ELD I NSPECTI ONS 

(U) Inspections are organizational reviews that assess the effectiveness and etliciency of Agency 
components. The Field Inspections Division also partners with Inspectors General of the Service 
CryptoJogic Elements and other IC entities to jointly inspect consolidated cryptologic faci lities. 

TOP SECR'.ET/iSVIHOf ORH 
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OFFICE OF THE INSPECTOR GENERAL 
NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

29 March 2013 
IG- 11526-13 

SUBJECT: (U) Revised Report on the Special Study: Assessment of Management 
Controls Over FAA §702 (ST-11-0009)-ACTION MEMORANDUM 

1. (U / f FOUOl This revised report summarizes the results of our special study 
of management controls that ensure compliance with Section 702 of the Foreign 
Intelligence Smveillance Act (FISA) Amendments Act of 2008 (FAA §702) and the 
Targeting and Minimization Procedures associated with the 2011 Certifications. It 
reflects changes made based upon additional information provided subsequent to the 
release of the original report on 8 November 2012. The report documents our 
analysis, findings, _and recommendations for improvement. It also notes other areas 
that merit attention. 

2. (U/ /FOUO) In accordance with NSA/CSS Policy 1-60, NSA/CSS Office of the 
Inspector General, and IG-11358-12, Follow-up Procedures for OIG Report 
Recommendations, actions on OIG recommendations are subject to monitoring and 
follow-up until completion. Consequently, we ask that you provide a written report 
concerning each OPEN recommendation in the following circumstances: when your 
action plan has been fully implemented or has changed or if the recommendation is no 
longer valid. The report should provide sufficient information to show that corrective 
actions have been completed. If a planned action will not be completed by the target 
date, please state the reason for the delay and give a revised completion date. Reports 
should be sent to.I I Follow-Up Program Manager, at e-mail DL 
D l _Followup (AI,>IAS) D 1. 

I 

3. (U / /P'OUOT- We appreciate the courtesy and cooperation extended to our 
staff throughout the special study. For additional information! please contact 

I · .Ion 963-1422(s) or via -~~~~iLatl I 
··~· . --A 

DR.G~L~ 
/ 

(b)(6) 
(b)(3)-P.L. 86-36 

Inspector General 
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(U) EXECUTIVE SUMMARY 

(U) Overview 

('f'S/ / 81// PJ F) The National Security Agency/ Central Secw·ity Service 
(NSA/CSS) conducts activities under the authority of Section 702 of the 
Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008 
(FAA §702) , a key sou rce of information on foreign targets . Since FAA 's 
inception , { epyting ba. sed on FAA §702 collection has grown from an 
average of ·repQrts per month to more than l I .FAA §702 reports are 
SOlUCed from collection . obtai:ned . .,:with the assistance of 
U.S. communications service providei~s : The ~mai9rity of the colle_ctio1LJ 

I I-is fr-0m Internet .. S~IYi~~ .Y1:ov~~ers .JPR..I.S_M traffic),- and. the . 
remamder (telephony and upstream Internet traJficf' :~~ .~-btai111~d-from~•"·· ·(b)(1 ) 
I lthe Inte'tri'H backbone. (b)(3)-P.L. 86_36 

(U / / FOUO) For the Agency to retain this important tool in support of its 
mission, it must ensure compliance with FAA. §702 . NSA/CSS has 
implemented policies and control procedures , including training, access 
control , multiple levels of review , and oversight. This system of controls is 
designed to provide reasonable assurance of compliance with the statute 
and FAA §702 targeting and minimization procedures that form the basis for 
the affidavits made by the NSA Director concerning the Agency's u se of the 
authority. 

(U I/ FO UO) The findings represent improvements needed to the overall 
control environment in which the FAA §702 authority is used. In a later 
review ~ the Office of the Inspector General will conduct compliance and 
substantive t esting to draw conclusions on the efficacy of the management 
controls. 

.. ..... _ tst trff) I 
(~1) -._ 1 ------------------------
(b)(3)-P.L. 86-36 . 

(b)(3)~o us~ 3024(i) ~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

(U) Highlights 

(U / / FOUO) Although the .OIG did not identify areas of non-compliance with the 
targeting and minimization procedures, we identified six areas in which controls 
over compliance with FAA §702 should be imp.roved: 

• (U//FOUO) Assessment of performance against compliance standards 
Establishing accountability for compliance requires clear performance 
standards, m easurement of actual performance against those standards, 
reporting results , and implementation of corrective action. These 
processes are not fully developed. . 

'fOP 3ECRfffh'Si/lt40f ORM 
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I 

(b)(1) - .. 
(b)(3)~P.L. 86-36 -. -
(b)(3)-50 USC 3024(i) 

. . . ........... ·.- - .. + 

(TS//SIH~ff) Dissemination process 
A review of FAA §702 -sourced serialized dissemination does not include 
steps to verify that , when MCTs were used to support what is being 
disseminated, the mu ltiple communications transaction (MCT) 
documentation required was prepared in accorda.nc e with the 
minimization procedures. 

(U//FOUO) Documentation deficiencies 
Some internal Standard Operating Procedures and other internal 
FAA §702 guidance have not been kept up to date and require 
reorganization by subject across internal NSA web pages. 

( U I ,£,C:O_U 071 ' 
l would improve purge execution, training 

(b)(3)-P.L. 86-36 compliance, and production of compliance alerts. 

(U//FOUO) Training update and enforcement 
Adjudicators (personnel responsible for approving targeting requests) do 
not have a documented, standardized version of their training for 
reference. ln addition to the initial FAA §702 training required before 
accessing FAA data, analysts are now required to take a new FAA §702 
applications course on compliant targeting requests and targeting 
mainten ance. However, the requirement for the applications course is 
not yet enforced. 

(U) Management Action 

(U //FOUO} Signals Intelligence Directorate personnel agreed with the Inspector 
General recommendations, and the planned actions meet the intent of the 
recommendations. 

TOP SECRETNSJ/,'t>IOf OR.1>l 
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I. (U) INTRODUCTION 

(U) Background 

(U) Sources of Section 702 Foreign Intelligence Surveillance Act {FISA) 
Amendments Act of 2008 {FAA §702) collection 0>)(3)-P.L. 86-36 

jTS//SI//P~F) FAA §702 data is composed of Digital Netwoik TnteUigen~e 
(DNI) and Dialed Number Recognition (DNR) data:_. DNI is Signals 
Intelligence (SIGINT) received from Inj:.emet Service Providers (ISPs) with th.e 
assistance of the Federal Bu1:~au ·of Investigation (FBI) (the PRISM program)· 
,;m.d from · u· stream collection . Anal sts submittina 

{'b)(1 )' ... 
(b)(3)-P.L. 86-36 

FAA §702 ta~l5ingcan I .. _._ I DNR data is...,...,..,.,.,.....,.,...-o.,...,...tru_ n_e...,.....v_1_a _m_t.,...e_r_c-ep- t.--o,...,..-e.....,...te..,..-e1-) r--on_e __ ___, 

netwoi-lt .· ·NSA. ha,s tfie .. authoripy to acqu ire communication s to 1 from , or , in 
the case of DNI collection fromL I about tasked selectors. 

(U) Requirements of FAA §702 

(g/j}fFj The target of collection mu st be a non-U .S. person (USP) who is 
reasonably believed to be located outside the United States and possesses , is 
ex Jected to receive, and or is likel to commU11icate foreign intelligence 

FAA §702 Certifications: ___________________ ...... 

(b )(.1) 
(b)(3)-P.l. 86-36 
(b)(3)-50 USC- ·30~4(i) 

18//f~ F ) FAA §702 requires the Attorney Gen eral to adopt targeting and 
minimization procednres in su pport of the statute. The targeting and 
minimization procedures are documented in each Certification. DIRNSA's 
affidavit for each certification provides information regarding how the 
Government will implement those procedures and states that: 

I (6 ' 1W)I (l)(1) 

I 
)(3)-P.L. 86-36 
)(3)-50 use 302 

----------------------------------------
TOP SECR:ETh'Sf/fl~Of ORH 
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Reasonable procedures are in place to ensure that acquisition u nder 
the Certification is limited to targeting non-USPs reasonably believed 
to be located outside the United States. 

• Targeting procedures are reasonably designed to prevent the 
intentional acquisition of domestic communications. 2 

Acquisition is for the purpose of obtaining foreign intelligence 
information within the scope of each Certification. 

NSA will follow specific minimization procedures. 

NSA may provide the Central Intelligence Agency (CIA) and the FBI 
unminimized communication s acquired through this authority. 

(U) Independent measure of compliance performance 

(S//MF) The Agency's compliance with FAA §702 is subject to bi -monthly 
review by the Department of Justice (DOJ) and the Office of the Director of 
National Intelligence (ODNI), who review disseminations, queries of U.S. 
person identifiers, compliance inciden ts , and the targeting requests for all 
new and retasked selectors for the period as well as the supporting 
information for a sample of the selectors . These entities have reported a 
very small number of errors. 

(U) Objective and Scope of Review 

(U / / FOUOj The objective of the OIG review was to assess the adequacy of 
management controls to ensure reasonable compliance with FAA §702. This 
analysis was based on r eview of published and draft guidance and certain 
controls in systems supporting application of the authority. We also 
interviewed managers and analysts responsible for targeting, approval, and 
oversight subject to FAA §702 requirements. Testing of the controls 
identified will be th e subject of a later review. 

(U) Standards of Internal Control 

(U) We assessed management controls against the Government 
Accountability Office's stan.darcls for Internal Control in the Federal 
Government, November 1999 , which presents the five standards that define 
the minimum level of quality acceptable for m anagement control in 
government: Control Environment, Risk Assessment, Control Activities, 
fnformation and Communications, and Monitoring. 

(U) Internal control, or management control , comprises the plans, methods, 
and procedures used to meet missions. goals, an d objectives. ft provides 

' cs Sl Hf ) Domestic commtu1icalio11s. according to Section 2 of Lhc FAA §702 Minimiza llon Procedures. are all 
communications other than foreign communicat'ions. lndud ing those in which the sender and all intended recipients 
are reasonably believed to be located in the Ui1i1ed States nt the time of11cquisilion . Foreign communications must 
ha\'e at least one communicant outside the United States. 

TO"P S'EC"ftE 'f>>~WllNtJfflft!v' 
2 



DOCID: 4273133 
TOP SE CRETJ/Sl//HOF 0Ri'{ 

reasonable assurance that an entity is effective and efficient in its 
operations, reliable in its reporting, and compliant with laws and 
regulations. NSA/CSS Policy 7-3 , Managers ' Internal Control Program. , 
14 Februru·y 2012, advises that evaluations of inten1al control consider the 
requirements outlined by the GAO standards. The Office of the Inspector 
General (OIG) evaluates management control against the standards . 

(U) Targeting and Minimization Procedures: Basis for Complianc,e 

(U) Targeting 

(8//SI//nF) The targeting procedures specify that NSA will make a 
determination about "whether a perso11 is a non- United States person 
reasonably believed to be outside the United States in light of the totality of 
the circumstances based on the information available with res ect to that 

.. person,· 
('b)(.1l "-~ ···· · ..... ·· - · With respect to the foreign intelligence 
(b)(3)-P.L: 86·36 . ...p~· ".":ur~p=o'='s~e-r:-o"."."r ~~e-::ti:"'.:ar:"".':.:"".':g~e~t1~n~g=-· .-=~e~procedures require NSA to assess "whether the 

('ti)(1} 
(b)(3)-P.L. 86-36 

· target possesses and/ or is likely to communicate foreign intelligence 
inforniation concerning a foreign power or foreign tenitory .... " With respect 
to documentat1ort , "-an~lysts who request tasking will document in the 
tasking database a citation-or ~itations to the information that led them to 
reasonably believe that a targeted ·pers9n is located outside the United 
States " as well as "identify the foreign powerl !about which 
they expect to obtain foreign intelligence information pursuru1t to the 
proposed tai·geting." 

(S// MP) The submitted targeting request, is then subject to an adjudication 
review by specially trained_yerso.nnell 

(b)(3)-50 USC 3024(i....__ ___________________________ _. 

(b)(1) 

(S// SI//NF) Obligation to review target status Once collection begins, 
analysts are responsible for conducting "post-targeting analysis to detect 
those occasions when a person who when targeted was reasonably believed 
to be located outside the United States has si;nce entered the United States, 
and ... enable NSA to take steps to prevent the intentional acquisition of any 
communication as to which the sender and all intended recipients ai-e 
known at the time of acquisition to be located in the United States, or the 
intentional targeting of a person who is inside the United States," per the 
targeting procedures. NSA's Guidance to Analysts on Obligation to Review 
Data Under ... the FISA Amendments Act (OTR Guidance), states that, after 
tasking, "analysts are required to verify t he foreignness and nature of the 
target The OTR Guidance 
states that the targeting analyst must perform initiaJ target verification 
within five business days of first receipt of data, verifying that the: 

• User of the selector is the intended foreign intelligence target. 

(b)(3)-P.L. 86-36 TOP .YECR:ET1$'6'hS'A'Off>ll/'{ 
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Target remains appropriate under the Certification cited in tasking, 
and 
Target remains outside the United States and/ or there is no 
information to indicate that the target is inside the United States. 

($//~lptThe On-Going Target Review section of the OTR Guidance states 
that analysts must I Ito uphold 
that there has been no change in the target's status that would require ·· · 
adjustment to maintain NSA's compliance. At least every 30 days ... the 
review should confirm that the: 

(b)(1) 
(b)(3)-P.L. 86-36 

Selector remains associated with the intended target, 

• Target remains appropriate to the Certification cited, 

• Target remains outside the United States and/or there is no 
information to ii1dicate that the target is inside the United States, and 

• Type of data being obtained is not routinely of a type that is subject to 
immediate destruction requirements (i.e ., domestic communications). 

(8//l~F) Information that demonstrates a ch ange in any of these factors 
might require detasking the selector, destroying or otherwise handling 
collected traffic in accordance with the .minimization procedures, and notice 
to the Agency's overseers. 

(U) Oversight and reporting 

(U / /FOUO) The Agency must: 

Train those targeting and those approving targeting or accessing 
FAA §702 information ; 

Ensure that FAA §702 raw traffic is stored only in authorized 
repositories and is accessible only to those who have had the proper 
training ; and 

• Conduct spot-checks of targeting decisions, intelligence 
disseminations, and queries of data repositories for compliance. 

(U) Minimization 

{U / / FOUO) The minimization procedures are designed to protect USP 
information during acquisition, processing, retention, and dissemination of 
information obtained by targeting non-USPs reasonably believed to be 
located outside the United States. They require that the Agency ensure that: 

Acquisition is conducted in a manner designed, to the greatest extent 
feasible, to minimize the acquisition of information not relevant to the 
authorized purpose of the acquisition; 

Personnel...exercise reasonable judgment in determining whether 
information acquired must be minimized and ... destroy inadvertently 

1'ffP .SEC!tE f17'j'ttlftf0F()ltN 
4 



DOCID: 4273133 
'fOP SE CRElY/SI/itG'Of ORt.; 

acquired communications of or concerning a USP at the earliest 
practicable point in the processing cycle [unless the data can be 
retained under exception provisions detailed in the minimization 
procedures]; and 

Report(s} based on communications of or concerning a USP may be 
disseminated ... if the identity of the USP is deleted and a generic teTm 
or symbol is substituted so that the information cannot reasonably be 
connected with an identifiable USP. Otherwise, dissemination of 
intelligence reports based on communication of or concerning a USP 
may be made to a recipient requiring the identity of such person only 
for the performance of official duties but only if meeting [certain] 
criteria. 

(U) Control Environment 

{tij('1) ''."::_· . . . . ---
(b){3)•P.L. 86--36 

... . ,.,.,.,u., .. ~ - :1 ..!~:::=:.: 

(U) Reliance on manual controls 

(U / /POUO) A significant number of the procedures and controls established 
to ensure compliance with FAA §702 and NSA's court-approved targeting 
and minimization procedures are manual. Thus, training, supervisory 
reviews , and oversight are critical elements of the control structure. 
Modifications to the systems relied on for targeting, collection, and 
processing continue to: 

• Improve the ability to pu rge information when required, 

Identify and prevent instances of over-collection, and 

Improve efficacy and efficiency of processing and oversight. 

(U//FOUO) Realignment of responsibility 

(U) SID has restructured operations to better manage FAA §702 processing 
ru1d compliance. 

• .(S/./.81//MP )I !assumed 
"""""::---.,---.,:-:--~--:----=~~=-=~..--------------. .. r.esp.onsibilizy- for. adjudicati nl!; F AA-§-1021 

- , , ...;.-~. • 

\ VI I J. ., .1. II I 

• (U / / FOUO) S2 Mission and Compliance performs functions 
supporting use of the authority , as well as additional oversight of 
FAA §702 processing and compliance SV continues to lerform much 
of the direct oversight o.f J~geting.,. ) · -l _ ... - lassunied ie.sponsibility fro .. m- s=v,....... .. o_r_: -----------

(b)(3)-P.L. 86-36 
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o Execution of purges related to FAA §702 incidents (removal 
from data repositories of records ineligible for retention under 
the authority). 

o Implementation of a purge adjudication process to better 
ensure completeness of purges . 

o Development of processes and tools to enhance compliance 
while reducing the burden on analysts , 

o Training and oversight of targeting adjudicators , and 

o Preparation of additiona 1 management measures, including 
metrics, to improve accountability. 

(U) Continued process improvement 

('fS// SI// PHi') The Agency has undertal{en several reviews of N SA systems 
and processes, as well as the data acquired from communications provide1's 
and other Agency sources under FAA §702 authority , in response to 
compliance incidents and questions raised by the Foreign lntelligence 
Surveillance Court (FISC). These reviews and other effOl'ts to improve 
compliance and efficiency of operations have resulted in several changes to 
the processes and controls supporting the Agency 's use of the authority. 

IS//!H') SID continues t o take steps to improve FAA §702 compliance, 

In addition to FAA §702 training that focuses on legal requirements 
for use of the authority, a new course, "FAA 702 Practical 
Applications .~ w~.s_releasecq I 

I I 
SID continues to make changes to the targeting tool to support 

fb)(t) .. ·· . . . .. compliance and increase efficiency (see Findings Resolved During the 
(i>){3)2P~L .. 1J.~-36 .. ~eview , p. 9) · (b)(3)-P.L. 86-36 

· ...... '--......... ~ SID c-ompleted the_I I project 
......... tQ. reduce errors in targeting·-re.ques~s. The most s1gruhcant gaps 

identifi~.d included a lack of standardl.ied feedba.~~ to targetina 
anal sts"Tt>r .. t}le reasons tar etin re uests failed a roval 

insufficient ntanagement reporting of denied targeting 
... r_e-qu_e_s-ts, and the need to .. '1ne.i:t;_ase accountability and compliance for 
targeting. Corrective actions , including standardized denial r easons, 
management reporting of denial metri'cs-·,1 . I lwere implemented. Thes'""e_a_c_ti"'"· o-n-.,_s- r-e""'<l_u_c_e"""<l_a_v-er-·a_a_e _ ___, 
weekly dernais of tar etin re uests by 24 ei-cenf. 

T(J"P .'JECltE f1781"/lNfJFO/tN 
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compliance with required internal procedures for selector 
management, al1d reduced the risk of incidents. 

(U) Definitions 

(U} Annua l Contribution Evaluation (ACE): The Agency's performance 
management system based on established individual performance 
objectives and performance elements. 

(S//PlF) Adj udicators: Persom:i.et l,...-. - _- .. -_.- _- __ - .-.. -.. - _--.. - .-.. -. _-.. - . --... ...... T (~·)(3)-P .L. 86-36 

I I with Tesponsib.ill'tY for reviewing and approving FAA §7 02 
targeting requests. 

--------------------------------------------------
( U / /POUO) -----------------
which provides authorization attributes and access control services to 
enterprise programs and projects. 

(TS//Slf/MP) Digital Network Intelligence (DNI}: SIG INT derived from 

('f>ff1r.~-: ... : ... :.: ... ::: .... : ... ,, .... -.. -.~·-I ~Q~m~~a~~ns_. ~~olving -mt~rnet~based -se-leotor-s-1 I 

~~~~~~~o\J~~-~~~4(i ) (S // 81// ~ff) Di aled Number .Re~oinition (DNR.j: .. C.oll'ectiotr 'p'rocess-0 
· I I from telephony systems. 

•I 
(b)(3)::P.L. 86-36 

{U) Fore ignness: Assessment and documentation supporting the 
determination of reasonable belief that a target is not a United States 
person and is outside the United States. 

(U / /-¥'0UG; I _ l A corporate compliance tool that serves as a 
streamline d access control mechanism, I .. I checks that 
indjviduals meet the necessary iWs·sion, trammg and clearance required 
for initial account access t_o .... SIGINT tools and databases. 

{U I/ ;-:- .._, .; V.J I 

(U/ /FOUO) Master Purge List (MPL): NSA's central record of SIGINT 
collection, indudin·g Tecords deriv.ed from that collection, which NSA has 
purged. The list includes ! · · _ ltbat have been 
marked for purge or have been purged froin I I 
I I systems that are used in sourcing traffic for SIGINT reporting. 

7 
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(TS//8Ilft4F) Multiple Communications Transaction (MCT): Traffic 
containing more than one discrete communication. This traffic might 
contain discrete communications that are not to , from , or about tasked 
select9rs . Upstream collection might contain both discrete and MC'r 
traffic and could include MCTs of non-targeted individuals that contain a 
tasked selector . 

"''"' ... "''"' -::- : . -- . (U/ /FO UO,..ll ______ A_ d_a_t_ab_ase repository that provides storage and 
{b)f3f:P.L;~ .. !~~~6 · · - · · · retii eval· o4 Icon tent. It is a ntw SIG INT storage 

....... · · ..... · ., ... SJ:'..S!em. 

f t>)(·1r:·::~ · ·: :·' · . '~': . ~ -~ 
(b)(3)-P.L. 86.:35 - . 
(b)(3)-50 USC 3024{i) 

mechanism for SIOlNT 
NSA's nimar storacre, search , and retrieval 

It is a raw 
SIGINT storage system. 

('fS// Sf// NF) PRISM: PRJSM refers to the portion of the FAA 702 coJlection 
architecture wherein individual electronic communication service providers 
ro:v.i<le- -InteH1etc011.1n1~nicatio ns ._I ________________ ____, 

that, in geriera[- fu'e·hos tei:l b 

(U / / FOUO) Product Lines (.~Jts-): .... I _____ _. 
production centers ,_ The --have authorit on 
SlG1NT tarcrets.-

... -··· 
--rr-1.-t' s:~~-:·_;-•'_......... ~--r-------------------------------

.... ,~ .. :.·:1·:·11- - . 

(b)(3)-P.L. 86-36 

-" 

°{bl.~a)':P.L. 86-36 
·.: ... 

(U) Purge: The on-demand removal of data items , rendering them 
unrecoverable through standard mission data access mechanisms . 

(u/ ~~ . ,,..,. 11 
I i '-" v '-" ' ] I 

I 
(U / f FOUO) Raw SIG INT: Any SIG1NT acquired either as a result of 
search and development or as targeted collection operations against a 
foreign intelligence target before the information has been evaluated for 
foreign intelligence and minimized in accordance with the applicable set 

- of-minimization procedures. 

·(U I /POU OJ I A controlled information 
management' sys!em which is the authoritative data source for a given 
coi1figttration _managed data element and is governed in accordance with 
NSA/CS_S Policy ! I 
(U / / A SID or anization that 

. leads planning and acquisition efforts for __________ __. 
I !collection of intelligence. 

(U //FOUO) I I: A SID 
initiative wliose objective was to reduce targeting errors, thereby 
improving processing efficiency and compliance for FAA §702 
ttansacti ons. 

8 
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(TS//OI//MF) Upstream Collection: NSA's interception of Internet 
... ,,:.-· ............................................................. eommunications acquired froml liocated on the United 
~~~g~-P:L .86 .. 3~ States' li:i-ter~et "back~one"; ~onducted with the as~ist~nce of ele~tronic 
(b)(3)-50 use 3024(i) commurucations service providers who a re located m s1de the Umted 

States and have been served with FAA §702 directives. This collection 

(b)(3)-P.L. 86-.36 

method is distinguished from other 
FAA §702 DNI collection (PRISM) . 

.. (S././Sf /./f~ F }I I The targeting tool for 
submitting DNI and DNR targeting compliant with FAA and other SIGINT 
authorities. 

TOP SEBtEf1~Stm'tf1ffJ1IJV 
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II. (U/lFOUO) FINDINGS RESOLVED DURING THE REVIEW 

(U//FOUO) Incompatibility between Assigned AuthoriJies. I 
I land Compliance Cont_r.ols for FAA §702 .__ ____ ____. 

(b)(3)-P.L. 86-36 

(S//NF}One ·Of th~ primary NSA internal control mechanisms that ensure 
· .. compliance with FAA §702 Targeting Procedures is the adjudication of 

targeting requests before tasking. This review confirms that the target and 
associated selector are> tasked under the proper FAA §702 Certification, the 
target is not a USP) the target is outside the United States (foreign ), and the 
determination of reasonable belief of foreinmess is nronerlv sunnorted. An 

(U / /EOUO}- SV was aware of this gap between the NSA-required internal 
(:IJH'3J~P:L--36-3~ _ _ control and im lementation of the internal control within t h e tool , and it 

. -- . . · · ·· was 1'es_o-lved ____ .......,. __________________________ ___, 

(SHNF) Increased Risk of FAA §702 Non-Compliance ·tori 
jTasked Selectors ------

. -· 

(S//PfF ) To support compliance with FAA §702 , automated OTR notices that 
a required review of target communications is due are gener~_te.dl I 

I and sent to analysts -·I I 

, :;~" /;~;',-;-------------------------, 

T'O"P .U!Ctm 'f17~U!7'!ffJ1't'1t!V 
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Ill. (UNFOUO) FINDINGS AND RECOMMENDATIONS 

(U//FOUO) Fl NOi NG ONE: Performance Standards, 
Performance Metrics, and Compliance Enforcement 

Measures for Targeting and Minimization Procedures 
Are Incomplete 

(U/IFOUOj Establishing accountability for compliance requires clear perlormance 
standards, measurement of actual perlormance against those standards, 
reporting results, and implementation of corrective action. These processes are 
not fully developed. 

(U) Elements of an Effective Compliance Oversight Program 

(8//NF) NSA has established a pre-tasking process that includes reviews of 
targeting requests for complian ce with the targeting procedures . The 
targeting requ est must be a roved before the selectors are released for 

('t>j(3J-P.L. ·~5:3& · · tasking· arrd collection: 

(U//FOUO) Effective compliance oversight requires the development of 
measurable standards against which actual performance can be assessed. 
Comparison of performanc~ against these stand~uds must be reported 
regularly to management for timely review and follow-up action. Together. 
these elements provide the means to establish accountability and initiate 
action to improve compliance. 

(U) Shared Responsibility for Oversight 

..... ' 

(b)(1) 
(b)(3)-P.L. 86~36 

(S// ltff) Monitoring compliance with FAA §702 targeting and minimization 
procedures has become a s hared responsibility within the Agency. Before 
20 10, SID SV had primary responsibilitv for monitoring: the Ag:encv's 
application of FAA §702 authqrity. I 

(S//HP) As pe1·sonnel outside SV assumed more of the responsibility for 
adjudicating FAA §702 targeting requests , I I txaiI?:.e_d new adjudicators 

TOP .JECltE 'fl>8t"ll~''fJFOltN 
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'('6){:1} . 
(b)(3}•P.L. 86-36 
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and assumed oversight of the targeting queue. Statistics on the targeting 
queue provide an assessmen t of the timeliness of the adjudication process 
and th e means to evaluate the ade u ac of the number of acl' udicators o-iven 
the volume of taro-etin re uests. 

Although these ._.,........--.-....... -....~~~~~~~..-...... ...-~~--.--~~__,., 
statistics inform management of the over 1 processing of targeting requests, 
they do not provide qu alitative information regarding the accuracy of target 
requests s ubmitted and approved and compliance with the targeting 
procedures . 

(b)(3)-P.L. 86-36 

(U / /FOUO) SV 1s continuing oversight of analyst and adjudicator 
performance is effected through reviews of targeting requests (see Finding 
Three) , participation in bi-monthly overseer reviews, and management of 
FAA §702 incident reporting. Errors identified in targeting requests are 
communicated to the analyst, adjudicator, anct l I After overseer 60-
day reviews, SV prepares feedback briefings to inform adjudicators of 
overseer findings. The briefings a lso provide metrics on the reasons for 
denial of targeting requests, trends identifie.d in SV's review, and gu id ance 
on FAA §702 targeting procedures . fndd ent reports ar e also analyzed to 
identify trends that might require action. SV's overs ight provides a critical 
assessment of compliance with FAA §702 independen t of those r equesting 
ta1·geting. This feedback, however 1 is not provided to the managers 
responsible for the targeting analysts and adjudicators. 

(U) Development of FAA §702 Compliance Metrics 
_ - -<(b)(3)-P.L. 86-36 

-~ ... -
(U / / FOUO) S2 Compliance & FISA Sta_ff L -- - I pr~~ides some_:tnetrics for 
FAA §702 processing and compl~ance ; - including weekly reports· on the 
targeting request queue I/ -- I 

I I The process to establish complete standards and 
m easures for assessment of compliance continues. 

(U / /FOUO ) To support effective monitoring of the Agency's use of FAA §702 
authority , metrics must be: 

• Based on clear and consistent expectations of performance foT all 
t argeting analysts and adjudicators within the Agency and 

- (b)(3)-P.L. 86-36 

14 
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Generate sufficient detail to facilitate action by the adjudicator or 
targeting analyst. (b)(3)-P.L. 86-36 

(U // V'0 110) The development of these metric$ byl lis ~wt assoqiated 
with the Comprehensive Mission Compliance Program, a group of NSA 
initiatives to achieve reasonable assurance that the SIGINT and Information 
Assurance missions are conducted in accordance with the laws and policies 
that protect USP privacy . The program includes monitoring and 
assessments, including trend analysis. 

(U) Incomplete Implementation of Processes to Ensure Targeting 
Proficiency and Compliance Accountability 

(U / /FOUO) In 2010, SID comJJ..lete.d fuel !project, a Lean Six Sigma 
project to reduce t.~geting· ·efrors and improve processing efficiency and 
convlian-ce"for ·FAA transactions. The ro 'ect team com rised ersonnel 

_ - .. · _ :: ·_ . .from 
(i>)'f:h:'.ti:c0·ss::3&, .. ,,..---....... ------------------T"Al,..,....,th,...o-u- g"""h- s-ev_e_r-al.--of.,,...th...,.........e 

recommendati.oiis"'·Tfom .. - h-a-ve b.een.implemented, recommendations 
that focused on accountability for targeting a~~uracy-have ·not. · The_I __ _ 
study recommended for FAA analysts: 

Employee performance review objectives for compliance with targeting 
requirements; 

• Periodic metrics to leaders in organizations responsible for targeting 
(original focus was on denial metrics for FAA §702 targeting requests) ; 
and 

Progressive measures to improve compliance with targeting 
standards, including removal of FAA §702 targeting authority ... 

. (b)(3)-P.L. 86-36 

(U / / FOUO) Although not addressed by thel lstudy: similar actions are 
needed to assess, monitor, and remediate the quality of targeting r_eviews 
conducted by adjudicators. 

(U/ /FOUO) To measure and increase targeting proficiency o(the work force. 
including targeting under FAA §702 authority , SIDr---!has developed 
the Targeting Workforce Readiness Standard (WRS'j,a1unctional Job 
Qualification Standard (JQS) for all Agency personnel involved with 
targeting. Its purpose is to establish the standard targeting tasks along with 
the knowledge, skills , and abilities necessary to complete the tasks at a 
defined proficiency level. 4 The standard is supported by training and 
assessment plans {standard tests and on-the-job training evaluations). The 
WRS is under review and not fully implemented. Associated development 

'(U ...:fQbTOrA functionul JQS defines the s1andard of performance for a broad SIGTNT functio11 . such as rargeting 
or reporling. n11d crosses skill communilies. work role.s. and personnel types. Tt applies to civilians (nnd con lrnclors) 
as well as mililal} personnel . The functionnl JQS. once compleled al 1hc specifi ed proficiency level. accompanies 
the indi,·ldua l across PLs nnd SID. 

TOP ~'EC..~'Fi~{'lh$'A'fJFO-Rf{ 
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plans and a means to track progress are being created within the Associate 
Directorate for Education and Training's (ADET) Enterprise Lea1ning 
Management (ELM) architecture and include much of the required training 
(classroom and on-the-job} for FAA §702 targeting analysts to achieve fu1l 
proficiency. Implementation of the W RS and associated training and 
assessments will provide a means to achieve accou ntability for compliance 
with targeting requirements and en sure training standardization and 
enforcement. Development of FAA §702 metiics based on the WRS 
proficiency standards would support the performance measurement 
component of the WRS. 

(UNf:QUQ~ RECOMMENDATION 1 

(U//FOUO) Establish for FAA §702 targeting analysts and adjudicators ACE 
performance objectives based on completion of a specified proficiency level 
of the Targeting Workforce Readiness Standard and ELM training plan. 

~~Wl':ilE~ ACTION: I -1 

(U) Management Response (b)(3)-P 

(U / / FOUO) AGREE sm l I are -preparing an ELM plan for 
target analysts and adjudicators. The ELM plan will be· broken down into 
proficiency levels , th ereby allowing the analyst to register fo r the correct 
trainin g as stated in the ACE objective. The ELM p lan for the Targeting 

I Wotkforce Readiness Standard for FAA §702 will be completed I 
!for all National Cryptologic School (NCS) courses. Enforced 

registration. in the. E_LM program and targeting proficiency statistics to the 
individual level as welf c:fs· completion rate of any reguired FAA: §702 
training {NCS courses) will be comp-Ietedl I Structured on-
the -job training will be phased in. .. 
{U) Status: OPEN ' 

.J 

(U) Target Completion Date: I I - - (b)(3)-P.L. 86-36 

(U) OIG Comment 

(U / / F868 j Planned action satisfies the intent of the recommendation. 

16 
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(U/ifi6l:l9j RECOMMENDATION 2 

(U//FOUO) Develop metrics and management reporting to: 

. (U//f'OUO) Measure targeting analyst and adjudicator compliance 
with FAA §702 targeting and minimization procedures and . (U/JFOU9) Support analysis of trends indicative of changes needed in 
training or guidance. 

(U//FOU6} Coordinate this process with the Comprehensive Mission 
Compliance Program. 

~~JJ~~F~ ACTION: I (~ (3)-P.L. 86-36 
-

.· 

(U) Management Response 

(8//PlF) AGREE I 
SID Lean Six Sigma Team. 

I ·as part of the 
Participants will assess the feasibility of 

developing metrics to evaluate de-targeting trends and process 
deficiencies . Final implementation will depend on technical capabilities 
and deployment schedules. 
(U) Status: OPEN 
(U) Target Completion Date: I I . - (b (3)-P.L. 86-36 

(U) OIG Comment 

(U / / ~9~8 ) Planned action satisfies the intent of the recommendation. 

17 
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......... (SHNE)..FIN.DING TW.O: ... C.ertain--F-AA § .10.2 Selectors·! 
(6)"{1). '-· ___ ___, 
(b)(3)-P.L -ll6-36 
(b){3)-50 USC 3024.(i) 

·rs ys·~'~'FJI 

I 
=18Nt4Ft Veri fication that Authorized Selectors Are on Collection 

{b){1 )' . 
(b)(l)-P.L. 86-36 
(b)(3)-so use 3024(i) 

•~~ i I <"T I il\TT.",1 
\•"'I I ...,. , I :. · - I I 

(SHSI Ut•-F')l 

('fS// SI// NF j The OIG 's Report on the Assessment of Management Controls 
to Implement the Protect America Act (PAA) of 2007 (ST-08 -0001), 7 April 
2008,I .- -I 

T01° 8ECR:E'FK\'J/l·lVOFORJtl 
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fb){1 )· 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(ir -

('b j{ 1') -.- -~~ .:·: ... . ..... . 

(b)(3)-P.L. 86~36" · 
(b)(3)-50 USC 3024(i) 

~.-. ........... 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

~ 

TOP SECJlETHSl/ft<IOf OltJq-

, ._, _ -· I 
I ~ v I I ..,,_, /. / -l·• ·I'· II I 

(U//Feuo~ RECOMMENDATION 3 

·- - .. ·-·· I -\'., . ...,,,..., ,,, , ,,, -n 

(U//P'ettet ACTION: I 
(U) Management Response (b)(3)-P 

·-~ ~- ··- AGREE I l-l..V/ I -.a.J J .L J. I . - . 

(U) Status: OPEN 

I (U) Target Completion Date: I ' - ,,, -
(b)(3)-P.L. 86-36 

(U) OIG Comment 

(U / /F9Y9 l Planned action satisfies the intent of the recommendation. 

T()P ~'EC!&'iklJ'J,<{'VOF+J&N 
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(UOFOUO) Fl NDI NG THREE: Oversight Requirements of 
FAA §702 Targeting Procedures and NSA Pol icy Are Not 

Fully Addressed 

{TSflSIHNF) SV oversight of FAA §702-sourced dissemination has not been 
modified to address requirements for multiple communication transactions. SV 
is implementing a new process for oversight of audits of FAA §702 database 
queries. 

(U/11'0Uo+ Oversight of FAA §702 Dissemination 

(8//~lF) The FAA §702 targeting procedures associated with the 2011 
certifications require that SV perform «periodic spot checks ... of intelligence 
disseminations to ensure compliance with established procedures .... " SV 
performs spot checks of both serialized dissemination and dissemination of 
evaluated minimized traffic. 

(T~//~I//HF) FAA §702 minimization procedures establish unique 
requirements that analysts must implement. This includes the requirement 
that analysts document steps taken to verify that discrete communications 
within collection containing MC1's are eligible for dissemination. SV's spot
check of se1ialized dissemination does not include steps to verify that, when 
MC1's were used to support what is being disseminated , the MCT 
documentation required was prepared in accordance with the minimization 
procedures . 

'U/',....,..,.,.~, I 
\ I .. - ':!'-"- II 
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(U/TFOtfEij-RECOMMENDATION 4 

(TS/ISIOP~F) Although not required by the minimization procedures, SV 
should include in the spot-check of serial ized disseminations of FAA §702-
sourced material procedures to evaluate analysts' compliance with the 
d.ocumentation requirements pertaining to dissemination based on discrete 
communications within MCTs. The spot-check should also evaluate proper 
use· ofl lper NSA policy . 

(U//fel:fe~ ACTION: sv 

(U) Management Response 

1.:i1 1~,;-,AGREE I - . -:·:1 "(b){3) - - - --
I Ito modify the methodology <!nd process 
for spot-checking disseminations of FAA §702-sourced m.atenal. 
(U) St atus: OPEN 
(U) Target Completio11 Date: I I 

(U) OIG Comment 

(U //FOUO) Closure of this recommendation will be evaluated upon receipt 
of documentation supporting the action taken . 

(U) Oversight of Targeting Decisions 

.. .......... 11• 

... . . : -
_1 :::::: .. - • 

{b)(3)-P.L. 86-36 

(O//NF) FAA §702 targeting procedures require that SV "conduct ongoing 
oversight activities and make any necessary reports, including those relating 
to incidents of noncompliance [with the FAA §702 targeting 
procedures] .. . and ensure that necessary corrective actions are tal{en to 
a ddress any identified deficien cies." SV achieves oversight of targeting 
decisions through several m ean s: 

Ad· ud.ica.t(}fS 

------------review FAA §702 targeting requests for 
compliance with the FAA §702 taraetina rocedures and NSA's 
im lementation uidan,.c.e. 

.. .. .•.. .. .. ... SV's review includes analysis of ... · t_h_e_a_d_e ____ .... 
_. ,,,.::: ........... :............... .. ...... th~ _[o.r((iam-:ie.s.s su . or.Lfor. thes.e.-ta.r. eti.11 -re ·Uests. -

(b)'(°1)._ 
(b)(3)-P.L;-86~6 

{b)(3)-50 USC 3"024(il 

selectors nominated by the CIA, after r eview b NSA 

the FBI 

77 .... 
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implemented its own process for nominating selectors. These are also 
adjudicated by SV.) 

SV r eviews sdecto'ts befoi-{,b)(3)-P.L. 86-36 
sendincr them to the overseers bi-weekl 

SV evaluates the targeting request for inc~nsistencies or inaccuracies 
and might review the sources cited to su ort foreianness if SV 
qu estions information 

A full review . inclu ding sources supporting foreignness , is conducted 
for all targeting requests selected for review by DOJ/OD NI. 
Supporting documentation was reviewed for l lofihe (b)(3)-P.L. 86-36 
targeting requ ests submitted fo r a recent review penod. 

(S//MF) Together, these processes give SV a perspective on th e quality of the 
FAA §702 targeting and adjudication processes ! . _ I 
I I·· {b)(3)-P.L. 86-36 

(U / / FO UO ) An assessment of compliance with the targeting procedures, 
based on SV's reviews of targeting requests , is not reported to management. 
Such rep orting wou ld aid in identification of trends, analysts and 
adjudicators whose performance demonstrates a need for additional 
training, and authoritative guidance in n eed of improvement. 

(U/ff8ld~ RECOMMENDATION 5 

(U//l=QYO) Periodically provide management an assessment of targeting 
analyst and adjudicator performance against the legal and policy 
requirements for FAA §702 targeting based on SV reviews of targeting 
requests. Coordinate with FAA §702 metrics reporting (see 
Recommendation 2). 

(U// .. 91:::19) ACTION: SV 

(U) Management Response 

(U //fOUOl AGREE Per the requirements of Recommendation 2 ,~ 
( lwill . in.c.Qr.Qo~·~te metrics for management's assessmen. 
(U) Status: OPEN 

.. .. .... .. -
(U) Target Completion Date: I I ~: . ...... .... 

(b)(3)-P.L. 86-36 
(U) OIG Comment 

(U / / F8t18' Planned action satisfies th e intent of the recommendation. 

1'0fi .SECJtE f1WifJ~'!rOFOltN 
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(U) Oversight of FAA §70 2 Ra w Traffi c Reposi·tories 

(U//f?OUO) The FAA §702 targeting procedures for the 2011 certifications 
require that SV conduct periodic spot-cbed:s of queries against repositories 
containing unevaluated and unminimized FAA §702 traffic. All queries of 
databases containing raw SIGINT content are subject to daily review by 
auditors assigned to each targeting analyst. Under U.S. Signals Intelligence 
Directive {USSID) CR 1610 , Section A2.9, auditors must be trained in 
accordance with SV standards or meet with SV for a briefing on auditor 
responsibilities before conducting audits. USSID CR 1610 also requires that 
SV conduct "super audits" of all interactive raw SIG INT database systems. 

{U / /FOUO) Daily audits of queries assess compliance with FM §702 query 
requirements. Oversight of the audits is necessary to ensure that they are 
properly an d consistently executed. However1 such reviews are not 
performed with regularity . SV has piloted and will soon fully implement a 
new super audit process that will examine the justifications for queries and 
evaluate query terms for foreignness using various Agency databases. 

(U/JF9619J RECOMMENDATION 6 

(U//FOYO) Implement the super audit process and provide periodic feedback 
to FAA §702 auditors and their management on the quality of audit 
performance. 

(U//F0610J ACTION: sv 

(U) Management Response 

(U/ /FOUO) AGREE SID /SV has ftilly implemented the super audit 
process for FAA 702. SID requests closure of the recommendation. 
(U) Status: OPEN 

(U) OIG Comment 

(U /f FOUO} Closure of this recommendation will be evaluated upon receipt 
of documentation supporting the action ta.ken. 
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(U//FOUO) FINDING FOUR: Some Documentation Supporting 
Use of FAA §702 Authority Has Not Been Kept Up-to-Date 

and Requires Reorganization Across NSA Web Pages 

(UllFOl:JOj Guidance supporting compliant use of FAA §702 authority is 
maintained in several locations and is not fully organized by subject. Some of the 
guidance is outdated. Two Standard Operating Procedures (SOPs) provide 
differing guidance on the adjudication process. SOPs for some oversight 
functions have not been developed. 

(U) Maintenance of FAA §702 Guidance 

f b)( 3 ~.;p ,L. .8~.:-36 

(b)f3)~PI. 86~36 

(U/ / FOUO) Part of the function of NSA's SOPs and other forms of.guidance 
on FAA 702 is to instruct analysts and a djudicators in the proper u se of 
FAA §702 authoritj'" Included in the guidance are su ch topics as targeting, 

-·I dissemination , incident reporting, and the requfrements 
for approval of FAA §702 targeting requests. 

(U //POUO) These instructions are found in several places, including the 
FAA. SV, and I I web pages, the SV Share Point site. and web pages 
maintained by individual S2 product lines . It is unclear whether some of 
the guidance is current because it refers only to PAA) the predecessor to 
FAA. In addition, much of the information on the FAA web page is 
presented as tips or appears in memorandum form , making it unclear 
whether it carries the same degree of authority as the SOPs. 

Material 
.._~ ....... -....,......~~~ ........ ...-...-~---....-~ ........ ~~~~~--...-~..-~...,...... 
1s not u y organize y toptc. u s, to access comp ete m ormation on a 
topic, a user might have to search through working aids, frequently asked 
questions , and other references. 

(U/ / FOUO) The FAA web page, which should be the primary source of 
aiifhofitatiVe guidance ,-iS"OWned- by thel I I SID's FAA §702 Implementa-ti .... o_n_ L_e_a_d_,h,...a_s_ b_e-en- p""'l-ann-· -m-g- to __ _ 
update the guidance on this site , but other priorities, such as support for 
the 2011 FAA §702 Certification renewals , required attention. 

(U) Targeting Review: Two SOPs 

(S//~I//~IF) Two SOPs that.provide guidance for adju dication of FAA 702 
tarcreting re uests have been issued_, ... SY . r.e a.red t h e 

('6}('3)~P:C:i6:~~~ · --=-·and 'the ......... · · wefr aae· carrie-s the ...__ __ ....,.. __ _..,.._....,....__,,, _ ___, 
The former, written primarily for 

'--....-..,,....--...~~~-.-..--.............. ....-~ 
adjudicators , provides et e descriptions of the review process , including 

15 

.. ... (b )(3)-P .L. ~ 



DOCID : 4273133 
TOP SECR:ET//SfNNOf OftN' 

exam les of and common en:o.r.s.-·· It 

~R~~t~~~~ ~·-,% ~c-o_n_tr_M_t_:_th ___ ~-- ~-O-~-~-u---b-lt-sh-·-ed ___ b_y_· ____ li_s_b_th_e_r_ol_e_s_a_1-~-r-e-~-on-~-bili~s 
for targeting analysts, releasers, and adjudicators reviewing FAA §702 
targeting activities but does not provide a detailed description of the review 
requirements. Responsibility for training adju dicators now resides in 
I I which s hould establish the authoritative guidance to support that 
training. 

(U) SOPs for Oversight Activities 

fb}(1r -· 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(U / /FOUO) SOPs are key elements of a system of management controls. 
They establish performance expectations necessary to achieve corporate 
objectives, including compliance with established authorities. 

(U / / FOUO) The Agency's use of FAA §702 authority is subject to monitoring 
by SV, S2 Mission Support Staff, and Agency personnel who oversee 
targeting analysts (including adjudicators). As noted already, guidance for 
targeting analysts and adjudicators has been developed by SV and S2 
Mission Support Staff, It is important for the oversight functions to have 
documented procedures to ensure consistent execution of these functions 
despite staff turnover. 

(S/ OIF) Responsibilities for FAA §702 oversight have changed significantly 
in the past year. SV performs reviews that support assessment of 
eom liance ·with --the-aufuori ·b · analy·sts-·aitd adjudicatorcs.,(-----.1 

. supports 60-day reviews or targeting and 
issenunation y D J DNI, and manages incident report investigation and 

follow -up. As personnel outside SV have accepted responsibility for review 
and approval of a significant portion of the targeting requests (including 
adjudicators across th e Agency) , the FAA Implementation Team has 
assu.me? responsibili~ for traininp and oversig?t of adjudieators and 
momtonng the targeting process. L l h~s implemented th e purge 
adjudication process to improve the completeness and accuracy of purges of 
FAA §702 data. SOPs for these oversight fun.ctions .hav.~_ not been fully 
developed . · 

(b)(3)-P.L. 86-36 
(U) Role of the Rules Management Process 

(b)(3)-P.L. 86-36 

{U / /FOUO) As part of NSA's Comprehensive Mission Compliance Program. 
the role of the o.oocl lis to gather , organize, 
mail,1ta . .ll1 ; a11d ·provide acc-ess to the information c-ontained in external 
authorities, NSA/CSS policy, and compliance standards which govern NSA 
mission activities. The FAA §702 guidance should be maintained within this 
framework. 

TOY' ~S'ECR£ T1$('ihS'l'l0l40fl]'{ 
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(U/fFOl:IQ) RECOMMENDATION 7 

(U//FOUO) In accord with the Rules Management framework , establish a 
process to maintain authoritative guidance supporting compliant execution 
of FAA §702 authority: 

• (U/IFOUO) Organize the information to facilitate research by topic, 

• (U//fOUO) Coordinate changes in guidance with required training, 
and (b)(3H .L. 86-36 

• (U/IFQl:IO) Establish a single SOP as the guidance for adjudication of 
all FAA §702 targeting requests. · 

(U//FOUO) ACTION: I I 
(U) Management Response 

(U / /FOUO) AGREE The following activities are in progress: 
• I lare developing and updating a single SOP for 

oversight, adjudication, and targeting FAA §702 func tions and 
trainin g. 

• _T!ie-1 jis populating FAA §702 
.. -· _,- documentation mto a repos1torv. In OctoJ>er 20.1.2, sm·D 

. ~?..r~~d witJ.1~ tbel .. ,_... -· -· - · - - --. Ito discuss the process 
1 1~·=''"'"··· ·an.a progress. 

(;~)(:~j~g;)~·:::~g..J~-. - 1 ~ · ··-svwru -c·ollaborate with ·S21 Ito organize the "go FAA" 
- .. ,,,,"""·· ·· andil !FAA" web pages. 

1 ~- - -
-~· .. Guidance changes that require updates to NCS courses (within 

·- t he. CR.SK series) will be requ ested via a New Learning Solution. In 
such caseJ lwill be the originator upon coordination with 
·sv. In addition;f I (see Recommendation 1) will manage 
changes to the Targetin g Workfor ce Readiness Standard and ELM 
training plan. 

(U) Status: OPEN . . . 
(U) Target Completion Date: I I 

(U) OIG Comment 

(U / /~OU0-) Planned action satisfies the intent of the recommendation. 

TQP liECR:E T1$(~"{1$~'+'0FOtt!'rl 
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(U//FOUO} Fl NOi NG FIVE: Increased Automation of 
Processes Supporting FAA §702 Is Needed to Ensure 

Compliance and Reduce Errors 

(SJl.S!/,tNF) The process for purge adjudication and execution relies on manual 
procedures that might result in incomplete and untimely processing. Eligibility 
for access to FAA §702 raw traffic databases is not verified after user accounts 
are established. Notices supporting required reviews I I are not 
automated. 

(b)(1) 
(b)(3)-P .L. 86-36 

(U) Purging of FAA §702 Records (b)(3)-50 use 3024(i) 

(U//FCUO) The Agency identifies communications that must be Temoved 
from its systems by making a determination that content does not meet the 
standards for retention. Such records are ineliaible as sources for A enc 

I reportf and must therefore be remove-d 
_ _ . As these ·re·c·ords __ ai,~e ldeJ.?.tifi~~.1 ...... T" .... -f.Y-. __ ax_·_e._a...,...,...e""T'""- t.,...o- .,,. __ -e..,· -------ro-r__.· 

:t'!!'l;~~'.!1';~~:~.:= _· :. :.. ~- . . : ~PL-:.-_'_Thi·s_ s~.s~efu contains items that have b_een or are being evalu~ted for 
,b)(.3j _.~:~.'_ 86 36 .... --:·p-u.r.g~.- .. NSA arialy~ts: re_lyon l las a primary source for reporting. To 

prevent improper use. of p·ifrgea te-cords .- all .. r.econ!~ . sourced to a report are 
· ~checked against th e MPL; .lri re1lltim-€-, .w.h .e.n. a report .. is· released: ·The D 
I lare responsible for deleting records from · theit~ ·system . hased. on an 
Execute Order ; which is an authoritative request to r emove data fro'in theD 

I I Completeness of t.lie MPL as a i-egister of records purged and full 
removal of records from the I I are uitical to compliance. 

(U// FOUO} FAA §702 records that analysts identify for purge are subject to 
adjudication by persong~.Linl I The review provides assurance that 
records S\l_bje.ct to piirge are completely identified. It a lso avoids purging 

. .recofds eligible for retention because th ey were collected under authorities 
.... ,..,;.:: .. ;.: .... : ... .,"·""" ~, .. ,,,,,,,. , in ad.ditio_l!_tco.-. f:A.A . §7Q2~ I ....... J also ... coor.dinates l 
(b)(J).:P.L' 86:.36 - I Ito execute the purge order. ----------

U / / FOUO) The adjudication process is manually intensive .. 

petsonnd is·sue the execute order to the 
_a_p_p_r_o_p_r-ia_t_e _s_y_s-te_m_s_an_ c_l _c_ond ucf follow -up without automated s upport. 

- I The manual process 1s subj ect to 
- etTor. I 

I Lack of automation to 
com 11ete me )Uf e creates m e o p g pp ortun1 ty 1or incom p lete or untimel y 
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proce~.sing. ·I 

(U // FOUOl No instances of inappropriate reportin g were identified during 
this review which did not include testing. 

(U//FOUO) RECOMMENDATION 8 

(U/iFOUO) Increase automation of the purge adjudication and execution 
processes to support complete and timely execution. 

(U//Fotte) ACTION: I .. 

(U) Management Response (b)(3)-P.L. 
(U / J FOUO) AGREE SID outlined a three-phased approach to develop 
requirements for a u tomation to improve purge process effieiency, plan a 
schedule of work , and implement the new capabilities .(.see Appendix C for 
the detailed response). 
(U) Status: OPEN 
(U) Target Completion Date: I I 

(U) OIG Comment 

(U fiJi:Ot!O) Planned action satisfies the intent of the recommendation. 

86-36 

(U//FOUO) Access. Controls over FAA §702 Raw Traffic Databases 

.. /•l'1:'1.f:•!.!'t;t7.:;;; ~ 

(b){1y - .. 
(b)(3)-P.L. 86-36 

. . . . (b)(3)-P.L. 86-36 
(S/OfF) The FAA §702 targetmg procedures associated with the 20 11 
certifications require that SV establish processes to ensure that raw traffic is 
accessible only to those who have had the proper training. Raw traffic 
derived from FAA §702 collection is maintained m l 
To obtain a user account and access these databa ... se_s_,_u_s_e_r_s_m_ u_s..,..t .... b_e ___ _. 
assigned to an app_r9v~d missianl lo btain the 

.. _ ... I l~c~e~~ ~~-~9l-YJ~9 for .. the .databa-sel I and ta,ke 
· - .... · -reC:Imred training. When all of these requirements have been met, 

I I an automated notice that 
permits establishment of an account. This process ensures that users have 
a mission need to access the information, understand the restrictions for 
handling the data, and have been properly trained in FAA §702 
requirements. . : ·:- · ... · :· ·'.·•""1

(b)(3)-P.L. 86-36 

(U I /FOUO ll ldoes no-t ·u.P.date tr~1ining ._or· ac~ess information 
after accounts have been es_t.ablished. I I does not verify that persons 
accessing FAA §7.Q.2 raw traffic databases contintle to meet elfgibility criteria. I lemi.-be u sed to verify this information;! lbegan using 

TQ.P SECRE 'I.«Slit/lWJF Q.ILI\/ 
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I. I fo r this purpq,se ... I ______ I Pl~llS foy ._I ___ _,!have not been 
established. .. · · · 

.. ···' 

(U/ /}:Q,~Oll · · I provides authorization attributes and access control 
_ ·:: .. . : ....... , .. ............... · "S(!rvfoes to NSA enterprise programs and projects. NSA/CSS Policy 6-31 , 

.... "· '·.......... Authentication and Authorization Services on NSANet Resources, 26 July 
'fi>)f~r;P..:t~~~:.36:::· ,-" _ 20JO:; .. .:r~_g\1!res .. that all lega.c.y_.d,a.ta repositories and applications be 

.......... , ... l _. I ei'i~b'ted -. "A~cQrd,i.rrg~~to the .P:PJ}£Y.~~ system is._ ___ ...., enabled 

(SH~ F) I 

when it utili_zes attributes about the ·us-er, .. obtail.i¢..g_from and 
applies authorization gecisions based on those attrib~ites:" ·The 
Usage Guide states that, "authorization is based on privileges he .... ld_ s_u-ch- a"""s 
security clearances, training completed ·I I I --~~~~~~--

IU/ /FOUOl Failure to verify user attributes fuat qualify for raw SIGINT 
access increases the risk of inappropriate access to FAA §702 raw traffic 
databases , a lthough no such inappropTiate access was identified by the OIG 
during this study. 

(U/fFOl:JO) RECOMMENDATION 9 

{U//FOl:JO) Establish for repositories of FAA .~7_02 . datad I 
I I.a means to v~.rify. that-·users remain eligible for access. 

('b) (3)-P~L.SS-36 ' (U//FOUO) ACll0N: I I 
(U) Management Response 

(U / / FO l! 01 AGREE-· I I manages the mapping of access controls 

1

" ~bro.ugh[ Ito renositories. Eli!!ibilitv to access FAA Q702 data 
is updated and re.fleeted. in I 

........ ------........ -----.-.....,.,,.....,.....,.,..,---~ lare able to restrict access acc.ording to a user's eligibility _____ .... 
~tatus . This control was previously handled at a system level but is now 
ma.llage'd·-by l ISID requests 
closure of the recommendat10n. 
(U) Status: OPEN 

(U) OIG Comment 

(U / fFOUO) Closure of this recommendation will be evaluated upon receipt 
of documentation supporting the action taken. 

!Required Reviews of FAA §702 Selectors 

b 
1 

(S/0H') Under FAA §702 authority, analysts are required, before tasking 
~b~~J~-P L 86_36 selectors, to determine fuat the intended target is a non-USP reasonably 
(b)(J)-50 use 3024(i) believed to be outside the United States and confirm that the person is 

appropriate fo1· targeting under FAA Certifications . After tasking is initiated 
and collection begins, the targeting procedures require NSA to conduct post
targeting analysis "designed to detect those occasions when a person who 
when targeted was reasonably believed to be located outside the United 

TQP i'iECRE T1$';.\'hS'A'fJ1'7.()H/l 
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(b)(1) . 
(b)(3)-P.L. 86-36 
(b)(3)-5o use 3024(i) 

f~)('t) 
(b)(3)-P,L. 86-36 
(b)(3)-50 US.~ 3024(i) 

TOP SECR:Er//Sim<JOfi OftJ<J 

States has entered the United States , and will enable NSA to take steps to 
prevent the intentional acquisition of any communication as to which the 
sender and all intended recipients are known at the time of acquisition to be 
located in the United States, OJ the intentional taTgeting of a person who is 
inside the United States." 

(S//PlF) To ensure compliance with these requirements , the Agency has 
implemented the Obligation to Review (OTR) process, which establishes 
standards for post-tasking reviews. 1nitial target verification must be 
completed within five days of receipt of communications for the tasked 
selector. Analysts must confirm that: 

The user of the tasked selector is the intended foreign intelligence 
target, 

• The target remains appropriate under the Certification cited in 
taskin g and is not a USP, and 

• The target remains outside the United States or there is no 
information to indicate that the target is inside the United States. 

IS// Pff) After the initial verification, analysts must review sufficient 
information to verify that no change has occurred in the target's status that 
wottld affect eligibilit-y for targeting. NSA's internal guidance directs that 
this r.e.vie.w is to be done at least every 30 days. In addition to the 
requirement·s -fo r -review! I analysts must determine 
whether the collection obtained is routinely of a type that might require 
prompt destruction (e.g. , domestic communications). s 

(8//SI//nF) Automation has been implemeht ed to support comoliance with 
th e OTR requirements. I 

(8/ I SI// PiF ll 

'(U, l?OUO) Guldnnce to Analysts on Obligalion Lo Revie\r Data Under Protect America Act and the FrSA 
Amendments Act (011 the FAA web page). 

TOP SECREFiK91,t,qv:{)Yf>.RJV 
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(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(b)(.fi· 
(b){lH>.L. ~6-36 
(b)(3).:S~ use 30~4(i) 

TOP SE CR:IJT//SI/lMOF ORN 

(UNFOUO) RECOMMENDATION 10 

~: ,','::,;;~:-)Improve accountability for compliance with NSA's interna l OTR 
requirement: 

·~·-I I 
I I 

{6J{'3 

... (UOFQ'=JOt ACTION: I I 
·-- -

{Li) Ma·nagement_ ~esponse 
. ., I 

I.:>/ I u-•/ I;,. I AGREE SID reports that the requiremen ts I I 
I I 
are completed: I I 
I I 

(U} Status: OPEN 
(U) Target Completion Date: I , .... - - -

(U) OIG Comment 

(U / ff8t18) Planned action satisfies the intent of the recommendation. 
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(U/fFOUO) FINDING SIX: The FAA §702 Curriculum Needs to 
Be Updated and the Training Requirement Enforced 

(U/IFOUOJ Although the new FAA §702 course significantly improved training 
content, additional subjects should be considered, and the training should be 
enforced. An online resource supporting adjudicator training is needed. 

{U) Analyst Training 

(U) SID has significantly improved training for FAA §702 

(U/ / FOUO) All personnel with access to FAA §702 raw traffic databases 
must take the training course "FISA Amendments Act (FAA) Section 702" 
(OVSC1203}, which provides students with an understanding of the legal 
policies and minimization procedures for this authority. 

' ·- .. -
-tt'r+-f...pj.,l;lJ. "FAA 7-02 Practfraf' Appltcations,~ ...... ~~~~~~~~~~~~~--' 

teaches aJ Jlication of FAA . 702 authorjty. The course is pa.rt of the 

--~~~~~~~~~~~~~~~--
which is establishing common 

standards and processes for SIG INT targeting and creating training and 
competency assessment mechanisms to support those standards. "FAA 702 
Practical Applications" will provide a tool to improve analyst understanding 
of how to app ly FAA §702 , including clear examples of documentation that 
meets the legal and policy requirements , and exercises in the use of the 
principles. Topics covered in the training include targeting requh-ernents, 
selector research, documentatio11 required to support the targeting decision, 
approval of taTgeting requests , analyst obligation to review communications 
to verify that selectors continue to meet targeting requirements, and incident 
research and reporting. 

(U//FOUO) "FAA 702 Practical Applications" does not address certain topics 
important to compliance with FAA §702 

ffS//Sf//NF) "FAA 702 Practical Applications" focuses on targeting and 
target maintenance. Certain matters were not included in the scope of the 
course, including handling of incidents resulting from improper 
minimization, dissemination, handling1 and site tasking. Based on 
interviews with SID personnel and OIG review of t he course, other matters 
should be conside1·ed for addition to the course: 

Explanation of the reasonable belief standard , 

Reporting {including the new procedures required for handling 
MCTs) , 

Query requirements, and 

Procedures for sharing FAA §702 -derived information within the 
Agency and disseminating FAA §702-derived information to 
customers. 
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(U/ffOUGi "FAA 702 Practical Applications" is not enforced for targeting under 
FAA §702 authority 

{U //FOUO) According to S2 officials, completion of "FAA 702 Practical 
Applications" is required for analysts who have access to data derived from 
FAA §702 collection. The course offers more detailed training in the 
application of the authority and the potential to improve targeting efficiency 
and compliance with FAA §702. However, the requirement to take the 
course will not be enforced until ADET modifies the content to address 
defieiencies ·identified ·by l I SID Operations personnel plan to begin 

... ~i;iforcing the requirement for all analysts with access to FAA §702 
information·! I 

(U) Adjudicator Training 

. ... 

(8//SI//Pff) Adjudicators verify that targeting requests meet FAA §702 
compliance standards before taskin~. A si2:11ificant trainin~ effort was 
undertaken I 

11Jut a standardized online resource is needed to support current ....____,.....,........,......__. 
and tuture adjudicators. An online course would provide the basis for 
performance standards1 support consistency of training, and serve as a 
ready reference when questions arise. 

(U//FOUO) RECOMMENDATION 11 

(U/lf'OUO') Modify the FAA §702 curriculum: 

(U/iFOUO) Include additional training on incidents (e.g., from 
improper minimization, dissemination), reporting requirements 
unique to FAA §702, query requirements, sharing of FAA §702-derived 
information, and an explanation of the reasonable belief standard; 

(U//FOUO) Update "FAA 702 Practical Applications" and enforce the 
requirement for all FAA §702 analysts to complete the course; and 

• (Ul/FQUOJ Document the adjudicator training and make it available for 
reference. 

(U//FOUO) ACTION: I 

TQl' h'ECRE T1S'8-hSWfJP:OltN 
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(U) Management Response 

(U//FOUO) AGREE 
OVSC1203: SV will work with ADET to update the FAA §702 (OVSC 1203) 
course to reflect the amended Targeting and Minimization Procedures that 
the Foreign Intelligence Surveillance Court approved in September 2012. 
I lwill publish training slides onto the S2 FAA §702 Targeting 
!Review GuidancJ web page and work with ADET to upd_at~ _O.Y~C . .1203 0 

....... 

CRSK 1304 &_ 1305; Up'daies to "FAA 702 Practical Applications" 
(.CRSK130'4f and "FAA702 Adjudicator Training" (CRSK1305) were 

-completed! I In addition, en forced registration in the 
ELM program an d targeting proficiency st atistics to the individual level as 
well as completion rate of any requ ired FAA §702 training (NCS courses) 
'will b~ ~ om°j>leted I I Structured on-the-job training will be 
phased iii.. · .. 
(U) Status: OPEN · .. 
(U) Target Completion Date:· ! _________ _,, 

(U) OIG Comment 

(U / /FOUO} Planned action satisfies the intent of the recommendation. 

(U) Conclusion 

(U / fFOU Q-) NSA has designed a system of management controls , including 
training, policies, processes , procedures, systems. and oversight , to ensure 
compliance with FAA §702. Our recommendations suggest ways to improve 
the overall control environment in which the FAA §702 authority is used. 

(U) This review examined the design of the controls. Compliance and 
su bstantive tes ting needed to draw con clu sions on the efficacy of the 
management controls will be conducted in a later review. 

37 



DOCID : 4273133 

(U) This page intentionally left blank. 

38 



DOCID: 4273133 
TOP SE CR:IJT//Sf//MOF ORN 

IV. (U) OBSERVATIONS 

(U//FOUO) Procedures to Improve Representations to the FISC 

(b)(3)-P.L. 86-36 

(U / /FO UO) In an operation as diverse as NSA , where a multitude of legacy 
systems are involved in processing and compliance under a given authority , 
it is understandable that variations might exist in systems and manual 
procedures involved in the application of authority under FAA §702. These 
variations have the potential to create compliance concerns when standards 
are mandated for ~ll. i:~s..ers of.an .authority·; I I NSA expanded its 
use"ofVerificaffon of Accuracy (VoA) procedures to NSA's FAA 702 
Minimization Procedures and Affidavits. NSA's VoA procedures are to be 
applied to written representations that describe NSA's acquisition, 
processing, retention, analysis, a,nd dissemination and form the basis of a 
legal opinion, a FISC Order, or an Executive Branch decision or authority. 
The purpose of a VoA review is to increase confidence that t he 
representations made to external entities are accurate and based on a 
shared understanding among operational, technical, legal, policy, and 
compliance officials. The VoA procedures require all factual statements 
within the declarations to be verified. Subject documents must be reviewed 
by authorizing individuals identified by senior leaders within the 
Directorates. 

(U / /FOU8) Additional training, maintenance of clear and updated guidance, 
and continued implementation of the Vo A procedure s will provide an 
increased level of confidence in obtaining a consistent understanding of 
Agency processes and in the accuracy of representations made regarding 
these processes to outside authorities (see Recommendations 7 and 11 ). 

(U/IFOUO) Effect orl 1-·oo __ ~ompliance with FAA §702 

(u//
-~,, r.\ I 

• '-' V'-'f I 

'fOf' S'ECR.£ T1S'ShSW()YQ/'.N 
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(b)(3)-P.t. 86~36 

{UJ/FOUO' Effect of Manual Entry of Information on Targeting Requests 

(b)(i) ' 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(b)(1) 
(b)(3)-P.L. 86'-36 · .... 
(b)(3)-50 USC 3024(i) 

(S// NF) A significant requirement for processing targeting requests under 
FAA §702 authority is the documentation of support for analysts ' 
determination that the target is outside the United States and is not a USP. 

(S// HF) Before the targeting request is approved, adjudicators review the 
sources documented in the targeting request that support the foreignness of 
the selectorA 
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V. (Uh'FOUO) SUMMARY OF RECOMMENDATIONS 

(U//F9UO) RECOMMENDATION 1 

(U//FOUO) Establish for FAA §702 targeting analysts and adjudicators ACE performance 
objectives based on completion of a specified profic iency level of the Targeting 
Workforce Readiness Standard and ELM train ing plan. 

(SrtNF) ACTION: ------------, 
(U) Status: OPEN · (b)(3)-P.L. 86-36 
(U) Target Completion Date: .... I ___ ___. 

(U//FOU9t RECOMMENDATION 2 

(U//FOUO) Develop metrics and management reporting to: 

Measure targeting analyst and adjudicator compliance with FAA §702 targeting 
and minimization procedures and 

• Support analysis of trends indicative of needed changes in training or guidance. 

(U//FOUO) Coordinate this process with the Comprehensive Mission Compliance 
Program. 

(SHPdA ACTION: _I ________ I 

(U) Status: OPEN 
(U) Target Completion Date: .... I ____ ___.I 

(b)(3)-P.L. 86-36 
{b)(~) 

(U//FOUO) RECOMMENDATION 3 
(b)(3')•P,L. 86-36 
(b)(3)-5o·-u~c; 3024(i) 

tTSf/Sl//P4F~ 

(U//FOUO) ACT ION: ._I --

(U) Status: OPEN 
(U) Target Completion Date: .... I ___ ___, 

..... (b)(3)-P.L 86-36 

(U//F9UO) RECOMMENDATION 4 

I 

(TSHSIH~~F) Although not required by the minimization procedures, SV should include in 
the spot-check of disseminations of FAA §702-sourced material procedures to evaluate 
analysts' compliance with the documentation requirements pertaining to dissemination 
based on discrete communications within MCTs. The spot-check should also evaluate 
proper use ofl lper NSA poli~y_. 
(U//FOUet ACTION: SV ·~ (b)(3)-P.L. 86-36 
(U) Status: OPEN 
(U) Target Completion Date: I I 
(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of 
documentation supporting the action taken. 
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{U//FOUO) RECOMMENDATION 5 

(U/IFOUQt Periodically provide management an assessment of targeting analyst and 
adjudicator performance against the legal and policy requirements for FAA §702 
targeting based on SV reviews of targeting requests. Coordinate with FAA §702 metrics 
reporting (see Recommendation 2). 

{U//~QUO) ACTION: SV 
(U) Status: OPEN 
(U) Target Completion Date: ... I _____ _, (b)(3)-P.L. 86-36 

(U/IFOUO) RECOMMENDATION 6 

(U//FOU~ Implement the super audit process and provide periodic feedback to FAA §702 
auditors and their management on the quality of audit pertormance. 

(U//FOUO) ACTION: SV 
(U) Status: OPEN SID/SV reports the super audit process is fully implemented for FAA 702. 
(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of 
documentation supporting the action taken. 

(U/JFOUO) RE COM ME NOA TIO N 7 

(U//FOUO) In conjunction with the Rules Management framework, establish a process to 
maintain authoritative guidance supporting compliant execution of FAA §702 authority: 

Organize the information to facilitate research by topic, 

• Coordinate changes in guidance with required training, and 

Establish a single SOP as the guidance for adjudication of all FAA §702 targeting 
requests. 

(U/}FOU~ ACTION: ...._ _____________ ____.. 

(U) Status: OPEN 
(U) Target Completion Date: .... I ___ ___.I -· - (b)(3)-P.L. 86-36 

(U//FOUO) RECOMMENDATION 8 

(U/IFOUO) Increase automation of the purge adjudication and execution processes to 
support complete and timely execution. 

(U//FOUO) ACTION: I I · 
(U) Status: OPEN .......__ _____ ___. 

(U) Target Completion Date: I 1-· 
.. '(b)(3)-P.L. 86-36 

(U/tFOUQt RECOMMENDATION 9 

{U//FOUO} Establish for repositories of FAA §702 data,I 
means to verify that users remain eligible for access. 

(b)('3)~P .L. 86-36 

--- I a 

(U//FOUO) ACTION: I I °(b)(3)-P.L. 86-36 

(U) Status: OPEN SID reports that actions have been taken to resolve the recommendation and 
requests its closure. 
(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of 
documentation supporting the action taken. 
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(U/!FOUO) RECOMMENDATION 10 

(U//l'OUO} Improve accountability for compliance with NSA's internal OTR requirement: 

: I ________ _____, 
(U//fiOUO) ACTION: .....__ ________ ..... 
(U) Status: OPEN · · 
(U) Target Completion Date: I I ······ -· (b)(3)-P.L . 86-36 

(U//fiOUO}-RECOMMENDATION 11 

(U//f'.OtJOtModify the FAA §702 curriculum: 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)..SO USC 3024(i) 

• (U//fiOUO) Include additional training on incidents (e.g., improper minimization1 

dissemination), reporting requirements unique to FAA §702, query requirements, 
sharing of FAA §702-derived information, and an explanation of the reasonable 
belief standard; 

• (U//F-OUO') Update "FAA702 Practical Applications" and enforce the requirement 
for all FAA §702 analysts to complete the course ; and 

~ (U//fOU~ Document the adjudicator training and make it available for reference. 

(U/IFOUO) ACTION: I 
(U) Status: OPEN ------------
(U) Target Completion Date: I I-.... ' "('6)(3)-P.L. 86-36 
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VI. (U) ABBREVIATIONS AND ORGANIZATIONS 

(U) ADET Associate Directorate for Education and Training 
(U) CDW Corporate Data Warehouse 
(S/fNF) CIA Central Intelligence Agency 
(U) DIRNSA Director of NSA 
(8//81/0IF) DNI Digital Network Intelligence 
(8//81// MF) DNR Dialed Number Recognition 
(U) DOJ Department of Justice 
(U) ELM Enterprise Learning Management 
(U) FAA Foreign Intelligence Surveillance Act Amendme-nts Act 
(U) FBl Federal Bureau of Investigation 
(U) FISA Foreign Intelligence Surveillance Act 
(U) FISC Foreign lntelligence Surveillance Court 
(U) ISP Internet Service Provider 
('f S/ /SI/ f MF l MCT Multiple Communications Transactions 
(U) MPL Master Ptuge List 
(U) NCS National Cryptologic School 
(S//~fF) NTOC N8A/CSS Threat Operations Center 
(U) ODNI Office of the Director of National Intelligence 
(U) ODOC Office of the Director of Compliance 
(U) OGC Office of General Counsel 
(U) OIG Office of the Inspector General 
(U) OTR Obligation to Review 
(U) PAA Protect America Act 
(U) _P_L _____________ P_r_o_d_u_ct __ L_in_e ________________ __ 
(lJ.} _______________ _ 

(U) 802 SIGINT Policy and Corporate Issues Staff 
(U) _s_2 _____________ S_I_D_ An ___ al_y_s1_·s_an __ d_._P_r_oc_lu_c_ti_·o_n ______ __ 

(Ii)( 3)-P .L.-ii6-36!8i I 
. . . (U) .......,. ____________ _,,... ___ ......,.. ______ ......,,.. _________ __,_,_.,_.___. 

(U) 83 SID Directorate for Data Ac uisition 
(U) 
(U) ~S-ID..-----------~S~1-gn_al...,....s~I~n~te-l-ig-e-.n-c_e_,,,,D~n--e-ct-o-r-at-e---------

(U) SIG INT Signals Intelligence 
(U) SOP Standard Operating Procedure 

~gi· l.....__ ________ __.I 
(U) SV SID Oversight and Compliance 
(U) TD Technology Directorate 
(U) 
(U) 
(U) 
(U) 
(U) ~U~~--p...------------.u .......... ~~. -p-e-rs_o_n ________________________ ___. 

(U) USSID United States Signals Intelligence Directive 

TQP 8ECftET1>1Sf15'HOFOltN 
45 



DOCID: 4273133 

1u)D-· 
(U) VoA 

'fO:e SECRJS:'f//StNt<IOf OR:N 

··I J -· · ···~· :.:-= .......... ,,,. -=--= -'""· ................... (h)(3)-P.L 86-36 

Verification of Accuracy 

_TOP htECR£ Tt?'lihS'A'OfAOflN 
46 



DOCID: 4273133 
Tor Sf! C~T//St//NOfi' oru~ 

(U) APPENDIX A 

(U) About the Study 

TOP SECR£T/fSllfHOF Ottf~ 



DOCID : 4273133 
'f0"13 ~l!CIU£ l/ISl/INOF ORN 

IU) This page intentionally left blank. 

TO~ SECR:ETh'Sl//HOF Ofttoei 



DOCID: 4273133 
'fOP SE CR:ET//Sf/flqOf ORP* 

(U) ABOUT THE STUDY 

(U) Objective 

(U / /FOUO) The objective of this study was to assess the adequacy of 
management controls designed to provide reasonable assurance of 
compliance with Section 702 of the Foreign Intelligence Surveillance Act of 
1978 (FISA), as amended by the FISA Amendments Act of 2008 IFAA §702). 

(U) Methodology 

(U / /FOUO) This study was conducted from March 20 11 to February 2012 
and was based on review of published and draft forms of guidance; review of 
certain controls in systems supporting application of the authority; and 
interviews with managers and analysts responsible for targeting, approval , 
and oversight subject to FAA §702 requirements. (This report of the study's 
findings also incorporates information that was provided subsequently , 
primarily with respect to Finding Three .) Testing of the controls identified 
will be the subject of a later review. 

(U / / FOUO) The study was conducted according to the standards of the 
Council of the Inspectors General on. Integrity and Efficiency Quality 
standatds Jot Inspection and Evaluation, January 2011. We believe that the 
information derived from interviews and the documentation reviewed 
provides a reasonable basis for our findings , observations, and conclusions 
according to oi.u study objectives. 

(U) Use of Computer-Processed Data 

(U) The use of computer-processed data was not necessary to perform this 
audit. 

(U) Prior Coverage 

(U//FOUS} Assessment of Management Controls to Implement the Protect 
America Act (PAA) of 2007 

(S//HF) The Assessment of Management Controls to Implement the Protect 
America Act of2007 found that additional controls were needed to verify that 
only authorized selector s were on collection and that tasked selectors were 
producing foreign intelligence on the expected targets. The study also 
identified the need for more rigorous controls to increase the reliability of 
spot checks for PAA compliance (PAA was the predecessor to FAA}. 

T(Tr .'SECltE 'f17'Sfll'NfJFOltN 
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(U/ffOUO} Audit of the FISA Amendments Act (FAA) §702 Detasking 
Requirements 

(S//NFtThe OJG Audit o the FISA Amendments Act '.FAA §702 Detasldng 
Requirements 

and that the Agency does not have a 
_c_o_n_s-1s"""t-en__,...t _p_ro_c_e_.s_s...,t_o_e_n_s_u-re-.-a- s-eamless u:ansiti.on from FAA §702 authority 

to FBI FISA. . .--

(b) ( 1 ) 

(b) (3 ) -P . L. 8 6 -36 
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(U) FAA §702 CONTROL REQUIREMENTS AND MANAGEMENT CONTROLS 
(b) (1 ) 

(b) (3)-P.L. 86-36 

-f.3//Plli'f Many of the internal control requirements are established by the Affidavit of the Director of NSA DlRNSA 
submitted for each Certification, Exhibit A to the Affidavit. and Exhibit B to the AfJidavit. 

x u 1t A esta > 1s 1es e Agency s AA ' targetrng procec ures: e process or etermmmg at a person 
targeter under Section 702 of the Foreign lntelligence Surveillance Act (F£SA) Amendments Act of 2008 (PAA §702) 
authority is a non-U.S. person (USP) reasonal>l_v believed to be located outside the United States; required post-targeting 
analysis to ensure that the Agency does not intentionally target a person known at the time of acquisition to be in the 
United States and does no t result in intentional acquisition of domestic communications; required documentation of the 
foreignness determination: com pli::mce and oversight; and steps required for departure from the procedures. Exhibit B 
contains the minimization procedures to be used for information collected. In addition to the control reqnirements 
established by the affidavits and exhibits, the Standards for Internal Control in the Federal Government provide a 
general framework of controls that should be incorporated 'into daily operations. 

(U) This document provides a summary of the internal controls in place to meet these requitements. 

I UP S/!:Clt'l!'ff/8fl/NOFflR,.,.' 
B-1 
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Control Objeotlve' Source 

{U) TARGETING PROCEDURES 

1 I (U) Deterrnit>ation of Whether the Acquisition (U) Exhibit A 
Targets Non-USPs Reasonably Believed to Be 
lcx:ated Outside the United States 

... SA determines whether a person is a 
no!1"USP reasonably oeneved to• be outside the 
United States In lignt of the totality of the 
oircums·tances based ·on the information available 
with res~t to -the ~rson.I I 

I I NSA 
analysts may use lnforrnahon from one or more ol 
the lollowlng to make that determination: 

lead infonnallon 

Research in NSA databases. available reports . 
and collateral information 

I I 

rb)(1 ) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

Assessmen t 

Control Descr iption Needs Good Adequate Improvement 

Targefing Requirements: 

~ I 

I I 
~ hhe selector tasked 

and support ror tile reasonable belier or rore19111'1ess is also required 

~The TargeUng Rationale (TAR) State111ent 1s also required and 
documents wtiy targeting fs req~sted and must indicate the !fe to a 
foreign intelligence purpose specific to 111e F fl..A Certification under which 
largeUng is requested. 

~ I 
I 

!( 

(SiiSlilldf} Releaser re"1ev1. Signals lntelllaence ( :'.~ND Olrectoj 
groduct Line (Pl) personnel review! I 

argeting Requests for overall compliance w1 h he chosen F 
rt ation before releasino tt for adludicationl I 

I I 
~Adjudieatlol'\. All targeting requests submitted under EAA §702 

Certifications must pass this re\iiew for accuracy of process1ng and 
compliance with FAA §702 requirements. It inotudes tile 
appropriateness o1the target t6 th"> oertijlCetlon, verification or Irle 
support for reasonable belier or foreignness. confirmation that the most 
r~cent f<>relgnness support fs o;sed . and that the lnr<>rmatlon sui;>PQrts thlf 
non-USP status or the target. (See reoommendat ion 11 regarding 
determination of a single Standard Operallng Procedure (SOP) 1or 
adju.dication l 

TOf' 3f!;CftETfJ'Stlll f"fJFNRN 
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Assessment 

Control Objective· Sourc e Control Description Needs 
Good Adequate 

Improvement 

2 (U) Oetermlnatlon of Whether the Aoqu1sitlon (U) Special Processing: 
Tar.sets Non-USPs Reasonably Believed lo Be ··-· 
Locate(! Outside the Unileq S~tes (conUnued) 

.. ' 

(0)(1) -tSfi!'+F1 The Central Intelligence Agency {CIA) has its own nomination tt 
(b )(3)·P.L. 86-36 . process. Reouests are reviewed for FAA S702 comollanee bv NSA 

(b)(3).SO USC 3024( ~ bersonnell I 
I I 

1 :sv penorn1s tne 
<ldjUCllcanon 1ev1ew. 

86-36 ~FBI Tasking Requests ; The FBI Implemented -its own (b)(3)-P.L 
nomination proceS$ subsequent to the field wor1< 011 this studyc:::J 

I I 
' ·-· 

3 ··-· ' io acquile communications about the (IJ) Exhibit A " IP filters are used to ensure that one end of collected .. 
tarr.iet ttlat are net to or ttom 'the taraet. NSA wilt communlcat1ons for DNI selectors is foreign (see special requirements 

II I lo en$Llre for Multiple CommUnio~tion• TR1n•~otlons (MCT•) - Mlnimiution ~ 
that the person from whom it seeKs 10 obiaih Procedures, row 4). 
forejqn intemoence [!\formation ls located overseas 

I (b)(1) 
lf'I ' "' Will dire~! (b)(3)-P.L. 86136 

surve111ance at a pany 10 the communicat ion 
reasonatlly believed lo be outside the United (b)(3).so use 3024(i) 
States_ 

4 (IJ) Assessment of the Non-USP Status of the (U) Exhibit A (U) See Targellng ReqU1rements (rows I and 2). 
T~r.eet 

~Information that NSA examines to 
determine wtiether a target is reasonably believed 

It to be localed outside thil United Stales migrit also 
bear on the non-USP status of the tarQel , For 
e~amote1 

(b)(3)-P.L. 86-36 
B-1 
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5 : - To orevent tnadvarie!'ll laroeliho of a (U) Exhibit A 
USP.I I 

,__...,. I 

F(jP .'iEl'R£ni'8t!VNtJFr1/1'1f 
(b)(1) 
(b)(3)-P.L. 86-36 
(bl(3)-50 USC 3024(i) 

Control Descr iption 

I~ 

I 
1 ............... , , "•"•' ~r ' I• 

ITll& adjudicator's review verifies 
the reasonable belier or roreTgnness and that there ·is no contrary 
lnfomiation concerning the. target's U.SP status 

(b)(1) 
/h\l~\.D I RC ~C 

T8P SCCR£T1"!U1iWOPtJRJ'i' 
B-4 

Assessment 

Need s Good Adequa.te Improvement 
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IJ 

Control Objective· 

~Assessment of the Foreign Intelligence 
Purpose or the Targeting 

~To assess Whether the tar~et possesses 
and/or is likely to communicate foreign fntellinence 
information related to a lorelgn power! I 
~ NSA considers information about serector . . 

. 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-so use 3024(i) 

Source 

(V) Exhibit A 

TtW li£CR£ES'8M'A'6'F0HA' 

Contro l Descr iption 

~The TAR statement documents why targeting is requested and 
must indicate the tie to a foreign intelligence purpose specific to the FAA 
Certification un(ler whith targeting ls requested. Thls Is subject to 
adjudication, 

(b)(3)-P.L. 86-36 

TOP SECR£'F1$'5l!V-NOFOR1"'' 
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Control Objeotlve' Source Control Descr iption 

II. (Uli'Fel:fe7 POST -TARGETING ANALYSIS BY (U) Exhibit A ~NSA's hilernal Obligallon lo Revl~w {OTR) policy lequ!res 
NSA analysts to perform reviews as follows: 

" ·- Post-ta19et1ng analysls is designed to - lnltia1 collection must be reviewed Within 5 days to verity that the 
ct~tect When a person who. Wilen targeted, was t:lser of Ille selector ls the intenQed foreign intelligence target. 
reasonably believed to be located outside the the target 1s appropriate to the FAA Certification under Which ft 
Unrted States f\as since entered the United States is taskeci. and U1e selector is not in the united States or a USP. 
and Will enable NSA to take steps to prevent Collection must be reviewed al least every 30 days to arrirm the 
intentional acquisition or communication in which target's foreignness and non-USP status and verify that 
the sender and all Intended re~ipients are known ~t information obtained ls not of a type to requlfe in'lmediate 
the time of acquisition to be located in tl\e Uhlted destruction (e.9. , domestic communications). 
States. or the Intentional targeting of a person Who ... 
is in the Unrted States. Such analysis may Include: 

r-r.m'HMI 

I 

(b)(1) 
(b)(3)·P.L. 86-36 

(b)(3)-50 use 3024JilW .r;ECR£'fWf\'fl>)"i(}FtJfM' 
B-6 

I 

I 

I 

Assessment 

Needs Good Adequa.te Improvement 

(o)(1) 
(b)(3)-P.L. 86-3 ~ 
(o)(3)-50 use JO 24(i) 

ia 

' 
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8 Ill, (U) DOCUMENTATION (Ul Exhibit A 

~Analysts who request tas~ing w111 
document 1n, the tasking datal>a!.e a citation or 
citatlo11s to tne ·information tnat led. them to 
reasopably belfeve t11at a targeted persoi:1 i~ 
located outside thi; United States. Before tas1<in9 
is approveq, the 1;1atabase entry for that tasking will 
be reviewed to vet'ify tl\at tlie database entry 
conta.ins tne necessary citatlons. 

~ A citation ts a reference that identifies the 
~.-.1 ...... .,p nfth,,. · I 

I I Y/hlch NSA 
w111 ma1n1a1n, 1 ne cttauon v~ll enable 111ose 
responsible for conducting oversight to locale and 
review the lnfonllation that led NSA analysts to 

(b)(3)·P.L. 86 conclude that a target is reasonably .believed to be 
located outside tne United Stat.,s. 

~nalvsts also will identny the foreign power 
labOut which tney expect to 

ootain 1ore1gn 1nte1ligence. 

g lV. (lJ) OVE:RSIGHT ANO COMPLIANCE (U) E:~hiblt A 

(U/~SVwittl NsA's OGCwill aevelop ana 
deliver training to ensure that personnel 
re~poo6J ble for oppro'V1ng t;>r.getlng ot ~r$on& 
under FAA §702, as well as analysts with aocess 
10 tile acqulred rorelgn Intelligence Information, 
understand their responsfbltilies and the 
procedures that apply to this ac~ulsition. 

Control Description 

~II targeting requests submitted unde1 FAA ~702 Certifications 
are subject to review by an adjudiGator for verification or c.ompllance Will\ 
requirements Including appropliateness of tne 1arge1 ·10 the Certtticatlon. 
support for determinaUon or foreignness and USP status. and foreign 
intelligence purpose. The adjudicator is responsible for ensuring that tl1e 
support for reasonable belief or fore1gmess 1s documented in a 
database 111;iintalned by SID SV. 

~Tl\e targering syslem 1equ1res lhe analyst to olioose from a 
menu of foreign intelltgence puiposes spec1fic to each FAA §702 
Certif•~••on "~-the certification is' chosen. the analyst musQ 

I associated with thatcerf1ficatlo11. Ir the 
115 not in the menu. lhe seleGtOr cannot Pe taske un er 

FAA authority 

36 (bJ(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(Uflfet:le; Adjudicators are subject to Ille same tralning requirements 
as ana{ysts They also have received in-person training on the targeting 
reVlew process. Oocumenta!lon standardizing the lnrom1ation provided 
in tt>is ttalninJJ has not been made available onlirie for relerenel! by the 
~djudi~tors . 

(U/~ sv and, OGC deve.toped the "FISA Amendment Act (FAA) 
Seotion 702" course (OVSC1203) when FAA was Implemented It 
focuses on lhe legal requirements of FAA. 

(UIJ~ A new cour~e "FAA 7~ Af)Pllcalions • 
(CRSK1304), was made available It provides analysts with 
detailed examples or use of the aut Jity. e requirem~nt for its 
completion is not yet enforced (see Ri;commendation 11 ). 

(b) (3) -P. L. 86-36 

'f'O~ S£CR£'f1/'ft'bVNfJFf::JR;tl 
8-7 
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Assessment 

Control Objeotlve' Sou rce Control Descr iption Needs Good Adequate Improvement 

10 (Uh'Fel:!&1 SV has established plocesses ror ( U) Exhibit A \U/,~All col~tion stores must be oomplla11ce certified before lhey 
ensuri119 that rav11raffi<: is labeled and stored only can be used to p~ocess or store FAA §702 data. 
in authorized repositories and is accessible only to (Ll//Fe!1et All FAA §702 ~ystems are certified ror purge and access 
those Who havl! had fhe proper !Faining. f~nctions . 

{h)(3)-P.L. 86-31 
/U~ To obta1n access to the FAA §702' databases, individuals 

, must have an af)proved mission (enteres! 1nl I by their 
.uoervisorl. aboroorlate clearances (supervisor must request in the 
I ISys\em). and required training 
\Ovel\/iew 01 tnteutgence AUlhOrttles, USSID 18 Legal Compliance and 
Mlnimizatfon ProcedLJres, and OVSC1203/. 

tB . .'Sf rnFJ Requests for anafysts' access 101 I 
I .... -~1 5')(11 

(:lontalning r AP. ~ ruL data nu1st 
{b)(3)-P.L. 86-3~ De suom111eo oy an access sponsor I 1access must be 

approved by lhec:::::::Jowner: ( t>)(3)-51l USC 30 24(i) 
(U/~SV reviews requests for compartmented accesses, vetifying 
!hat the analyst has required training and an appropriate Justification lor 
access (e.g .• Includes mission function. targets requiring FM access) 

· ·· I I 
CJire not able to venly an accounl folder s contmu1ng ei1g161hty lo 
11cces$ FAA §702-derlwd collection. Eligibility is determined When lhe 
acc"Ount fs establfshed. Compliance with annual requirements to ~pdilte 
l(3rjM l§•Oot verified at &ign-ort a('""t 3QCOtrDt §r+up (ttlJt W3~ conectecJ 
for l in a system update (see Recommendation 
9). 

-
(b){3).P.L. 86-36 

B-8 
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Assessment 

Control Objective· Sourc e Cont rol Description Needs 
Good Adequate 

tmprovement 

11 (U/irel::let SV Will conduct oversight acti\/ltfes and (Vl Exhibit A (U) Incident Reporting - see ro\~ 13. 
will make necessary reports, Including those .. -... SV performs the loliowing oversight activities : 
relating lo incicrenls ol non-compliance, to the NSA 

.. 
-I lr>ewly tasked or retasked before lnspertor General and OGC, 

sending lo DOJ and Office or the Direclor ol National lntelhgence IODNI) 
-fei'IHt't SV will also ensure that corrective 3(:tlons bi-weekly. 
are taken to address identttied deliclencies. To 

I I 

( b)(1) that end, SV wlll conduce perlodic spot checks or 
targetrng decisions and tntelligence d1ssemlnalions ( b)(3)·P .L. 86-3 ~ 
to ensure compliance witf'I established procedures (b)(3)-SO use~~ 
and conduct periodic spot checks of querte5 in 
dala repositories. 

24(1) 

- Review largeling support for tl'le bulk of ttems reauested bv 
OOJIODNI for the 60-day rellieWI I 
~l If support is insufficient. ::>v Wiii to11ow up wnn 'tne aa1uaicator j;I 

gellng analyst ror addttlonal suppott or corr~llve action (IJ'\Ollldlng 
possfble detasking), 

(b)(3)-P.L. 86-36 - Spot check serialized reports based on FAA §702 i11formation. 
re122rts containing USP identifiers. and evaluated. minimized tram<C:J 
I I following up on ldentttied 

d1screpancTes ProVide record of all FAA §702- derived dissemination lor 
review by DOJ/ODNI and follow up on any issues idenllfled in their 
review . SV's snot check of serialized dlsseminaUons does n<it include 
llrocedure.s I I -

II 111eriflcat1on of analysts'- -
compliance with me m1n1mizat1on procecures' documentation (b)(3)-P.L 86-36 
~quirements 101 dissemination derived rrom MCTs(see 
Reoommendation 4), 

- OVersfght of Ouenes: All quenes are reviewed daily by audttors in 
th!! SID produotion cenfefs. SV has n<it conducted reviews of auditor 
peJformance consfslently (see ReconimendaJion 6). 

12 (U~ DOJ and ODNI wlll conduct overslgl11 tU) t<hlbrt A (UI~ SV coordinates bi-monlhly reviews by DOJIODNI of targeting 
of NSA's exeroise or (FAA §702 authority), Which and dissemination. tnctuding responding to questions rai~ed and 
will Include periodic reviews by OOJ and ODNI providing feedback sessions to adjudicators on the overseers' findings. 
personnel to evaluate the implementation or tt>e ·- - DOJ performs reviews every 60 days covering all tasking and 
procedures. Sllcl'I reVlews will occu1 at least once dissemination for a iwo-month period. Every t5 days. SV sends a 
every 60 days . document to DOJ for each certification. one each for DNI a[l!l DNR Ii 

flstln9 all the kev fleld!> for the review. I I ... ,., (b)(3)-P 

I 
- L. 86-

I OOJ sends NSA a spreadsheet 
ot tne se1eators cnosen tor review. -sv must gather all supporting 
inaterial lor each selector. 

8-9 
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Contr ol Objeotlve• 

13 (UI~ NSA vAll report lo OOJ and ODNI 
inoidenls ol non-oompliaAce w1th these procedores 
by NSA iie™>nnet that result in the Intentional 
targeting or a person reasonably believed to ~ 
loca.ted In the United States the intenOonal 
targeting of a USP. or the 1ntenuonal acquisttion of 
communication in which U1e ~ender and all 
intended recipients are known at the time or 
acqulsihon to ·be loc.ated with•fl the United Stales. 

(U/IFEll:l91 NSA will proVide such reports whhln 5 
business day~ or leamfng Qf the lncfdeot. 

(~ Information acquired by intentionally 
targeting a USP or a person not reasonably 
believed to be outside the Untted States at the time 
of such targeting will be pUrgecj trom NSA 
databases. 

Tl>P tiECR£E/'Si'1S'l4l fJ FfJR!I 

Sou rce Control Descr iption 

(U) E)(hibll A (U) Incident Research/Reponing: 

(U/~ SV and the 1argeting team research ootenUal incidents 
faintly, SV maintains records of the inoidenls I I 

tin a SharePolm llataQase sv manages 
tne-foffow-up process to produce the required notice to DOJ/OONI Within 
6 business days of confirmation of an Incident. 
. ' I 

.. 11 I 

~OGC reviews the incfelent and ultimately determines whether It 
meets the criteria ror reporting to OOJ/ODNI. For inoidents of non· 
i:ompflance Vmli procedures (e.g .. falllJte to appropriately detasl< a 
selector. over..:ollection1. NSA must expfaln Why it happened. and what 
~teps were taken to remedlate lhe matter (1>.9,, p\Jrge data, provide 
·eddlttonal t rljini119) DOJ detennlnes whether the matter must be 
reported to lhe flSC In accordance wlth Rul~ 13(b) of lhe FISC Rules of 
Procedure. 

(U~The Target of Primary Interest (TOPI ) proVides SV wtth the 
parameters for necessaly purge of r l:;cl!pn. sy enti:rs thl" IQ lb• 
tncldeot record in s11arePolnl s2·s I 
~ses this infonnation to in~ia e e purge process . verliymg tria1 

pa ameters Include all affected collection without num!nn informallo11 
ell~ible for retention. I I 

I I 
I 11 ne purge process 
reT1es on man1.1a1 proceaures mat create a ris• 01 incomplete or untimely 
purge execution (see Recommendation 6). 

(b)(3)-P.L 86-36 

T9.P SECR£T1?!ShVNfJFORl'1' 
Tl- JO 

Assessmen t 

Needs Good Adequate lmprovemenl 

(b)(3)-P L. 86· 

I (b)(1) 
(b)(3)-P.L 8 ~-36 
(b)(3)-50 us t; 3024(i) 

~ 
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14 ~NSA will report to DOJ and ODNI Incidents 
or non-compliaoce (including over~ollectlon) by 

(V) Exhibit A 

any electronlo comrnunlcatloo servfce pro\.icter to 
whom the Attomey General and Dlfector Of 
N•tii>nal lntelligen~e> issued a directive undet §7o;2 .. 
Such repo•1 Wiii be made within 5 business day. 
after delerrtnnif19 that the provider has noi 
complied or does not Intend to comply with a 
directive. 

IS ~ In the event tliat NSA oonclu<:tes that a 
person Is reasonabl)' believed to be localed 

(1.J) E.Xhibit A 

ou:tside the Unlted S1ates and. after targeting, 
learns ttiatthe person is inside the United States or 
if NSA coticludes that a person, who at the Ume or 
targeting. wa.s believed to be a non-USP was In 
laet a USP, tt wlll take the followihg steps: 

t. Terminate the acquisttion witho<1t delay. If NSA 
inadvertently acquires a communication sent m or 
from the target While the targel was localed inside 
the UMed Slates , including communicatlon In 
M>ich the sender and all lnlend&d recipients ar~ 
reasonably believed to be loeated inside the United 
States ol the lime of acquisition. such 
communication v~ll be treated 1ri accordance wtth 
the mtnim~~tion pro\;ecture" 

2. Rs port the incident to OOJ and ODNI wit/lln 5 
business days 

~b)(3)-P .L. 86-

Cont rol Description 

tT3ii3l;i!4~ I Per ooc. the rme rcident reportlrro orocess ls used !or 
matters involving providers. Incident r.eportsl _ I 

tas 1nesu1t orpro der error have been filed v11lh the FISC.I 

tS1161ttlF) It is the analysfs responsibillty to lollow up onl I 
lnfonnallon from review of frame and detask all related selectors 
promptly if the target is in the United Slates or identified as a USP, the 
orimarv user is not the target .I I 

1 An incident is Initiated! I 
~dentlflcallof\ of rM~inn nr" ch e '" s """ 

r collection.I 
I I The 

targeting team works with SV to do.cument the incident. Information 
captured Cn the Incident Report database Includes the detasking datE!, 
whether other selectors associated Vlilh the target were detasked. and 
parameters for purge or communications Collected that are.ineligible roi 
retention. SV follows up with PL personnel to ensure that the incident 
record is complete. Including entry of purge criteria. 

~elector management ensures that l I 
Nindled Hmcl'v. rcQ·a:t'dle&s: or -analv5t turnover or 

~bsence. I d · (i?Spons101e IOI 11me1y IOllOW•Up. 

Note· lmplementat Jon 01! ~Ill add 
. controls over the process. Including a requirement lor P( management 
to docllmeot their reVteVI that the Incident record Is complete. 

~~[ 

,_ .. 

(U) See Row 13- Incident Reporting. 

TOP SECR£11/'ShVflOP<JR1\ ' 
B-11 

Assessment 

Needs 
Good Adequate 

Improvement 

,_. ................... - ...... (6)(1) 
I (b)(3)-P.L. ~~ 

(;I 
-36 

""f tb}(1) 
; (b}(3)-P L. 86-36 
' (b)(3)-5 USC 3024(1 

J 
It 

, ; 

: 
I 

I 
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Control Objeotlve' Source 

16 V. (U) DEPARTURE FROM PROCEDURES \U) Exhibit A 

~II. to protect against an immediate threat to 
ootional security, NSA detem11nes thal h must take 
action lemporarily in apparent deparMe from 
lhese pfotedures. and 1t is not feasible to obtain a 
timely 01odilfcalio11 or these procedures rroni lhe 
Attorney General and Director or National 
Intelligence, NS,A may take such action and will 
report that acttvlty promptly to OOJ, Under sOch 
circumstances, NSA Will continue 10 adf:\ere lo all 
of U)e statutory l!rnltations set forth in the Act 

(U) MINIMIZATION PROCEDURES 

'I Ill. (U) Acquisition and Processing - Genera.I (U) Exhiblt B. 

(a) \St,J t,if4F / Aoqu1siUon of information by 
targeting oon-USPs reasonably believed to be 

Section 3 

located outsfde the United States pursuant to 
FAA§702will f;eefrected inaccorclance with an 
auth011zatlon made by the Attorney General and 
Director of National Intelligence and will be 
conducted in a manner designed. to the greatest 
extent pesslble. lo minimize the acQulsition of 
lnfomullion not relevant to the authorized purpose 
or the acqulsttion. 

TffP A·Et 'R£ TA'81A'Plf:JF(JR-N 

Control Description 

(Ufl~ According to OGC. such actions would be coordinated by 
(hat department and involVe personnel at the hi91lest 1evels of tile 
Agency; OOJ/ODNI would be notified. No specific procedures or 
controls. have been developed. 

~See targeting and ad]ucUcatfon proces~es · foreignn.,,;s crite1la. 
TAR. etc. (row; t through 6 of Targeting Procedures}. 

I•- · •• ·- · I 
I I 
(U/i=uo..! I 
m•naoes over-collectfon evt;ntsl l 
I !they may-stop collecrtlon. (b 

r FA"r §701 query procedures define specific requirements tor use 
ot 111 q$ry selection tarms. 

~Daily audbs Of' quertes l I Identify overty 
broad queries CexcessiVe targe!rngj. 

1'{1P 6'£ CR£T;J'f;f,$J'l(}Fltfnt{ 
R-11 

Assessment 

Good Adequate 

It 

( 3)-P. L. 86-. ~ 
It 

Needs 
lmprovemenl 

(b){1) 
(b)(3}-P.L. 86 -36 

c 302 tb )( 3)-so u~ 
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Control Objective· Source 

2 (b) (U) Monitoring, Recording, and Processing (UI Exhibit B, 

(1) (9;;8iiil4f> Personnel will exercise reasonable Secllon 3 

judgment In determining whether Information 
aoqufrecl must be mini111fzed ano will destroy 
inadve11en11y acquired c.ommunicatioos ol or 
concerning a USP at the earliest practicable point (b)(3)-P .L. 81 
in Uie proces·sing cycl" at which such 
communication can be identlOed either as clearly 
not relevant to the authOriz<!ll purpose oi the 
acquisition {'e.g .. the communication does not 
coi1ta111 foreign intelligence lnforma.tion) or as not 
c·ontalning evkle11Qe of a crime that may be 
disseminated under these procedures. 

tfS/r61 '/llF1 Except for l nteroet transaction ffom 
upstream collection such inadvertently acquired 
oommunications of or concerning a USP may be. 
retained no longer than 5 years from Iha-expiration 
date of tl'le cel1i0ca,tion aulhorizlng lhe collec~on. 

3 (4)~ As a communication is reviewed (U) Exhlbtt B, 
analysts wilt determine whettier it is a domestic or Section 3 
foreign communication to. from, or-about a target 
and is reasonably believed to contain loreign 
1ntelhgenc.e information or evidence_ of a crime. 
Only such communications may be process:ed. Ail 
other communications ma~ be retained or 

I 
d!ssemjnated only 1n accordance with pror:edUfeS 

I 
( 1>)(3)-P.L. 86-3 

Control Descr iption 
Good 

(Ul!fetj&) The f AA &702 training course (OVSC1203) specifies the 
tteps analysts are to take lo analyze communications lor ehgitilllty for 
relention. 

~' I I 
I 1 p[Oviaes a!fecfion for reteotionFdestl\Jctlon on the basis 
-'l!Jf,hemer 111e target was outside lhe United States al the lime of 
co lection and whether the communication is fo!elgn or domestic. 

~Unless an incident rs reporte<l from Improper acqtJisition or suet\ 
communications, there is no review process lo ensure that analysts 
lctentify and destroy them as <equlred. The cost ol such control would be 
proh1bttt11e The requirement Is Iha! all lc;!entitk>d issues of improper 
colleclion be reported to SVand aR lhcldent Initiated. Performance 
gfandards and analysis of actual versus expected perton11ance could 
Improve accountability for compliance (see Recommendations l-4). 

(U) Examination of retention controls was not Included tn this reView '(b)( t) 

I 

(b)( 
(b){ 

- H I 
l~rovides direction for retentionldestl\Jction on the basis 

of whether the target was outside the Unned States at the time of 
collection and whether the communication is foreign or domestic. ! his ts 
covered in detail in OVSC1203, the required FAA §102 training, 

(U) See also Obligation to ReView - row 7 ot Targeting Procedures. 

(U//~Paramelers for purge of collection associated with an 
lnc1dent are provided to SV by the 'TOPI and recorded In the incident 
record. in SharePoinl. S2. Purge and Pral;osklng Cornpllanc~ uses !his to 
Initiate the purge process, verifying !hat all af{ected colk!cilnn I• 
t..ton11110" ""h""' ""mr~ ;nrn.~•t1nn 011nt"'o ror rb'•"""'" I 

r 
1 ~V penorm$ follow-up 

to verify that t'urge and l'retasKmg Compliance hai (ljldated the inol<Jent 
record v~th the status of purge completion. The pUrg1> process reties on 
manual procedures that create a risk of Incomplete or untimely purge 
exec.utlon (see Recommendation 8) 

·- SV Worl<s With TOPI~ 10 prepare destnJctlon waivers !or 
obj&c1S that meet purge criterla ancl conlaln .significant foreign 
intetligenoe value or evidence or .a cnme or threat or harm. The 
Destrucllon Waiver must be approved by DIRNSA. 

TOP S£ CR£'fi?fi.li/flOHHt;'l' 
B-13 

3)-P .L. 86-3E 
3)·50 USC 31 

Assessment 

Needs Adequate 
Improvement 

" 

24(i) 

Ii· 
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Assessment 

Control Objeotlve' Source Control Description Needs Good Adequate Improvement 

4 Ill. (b)(5) flS'JSl ' !tlFJ Ptocassing of lntetnel (U) Exhibit B. ~1,al i.HF) The Teahnology Directorate devE!loped procedures to 
TransacOons Acquired ttirough NSA Upstream 'Section 3 analyze upstream collection. Data permitted for use by analysts must 
Colle.ction Techniques pave the active user (sender or recipie~ the target or be outside the 
(a) {lS" SI " tlF) NSA will take reasonable steps United Slates (currently approximately of u~rream collection). 

after acJulsi!ion to ident~y and segregat~ th!ough bat.a IS sequester~d ,.,h o n thP ~,.. ,,_ · ~-· i< •A•onnoh lu hcO••-" tn be in 

technica means Internet transactions that cannot the United states I I 

be reasona~ identified as containing single. I discrete commun1catkms in which the active user 
of Uie ttansaction ([.e,. the selector useo to sem:t or · ~- ·~ ·,., 1 There is no training on use or MCTsattliis time (see 
receive the Internet transaction to or from a service Recommendation 11). 
provider) is reasonabl~ believed to be located ID ~ 
the United States! I (b)(1) 

I (b)(3)·P.L. 86-36 
(a ) I . (+Sl'Sl 1~tdf1 Such se~regated 
communications will be retained In an access· (b)(3)-50 USC 3024(i) 
controlled repository accessible only to NSA 

(U/~ Efforts are ongoing to oevelop PfOCed.ures ror removing data analysts trained to review such transactions tor tt>e 
purpose of ldenttfying those ttiat contain discrete from sequestration and special training tor analysts who will process this 
communications In which the sender and all dala (no recommendation - in process) 
lntentled redpJ11ots are reason~bJy believed to be 
localed in the Unlted States. 

5 Ill. (b)fSJb. (l6"61 " '1f ) NSA analysts seeking to (U) Exhibil B, o .. _ .-..i .... "°'A ...t- 11....,,p-• ,...i rn r 110: .::I nf I l"~frA~f'n r.t'l.l!Artirt." 

use a discrete communicat1on withiti an Internet Section 3 
transacllon that contains multlpCe disorete 

Ii coo1municatlons will assess whether lhe discrete 
communi<:ation (l) ls a communication in ~Aiich 
the sender and all lnt•mdec;l recipients are localed 
in the Untted States and (2) ls to, rrom. or about a 
tasked selector or otherwise contains foreign 
intelligence inronnation. 

1 ra1n1ng on app11cat1on 01 mese proceaure.s nas not Deen <1eve1oped 
(see RecoMmendallon t 1 ), · 

lit lbl/5\b.3. " 

(b)(1) 
(b)(3)-P.L. 86-36 
lb\13)-50 USC 3024lil 
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IJ Ill. (b)(6) (Tah31ill4~) Magnetic tapes or other (\JI Exhibit B. 
storage medla containi119 FAA §102-deriVed Section 3 
communications may be q1te1!ed to ioentffy ancj 
select communicatlons for analysis. Query terms 
usa<l v~ll be ffm1ted to selectlon term~ rwsunably 
llkelY to return foreign Intelligence lnlom1alion. 
Identifiers or an 1denllflable USP may not be used 
as terms to Identify and select for analysis any 
Internet communication acquired through NS.A's 
upstream coueeuon teohniqU:es. 

(S1iSl i .llF) Any use of USP identifiers auerms to 
Identify and seJeet communications must first be (b)(1) 
approved In accordance witli NSA procedures.. (b)(3)-P.L NSA v~ll maihtarn records of all USP identifiers 
approved for use as selection terms. (b)(3)-50 I 

7 Ill (e) (U'IFEltl9\ Destruction or Raw Data (U) Exhibit B, 

1, - ·'- · .. ,. -, Communic atlons acqulre<J under Seotlon 3 

FAA §702 autl)olilles otner than through upstream 
collection that do not meet tlie retention standards 
set forth in these procedures and that are known to 
cont<rln communica!ions of or concerning USPs will 
be destroyed upon recognition and may be 
retained no longer than 5 years from the expiration 
date of the certification authorizi"g lhe colleclion. 

(b)(11 
(b}(3} P.L. 86-36 
(b)(3) 50 USC 3024( 

Fl+? /j£(:'R:£J;S?f'};S'Pl()FflR:ll 

Assessment 

Control Description 
Good Adequate 

~uldance on queries of FAA Databases states that NSA may not 
use USP names or identifiers as selection tem1s when reviewing 
colle<:ted FAA §702 data 

(U/~ Ouenes are subject to revt"ew ·by audttors In the S2 
production centers to vertry that !he query has a foreign Intelligence 
purpose within mission scope and reasonabty excludes p<otecled data. 

(U/~ Reviews. of lhe audits performed by Pl per$onnel have not 
been reg Warty executed by SV to ensure quallty of the aud~ process (see 
Recommendation 6). 

86~6 (b)(3)-P.L. 86-36 
fSC 3024(i) 

-· I I 
I I provides direction for retentionldeslruction on the bas!$ 
or whether the target was outside the United States at the time of 
collection and whether the communi~ation is foreign or domestic. This 1s 
also covered in detail on OVSC1203, the reqUired FAA §702 training 

( U) See also Obligation lo ReView - '°''' 7 of l'argellng Procedure•. .. - . A matri~ or scenarios/reasons pu.rge action is required is 
documen.ted ror authorities Including FAA §7 02. Purges are identified as 
tart ol lhe incidenl il'lvestigallon process· SV and the TOPI capJure tlie 

urge p;irameters in the lncfdent record on \he SV StiarePoint slle. The 
purge adjudlc-allon team ~rforms re,earnh to verirv eomoletelle$s of 
items identified for our"e I 1, 
I fPurge 
'aoJ1101cauon ano execuuon 1s manua1 ano suo1ec1 10 error a11ec11n9 
completeness and timeliness (see Recommendation 8). 

/Ull"""'""""Purae Process: I I· (I )(3)-P.L. 86- ~6 
I I are 
tesponsible ror deleting records lfom their system on the basis of a 
Purge E~ecute Order. to prevent improper use of purge records to 
$UppOrt 1eportlng. 

161191!/Ufl l 

tU) Retenfion - outside scope. 

'fQP 8€CREF1$'fihWf'(1F(jlfJ</ 
B-15 

I 
I 

Needs 
Improvement 

~ 

!=I 
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8 - ·- lntemel 1ransacliolis 1hat are acquired \U) Exhibit B. 
through NSA"s upstream oolleGtion and do not Section 3 
contain Information that meets the retention 
standards set ronh 1n these procedures and that 
are known to contain communi¢<1tion of or 
conc.emi1:1g USPs •1111 be destroyed upon 
rec99nition. All upstream collecflon may be 
retained no longer than 2 y<>a~ from the expiration 
date or the celtificatlon authonzing the colleclion. 
The tnterr>et transaclfons that may be ratalned 
Include those that wele acquired because of 
l1mitalions on NSA'.s ability to Otter 
communications. 

9 llt(d) (U) Cha~e In Target's Location or Status (U) E.xhibit B, 

.-· ·-· In the event that NSA determines I hat a Sectfon 3 

person ieasonably belleved to be located outside 
the Un~ed States and, after targeting the person. 
leams lhat lhe pet-son ts inside the United S!ate• or 
if NSA ooncltlcles that a person Wh.o. al lhe time of 
targeting. was believed to be a no,... USP is In laot 
a USP, the acquisition from lhal person wnt be 
1e1m1na1et1 w1tnout delay. 

G'1'3l,/l jF7 Col)lntunication$ acqlllred through lhe 
t<1rgeting of a person who ~t the time Qf targeting 
Wa• 1eas0flably believed to be localed olrti;ide the 
United Slates but was ln fact located Inside the 
United states at the tune such communications 
were acquired and any cornmunioallons acqwred 
by tar.geUng a person who at the tlme of targeting 
was believed to be a non-USP but was In fact a 
USP. will be treated a~ domestlc communioalions. 

Control Description 
(b)(3)-P.L. 86-3E 

(U) See also Obligation to Review - row 7 ot Targeting Procedures. 

I I 
! prov.Ides direction for retent1onldestructton on me Dasls 

or whetller the target was outside. the Untted States at the time of 
ootleclion and l'lhelher the commllnicatlon is foR!ig.n Of domestic, Thi$ Is 
eiso covered tn detail In Ol/SC\203. the required "FAA §702 tra1ning. 

(U/if"etle1 The need to purge communications rs ldentrfie<l as part of the 
fnciclent lnvesligatlon prooess; SV and the TOPl capture the purge 
paratneterS in the incident ,1ecortl on the SV SharePolnt site. The pUrgt' 
~djudication team performs research to verify completeness of items 
Identified for purge. Purge adjudication and execution is manual and 
subject to error affecting completeness and timeilne ss (see 
~ecommendation 8). 

(U) Retenrton - outside scope. 

(U) See also Obligation to Relllew - row 7 of Ta1geting Procedures. 

, - · ·- .. Oetasl<ing guidanee states that an·atysts are responsible for 
Clet;lskin.g a selector upon review of content indicating ll13t the selector IS 
\lSed by a USP. confll"Jllation that the .selector is beinn used bv an 
Individual 1n the United States.I 

(U) See row 7 for purge procedures. 

'f'fJf' 3'fC/t£ T17'SMWWORi"' 
B-16 

Assessment 

Needs 
Good Adequate 

lmprovemenl 

11. 

(b)(1) 

(b)(3)-P L , 86-36 

(b)(3)..SI USC 3024(i 

( 0)(1) 

( o)(3)-P.L. 86-3 S 
(0)(3).SO USC 3~ 24(i) 

Ii 
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Control Objective· 

10 IV.\Cl'll'lft Acquisition and Processing -Attorney-
Client Communications 

·- ·-:·;;-;-· A'S soon .as it becomes apparent that a 
comll)unication ls between a. person who is known 
to be under cnmlnal indictment in the United States 
afld an attorney who represents that individual In 
the m;itter. monitoring ol that communlcalion wilt 
cease and the communication will be identified as 
an at1orney-<:ilerit co111mu nica\ion in a 109 
mafntainecf for that purpose.. The relevant portion 
of U1e communication contafnlng that convers ation 
Will be segregated. and the National Securtty 
Division of OOJ will be notified. In a ddilion. all 
proposed dlssemtnalfons of infom1aUon 
constituting USP attomey-cllent privileged 
communications 111ust be reviewed by OGC before 
dissemination. 

11 V. (U) Domestic Co111munieations 

(TS.'/Sla't lf) A communication identilled as a 
domestic commumcatton Will be promp!ly 
destroyed upoo recognition l)nles> OIRNSA ior 
Acting DIRNSA) specifically dele1inines. ln writing. 
that rt meets certain criteria (e.g .. contains 
signi~cant forelgll lnlelligence, evidence of a 
cnme). 

(&" 61/i llF) If a domestic communica!lon indicates 
lhar a target has entered Ille United Slates, NSA 
may adllise the FBI of that faot . 

12 VI. (U) Foreign Com111unf<:a!lons of or Concerning 
USPs 

(a) (U) Retention 

~ Foreign communlca\ions of or concemlng 
USPs may be retained only If necess.ary !of lhe 
maintenance or technical databases, W 
dlsseminatio(l of such communications with 
reference to such USPs would be permitted u[lder 
subsection (b). or If lhe lnfocuiation- is evidence of a 
crime and is provided 10 appropriate federal law 
enforcement authorities. 

Source 

(\Jl Exhibtt B, 
.Section 4 

(U) E.~hibil 13. 
Section S 

(U) Exhlbtt 8 , 
Section 6 

Control Description 

,_ ._.,, ... OOC reports that no inslan<:es of such collection have been 
Identified lo date by NSA analysts , and, l11eref6re, hO log has been 
initialed. Such lnstan<:es would tie rare (e.g., ii would occur only ~a 
person reasonably believed to be outside the United States targeted by 
NSA Ts known to b& under Indictment In the United Sta!eli and NSA 
lntercept-s a communlca.tion between the target and an attorney 
rep(esenling !hat foreJg11 person in the U.S. legal proceeding) . 

·- " Communication that fs detennined lo be domestic (does oot 
bave a! least one. communicant outside the Unfted States) Will be 
prompuy destroyed Vpon recognition unless DIRNSA specllically 
determines in wriling that !he communication may be retained. SV 
Wol kS with TOPls to prepare destruction waivers This process 1s 
tn<>niloreil as part of !he foJlow-up on fnc(dents alld purges. 

('1'11.i Sliilifl CommunicaUon resulting from the targetfng or a person WhO 
was reasoriably belteved at the ti~1e of targeting 10 be a non-USP 
located overseas but Is later determined lo be a USP or a person In !he 
Umled States Will be promptly destroyed upon recognttion unless 
DfRNSA specit1cally determines in writing !hat the communication n1ay 
be retained, SV worl<s wltti TOPls to prepare deslru<;tion waivers. Thls 
process is monitored .as pan of the lollow -up on Incidents and ptJrges. 

1'0P SECR£'FrVSL%>o'9-Ff}/Pi 
B- 17 

Assessment 

Good Adequate Needs 
Improvement 

NIA 

~ 

l'f 
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ST-11-0009 

Assessment 

Control Objeotlve' Source Control Description Needs Good Adequate lmprovemenl 

13 VI; (b) (U) Dtssemlnallon (U) Exhibtt B. (UI~ This restriction on dissemination is not unique to FAA §702 

~A report based on communications of or 'Section 6 and is consistent with procedures required by Execu~ve Order (E .0 . ) 
concem1ng a USP may be dlssemlnaled ln t2333. It 
accorcj<lnce wtth $&clion VI I or Vlll lf the. identity of 
the USP is masked, Olheiwise, disseminalion of 
intelligence reports based on communications or or 
concerning a USP may be made only to a recipient 
requlrtng the identity or sucl'I person for the 

fb)(1) performance of official duUes that meer certain 
criteria lbll3l-P.L. 8~-36 

14 VI. (o~ Provlslon of Unminimized (U) Exhibit B. ·-- ··- ./ti ·- · I 
Communicabons to CIA and FBI Secfion 6 I ~ NSA may prol/lde to the CIA a(ld FBI 
unminimized communications denved from 
FAA §702 collection. ___ - :iscussion of FAA §702 collection wtth CIA/FBI : Ir IC analysts 

liave lhelr own copy of !he data, ptovided through CIA nomination or FBI 
i. 

d\Jal ro111e NSA analysts may discuss the inforrnatfon v~th them. Tl1ey 
rnay not provide copies of lhe infolll1alion to IC peosonnel. This is 
~ddressed in requ1red NSAICSS Polley t 1·1 , Information ShaJing. 

15 VII (U) Olher ForelQn Communications (U) Exhlba B, (Ut/Fe\:letOlssemination Is handled In accotdance wilh the Foreign 

(U) Foreign communications of or conoernmg a S.>ction 7 Intelligence Survelllan~ Act .Amendments Mt of 2008. the Mfnlmlzalion 
non-USP may be reta)ned, used. and disseminated ProcedLires Used by the National Securrty Agency in Connection vlith 
in any form 1n accordance w•lli other applicable Acquisitions of Foreign Intelligence Information Pursuant to Section 702 
l<1w. regulatlon. anrJ policy of fhe Foreign Intelligence Surveillance Act of 1976, as Amended. DoD ft 

Regulatlon ~4Q t-R Procedure5 Governing the A,cQvltles of DOD 
Intelligence Components That Affect United States Persons, anct the 
Classified Annex to De.partment of Defense Procecl~res Under Executive 
Order 12333. 

'fflP tiECRf U~ih/flf)flJRN 
B-JH 
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Control Objective· 

16 Vlll.~Collaboration With Foreign 
Governments 

(a)~ Procedures ror the dissemination ol 
evaluated and minimized infotmatloni lnlorma110f1 
acquired under FAA §702 may .be dlssemlnated to 
a foreign government. Other than In cases ror 
nnguislic assiStance by a foreign government 
(~ection VIII (b)) dissemination to a foreign 
government of Information or or concerning a USP 
may be done only in a 111anner consistent with 
subsections VI (bl and Vll (rows 13 and 15). 

(b) ~Procedures ror technical or llngtftstlc 
assistance· Communications that. because of their 
technical or linguistic content, may require further 
analysis by forei!)n governments to assist NSA in 
determfnlng U1elr nwanfng or significance. NSA 
111ay dissemmale items conta1nrrig Llnmlnlmized 
FAA §7oZ fnformation lo foreign govemn\ents lot 
analysts. under certain restrictions 

(UJ MANAGEMENT CONTROLS 

Source 

(Ul Exhibit B, 
Section 8 

7 tJr Sl:C'/tl!T'JJ,'N/l/'90Ff1/tJf 

Control Description 

~Sharinn '°·~•uatPd and Mjnjm•~edl 

~ "°· ·-··-·-"' __ ,,, .. 

l~I 

I 
. ' 

I 
~ 

~The nroVision for technicall linauislk: assistance! 

IDocumentatfon Is developed case by case. 
snou1a De given to dooumentation ol !his process. 

HJP .~'ECREF1$'RhS'NOf'ORi"l 

Tl-19 

Assessment 

Needs 
Good Adequate 

Improvement 

I - - (b)(3 -P.L. ; 

' 

' 
I 

~(b)(1 ) 
(b)(3)-P.L 86-36 
(b)(3)·50 JSC 3024(i) 

I 

I 
' Ii 

Consideratfon 
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Control Objeotlve' Source 

1 (U) Aclivllles must be eslabllshed to monitor ( U) St~ndards 
perfom1ance measures and lntlicators . Gon!fols ror Internal 
should be aimed at validating the propriety and Control in the 
integrity oJ organ1zahonal and Individual Federal 
perfoflTlance measures and Indicators. Government 

2 (U) lnrormatlon should be recorded and (U) Standards 
communicate<;! to management and othe.rs within for Internal 
the entity who need it arid m a form and within a Conlrol lh !he 
t(me frame that enables them to carry out their Federal 
internal control and othe1 responslbililies.. Government 

3 (U) Internal control monitoring stiould assess U1e (U) Staridards 
qual~y of performance over lime and ens11re tl\at for Internal 
findings are resolved. II incl\Jdes regular Control fn the 
management and supervisory activities. such as Federal 
ongoing comparisons and reconciliations, to Govemmenl 
ensure that controls are llmctlonlng properly. 

4 (U) Access to resources ancl records should be (UJ Standards 
limited to authoraell Individuals, lor Internal 

Control fn the 
Federal 
Government 

Control Description 

(U!lf'~ Annual performance object1Ve& tor compliance Y~th 
FAA §702 requfremenls, associated policy, and SOPs nave not been 
eslablished (see Recommendation ll. 

(U/~ Companson of a¢1ual perfonnance to established standards 
for compliance actlvltles asso<;fated with FAA §702 are iocomplate (see 
Recommendations 2. 4, 5 and 6) 

.. 
~ ' I 

(U//Fel:l9t To share FAA §702 information with other NSA analysts. 
steps must be taken to ensure thal the individual has !he propar 
clearance, This fnfoll)lation is not addressed in !he required FAA §702 
training and guidance is not included on the FAA web page (see 
Recommendation 11 ). 

B-W 

Assessment 

Good Adequate Needs 
Improvement 

IS 

ii 

{b)(1) 
(b~3}-P,L 
(b 3)-50 l 

" 

86-36 
SC 3C 
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(U) APPENDIX C 

(U) Full Text of Management Response 

TOP SECR£T//Slh'HOF OK:Iq 
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SIGNALS INTELLIGENCE 
DIRECTORATE 

memorandum 

22 February 2013 

fROM: Signals Intelligence Directorate (SID) 

TO: Office of the Inspector General (OIG); ATTN ~._ ___ __. ·- ... - ,. - ..,_ ,_..,. ... . ... 

SUBJ: (U //ffltfffySI D Response to the Revised Report on the 0 IG Assessment of Management 
Controls Over FAA 702 (ST· 11 ·0009). 

(U) The purpose of this memorandum is to provide SID's revised response to U1e subject report 
which includes updates to corrective action plans, content adjustmettts, and technical minutiae to 
ensure accuracy 

(U/ ~SID reviewed the revised report in its entlrety. The attached response 
acknowledges SID's agreement with eleven recommendations, and provides revised 
correccive action plans, points of contact, and target completion dates as needed. 

l+++M~The SID consolidated response is attached to this memorandum. Please 

(b) (3)-P.L. 86-36 

SQ2.2, 966,.5621 (s) if.you hay_e a.ny _q~~~~ons. ,_________, I I ·- : . -· --_ -- -~ ::. . •:- -(b) ( 3) -P. L. 86-36 

Deputy Chief of Staff for 
SIGJNT Polley and Corporate Issues (502) 

~ncl: a/s 

roe SECR£ nS'8ftS'!fOPORN 
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ror sce1re.Y~ • :Ji1 , :corottt• 

NSA/CSS 0Ff1CE OF INSPECTOR GENCRAL 

(U) OFFICE OF INSPECTOR GENERAL (OIG) DRAFT REPORT: 

Assessment of Management Controls Over FAA §702 

Management Response to Draft Report 

(U) In accordance with IG-11357-12, "Coordinating Office of Inspector General Reports,· the 
purpose of the draft coordination phase is to gain management's agreement or disagreement 
wlth report findings and recommendations. The SIGINT Directorate (SID) has been extended 
an opportunity to review and comment on the revised report to ensure contextual accuracy. 

(U) The following matrix includes SID's consolidated revisions to management's action plans 
where applicable: 

-
Rec. Act ion Agree or Management Response Completion 
No. Disagree date 

(U~lhe 
recommendat!On Til and 
c:::Jare currently prepanng an ELM 
plan for Target Analysts and 
AdJud1calors This plan will Include FAA 
702-specific training 

(U) POC; 
I (U/~1 I• 

963-0561 

Bev11~ ,Ma11ag11.a11al B!!IRl:!!l!H!! 
(U/~I ~re · 

. ............... _ ..... - ·'!·{I 

0 1 

v 

-
Agree 

preparing an ELM plan for target I analysts and adjudicators The ELM 
plan wlll be broken down Into 
proficiency levels thus allowing the 
analysts to register for the correct 
tralning based on proficiency level as 
stated in the ACE objective. The ELM 
plan for the Targeting workforce 
readiness standard for FAA r 02 will be 
complete1yl for all NCS 
courses Enforced reg1strabon In the 
ELM program and targeting profteiency 
stallslics to the indlVfdual level as well 
as completion rate of any required FAA 
§702 tra1';f g INCS coyrses\ will be 
complete l structured 
OJT training will be phased 1n 

Ocmrd from· :'llSA/CSSM 1-52 
Oattd 20070108 

DcclassJf\ On 20:376661 
;,:;ip sscH£T /£1 1) normrn 

TOP 6'ECRET1S'8l>S'f {Ol60RPl 

I 
)(3)-P.L. 86-36 
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2 ~v 

3 cuc:J 

('i' 

4 (U) SV wrth OGC 

ran B£CREO , st ' · \ OfoR:• 

I 
Revrsed Tarr1 Completion Date1 

Bev1Sed POC 
(UIJFetAAt 
969-6728 

I 
' 

.~ ... . ~.1 
lw111 worl< 

Willi las part of the SID Lean Six 

·~··· 
Sigma Team Participants will assess 

,::..···· the teastblllty ot developing metrics to 

'('b)(3)·P .L..8 l>~ebuate de·t~rgeting trends and 
p . ess deficiencies. Final 
implementation will be dependent on 
technical capabllitres and deployment 

Agree schedules. 

(U)POC: 
(U/~ 
963-0561 

I 

R~is~POC 
(U~j 
6729 

1969-

.. ~ I 
k1n 

Overs1<1ht & Comollance ISVl.J l 

I 
lwill convene to establish 

Agree technical procedures to implement a 
reconciliation process. 

(U)~ .-· (UI 769-
;_. -•· - j449 

)('3hP .L~.~~-• 
·:..: ... :·-. .... .. _., __ .. ~-••• .:. ComnletlonDltil .... _ ... _ 

I . 
' . ~ 

SID/SV will collaborate withL ,~ ..... 
land OGC to establfsh a 

methodology and process for spot-
checking d1SseminatJons of FAA 702-
sourced material dependent on the 
volume of dissemination 

Agree 
(U) POC: 
(U~966-
2479 

J (51' !5f!Cftl!! I I t Si/ I (QQl'OkiQ 

Ttt? !JECttE 'fW5'i1}'N()FtJRi"1' 

I 

I 

I 

ST-11-0009 

I 

I 

I 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 302 
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5 (U) SV 

6 (U)SV 

7 

TBI' S£CR£'1WSM'N0Ff:Jlt!f 

Agree 

Agree 

Agree· 

and OGC to modify the 
me Odology and process for spot
checking dissemination of FAA §702· 
sourced material. 

(U/~ Per the requirements of 
Recommendation 2, SID/SV will 
incorporate metrics for management's 
assessment. 

(U) POC: 
(U/~SV,966· 
2479 
(U/~SIO/SV has fully 
implemented the super audit process 
for FAA 702 SID requests closure of 
the subject recommend1tlon. 

(U) POC: 
(UJ~V, 968-
2479 

~iNll+lo+The following actiVlhes are 
currenUy 10 progress 

• s101svl lare 
developing and updating a 
single SOP for oversight, 
adjudication and targellng FAA 
702 fu; ctloos a~~ tralnlno • I _ _ l 1s 

6 36 curren y popula ng FAA'702 
· · ~.. , f:~~ment,lion Into a 

SI '"1li""w""o""r'K.,.,.w""Tl""h""!h""e,..-----' 
0 

"""1s~c~us~s'"""e,,_.,p ,,,.,,.,ce~s~s~a~n~ 
progress 

• sv will collaborate with 52 and 
C"""1 to o~amze the "go FAA" 

andL::f AA• web pages 
(U)!~ 
(U/~L---......r66· 
5597 

tor GECRVP/; 91; I \'sf dsc'c 

ST-11-0009 

Request 
Closure 

'· (b) 3)-P.L. 86-36 
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TGr S£CREIP;J,;'$ 1;'1VO•POf<lst 
ST-11-0009 

requested v1E::teammg Solutton 
In such case 111 be the 

---
otiginalo{ upon ! ordination with SV. In 
addition, (see recommendation - - 1) will manage changes to TargeUng 
Workforce Readiness Standard and 

fB)(3)-P. .L . 86-36 
ELM training plan. 

" · ... _ - ........ "--t Com~OalA! 
·- - - I .. .. 

' 
· SfOivi.,Arl POCi 

•., 
IL" I 

1963-1109 

(U/lf"et:tel Phase 1: Requirements 
Gathering: 

• Conduct te?hr ical exchanr 
sessions with 
developers. 

• ~ic~~ a~~':v g[ ' e 1
: c; mge7 bne ngs of 

[e'' the purge process and 

"'"' requirements 
• Document recommendations 

...... for specific areas where 
.. / automation wOI improve 

..•.. --· .-' process efficiency 
.. • Update the compliance 

{b)(3)-1 1.L. 86-36 steering group on automation 
requirements and existing 

- gaps. 

8 (U)S~ Agree (U/tf"etfet Phase 1 Deliverable: · I Report documenting reviews and 
technical exchanges wi!h0 This wlll 
include an implementation plan, 

I 
(Ul Target Comeletlon: 

I 
(U//F6t161 Phase 2: Planning Phase: 
P.er the development and 
implementation plan. create a schedule 
of work required to Increase automation 
of the purge adjudication and execution 
processes.. 

(U/~ PhablDellverable: 
Coordinate with to document a 
schedule/bmehne w1 h specific 
completion tasks required to enhance 
this capability per the implementation 
plan. 

l'OP 3£CRE:fl/91;'/N9P0Rfl 

TOP SECR:E'IWSM'H(jFORN 
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l'OP J~CJCe; I / sb'; /zJOfl3fl:lt 

!UIJFettel Phase 3: 
Development/lmplementatlon: 
Work wlttc:Jto develop the new 
capability per Phase 1 and 2 

fb)(~),-P .. 86-36 (U//reYet Phase 3 Deliverable: 
Complete the development and provide 
a final report to OIG defining results . .. ··· 

<: .. 
pletlon Date: 

(U)POC; 
(U/~ 963.0561 _______ __. 

(U) POC: I 
(U/~l. 963-0561 _______ __. 

9 (U)S~ Agree 

/ . .-·· ~:::::::::::-_-..,,-_.'t!a""'re,,...,,,a ,,.e"""'o---11 

:.i: 

.("b )f3)-P. . ~6--36 

restrict access according to a usel"s 
eligibility status. This control was 
previously handled at a s stem level but 
is now mana ed b 

(U/~SID requests closure or the 
recommendations. Deliverable 
Updat e: The SID Data Manager can 
provide documentation to enable 
closure of this recommendation. 

TOP OEOR£'Fi / Sl//ttbPORtt 

'f&P St?CttE 'f'J~'Sf"l}'#OFORN 

ST-1 1-0009 

Request 
Closure 

...... ~·1'" (b)(3)-P.L. I ....... ~ 



DOCID: 4273133 

10 

11 

T(Y' SEe "ftE 'f. f§I w >? '(j"F(flt/ . Fl I ?ii f \1 

........ ·" IU) Sub-bullet #1: 
er ONI OTR guidelines. the 

requiremenl"-"~~M.wit.;i,,,11;.1..llWl'---.. I 
com leted. 

(b)(3)-P.L. 6-36 

Agree 

..... --
(b)(3)-P .. 86-36 

~. 
ADET ·····-···- ·= -. 

(b)(3)-P.L. 8 

The analyst must assess traffic 
1 
.. a"""n- re""'spond to three su rtin 
questions. 

(U) POC: 
(UJJfetfejl 
963-0561 -------

R2=0C! 
(U/ I 1969-6729 ...__ _____ .... 

(U/~ Sub-bullet 1 & 2: 
Slct..__jjeferred to SV. SV will work 
wlih ADET to update the following 
course: FISA Amendment Act (FAA) 
Section 702 (OVSC1203) to reflect 
modified Targeting and Minimization 
Procedures that are currently pending 
the Foreign Intelligence Surveillance 
Court ruling 

(U~Sub-bullet 3: su:f--lwrn 
fii6lish training slides onto them AA 
702 Targebng Review Guidance 
webpage and will work with ADET to 
develop a course to replace brlehngs 
and informal training sessions 

TOf BECRITf7 /!3l/ /IWl"eHtfq 

ST-11-0009 

... ··- .. ':' (b)'{1) 
~ ....... -- ........ -_ ...... - (b)(3)-P.L. 86-36 

.................... ... (b)(3)-50 USC 302 
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.. ·•··· 
... ,, 

fJ?&in BBCR£F/;'Sb'l1'lOJ?Ol6\' 

,__ _ _. 963-1109 an 
sv, 966-2479 .. · ·" . ,,_ ___ ___, 

Revised Management Response; 
(U/~ OVSC 1203: SV will work 
_with ADET to update the FAA §702 
· (OVSC1203) course to reflect the 

/_... amended Targeting and Minimization 
_... Procedures that the Foreign Intelligence 

Surveillance Court ap~ in 
September 201_?, .. SIDL...Jwill publish 
traiDing slides· onto the S2 FAA §702 

-···· - ··· - ---·" Targeting Review Guidance webpage 
......... ..... and work with ADET to update OVSC 

······ . .. -~--· .. · · .......................... I I 
(~R¥.)-·F>:c·ss 36 

· ... 
·-.. , · .. 

..... 

· .. 

(Ul~CRSK 1304 & 1305: 
Updates to FAA §702 Practical 
Applications (CRSK 1304) and FAA 
§702 Targeting Adjudication (CRSK 

.... _ 1305) were completed in December 
.... 2012. In addition, enforced registration 

.. ... 

"·... ...... in the ELM program and targeting 
"· proficiency statistics to the individual 

level as well as completion rate of any 
req'Oire~{AA §7n2:'ajnjng rNCS 

Structure <'.5JT training wilt be 
phased in. 

. Reified Taraet C2rteUon Date. 
·1 

'FOP OECRD'ff ;'Oi//?fOPORfJ 

ST-11-0009 



DOCID : 4273133 
FOP S'ECltE'f'l>'8M'f'ftJF(}R"N 

(U) This page intentionally left blank. 

TVP S"ECltE ft!'SM'H(}Ff)R!t' 



DOCID : 4273133 

ST-11-fJ009 

iJ , JVJ .. 4.F - • 




