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While conducting our ongoing audit of Security Controls Over FDIC Wireless Networks, we
identified concerns that require your prompt attention. 1 These concerns relate to the FDIC’s
pending Authorization to Operate (ATO) 2 its external wireless network solution cloud service
(Wireless solution). The Wireless solution allows users to set up, monitor, and configure
wireless networks through a cloud-based service.
The FDIC’s Division of Resolutions and Receiverships (DRR) has used the Wireless solution 3 to
set up secure wireless networks during bank closings. In addition, the FDIC’s Corporate
University (CU) has used the Wireless solution for examiner courses with a need for an external
internet connection. Also, the FDIC’s Division of Information Technology (DIT) has used the
Wireless solution for setting up mobile devices.
Background
In 2017, the Chief Information Officer Organization (CIOO) assigned a project team to identify a
technology solution to replace the FDIC’s then-existing bank closing kits. The project team
determined that the Wireless solution could provide greater functionality over the FDIC’s
existing wireless network technology. According to a DIT official, the project team presented the
While the audit is being conducted in accordance with Generally Accepted Government Auditing Standards (Yellow
Book), the work covered by this Memorandum was performed in accordance with the Council of the Inspectors
General on Integrity and Efficiency’s Quality Standards for Federal Offices of Inspector General (Silver Book). These
quality standards, as contained in the Pandemic Response Accountability Committee Agile Products Toolkit
(https://www.pandemicoversight.gov/media/file/agile-products-toolkit0pdf), include independence, analysis, evidence
review, indexing and referencing, legal review, and supervision.
2 Authorization to Operate is a formal management decision given by a senior official to authorize operation of an
information system and accept the risk to agency operations (including mission, functions, image, and reputation),
agency assets, individuals, other organizations, and the Nation based on the implementation of security and privacy
controls. Office of Management and Budget (OMB) Circular A-130, Managing Information as a Strategic Resource,
July 2016.
3 The Wireless solution contains a pre-configured, wireless system comprised of wireless devices such as firewalls
and switches.
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Wireless solution to the FDIC’s former Technology Review Group, 4 and received approval to
proceed with the solution. In December 2017, the FDIC paid $216,113 for wireless services and
devices.
In February 2018, the project team presented the Wireless solution to the newly-formed Security
and Enterprise Architecture Technical Advisory Board (SEATAB) 5 for approval to proceed with
obtaining an ATO. SEATAB deferred a decision and asked that the project team address
whether the Wireless solution was an externally-hosted solution (outsourced service) or a cloudbased solution. SEATAB also asked the project team to provide additional documentation
related to the Wireless solution’s applicability to other FDIC business processes, and an
updated profile and architecture diagram.
In August 2018, the project team determined that the Wireless solution was a non-cloud
outsourced service as they concluded that it did not fully meet the National Institute of
Standards and Technology’s (NIST) definition of a cloud solution. 6 Therefore, according to this
determination by the project team, the FDIC’s use of the Wireless solution did not require an
ATO for its services, and instead, was subject to the CIOO’s Outsourced Solution Assessment
Methodology (OSAM). 7
According to OSAM, while Federal guidance requires all information systems to be authorized to
operate, this may not be feasible for all outsourced solutions given the nature of the solutions
and the relationships with the vendors. We did not evaluate the determination by the project
team that the Wireless solution was a non-cloud service because such issues were beyond the
scope of our ongoing audit. Therefore, we do not have an understanding of how the project
team reached their determination that the Wireless solution was a non-cloud based service and
should be subject to OSAM.
In April 2019, DIT determined that it had completed the necessary OSAM processes to move
the Wireless solution into the production environment for use. DRR first used the Wireless
solution for a bank closing in October 2019. As of November 2020, the FDIC had spent over
$1.2 million on the wireless services and devices.
Concerns
In December 2018, NIST released Special Publication 800-37, Rev. 2, Risk Management
Framework for Information Systems and Organizations: A System Life Cycle Approach for
Security and Privacy. One of the purposes of the revision was to integrate security-related,
supply chain risk management (SCRM) concepts into the Risk Management Framework (RMF).
With the implementation of Revision 2 of the RMF, the OSAM was found to be partially
redundant to the RMF process and was superseded by the new mandatory RMF SCRM
The Technical Review Group was a governance body responsible for evaluating the introduction of new
technologies to the FDIC’s IT environment, including technical requirements, how the proposed technology met those
requirements, and the impact the technology would have on the existing IT infrastructure.
5 According to its charter, SEATAB serves as the governance body for the FDIC’s Enterprise Architecture and any
new technology introduced in the FDIC’s environment. In addition, SEATAB absorbed the responsibilities of the
Technical Review Group.
6
The project team consulted with the Governance, Risk and Compliance (GRC) section prior to making its
determination. As a result of the Office of the Chief Information Security Officer (OCISO) re-organization in February
2021, GRC was renamed the Cyber Risk Management (CRM) Section.
7 OSAM was used to provide the FDIC with a consistent, well-informed, and ongoing security process for outsourced
information systems and services.
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obligations. As a result, in June 2020, the OCISO rescinded OSAM and determined that the
Wireless solution would need to be subject to the NIST’s RMF. The project team and GRC
therefore initiated the ATO process for the Wireless solution’s cloud service in August 2020. As
part of the ATO process, the FDIC requires a security assessment in accordance with NIST
guidance. The project team contacted the Wireless solution’s vendor to request the necessary
documentation to support the security assessment required for an ATO.
The vendor, however, was not able to provide sufficient documentation to support an ATO and
informed the project team that a Federal Risk and Authorization Management Program
(FedRAMP) authorization was in process for the Wireless solution.8 Therefore, in order to
complete the ATO process, the CIOO determined it would leverage the wireless vendor’s
FedRAMP authorization once it was completed. 8 As of January 2021, the ATO was put on hold
pending the FedRAMP authorization. As of April 2021, according to a DIT Information Security
Manager, the FedRAMP readiness assessment for the Wireless solution was delayed until
July 2021 9 with a FedRAMP authorization expected approximately a year later, in July 2022. 10
According to DIT staff, the FDIC has not had a business need to use the Wireless solution since
February 2020.
Although the CIOO followed the OSAM processes prior to placing the Wireless solution in
operation, the CIOO has not been able to fully assess the risks and authorize the Wireless
solution to operate in the FDIC’s IT environment consistent with NIST guidance. Therefore,
the CIOO should consider whether additional actions should be taken such as putting in place
an acceptance of risk (AR) 11 for the Wireless solution pending the completion of the FedRAMP
authorization process and ATO. 12
In addition, it is important that the CRM is aware of all uses of the Wireless solution in the FDIC
environment to ensure risks are fully evaluated as part of the AR and ATO processes, as
applicable. The Chief of the CRM was not aware the Wireless solution was also used by CU
and DIT.

FedRAMP is a Government-wide program that provides a standardized approach to security assessment,
authorization, and continuous monitoring for cloud products and services. FedRAMP empowers agencies to use
cloud technologies with an emphasis on security and protection of Federal information.
9 As of July 23, 2021, the DIT Information Security Manager informed the OIG that the target date of July 2021 for the
readiness assessment date is unlikely at this point and that the vendor is expected to provide an updated roadmap
soon.
10 The FedRAMP authorization process contains multiple steps. This includes a preparation step, which consists of a
readiness assessment and a pre-authorization by a third-party organization to document the cloud service provider’s
capability to meet Federal security requirements. The process also includes an authorization step, which consists of a
full security assessment by a third-party assessment organization.
11
An AR is used to capture risk acceptance decisions by senior management related to security findings and other
security weaknesses.
12 An ATO is a management decision given by a senior official to authorize operation of an information system and
accept the risk to agency operations, agency assets, individuals, other organizations, and the Nation based on the
implementation of security and privacy controls.
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FDIC Response
The FDIC’s Chief Information Officer (CIO) and Chief Information Security Officer (CISO)
provided a written response, dated August 10, 2021, to a draft of this memorandum addressing
the OIG’s concerns. The response is presented in its entirety in the Appendix.
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