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The Department of Defense Office of Inspector General (DoD OIG) attaches the following 
response received from specifically identified non-governmental organizations or business 


entities as required by the James M. Inhofe National Defense Authorization Act 
for Fiscal Year 2023, Public Law No. 117-263 § 5274. 


 
 


The DoD OIG offers no comment and makes no representations, express or implied, of any 
nature with respect to the matters stated in the attached responses. 







Lexmark International, Inc. 
740 West New Circle Road 
Lexington, Kentucky 40550 


D Lexmark 
Neill Kahle Phone: +1-859-232-7892 
General Counsel, Americas & Asia-Pacific Fax: +1 -859-232-7850 


Neill.kahle@lexmork.com 


January 20, 2023 


The Honorable Robert Storch 
Inspector General 
Department of Defense 
4500 Mark Center Drive 
Alexandria, VA 22360-1500 


Via Email 


Dear Inspector General Storch, 


Pursuant to the National Defense Authorization Act (NOAA), Lexmark International Inc. (Lexmark) submits 
this statement for attachment to the July 26, 2019, Department of Defense Office of the Inspector General 
(DOD OIG) report titled "Audit of the DoD's Management ofthe Cybersecurity Risks for Government 
Purchase Card Purchases of Commercial Off-the-Shelf Items" (DODIG-2019-106; "Audit/Report"). The 
Report discusses the vulnerabilities inherent in off-the-shelf information technology equipment and contains 
a number of recommendations on how the Department of Defense (DOD) can improve its acquisitions 
practices to better manage the risk posed by these items and refers to Lexmark by name eight times. 


This written response to the DOD OIG Audit states formally that Lexmark objects to the statement in the 
Audit that Lexmark is a "company with connections to Chinese military, nuclear, and cyberespionage 
programs." According to the Audit, this statement is based on a U.S.-China Economic and Security Review 
Commission Report (also referred to in the OIG audit as a "Congressional report"); while not disclosed in 
the OIG's report, the actual source of the statement is a report prepared by lnteros (lnteros/lnteros Report), 
a private company. 


Lexmark further objects to the statement that its printers have known cybersecurity vulnerabilities; this 
statement is misleading as written because it does not explain the age of these vulnerabilities or that more 
than half of these cited vulnerabilities had been identified, reported, and addressed in 2014 or earlier and 
thus relate to older, potentially obsolete printer models. 1 


This letter is necessary because the DOD OIG Audit report's mischaracterization is both misleading and 
damaging to Lexmark, a U.S. company providing employment to more than 2,000 Americans and a vendor 
in good standing with the federal government through a National Security Agreement entered into with the 
DOD and Homeland Security (OHS). 


DOD OIG's Failures 
Lexmark's objections to the Audit are based on several factors, including that the DOD OIG failed to: 


• Conduct a thorough review of the lnteros Report or the sources upon which it relied; 
• Comply fully with its own internal policies and procedures; 
• Comply with applicable audit standards; 
• Document analysis or review of the evidence supporting its assertions about Lexmark; and 
• Offer Lexmark an opportunity to provide additional information and comment on the Audit's 


conclusions, a reasonable courtesy extended to other corporations as reported in other DOD 
OIG audit reports. 


lnteros, a private corporation, authored a report titled: "Supply Chain Vulnerabilities from China in U.S. 
Federal Information and Communications Technology." DOD OIG cites this report as the sole basis for the 


1 The anticipated life expectancy ofa laser printer is only about five years. 
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untrue statement about Lexmark, and it is clear from the OIG Report that the auditors did not understand 
the underlying lnteros Report. For example, while the lnteros Report does identify certain firms as 
presenting a cyberespionage risk, the lnteros Report makes no such claim about Lexmark. Although the 
lnteros Report identifies some firms as being connected with China's military or nuclear programs, Lexmark 
is not one of them. 


The lnteros Report labels Lexmark as "state-influenced" in its report, presumably because of Lexmark's 
foreign ownership, but makes no mention of Lexmark's National Security Agreement (NSA) with the DOD 
and DHS or the annual audits that ensure Lexmark's independence from its investors. 


Significantly, the DOD OIG neither contacted nor interviewed anyone at lnteros or any of the lnteros 
Report's authors to understand how lnteros reached its conclusions. Such outreach would have been 
particularly useful since the lnteros Report itself features an important caveat to its own categorizations on 
page 14: "Further research would need to be completed to truly understand the comprehensive risk these 
entities may pose to U.S. ICT [information and communications technology] supply chains." It is also critical 
to note that Lexmark was not listed as a banned or restricted commercial off-the-shelf (COTS) manufacturer 
in the DOD OIG Audit. 


The Inspector General Act, Government Auditing Standards, and the DOD OIG's own internal policies and 
procedures require the OIG to maintain information on all evidence relied on in an audit, as well as details 
about how the auditors analyzed the evidence to determine its relevance, validity, and reliability. The only 
piece of audit evidence used in support of the incorrect claim about Lexmark's connections was the lnteros 
Report. As acknowledged in writing by DOD OIG, no analysis of this isolated piece of evidence was 
documented in support of the DOD OIG's conclusion. Moreover, no work papers were prepared to explain 
the DOD OIG's analysis of the lnteros Report or how the auditors came to incorrectly confuse statements 
made about other firms named in the lnteros Report with Lexmark. Additionally, because there were no 
workpapers addressing the auditors' analysis of the lnteros Report, required quality control procedures such 
as supervisory review of audit conclusions and independent referencing could not have been applied to the 
misstatements about Lexmark, and the DOD OIG's error was not identified before issuance of the Audit. 
Surprisingly, the DOD OIG also acknowledged in writing that it failed to assess the evidence individually in 
the Audit, but instead looked only at the totality of the evidence; a practice which again is inconsistent with 
applicable audit standards. 


Government Auditing Standards emphasize the importance of accuracy and the DOD OIG's Handbook 
requires an auditor to "exercise reasonable care and observe the principles of serving the public interest." 
Specifically, the audit standards require the DOD OIG to: 


• Assess whether the audit evidence (i.e., the lnteros Report) is relevant, valid, and rel iable; 
• Determine whether enough evidence has been obtained to persuade a knowledgeable person 


that the findings are reasonable; and 
• Document the work performed (analysis) and evidence obtained. 


With regard to the statements about Lexmark and its purported connections to Chinese military, nuclear, 
and cyberespionage programs, DOD OIG failed to meet every one of these requirements. Moreover, DOD 
OIG did not shield or redact Lexmark's name when it issued the public version of the OIG Audit, even 
though Lexmark was not the intended focus of the Audit, and DOD OIG made no recommendations or 
suggestions regarding Lexmark. Instead, the Audit's recommendations were limited to suggested changes 
to DOD practices. 


Inconsistent Treatment of Private Enterprises at DOD OIG 
Lexmark notes also that DOD OIG treats private businesses in vastly different and apparently arbitrary 
ways, which creates an appearance of unfairness and a lack of objectivity. DOD OlG's haphazard practices 
in its treatment of private businesses allow some private enterprises an opportunity to provide input that 
may impact audit conclusions, while other private businesses are given no opportunity to correct auditors' 
errors, review draft audit findings, or comment on such findings prior to their release. 


For example, DOD OIG policies and procedures do not appear to contain a policy or other guidance about 
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how to refer to private enterprises and whether to communicate with those same enterprises during the 
course of an audit. Additionally, DOD OIG's practices differ from audit to audit with regard to identifying 
private enterprises in publicly issued reports. At times, private entities are identified by name in a publicly 
issued report (e.g., Audit No. DODIG- 2019-106). Other times, firms are referred to in generalities (e.g., 
Audit No. DODIG- 2021-080 - "one of the contractors for the Military Health Benefits program did not 
accurately process health benefit claims.") And finally, some firms are referred to by contract number and 
other identifying information without publishing the name of the firm (e.g., Audit No. DODIG- 2021-074 -
Appendix B includes a schedule with contract number, award date, location, etc.) 


In contrast to the DOD OIG's treatment of Lexmark in the Audit, a review of Audit No. DODIG-2019-105, 
issued on July 23, 2019, is revealing. In that case, the DOD OIG audit team "interviewed chief executive 
officers, information technology directors ... to identify security protocols implemented to protect CUI." (p. 
57). Additionally, that audit identified private entities only by coded letter (e.g., Contractor A) and 
incorporated explanatory information provided by the private entities into the body of the report, e.g., 
"A Contractor F official stated that it could not encrypt removable media devices because the equipment 
used with the devices did not support encryption." (p. 19). 


In yet another situation, in Audit DODIG-2018-094, contractors were identified by coded letter (e.g., 
Contractor A), and "The contractors were provided the opportunity to review and comment on relevant 
portions of the draft report. Comments provided by the contractors were considered in preparing the final 
report." (p. 33). Notably, this report also included explanations provided by contractors as part of the 
narrative - "The information technology director at Contractor B stated that instead of implementing 
technical safeguards to control the use of removable media, it physically controlled CDs by storing them in a 
locked cabinet." (p. 15). 


In Audit No. DODIG-2021-053, issued February 11, 2021, DOD OIG named the specific firms under review 
but further noted ''The contractors were provided the opportunity to review and comment on relevant 
portions of the draft report, and any comments provided were considered in preparing the final report." (p. 
34). Additionally, a two-page Appendix to this same report provided additional context about DOD OIG's 
conclusion that Moog experienced challenges meeting on-time delivery goals and included details about 
Moog's corrective actions to improve on-time delivery as well as a section on the progress of Moog's 
corrective action plan. (pp. 40-41 ). 


In the case of Lexmark, no one from Lexmark was interviewed or contacted about the Audit. Because 
Lexmark was unaware of the Audit and was given no opportunity to address misstatements or inaccurate 
conclusions, Lexmark had neither the opportunity to offer corrections nor to provide additional and vital 
context. Moreover, Lexmark has suffered substantially as a result of these failures. 


CFIUS 
The Committee on Foreign Investment in the United States (CFIUS) was created to balance the U.S. 
commitment to open investment with the reality that certain investments in the U.S. from foreign persons, 
particularly those from competitor or adversarial nations can present risks to U.S. national security. As a 
result, the United States maintains a robust foreign investment review process to identify and address such 
risks. 


Lexmark has and continues to comply fully with its CFIUS-mandated obligations. In a letter dated 
September 29, 2016, CFIUS stated that there are 'no unresolved national security concerns" with the 
proposed acquisition of Lexmark International Inc. (Lexmark) by a consortium of foreign investors. Indeed, 
as a precondition to CFIUS' clearance of the proposed acquisition, CFIUS required that Lexmark and the 
consortium of foreign investors enter into a National Security Agreement with the DOD and OHS. 


As is well established, after its acquisition by investors including Ninestar Corp, PAG Asia Capital, and 
Legend Capital, Lexmark remained an independent U.S. company. CFIUS approved the transaction after 
conducting a thorough review to ensure that U.S. national security interests were not at risk. The National 
Security Agreement entered into by Lexmark and its investors includes the following key provisions: 


• Requires that Lexmark remain a U.S. company with a Board of Directors made up entirely of 
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U.S. citizens that operate independently of investors. 
• Restricts the interaction between Lexmark and its investors and prohibits Lexmark from sharing 


with its investors any information about Lexmark, and its U.S. customers, including their 
identities, their IT environments, their product purchases, warranty information, and customer 
service or support information. 


• Prohibits joint research or development activities between Lexmark and its investors and 
prohibits Lexmark from sharing technical details with its investors, including data related to 
source code development, imaging, installation, firmware development, hardware design, 
hardware development, software testing, firmware compilation, software compilation, and 
firmware installation. 


• Requires that all Lexmark source codes be managed, stored, and maintained in the U.S., and 
any device that is custom configured for a U.S. customer must be configured in the U.S. 


• All level 3 customer service for products installed in the U.S. is required to be performed by U.S. 
residents and every Lexmark third-party service provider performing customer service or 
warranty services in the U.S. must be approved by the DOD and OHS. 


Lexmark's distinguished board of directors, which includes three former cabinet members and a Nobel prize 
winner, is elected by five Proxy Holders who stand in the place of our investors and serve as directors 
themselves. As set forth in the National Security Agreement, these Proxy Holders must: 


• Remain independent of the company's investors; 
• Be resident U.S. citizens; 
• Have no prior contractual, financial, or employment relationship with our investors; and 
• Be eligible to hold a U.S. personnel security clearance and be approved in advance by CFIUS. 


The National Security Agreement's requirements also prohibit Lexmark's investors from having access to: 
• The Lexmark network; 
• Source code of any kind; and 
• U.S. customer information. 


Moreover, the National Security Agreement prohibits Lexmark from selling or otherwise transferring assets 
or services to its investors without approval in advance by the DOD and OHS, two U.S. defense agencies 
designated in the National Security Agreement as the CFIUS Monitoring Agencies. Lexmark investors are 
prohibited from entering any Lexmark facility unless approved and documented in advance by Lexmark's 
Security Officer and a Lexmark Board Member. 


Lexmark is audited annually by its independent, government approved Security Monitor, Deloitte, and by an 
internal compliance team to ensure adherence to the controls that have been implemented to prevent 
breach of its National Security Agreement. Both audit teams report all findings directly to the CFIUS 
Monitoring Agencies, as well as to the company's board of directors. Every annual audit conducted since 
the acquisition has found Lexmark to be substantially compliant with the terms of the NSA. 


National Vulnerabilities Database (NVD) 
Lexmark has and continues to be committed to upholding the highest cybersecurity standards to ensure our 
products and customer data are safeguarded against potential threats. Security is an integral design and 
engineering component embedded into all Lexmark products, tools, and services and Lexmark's advanced 
security capabilities help minimize threats and vulnerabilities. 


Lexmark meets the most stringent industry and government security standards including Common Criteria 
and Federal Information Processing Standard (FIPS). The Lexmark security ecosystem is designed to 
overcome the most complex data protection challenges. The DOD OIG Audit assertion that Lexmark 
printers have "known cybersecurity vulnerabilities" is misleading and is tied to the blog from Threat Post 
cited in the lnteros Report. This assertion, taken out of context, completely ignores that Lexmark has a 
responsible vulnerability management process and works to quickly identify, patch, and disclose any 
potential threats rapidly to protect its products and customers. 
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The National Vulnerabilities Database (NVD) is a repository of standards-based vulnerability management 
data. In essence, it enables the automation of vulnerability management, security measurement, and 
compliance and includes databases of security checklist references including security related software 
flaws. The NVD does not actively perform vulnerability testing; instead, it relies on security-conscious 
vendors and others to provide information voluntarily. Lexmark's participation in the NVD is a net positive 
as it results in transparency and ultimately more secure products. Unfortunately, the Audit's reference to 
"known cybersecurity vulnerabilities" effectively punishes Lexmark for efforts to act as a responsible product 
manufacturer in reporting vulnerabilities, an industry best practice, to the NVD. In doing so, the Audit 
effectively discourages participation by vendors with the NVD. 


Moreover, the Audit, instead of providing necessary context regarding cited vulnerabilities instead stated 
only that Lexmark has "known cybersecurity vulnerabilities." To put this in perspective, a search of the 
132,000 different vulnerabilities listed in the NVD during the relevant period reveals that at least four of 
Lexmark's competitors had more than 20 vulnerabilities listed in the database over the same period. 


Notably, each of the 20 vulnerabilities attributed to Lexmark had already been identified, reported, and 
addressed by Lexmark at the time of the Audit. In addition, most of the identified vulnerabilities related to 
older printer models and most, if not all, were likely obsolete at the time of the Audit. This would have been 
readily apparent to the DOD OIG had it made any effort whatsoever to contact Lexmark about the NVD or 
about the Audit prior to its release. 


Conclusion 
Lexmark agrees with the broad conclusions of the Audit and supports its key recommendations that DOD 
develop a risk-based approach to prioritize COTS items for further evaluation, a process to test high-risk 
COTS items, and a process to prohibit the purchase and use of high-risk COTS items. However, Lexmark 
also categorically disputes the Audit's unsupported and inaccurate characterization of Lexmark as a 
"company with connections to Chinese military, nuclear, and cyberespionage programs." Lexmark remains 
a U.S. company providing employment to more than 2,000 Americans and a vendor in good standing with 
the federal government through a National Security Agreement entered into with the Departments of 
Defense and Homeland Security. 


Should you have any questions regarding this response, please do not hesitate to contact Patrick Brewer, 
Lexmark's director ofworldwide government affairs, at patrick.brewer@lexmark.com or 859.232.2303. 


Yours sincerely, fl__ 
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(U) Objective 
(U) We determined whether the DoD assessed and 
mitigated cybersecurity risks when purchasing 
commercial off-the-shelf (COTS) information technology 
items.  Although we primarily focused on Government 
purchase card (GPC) purchases, we also assessed risks 
affecting traditional acquisition processes. 


(U) Background 
(U) The DoD purchases and uses a wide variety of COTS 
information technology items, such as laptops, software, 
security cameras, and networking equipment.  According 
to the Federal Acquisition Regulation, a COTS item is a 
commercial item sold in substantial quantity in the 
marketplace and offered to the Government in the same 
form in which it is sold to non-Government customers.  


(U) The DoD purchases COTS information technology 
items through several methods, including the traditional 
DoD acquisition process and GPCs.  The traditional 
acquisition process is used to purchase COTS information 
technology items used for DoD programs and large 
acquisitions, such as weapon systems, aircraft, and 
command and control systems.  COTS information 
technology items are also purchased through the use of 
GPCs to make micro-purchases, such as a television or an 
office printer.  Micro-purchases are used for purchasing 
fixed-price commercial supplies that do not require the 
cardholder to agree to any terms and conditions other 
than price and delivery.  The GPC program is intended 
to streamline the small purchase and payment process, 
minimize paperwork, and simplify the administrative 
process associated with procuring goods that cost less 
than the micro-purchase threshold of $10,000.  


(U) Findings 
(U//FOUO) We determined that the DoD purchased 
and used COTS information technology items with 
known cybersecurity risks.  Specifically, Army and 
Air Force GPC holders purchased at least $32.8 million 
of COTS information technology items, such as Lenovo 
computers, Lexmark printers, and GoPro cameras, 
with known cybersecurity vulnerabilities in FY 2018.  
In addition, we identified that the  


 
 


.   


(U) The DoD purchased and used COTS information 
technology items with commonly known cybersecurity 
risks because the DoD did not establish: 


• (U) responsibility for an organization or group to 
develop a strategy to manage the cybersecurity 
risks of COTS information technology items; 


• (U) acquisition policies that proactively address 
the cybersecurity risks of COTS information 
technology items; 


• (U) an approved products list to prevent 
unsecure items from being purchased; and 


• (U) controls to prevent the purchase of high-risk 
COTS information technology items with known 
cybersecurity risks similar to the controls 
implemented through the use of the national 
security systems-restricted list. 


(U//FOUO) As a result, adversaries could exploit known 
cybersecurity vulnerabilities that exist in COTS items 
purchased by the DoD.  If the DoD continues to purchase 
and use COTS information technology items without 
identifying, assessing, and mitigating the known 
vulnerabilities associated with COTS information 
technology items, missions critical to national security 
could be compromised.  For example, the Department 
of State issued a warning in May 2017 against using 
Hangzhou Hikvision Digital Technology Company and 
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(U//FOUO) Dahua Technology Company video 
surveillance equipment, citing cyberespionage concerns 
from China.  Despite the inherent risks associated with 
their use, DoD Components continued to purchase and use 
these COTS items to monitor installation security until 
Congress banned the Government from using them in 
August 2018.  In addition, despite reports from the 
National Security Agency,  


 
, DoD Components 


purchased and used the systems to  
.  Using COTS 


information technology items,  
 
 


 
.  


(U) Recommendations 
(U) We recommend that the Secretary of Defense direct an 
organization or group to develop a risk-based approach to 
prioritize COTS items for further evaluation, a process to 
test high-risk COTS items, and a process to prohibit the 
purchase and use of high-risk COTS items, when necessary, 
until mitigation strategies can limit the risk to an 
acceptable level.   


(U) In addition, we recommend that the Under Secretary 
of Defense for Acquisition and Sustainment update or 
develop and implement:  


(U) DoD acquisition policy to require 
organizations to review and evaluate 
cybersecurity risks for high-risk COTS items prior 
to purchase, regardless of purchase method; and 


(U) GPC program policy and training 
requirements to include training on common 
cybersecurity risks for COTS information 
technology items and the impact of the risks 
to the mission.   


(U) We also recommend that the DoD Chief Information 
Officer update DoD policy to require an assessment of 
supply chain risks as a condition for approval to be 
included on the Unified Capabilities Approved 
Products List. 


(U) Furthermore, we recommend that the Under 
Secretary of Defense for Acquisition and Sustainment 
and the DoD Chief Information Officer identify and 
implement administrative solutions, such as expanding 
the DoD’s implementation of its authority to prohibit 
DoD Components from purchasing COTS information 
technology items that support national security systems 
from specific manufacturers to reduce supply chain risks 
and, if those solutions are insufficient to address the 
issues identified in this report, seek legislative authority 
to expand the national security system-restricted list 
(list of COTS items prohibited from being used in national 
security systems) DoD-wide to include high-risk COTS 
information technology items used for non-national 
security systems. 


(U) Management Comments 
and Our Response 
(U//FOUO)  


 
 


.   


(U//FOUO)  
 
 


 
  


  


(U) Findings (cont’d)  







 


 


 


(U) Results in Brief 
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for Government Purchase Card Purchases of Commercial  
Off-the-Shelf Items 
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(U//FOUO)  
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(U//FOUO) However, comments from the Under Secretary 
and Chief Information Officer did not address the specifics 
of the recommendation to develop a risk-based approach 
to prioritize COTS items for further evaluation, a process 
to test high-risk COTS items, and a process to prohibit 
the purchase and use of high-risk COTS items, when 
necessary, until mitigation strategies can limit the risk to 
an acceptable level.  Responsibility for identifying, testing, 
and mitigating cybersecurity risks is decentralized among 
many organizations with overlapping responsibilities and 
the risk identification processes are not effective at 
identifying high-risk COTS items that are used DoD-wide 
and ensuring that all high-risk COTS items are tested.  
In addition,  


 
.  Therefore, the recommendations are 


unresolved and the Acting Secretary of Defense, Under 
Secretary of Defense for Acquisition and Sustainment, or 
DoD Chief Information Officer, should provide additional 
comments identifying specific actions to address 
the recommendation. 


                                                                        
1  (U) Public Law 115-390, “The Strengthening and Enhancing 


Cyber-Capabilities by Utilizing Risk Exposure Technology Act,” 
December 21, 2018  and Executive Order 13873, “Securing the 
Information and Communications Technology and Services Supply 
Chain,” May 15, 2019. 


(U) The Under Secretary of Defense for Acquisition and 
Sustainment agreed with the recommendations to update 
DoD acquisition policy and GPC policy and training 
requirements, stating that she will update DoD acquisition 
policy and GPC program policy and training.  In addition, 
the DoD Chief Information Officer agreed with the 
recommendation to update DoD policy to require an 
assessment of supply chain risks as a condition for 
approval to be included on the Unified Capabilities 
Approved Products List.     


(U//FOUO) The Under Secretary of Defense for Acquisition 
and Sustainment and DoD Chief Information Officer agreed 
with the intended outcome of the recommendation to 
expand legal authorities to include high-risk COTS 
information technology items used for non-national 
security systems.  However, they stated that  


 
 


 
 
 


 
 


.     


(U) Please see the Recommendations Table on the next 
page for the status of the recommendations.


 
 
 
 
 


(U) Management Comments (cont’d)  
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(U) Recommendations Table 


(U) Please provide Management Comments by August 26, 2019. 
 
(U) The following categories are used to describe agency management’s comments to individual 
recommendations: 


(U) Unresolved – Management has not agreed to implement the recommendation or has 
not proposed actions that will address the recommendation. 


(U) Resolved – Management agreed to implement the recommendation or has proposed 
actions that will address the underlying finding that generated the recommendation. 


(U) Closed – OIG verified that the agreed upon corrective actions were implemented. 


 


Unclassified 
Management 


Recommendations 
Unresolved 


Recommendations 
Resolved 


Recommendations 
Closed 


Secretary of Defense 1.a, 1.b, 1.c None None 


Under Secretary of Defense for 
Acquisitions and Sustainment None 2.a, 2.b 4 


DoD Chief Information Officer None 3 4 
Unclassified 
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July 26, 2019 
 
MEMORANDUM FOR SECRETARY OF DEFENSE 


UNDER SECRETARY OF DEFENSE FOR ACQUISITION AND  
 SUSTAINMENT 
DOD CHIEF INFORMATION OFFICER 


SUBJECT: Audit of the DoD’s Management of the Cybersecurity Risks for 
Government Purchase Card Purchases of Commercial Off-the-Shelf 
Items (Report No. DODIG-2019-106) 


(U) This final report provides the results of the DoD Office of Inspector General’s audit.  
We previously provided copies of the draft report and requested written comments on the 
recommendations.  We considered management’s comments on the draft report when 
preparing the final report.  These comments are included in the report. 


(U) This report contains three recommendations that are considered unresolved because 
management officials did not fully address the recommendations.  Therefore, as discussed 
in the Recommendations, Management Comments, and Our Response sections of this report, 
the recommendations will remain open.  We will track these recommendations until an 
agreement is reached on the actions to be taken to address the recommendations.  Once an 
agreement is reached, the recommendations will be considered resolved but will remain 
open until adequate documentation has been submitted showing that the agreed-upon action 
has been completed.  Once we verify that the action is complete, the recommendations will 
be closed.  


(U) This report also contains three recommendations that are considered resolved.  
Therefore, as discussed in the Recommendations, Management Comments, and Our 
Response section of this report, the recommendations may be closed when we receive 
adequate documentation showing that all agreed-upon actions have been completed.  
Once we verify that the action is complete, the recommendations will be closed.   


(U) DoD Instruction 7650.03 requires that all recommendations be resolved promptly.  
For the unresolved recommendations, please provide us within 30 days your response 
concerning specific actions in process or alternative corrective actions proposed on the 
recommendations.  For the resolved recommendations, please provide us within 90 days 
your response concerning specific actions in process or completed on the recommendations.  
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(U) Your response should be sent as a PDF file to  and 
  Responses must have the actual signature of the authorizing 


official for your organization.   


(U) We appreciate the cooperation and assistance received during the audit.   
Please direct questions to me at (703) 699-7331 (DSN 499-7331). 
 
 
 
 


Carol Gorman 
Assistant Inspector General for Audit 
Cyberspace Operations 
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(U) Objective  
(U) We determined whether the DoD assessed and mitigated cybersecurity risks 
when purchasing commercial off-the-shelf (COTS) information technology items. 


(U) Background  
(U) The DoD purchases and uses a wide variety of COTS information technology items, 
such as laptops, software, cameras, and networking equipment.  According to the 
Federal Acquisition Regulation, a COTS item is a commercial item sold in substantial 
quantity in the marketplace and offered to the Government in the same form in which it 
is sold to non-Government customers.2  Some COTS information technology items can 
be used as embedded components in command and control; communications; and 
intelligence, surveillance, and reconnaissance systems.  In July 2018, the Deputy 
Director, Cybersecurity Risk Management, DoD Chief Information Officer (CIO), 
estimated that 70 to 80 percent of the components that comprise DoD systems are 
COTS items.   


(U) The DoD purchases COTS information technology items through several methods, 
including traditional DoD acquisition process and GPCs.  The traditional acquisition 
process is used for COTS information technology items purchased and used in DoD 
programs and large acquisitions, such as weapon systems, aircraft, and command and 
control systems.  COTs information technology items are also purchased with a GPC to 
make micro-purchases, such as a television or an office printer.3  The GPC Program is 
intended to streamline the process to make and pay for small purchases, minimize 
paperwork, and generally simplify the administrative process associated with procuring 
goods under the micro-purchase threshold.  Although we primarily focused on GPC 
purchases, we also assessed risks affecting traditional acquisition processes.  


  


                                                                        
2  (U) Federal Acquisition Regulation Part 2 “Definitions of Words and Terms,” Subpart 2.1 “Definitions.” 
3  (U) Micro-purchases are purchases made for fixed-price commercial supplies and services that do not require the 


cardholder to agree to any terms and conditions other than price and delivery.  These purchases are limited to the 
applicable micro-purchase threshold.  The FY 1998 National Defense Authorization Act mandated the use of the 
streamlined micro-purchase procedures for at least 90 percent of micro-purchases.  This commonly entails the 
use of GPCs. 
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(U) DoD Instruction 5000.02 requires DoD Components to implement controls to 
manage cybersecurity risks throughout an acquisition program’s life cycle.4  DoD 
Components must also comply with DoD Instruction 8500.01, which requires DoD 
Components to implement a cybersecurity program to manage risk for information 
technology systems or components based on the importance of supported missions and 
the affected information or assets.5  The Instruction also states that DoD agencies must 
manage, mitigate, and monitor risks associated with global sourcing and distribution. 


(U) The DoD’s Increased Reliance on COTS Information 
Technology Items 
(U) Since the 1990s, Federal and DoD policy has streamlined the acquisition process to 
make it easier to purchase COTS items, including COTS information technology items.  
The Federal Acquisition Streamlining Act of 1994 established a preference for procuring 
COTS items over those specifically developed for Government use. 6  More recently, 
a June 2018 memorandum exempted DoD personnel from complying with certain 
acquisition regulations when purchasing innovative COTS items, technologies, or 
services.7  Furthermore, between July 2017 and August 2018, the DoD and Congress 
increased the maximum threshold for a single GPC micro-purchase from $3,500 to 
between $5,000 and $10,000.8  As it has become easier to purchase COTS items, DoD 
systems have become increasingly reliant on COTS information technology items due 
to their high utility, low cost, and ease of deployment.   


(U) The DoD also continues to increase its use of Internet-connected COTS items. 
Devices that have the ability to connect to the Internet with a unique Internet Protocol 
address and can transfer data over a network without requiring human-to-human or 
human-to-computer interaction are commonly referred to as internet of things (IoT) 
devices.  The DoD uses IoT devices to support missions and operations; for example, the 
fully networked F-35 Joint Strike Fighter uses IoT-connected devices to collect data to 
improve the pilot’s situational awareness.  In addition, the DoD uses thousands of 
network-connected sensors in its facilities to improve energy efficiency. 


                                                                        
4  (U) DoD Instruction 5000.02, “Operation of the Defense Acquisition System,” August 10, 2017, (Incorporating Change 3). 
5  (U) DoD Instruction 8500.01, “Cybersecurity,” March 14, 2014.  DoD information technology includes any information 


technology that receives, processes, stores, displays, or transmits DoD information. 
6  (U) Public Law 103-355, “Federal Acquisition Streamlining Act of 1994,” October 13, 1994.  
7  (U) Under Secretary of Defense for Acquisition and Sustainment Memorandum, “Class Deviation-Defense Commercial 


Solutions Opening Pilot Program,” June 26, 2018, exempts DoD personnel from submitting a summary of a proposed 
contract and promoting competition.  


8  (U) Under Secretary of Defense for Acquisition and Sustainment Memorandum, “Class Deviation-Micro-Purchase 
Threshold, Simplified Acquisition Threshold, and Special Emergency Authority,” April 13, 2018, and Public Law 115-232, 
“National Defense Authorization Act for FY 2019,” Title VII, Subtitle B, Section 821, August 13, 2018. 
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(U) COTS Information Technology Items Are 
Increasingly Vulnerable 
(U) Federal agencies have reported cybersecurity risks associated with using COTS 
information technology items, such as: 


• (U) third-party service providers and manufacturers with physical or logical 
access to sensitive Government information systems, software code, or 
intellectual property; 


• (U) poor personnel information security practices, such as using applications on 
mobile devices that provide the location of troops or ongoing DoD operations; 


• (U) counterfeit software or hardware with embedded malware, such as viruses 
or malicious code, that could allow adversaries remote access to DoD systems 
and networks; and 


• (U) a contractor’s inability to protect data and mitigate vulnerabilities on 
systems and networks that store and transmit sensitive information. 


(U) Components of COTS information technology items, such as hardware, firmware, 
and software, can come from globally distributed supply chains that are complex and 
limit the purchaser’s understanding and control over how the components of COTS 
information technology items are developed, integrated, and deployed.  The supply 
chain is the activities associated with providing materiel from a raw stage to an end 
user as a finished product.  According to the Committee on National Security Systems, 
adversaries and malicious actors use the supply chain to introduce cybersecurity 
vulnerabilities into DoD weapon systems and information technology networks that 
use COTS information technology products.9  For example, Figure 1 illustrates an 
example of potential countries that commonly provide various components in building 
commercially available laptops.   


  


                                                                        
9 (U) Committee on National Security Systems Directive 505, “Supply Chain Risk Management,” July 26, 2017. 
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(U) Figure 1.  Potential Origins of Common Suppliers of Laptop Components 


 
 


(U) Review of Internal Controls 
(U) DoD Instruction 5010.40 requires DoD organizations to implement a 
comprehensive system of internal controls that provides reasonable assurance that 
programs are operating as intended and to evaluate the effectiveness of the controls.10  
We identified internal control weaknesses with how the DoD identifies, assesses, and 
manages the cybersecurity risks associated with COTS items, and how the DoD ensures 
that its personnel are aware of known cybersecurity or supply chain risks when 
purchasing and using COTS items.  We will provide a copy of the report to the senior 
official responsible for internal controls in the Offices of the Secretary of Defense, 
Under Secretary of Defense for Acquisition and Sustainment (USD[A&S]), and DoD CIO. 


 


                                                                        
10 (U) DoD Instruction 5010.40, “Managers’ Internal Control Program Procedures,” May 30, 2013. 
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 (U) Finding  
(U) Improved Cybersecurity Risk Management Needed 
for Purchases of COTS Information Technology Items 


(U//FOUO) The DoD purchased and used COTS information technology items with 
known cybersecurity risks.  Specifically, Army and Air Force GPC holders purchased at 
least $32.8 million of COTS information technology items, such as Lenovo computers, 
Lexmark printers, and GoPro cameras, with known cybersecurity vulnerabilities in 
FY 2018.11  In addition, we identified  


.  The DoD purchased and used 
COTS information technology items with commonly known cybersecurity risks because 
the DoD did not establish: 


• (U) responsibility for an organization or group to develop a strategy to manage 
the cybersecurity risks of COTS information technology items; 


• (U) acquisition policies that proactively address the cybersecurity risks of COTS 
information technology items; 


• (U) an approved products list (APL) to prevent unsecure items from being 
purchased; and 


• (U) controls to prevent the purchase of high-risk COTS information technology 
items with known cybersecurity risks similar to the controls implemented 
through the use of the national security systems-restricted list. 


(U//FOUO) As a result, the DoD increased its risk that adversaries could exploit known 
cybersecurity risks.  If the DoD continues to purchase and use COTS items without 
identifying, assessing, and mitigating known vulnerabilities associated with COTS 
items, missions critical to national security could be compromised.  For example, the 
Department of State issued a warning in May 2017 against using Hangzhou Hikvision 
Digital Technology Company and Dahua Technology Company video surveillance 
equipment, citing cyberespionage concerns from China.  Despite the inherent risks 
associated with their use, DoD Components continued to purchase and use these COTS 
items to  until Congress 


  


                                                                        
11 (U) The Navy did not track COTS item purchases using an enterprise-wide database, instead, the Navy managed the 


process manually.  Therefore, we did not include Navy COTS item purchases in our audit scope. 
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(U//FOUO)  banned the Federal Government from using them in August 2018.  In 
addition, despite reports from  


 
, DoD Components purchased and used the systems.  Using COTS 


information technology items,  
 


. 


(U) The DoD Purchased and Used COTS Information 
Technology Items With Known Cybersecurity Risks 
(U//FOUO) The DoD purchased and used COTS information technology items 
with known cybersecurity risks.  In addition,  


 and issued a notice of concern to the Secretary 
of Defense.   


(U) FY 2018 Purchases of COTS Information Technology Items 
With Cybersecurity Risks 
(U) We reviewed purchases of COTS information technology items for the Army and 
Air Force and determined that GPC holders purchased at least $32.8 million of COTS 
information technology items with known cybersecurity risks in FY 2018.12  Known 
cybersecurity risks are included in the National Vulnerabilities Database, or derived 
from congressional reports, DoD reports, and open source test reports.  For example, 
Army and Air Force GPC holders purchased over 8,000 Lexmark printers, totaling 
more than $30 million, for use on Army and Air Force networks.  According to a 
Congressional report on supply chain vulnerabilities from China, Lexmark is a company 
with connections to Chinese military, nuclear, and cyberespionage programs.13  The 
National Vulnerabilities Database lists 20 cybersecurity vulnerabilities for Lexmark, 
including storing and transmitting sensitive network access credentials in plain text and   


                                                                        
12 (U) We obtained GPC purchase data from Army’s Computer Hardware, Enterprise Software, and Solutions contracts and 


the Air Force’s Network-Centric Solutions-2 Products and Information Technology Commodity Council contracts to identify 
COTS information technology items purchased by Army and Air Force GPC holders.  We could not determine the total 
value of Army GPC purchases because of the ability to bypass the system to make purchases, or Air Force GPC purchases 
because of the decentralized tracking of COTS purchases and inadequate system reporting. 


13 (U) U.S.-China Economic and Security Review Commission Report, “Supply Chain Vulnerabilities From China in U.S. Federal 
Information and Communications Technology,” April 2018. 
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(U) allowing the execution of malicious code on the printer.14  These vulnerabilities 
could allow remote attackers to use a connected Lexmark printer to conduct 
cyberespionage or launch a denial of service attack on a DoD network.  In another 
example, the Army and Air Force purchased 117 GoPro action cameras at a cost of 
just under $98,000.  GoPro cameras are designed to film and share video in real-time 
through a wireless network or Bluetooth connection.  However, the cameras have 
vulnerabilities that could allow a remote attacker access to the stored network 
credentials and live video streams.  By exploiting these vulnerabilities, a malicious 
actor could view the video stream, start recording, or take pictures without the 
user’s knowledge. 


(U) Although the Navy purchased COTS information technology items using GPCs, it did 
not track the purchases using an enterprise-wide database.  Without tasking specific 
Navy commands to compile the information manually, we could not assess the number 
or value of COTS item purchases for the specific items we identified with known 
vulnerabilities.  For example, Lexmark printers are available for purchase through 
the Navy Marine Corps Intranet COTS Catalog and have been certified for use on the 
Navy network as recently as February 2019.   


(U) In addition, the DoD has not banned the purchase and use of Lenovo products 
despite known cybersecurity risks.  Lenovo is the largest computer company in China.  
Congress and the Department of Homeland Security, among other Government 
agencies, have issued multiple warnings about the cybersecurity risks of using Lenovo 
products.  In 2006, the State Department banned the use of Lenovo computers on their 
classified networks after reports that Lenovo computers were manufactured with 
hidden hardware or software used for cyberespionage.  In 2015, the Department of 
Homeland Security issued cybersecurity warnings related to pre-installed spyware 
and other cybersecurity vulnerabilities identified in Lenovo computers.  In 2016, the 
Joint Chiefs of Staff Intelligence Directorate issued a warning that Lenovo computers 
and handheld devices could introduce compromised hardware into the DoD supply 
chain, posing a cyberespionage risk to classified and unclassified DoD networks.  In 
2018, 12 years after the State Department ban, the DoD ordered an operational risk 
assessment of Lenovo products throughout the DoD Information Network to identify 
and understand the risks Lenovo products posed to the network.  In the meantime, the 
Army purchased another 195 Lenovo products, totaling just under $268,000, and the 
Air Force purchased 1,378 Lenovo products for $1.9 million in FY 2018.  The Navy did 
not offer any Lenovo products on its Certified Device List or COTS Catalog. 


                                                                        
14 (U) The National Vulnerabilities Database is the U.S. Government repository of cybersecurity vulnerability management 


data including security-related software flaws, misconfigurations, product names, and impact metrics.  The database is 
maintained by the National Institute of Standards and Technology.  
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(U//FOUO)  
 


(S//NF)  
 


.  On May 14, 2018, 
we issued a notice of concern to the Secretary 
of Defense,  


(S//NF)  
  


  
.  (See Appendix B for the  


 May 2018 notice of concern and Appendix C for 
   


the Deputy Secretary of Defense, DoD CIO, and 
USD(A&S) responses and a description of their 
corrective actions.) We identified the risk that  


 
 


.  For example,  
 


 
 


, but did not take action to reduce those risks until we issued the notice of 
concern in May 2018.    


(S//NF) In the notice of concern, we also identified problems with how the Military 
Services managed .  We determined that the Military Services did not have 
procedures for  


.  
Despite the  


 
, the DoD did not take steps to  


.  This occurred because  
 


 
.  We suggested that the Secretary of Defense issue a 


 
 


 
 


.  
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(S//NF) On May 23, 2018, the Deputy Secretary of Defense  
 


 
 


 
 


 
 


 
 


 
.  Actions taken by the Deputy Secretary of Defense, USD(A&S), 


and DoD CIO addressed all specifics of the suggested actions identified in the notice 
of concern related to  


 
.  


(U) The DoD Did Not Develop Controls to Prevent the 
Purchase of COTS Information Technology Items With 
Cybersecurity Risks 
(U) The DoD purchased and used COTS information technology items with commonly 
known cybersecurity risks because the DoD did not establish: 


• (U) responsibility for an organization or group to develop a strategy to manage 
the cybersecurity risks of COTS information technology items; 


• (U) acquisition policies that proactively addressed the cybersecurity risks of 
COTS information technology items; 


• (U) an APL to prevent unsecure items from being purchased; and 


• (U) controls to prevent the purchase of high-risk COTS information technology 
items with known cybersecurity risks similar to the controls implemented 
through the use of the national security systems-restricted list. 
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(U) The DoD Did Not Have an Organization Responsible for 
Managing the Cybersecurity Risks of COTS Information 
Technology Items 
(U) The DoD did not establish responsibility for an organization or group for managing 
the cybersecurity risks posed by COTS information technology items across the DoD.  
We reviewed DoD acquisition policy and the items banned from purchase or use by 
Congress and the DoD and did not identify an organization responsible for managing 
the cybersecurity risks of COTS information technology items.  Specifically, DoD 
Instruction 5000.02 requires risks to be managed by DoD Components and program 
offices; but does not require management of the risks at a DoD-wide level.   


(U) However, each of these organizations’ responsibilities is limited in scope; therefore, 
a strategic risk-based approach for managing the cybersecurity risks of COTS 
information technology items was not implemented.  We identified the following 
organizations that only addressed the cybersecurity risks of COTS information 
technology for specific uses within the DoD. 


• (U) The Office of the Under Secretary of Defense for Research and Engineering 
Joint Federated Assurance Center is responsible for evaluating hardware 
and software—including COTS hardware and software—for cybersecurity 
vulnerabilities at the request of a specific program office.  The Assurance 
Center was established in February 2015, but has yet to achieve full 
operational capability.  However, even after the Assurance Center achieves 
full operational capability, DoD Components are not currently required to 
submit to the Assurance Center the products that need testing, use Assurance 
Center-approved products, or follow the Assurance Center’s recommendations.  
In addition, the Assurance Center is not required to share vulnerabilities 
identified with other organizations. 


• (U//FOUO) The Defense Intelligence Agency Supply Chain Risk Management 
Threat Assessment Center is responsible  


.  However, according 
to the FY 2018 National Defense Authorization Act (NDAA), the Assessment 
Center’s threat assessments should  


 
.  Requests for reports on COTS information technology items 


used in  and, according to the 
DoD CIO Deputy Director for Cybersecurity Risk Management,   
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(U//FOUO)  
 for analysis it receives each year.  The analysis, 


however, is classified and most GPC holders cannot access the information due 
to clearance limitations and are otherwise unaware of the analysis reports. 


• (U) The National Information Assurance Partnership is responsible for 
overseeing the evaluations of COTS information technology for national security 
systems (NSS).15  Any COTS information technology item that will be used in an 
NSS must first meet the strict cybersecurity criteria and testing standards set 
by the National Information Assurance Partnership.  The National Information 
Assurance Partnership’s Product Compliant list is publicly available; however, 
the list primarily consists of COTS information technology networking 
equipment and software, and project managers for non-NSS programs 
are not obligated to purchase from the list. 


(U) Although the assessments and analysis completed by DoD organizations are 
essential to identifying cybersecurity risks for select COTS information technology 
items, the assessments do not address the impact of using the items DoD-wide and do 
not consider the risks associated with their use in different operational environments.  
When purchasing a UAS for command use, a commander is primarily concerned with 
the risk to his command and mission.  When multiple commands use the same type of 
UAS for various missions, the risk expands exponentially and may become unacceptable 
when viewed from a DoD-wide perspective.  An organization or group responsible 
for identifying COTS items with cybersecurity risks would help the DoD manage the 
cybersecurity risks of COTS items, including supply chain and counter-intelligence risks, 
known from all available intelligence sources, such as industry sources, independent 
testing, military laboratory testing, and intelligence reports.  The Secretary of Defense 
should direct an organization or group to develop a risk-based approach to prioritize 
COTS items for further evaluation; a process to test high-risk COTS items; and a process 
to prohibit the purchase and use of COTS items, when necessary, until mitigation 
strategies can limit the risk to an acceptable level. 


  


                                                                        
15 (U) Section 3552, title 44, United States Code, 2014, defines NSSs as information systems that are classified in the interest 


of national defense, foreign policy, or support intelligence activities critical to meeting military or intelligence missions; 
cryptologic activities related to national security; command and control of military forces; or equipment that is integral to 
a weapon system. 
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(U) DoD Policies Were Insufficient to Proactively Address 
Cybersecurity Risks for COTS Information Technology Items 
(U) DoD policies did not proactively address the cybersecurity risks of COTS 
information technology items.  DoD acquisition policy did not consider the 
cybersecurity risks of COTS information technology items prior to their acquisition 
and integration into DoD programs.  Similarly, GPC policy does not require acquisition 
officers or cardholders to consider the cybersecurity risks of COTS information 
technology items prior to purchase and use.  


(U) DoD Acquisition Policy Did Not Address Cybersecurity Risks of COTS 
Information Technology Items Prior to Purchase and Use  
(U) DoD acquisition policy did not require DoD Components to consider known 
cybersecurity risks before acquiring COTS information technology items or to mitigate 
cybersecurity risks before integrating the items into DoD programs.  The USD(A&S) 
issued DoD Directive 5000.01 and DoD Instruction 5000.02 to manage the acquisition 
process; however, the requirements for cybersecurity focus on large programs, such 
as weapon systems; command, control, communications, and computers; intelligence, 
surveillance, and reconnaissance systems; and information technology systems.  
In addition, DoD policy focuses on mitigating cybersecurity risks after purchase.16  


For example, DoD Instruction 5000.02 requires 
acquisition managers to implement controls to 
address cybersecurity risks through the Risk 
Management Framework process; however, the 
process addresses cybersecurity risks after COTS 
information technology items are acquired and 
integrated in a program.17  The DoD CIO Deputy 
Director for Cybersecurity Risk Management 


stated that DoD policy focuses on identifying and mitigating cybersecurity risks 
affecting whole systems instead of the risks associated with the individual COTS 
information technology items that make up the system. 


  


                                                                        
16 (U) DoD Directive 5000.02, “Operation of the Defense Acquisition System,” January 7, 2015, (Incorporating Change 3, 


August 10, 2017). 
17 (U) DoD Instruction 8510.01, “Risk Management Framework (RMF) for DoD Information Technology (IT),” March 12, 2014, 


(Incorporating Change 2, July 28, 2017). 


(U) DoD policy focuses on 
identifying and mitigating 


cybersecurity risks affecting 
whole systems instead of the 


risks associated with the 
individual COTS information 


technology items.   
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(U) The DoD’s increased reliance on COTS information technology items as 
components for larger systems increases the risk that missions and operations could 
be compromised by adversaries who exploit known cybersecurity vulnerabilities.  
Assessing overall systems without assessing each component masks vulnerabilities 
and limits the DoD’s ability to identify cybersecurity risks and implement mitigating 
solutions.  The DoD needs to adapt its acquisition processes and ensure that DoD policy 
aligns with the need to proactively assess and mitigate cybersecurity risks associated 
with its increased use of COTS information technology items.  The USD(A&S) should 
update existing DoD acquisition policies or develop and implement new policy to 
require organizations to review and evaluate cybersecurity risks, including supply 
chain and counterintelligence risks, for high-risk COTS items prior to purchase, 
regardless of purchase method.   


(U) GPC Policy and Training Did Not Address Cybersecurity Risks of COTS 
Information Technology Items 
(U) DoD acquisition policy also did not require GPC acquisition officers or cardholders 
to consider cybersecurity risks before making a purchase, or prohibit GPC purchases of 
items with known cybersecurity risks.  DoD GPC policy requires DoD Components to 
establish internal controls to prevent misuse of GPCs and GPC holders to complete 
initial and refresher GPC training.18  GPC acquisition officers and cardholders have 
the discretion and authority to purchase COTS information technology items up to 
$10,000.  However, according to the DoD CIO’s Deputy Director of Cybersecurity Risk 
Management, acquisition officers and cardholders are generally unaware of potential 
cybersecurity risks COTS information technology items could have to DoD missions 
and operations.  For example, GPC holders often do not have the security clearance 
to access DoD reports related to known cybersecurity risks of COTS information 
technology items, nor are they instructed, trained, or required to research unclassified 
cybersecurity risks of COTS information technology items before purchase.   


  


                                                                        
18 (U) USD(A&S), Defense Pricing & Contracting, “Department of Defense Government Charge Card Guidebook for 


Establishing and Managing Purchase, Travel, and Fuel Card Programs,” October 1, 2017 (updated January 24, 2018).  
DoD GPC training primarily focuses on using the GPCs responsibly and for authorized purposes.   
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(U//FOUO) Additionally, GPC holders are subject to the orders of their commanding 
acquisition officers, who may not understand the cybersecurity risks of COTS 
information technology items.  For example, the DoD CIO identified that  


 
 


 
.  


According to the DoD CIO Deputy Director for 
Cybersecurity Risk Management,  


 
 


.  GPC acquisition officers and cardholders 
could provide the first defense to reduce the risk of purchasing and using COTS 
information technology items with known cybersecurity risks.  However, without 
appropriate training, GPC acquisition officers and cardholders are not prepared to 
evaluate a COTS item’s cybersecurity risk before purchasing.  The USD(A&S) should 
update GPC program policy and training to include training on common cybersecurity 
risks, including supply chain and counterintelligence risks, for COTS information 
technology items and the impact of the risks to the mission.   


(U) The DoD’s APL Is Limited in Scope and Includes COTS 
Information Technology Items With Cybersecurity Risks 
(U) The DoD’s APL included COTS information technology items with known 
cybersecurity risks.  An APL is a consolidated list of networking products approved 
by the Defense Information Systems Agency after the completion of independent 
laboratory testing that are meant to ensure the security of COTS information technology 
products used on DoD information systems.  DoD Instruction 8100.04 requires the 
Defense Information Systems Agency to develop and maintain the Unified Capabilities 
APL and ensure that the products on the list meet technical interoperability and 
cybersecurity requirements.19  The DoD uses an APL to support purchasers, including 
GPC holders, as they make decisions to purchase COTS information technology items 
that will connect to DoD systems and networks.  COTS information technology items 
included on the DoD Unified Capabilities APL are subsequently included in the Military 
Services’ enterprise buying programs that GPC holders use to purchase approved COTS 
information technology items.   


  


                                                                        
19 (U) DoD Instruction 8100.04, “DoD Unified Capabilities (UC),” December 9, 2010. 


(U//FOUO)  
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(U) However, the Unified Capabilities APL includes COTS information technology items 
with known cybersecurity risks.  For example, the APL includes Lenovo products which 
have known cybersecurity vulnerabilities.  According to the Chief of the Assessments 
and Authorizations Division at the Defense Information Systems Agency, cybersecurity 
risks introduced through the supply chain are not considered when evaluating whether 
to add COTS information technology items to the DoD Unified Capabilities APL.  The 
DoD CIO Deputy Director for Cybersecurity Risk Management acknowledged that DoD 
acquisition policy, including GPC purchase and APL testing requirements, has not been 
updated to reflect the growing cybersecurity and supply chain risks, thereby limiting 
the policy’s usefulness and effectiveness in preventing COTS information technology 
items with cybersecurity risks from being included on the APL and used on DoD 
networks.  The DoD CIO should revise DoD Instruction 8100.04 to require an 
assessment of supply chain risks as a condition for approval to be included on 
the Unified Capabilities APL. 


(U) The DoD Did Not Establish Controls to Prevent the 
Purchase of COTS Information Technology Items With Known 
Cybersecurity Risks 
(U) The DoD did not establish controls to prevent the purchase and use of COTS 
information technology items with known cybersecurity risks.  We identified nine COTS 
information technology items purchased and used by the DoD that Congress, the DoD, 
or other Federal agencies later banned because of cybersecurity risks.  However, we did 
not identify any purchases of these nine COTS information technology items once the 
bans occurred.  The organizations banned COTS information technology items such as 
hardware, software, services and video surveillance equipment because of risks 
associated with cyberespionage; unauthorized system or network access; and foreign 
government ownership, control, or influence.  The DoD also banned other COTS items, 
such as fitness trackers, that use geolocation-capable applications because of the 
cybersecurity risks posed to missions and operations.  (See Appendix D for a history 
of COTS items with banned or restricted use related to cybersecurity or supply chain 
risks.) The following are examples that highlight the slow process to develop a ban for 
COTS information technology items and manufacturers. 


• (U) The House Permanent Select Committee on Intelligence issued a report 
in 2012 recommending that U.S. Government systems and Government 
contractors not use Huawei or ZTE telecommunications equipment or 
component parts in their systems, especially sensitive systems.  The report 
stated that malicious Chinese hardware or software implants would be a “potent  
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(U) espionage tool for penetrating sensitive U.S. national security systems.”  
Despite this report, the DoD did not take action to ban the use of Huawei or 
ZTE products.  In 2017, Congress took action and prohibited the DoD from 
procuring any telecommunications equipment from Huawei or ZTE. 


• (U) The Central Intelligence Agency was aware of the cybersecurity risks of 
Kaspersky Lab products as early as 2013, suspecting that Kaspersky Lab was 
a tool of the Russian government.  In 2015, according to New York Times and 
Washington Post reports, Israeli intelligence officials notified the National 
Security Agency that Russian hackers were searching for and retrieving 
U.S. intelligence secrets by exploiting the Kaspersky Lab software installed 
on computers.  According to the Wall Street Journal, in 2016, the National 
Security Agency discovered that Russian hackers used vulnerabilities within 
Kaspersky Lab software to steal highly classified NSA materials.  Despite these 
reports, the DoD did not ban the use of Kaspersky Lab products.  In 2017, 
Congress banned all Federal departments and agencies from using hardware, 
software, and services from Kaspersky Lab.  Many computer hardware 
manufacturers have partnered with Kaspersky Lab to embed Kaspersky’s 
cybersecurity software code into their firewalls, routers, and servers, making 
it difficult to detect.   


(U) Of the nine COTS information technology manufacturers or items that have been 
banned, four were banned by Congress instead of the DoD despite numerous reports of 
cybersecurity vulnerabilities.  In addition, it took Congress approximately 5 years to 


ban two items after the cybersecurity risks were 
known.  The DoD banned four of the nine items 
and issued a warning against purchase for a fifth 
item; however, the DoD banned these items in 
response to cybersecurity incidents or public 
exposure, not based on risks identified through a 
process to assess COTS information technology 
items for cybersecurity risks.  The Secretaries of 


Defense, Army, Navy, and Air Force have the authority to prohibit DoD Components 
from purchasing COTS information technology items that support NSSs from specific 
manufacturers to reduce supply chain risks; however, as of October 2018, the 
Secretaries had used this authority only once.20   


  


                                                                        
20 (U) Public Law 111-383, “NDAA for FY 2011,” January 7, 2011. (Section 806 is now Section 2339a, title 10, United States 


Code, 2018.) 


(U) The DoD banned these 
items in response to 


cybersecurity incidents 
or public exposure, not 


based on risks identified 
through a process. 
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(U) In March 2018, the DoD enhanced its procedures to proactively address supply 
chain threats and block the procurement of risky products for national security systems, 
referred to as the “NSS-restricted list” and used DoD’s Section 2339a authority to 
prohibit the purchase of one back-up and disaster recovery product.  However, this 
list and the authority granted by Congress only applies to national security systems, 
allowing these products to be used on all other DoD systems.  Implementing and 
using the NSS-restricted list across the DoD, not just for NSSs, would help prevent the 
purchase of COTS information technology items with cybersecurity risks across the 
DoD.  The USD(A&S) and DoD CIO should identify and implement administrative 
solutions, such as expanding the DoD’s implementation of its current 10 U.S.C. 2339a 
authorities, and if those solutions are insufficient to address the issues identified in this 
report, seek legislative authority to expand the NSS-restricted list DoD-wide to include 
high-risk COTS information technology items used for non-national security systems. 


(U) Using COTS Items With Cybersecurity Risks 
Weakens National Security 
(U//FOUO) As a result, the DoD increased the risk that adversaries could exploit 
known cybersecurity vulnerabilities.  If the DoD continues to purchase and use COTS 
information technology items without identifying, assessing, and mitigating known 
vulnerabilities associated with COTS information technology items, missions critical 
to national security could be compromised.  For example, the Department of State 
issued a warning in May 2017 against using Hangzhou Hikvision Digital Technology 
Company and Dahua Technology Company video surveillance equipment, citing 
cyberespionage concerns from China.  Despite the inherent risks associated with their 
use, DoD Components continued to purchase and use these COTS items to monitor 
installation security until Congress banned the Federal Government from using them 
in August 2018.  In addition, despite reports from the  


 
, DoD Components purchased and used the systems to  


.  Using COTS information technology 
items,  
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(U) The DoD’s reliance on a wide variety of COTS information technology items and the 
integration of those items into nearly all DoD systems and networks necessitates a 
DoD-wide effort to ensure that cybersecurity risks associated with COTS information 
technology items are identified, assessed, and mitigated before they compromise 
missions critical to national security.  Purchasing 
secure COTS information technology items, 
while initially more costly, would decrease the 
risk of adversaries exploiting vulnerabilities that 
could compromise operations and should lower 
the overall cost of ownership by reducing the 
necessity to replace unsecure COTS information 
technology items that are later banned for use or 
pose unacceptable cybersecurity risks to the DoD.21  For example, the DoD and other 
Federal agencies have had to identify and replace all hardware and software that 
contain Kaspersky Lab software on their networks with technology that has not been 
banned for use by the Federal Government.  This process has resulted in the DoD 
expending resources to replace all products with Kaspersky Lab software. 


(U) In addition, the interconnectivity of COTS information technology devices provides 
adversaries the opportunity to compromise missions or operations by exploiting the 
cybersecurity vulnerabilities of only one of many connected devices.  In July 2017, 
the Government Accountability Office reported that the DoD had not yet conducted 
the required assessments of how its use of Internet-connected COTS information 
technology devices affected its operations, and that DoD cybersecurity, information 
security, physical security, and operations security policies did not sufficiently address 
the use of these devices.22  The DoD continues to increase its risk that adversaries could 
exploit known cybersecurity risks each time it purchases and uses a COTS information 
technology item without identifying, assessing, and mitigating known vulnerabilities 
associated with high-risk COTS information technology items.   


  


                                                                        
21 (U) The MITRE Corporation Report, “Deliver Uncompromised:  A Strategy for Supply Chain Security and Resilience in 


Response to the Changing Character of War,” August 2018. 
22 (U) Government Accountability Office Report No. GAO-17-668, “IoT:  Enhanced Assessments and Guidance are Needed 


to Address Security Risks in DoD,” July 2017. 


(U) Purchasing secure 
COTS information technology 


items should lower the overall 
cost of ownership by reducing 
the necessity to later replace 
unsecure COTS information 
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(U) Recommendations, Management Comments,
and Our Response
(U) Recommendation 1
(U) We recommend that the Secretary of Defense direct an organization or
group to develop a:


a. (U) Risk-based approach to prioritize commercial off-the-shelf items
for further evaluation.


b. (U) Process to test high-risk commercial off-the-shelf items.


c. (U) Process to prohibit the purchase and use of high-risk commercial
off-the-shelf items, when necessary, until mitigation strategies can limit
the risk to an acceptable level.


(U) Acting Secretary of Defense Comments
(U//FOUO)  


 
 


 
 


 
 


.  Those comments are addressed below.


(U) USD(A&S) and DoD CIO Comments
(U//FOUO) Although not required to comment, the USD(A&S) and DoD CIO stated that 
the DoD would  


 
 


 
.   


(U//FOUO) The Under Secretary and DoD CIO also stated that  
 


.  Based on those requirements, the Under Secretary and DoD CIO 
stated that they, in coordination with U.S. Cyber Command, Under Secretary of Defense 
for Research and Engineering, and the Military Departments,  


 
.  The Under Secretary and DoD CIO also stated that the   
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(U//FOUO)  
 


.  In addition, the Under Secretary and DoD CIO stated that, when 
warranted  


.  


(U//FOUO) The Under Secretary and DoD CIO acknowledged that  
 


 
.  The Under Secretary and DoD CIO pointed out that 


 
 


 
.23  They stated that Congress has 


already recognized the need for greater authority  
 
 


 
.24  The Under Secretary and DoD 


CIO also stated that  
 


 
.  Therefore, the Under Secretary and DoD CIO stated that they  


 
as described in their response to Recommendation 4.    


(U) Our Response 
(U) Comments from the Acting Secretary of Defense, USD(A&S), and DoD CIO did not 
address the specifics of the recommendations; therefore, the recommendations are 
unresolved.  We acknowledge that DoD policies and procedures address supply chain 
risk management in acquisition decisions and require the DoD to identify, assess, and 
mitigate cybersecurity risks.  However, as stated in the report, responsibility for 
identifying, testing, and mitigating cybersecurity risks is decentralized among many 
organizations with overlapping responsibilities.  As shown in the report, the current 
risk-based approach is not effective at identifying DoD-wide high-risk COTS items; 
therefore, we consider Recommendation 1.a unresolved. 


                                                                        
23 (U) Section 253, title 41, United States Code, 1984. 
24 (U) Public Law 115-390, “The Strengthening and Enhancing Cyber-Capabilities by Utilizing Risk Exposure Technology Act,” 


December 21, 2018. 
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(U) We also acknowledge that the DoD has testing and analysis organizations, such as 
the Joint Federated Assurance Center; however, as stated in the report, Joint Federated 
Assurance Center support is limited because the Center is not fully operational.  
In addition, there is no requirement to use the Center for testing or to follow the 
Center’s recommendations, and the Center is not required to share test results 
across the DoD.  Despite DoD policies and the numerous organizations performing 
cybersecurity testing and analysis, there appears to be no organization assessing 
the risks for COTS items DoD-wide, identifying high-risk items for further testing, 
or actively recommending prohibition of these high-risk items when necessary.  
Therefore, we consider Recommendation 1.b unresolved. 


(U//FOUO)  
 


.  We also agree that the  
 


 
 


.  However, the DoD has not introduced guidance 
to  


.  Therefore, we consider 
Recommendation 1.c unresolved.    


(U) The Acting Secretary of Defense, USD(A&S), or DoD CIO, should provide additional 
comments on the final report that address actions to resolve the recommendations.   


(U) Recommendation 2 
(U) We recommend that the Under Secretary of Defense for Acquisition and 
Sustainment update:  


a. (U) Existing DoD acquisition policies or develop and implement new 
policy to require organizations to review and evaluate cybersecurity 
risks, including supply chain and counterintelligence risks, for high-risk 
commercial off-the-shelf items prior to purchase, regardless of 
purchase method. 
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(U) USD(A&S) Comments 
(U//FOUO) The USD(A&S) agreed, stating that  


 
.25  The Under Secretary noted 


that DoD policies, including DoD Instructions 5000.01, 5000.02, 5200.44, 8510.01, 
and 5200.39, require  


26  The Under Secretary stated that  
 


. 


(U) Our Response 
(U) Comments from the USD(A&S) addressed all specifics of the recommendation; 
therefore, the recommendation is resolved but remains open.  We will close the 
recommendation once the USD(A&S) provides the updated version of DoD 
Instruction 5200.44 and we verify that it addresses requirements for evaluating COTS 
items cybersecurity risks prior to their purchase, regardless of the purchase method. 


b. (U) Government purchase card program policy and training to include 
training on common cybersecurity risks, including supply chain and 
counterintelligence risks, for commercial off-the-shelf information 
technology items and the impact of the risks to the mission.   


(U) USD(A&S) Comments 
(U//FOUO) The USD(A&S) agreed, stating that the USD(A&S) would  


 
 


.  The Under Secretary stated that  
 


 
 


.    


  


                                                                        
25 (U) DoD Instruction 5200.44, “Protection of Mission Critical Functions to Achieve Trusted Systems and Networks (TSN),” 


November 5, 2012 (Incorporating Change 3, October 15, 2018). 
26 (U) DoD Instruction 5000.01, “The Defense Acquisition System,” May 12, 2003 (Incorporating Change 2, August 31, 2018); 


DoD Instruction 5200.39, “Critical Program Information (CPI) Identification and Protection Within Research, Development, 
Test, and Evaluation (RDT&E),” May 28, 2015 (Incorporating Change 2, October 15, 2018).  
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(U) Our Response 
(U) Comments from the USD(A&S) addressed all specifics of the recommendation; 
therefore, the recommendation is resolved but remains open.  We will close the 
recommendation once the USD(A&S) provides updated GPC policy and training 
requirements and we verify the policy and training requirements address the COTS 
information technology supply chain and counterintelligence risks.  


(U) Recommendation 3  
(U) We recommend that the DoD Chief Information Officer revise 
DoD Instruction 8100.04, “DoD Unified Capabilities (UC),” December 9, 2010, 
to require an assessment of supply chain risks as a condition for approval to 
be included on the Unified Capabilities approved products list.  


(U) DoD CIO Comments 
(U//FOUO) The DoD CIO agreed, stating that his office would   


 
 


. 


(U) Our Response 
(U) Comments from the DoD CIO addressed all specifics of the recommendation; 
therefore, the recommendation is resolved but remains open.  We will close 
the recommendation once the DoD CIO provides the updated issuance of 
DoD Instruction 8100.04 and verify that it requires an assessment of supply chain 
risk management as part of the approval process for including products on the APL. 


(U) Recommendation 4  
(U) We recommend that the Under Secretary of Defense for Acquisition and 
Sustainment and the DoD Chief Information Officer identify and implement 
administrative solutions, such as expanding the DoD’s implementation of its 
current section 2339a, title 10, United States Code, 2018, authorities and, if those 
solutions are insufficient to address the issues identified in this report, 
seek legislative authority to expand the national security system-restricted list 
DoD-wide to include high-risk commercial off-the-shelf information technology 
items used for non-national security systems. 
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(U) USD(A&S) and DoD CIO Comments 
(U//FOUO) The USD(A&S) and DoD CIO agreed, stating that,  


 
 


 
.27  The Under Secretary and DoD CIO also stated 


that the  
 


.  Furthermore, the Under Secretary and DoD CIO 
stated that the DoD CIO would issue  


 
 


 
. 


(U) Our Response 
(U) Comments from the USD(A&S) and DoD CIO addressed all specifics of the 
recommendation; therefore, the recommendation is resolved and closed.  We agree 
that the SECURE Technology Act and Executive Order 13873 provides the DoD the 
authority that they need to expand the national security system-restricted list 
DoD-wide.  The enhanced procedures to improve DoD’s implementation will be 
reviewed with the response to Recommendation 1.c, which recommends that the 
Secretary of Defense direct an organization to develop a process to prohibit the 
purchase and use of high-risk COTS items. 


 


                                                                        
27 (U) Executive Order 13873, “Securing the Information and Communications Technology and Services Supply Chain,” 


May 15, 2019. 
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(U) Scope and Methodology  
(U) We conducted this performance audit from March 2018 through May 2019 in 
accordance with generally accepted government auditing standards.  Those standards 
require that we plan and perform the audit to obtain sufficient, appropriate evidence 
to provide a reasonable basis for our findings and conclusions based on our audit 
objectives.  We believe that the evidence obtained provides a reasonable basis for 
our findings and conclusions based on our audit objectives.  


(U) Scope of UAS Work 
(U) Our original audit objective was to determine whether the DoD implemented and 
operated cyber and physical security controls in accordance with Federal and DoD 
system, communications, and information security requirements to protect select 
unmanned aerial vehicle systems from unauthorized access and use.28  We met with 
officials from the USD(A&S) and the DoD CIO responsible for acquisition and 
cybersecurity for UASs.  In addition, we met with officials from the Naval Air Systems 
Command and Air Force Life Cycle Management Center responsible for overseeing 
the Services’ UAS program offices and provides management of weapons systems 
throughout their life cycles.   


(U) We visited the Army Program Executive Office, Aviation at Redstone Arsenal in 
Huntsville, Alabama; the Naval Air Warfare Center Aircraft Division at Naval Air Station 
Patuxent River in Patuxent River, Maryland; and the Air Force Life Cycle Management 
Center, Medium Altitude UAS Division, at Wright-Patterson Air Force Base in Dayton, 
Ohio.  During these site visits, we met with officials responsible for managing and 
securing individual UAS programs and data communications; managing UAS contracts 
for, among other areas, maintenance and repairs; managing UAS inventories; and 
ensuring that UASs met air worthiness requirements.29  At these sites, we also met with 
officials responsible for assessing UAS threats and cybersecurity risks.  In addition, we 
visited the U.S. Air Force Special Operations Command at Hurlburt Field in Mary Esther, 
Florida, and met with officials responsible for capability development and integration of 
small UASs for the Air Force.   


  


                                                                        
28 (U) A UAS includes all necessary equipment, networks, and personnel to control an unmanned aerial vehicle.  
29 (U) Airworthiness is the measure of an aircraft’s suitability for safe flight. 


(U) Appendix A 
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(U) We also met with officials from the Director, Operational Test and Evaluation 
responsible for providing operational testing and analysis of weapon systems, 
including larger UAS programs.  In addition, we met with officials from the National 
Security Agency, Defense Innovation Unit, and the National Ground Intelligence Center 
responsible for researching and evaluating UAS cybersecurity risks and vulnerability 
mitigation solutions.   


(U//FOUO) We obtained and reviewed UAS briefings and threat assessments; 
plans of action and milestones to address UAS vulnerabilities; incident reports; 
and vulnerability reports issued by  


 
 


.  In addition, we also obtained and reviewed Federal, DoD, and Army, Navy, and 
Air Force cybersecurity and acquisition policies; the  


; and 
the DoD Government Charge Card Guidebook for Establishing and Managing Purchase, 
Travel, and Fuel Card Programs. 


(U//FOUO) Based on initial audit work, we identified  
, which resulted in our issuance of a notice of concern.  While 


the DoD took action to address our concerns, we reannounced the audit with a broader 
objective focused on the cybersecurity risks associated with COTS items. 


(U) Scope of COTS Items Work 
(U) We met with USD(A&S) and DoD CIO officials responsible for developing acquisition 
policy and GPC training requirements, establishing supply chain risk management 
policy and procedures, and restricting GPC purchases.  In addition, we met with Defense 
Information Systems Agency Assessments and Authorizations Division officials to 
discuss the process for approving products for inclusion on an APL.  Furthermore, we 
met with officials from the Defense Intelligence Agency Supply Chain Risk Management 
Threat Assessment Center responsible for collecting intelligence and developing supply 
chain threat assessments. 


(U) We also met with officials from the Offices of the Assistant Secretary of the Army for 
Acquisition, Logistics, and Technology and Air Force Chief Information Officer; and the 
Naval Surface Warfare Center, Dahlgren, responsible for acquisition, testing, analysis, 
and sharing the cybersecurity risks of COTS items.  We met with officials from the Office 
of the Under Secretary of Defense for Research and Engineering, Joint Federated 
Assurance Center responsible for coordinating hardware and software assurance 
policies, testing, and standards across the DoD.  In addition, we met with officials from   
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(U) the U.S. Army Program Executive Office, Enterprise Information Systems, 
responsible for managing the Army’s Computer Hardware, Enterprise Software and 
Solutions system and the Air Force Life Cycle Management Center, Program Executive 
Office responsible for managing contracts used by GPC holders to purchase COTS 
information technology items. 


(U) We obtained and reviewed congressional testimony; the DoD Unified Capabilities 
APL; Department of Homeland Security advisories; and DoD, Army, Navy, and Air Force 
GPC policy, procedures, and training requirements.  We also reviewed the Federal 
Acquisition Regulation, Defense Federal Acquisition Regulation Supplement, and 
international commercial items standards.  In addition, we reviewed the National 
Institute of Standards and Technology’s National Vulnerabilities Database to identify 
COTS items with known cybersecurity risks and vendors associated with providing the 
COTS items.  Furthermore, we obtained and reviewed GPC purchase extracts from the 
Army’s Computer Hardware Enterprise Software and Solutions System and the 
Air Force’s portal to identify GPC COTS items purchases during FY 2018.  We focused 
our review of COTS items from vendors such as Lenovo, Lexmark, and GoPro and items 
such as televisions, security cameras, and printers that had known cybersecurity risks. 


(U) Use of Computer-Processed Data  
(U) We used computer-processed data from the Army’s Computer Hardware, Enterprise 
Software and Solutions to identify COTS information technology items purchased by 
Army GPC holders.  The Army uses the Computer Hardware, Enterprise Software, and 
Solutions systems to manage COTS information technology purchases of hardware and 
software made using multiple award, indefinite-delivery indefinite-quantity contracts.  
We also used computer-processed data from Air Force vendors supporting the 
Air Force’s Network-Centric Solutions-2 Products and Information Technology 
Commodity Council contracts that the Air Force Life Cycle Management Center 
provided to identify COTS information technology items purchased by Air Force 
personnel.  Although the Air Force uses the Air Force Way portal to manage its 
information technology contracts, the portal shows both requests for pricing and COTS 
information technology purchases.  Reports generated using the Air Force Way portal 
do not separate the different types of transactions.   


(U) To assess the reliability of the data, we interviewed the Computer Hardware, 
Enterprise Software, and Solutions product lead, Network-Centric Solutions-2 Products 
deputy program manager, and the Deputy Director of the Information Technology 
Commodity Council to discuss known weaknesses in the systems.  We identified 
internal control deficiencies that allowed users to purchase COTS information 
technology items without using the established contracts in the systems; therefore, 
the data was incomplete.  Although we identified discrepancies with the data, we   
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(U) determined that the Army’s data was sufficiently reliable to identify whether its 
GPC holders purchased COTS information technology items with known cybersecurity 
weaknesses.  For the Air Force, we also identified problems with the accuracy of the 
information because it combined requests for pricing with actual purchases made.  
Therefore, we could not rely on the Air Force data to identify the number and value 
of COTS information technology items purchases for its GPC holders. 


(U) Prior Coverage  
(U) During the last 5 years, the Government Accountability Office (GAO) issued 
one report on COTS items cybersecurity risks related to IoT device use. 


(U) GAO 
(U) GAO-17-668, “IoT:  Enhanced Assessments and Guidance Are Needed to Address 
Security Risks in DoD,” July 2017 


(U) The GAO reported that, although the DoD had begun to examine security risks of 
IoT devices through infrastructure-related and intelligence assessments, the DoD 
had not conducted required assessments on how its use of IoT devices affected 
operations.  Specifically, the GAO identified that DoD cybersecurity, information 
security, physical security, and operations security policy did not sufficiently 
address the use of IoT devices.  
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(U//FOUO)  


 


(U) Appendix B 
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(U) Appendix C 
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(U) Banned or Restricted COTS Items 
and Manufacturers 


U//FOUO 
Item/Manufacturer 


 
Risk/Threat 


 
Ban/Warning/Restriction 


Video surveillance equipment from 
Hangzhou Hikvision Digital 
Technology Company and 
Dahua Technology Company  


Cyberespionage risk; 
unauthorized system or 
network access; and Chinese 
government ownership, 
control, or influence 


In May 2017, the Department of 
Homeland Security issued an 
advisory that included concerns with 
using these items. 
In August 2018, Congress banned 
the purchase and use of these 
COTS items.1 


Telecommunications equipment 
from Hytera Communications 
Corporation  


Cyberespionage risk 
In August 2018, Congress 
banned the purchase of these 
COTS items.2 


Geolocation-capable devices, 
applications, and services 


Exposure of sensitive 
locations, routines, and 
personal information 


In August 2018, the Deputy 
Secretary of Defense banned these 
COTS items from being used in 
operational areas.3 


Personal and Government 
mobile devices 


Cyberespionage risk and 
unauthorized disclosure of 
classified information 


In May 2018, the Deputy Secretary 
of Defense banned these COTS items 
from secure spaces.4 
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Telecommunications equipment 
from Huawei Technologies 
Company and ZTE Corporation  


Cyberespionage risk and 
Chinese government 
ownership, control, 
or influence 


In October 2012, the U.S. House of 
Representatives Permanent Select 
Committee on Intelligence issued a 
report that identified vulnerabilities 
with use of these COTS items.6 
In December 2017, Congress 
banned the purchase and use of 
these COTS items. 7 
In April 2018, the DoD banned the 
sale of these COTS items at 
military exchanges. 


Hardware, software, and services 
from Kaspersky Lab 


Cyberespionage risk; 
unauthorized system or 
network access; and  
 
Russian government 
ownership, control, or 
influence 


In September 2017, the Department 
of Homeland Security banned the 
purchase and use of these COTS 
items, and U.S. Cyber Command 
removed these COTS items from 
DoD networks.8 
In December 2017, Congress 
banned the purchase and use of 
these COTS items.9 


U//FOUO 
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U//FOUO 
Item/Manufacturer 


 
Risk/Threat 


 
Ban/Warning/Restriction 


Computers from Lenovo 


Cyberespionage risk; 
unauthorized system or 
network access; and Chinese 
government ownership, 
control, or influence 


In May 2006, the Department of 
State banned the purchase and use 
of these COTS items on State 
Department classified networks. 
In February and August 2015, the 
Department of Homeland Security 
issued cybersecurity vulnerability 
alerts for these COTS items. 
In September 2016, a DoD Joint 
Chiefs Intelligence Directorate report 
identified cyberespionage risks for 
these COTS items. 


Removable media devices 
Unauthorized disclosure of 
classified information and 
spread of malware 


In November 2008, U.S. Strategic 
Command banned the use of these 
COTS items on DoD networks. 
In February 2010, U.S. Strategic 
Command removed the ban of these 
COTS items. 
In December 2010, U.S. Strategic 
Command reinstituted the ban for 
using these COTS items on 
classified networks. 


U//FOUO 
1   (U) Public Law 115-232, “NDAA for Fiscal Year 2019,” Title VII, “Acquisition Policy, Acquisition Management, and 


Related Matters,” Subtitle H, “Other Matters,” Section 889, August 13, 2018. 
2    (U) Public Law 115-232, “NDAA for Fiscal Year 2019,” Title VII, “Acquisition Policy, Acquisition Management, and 


Related Matters,” Subtitle H, “Other Matters,” Section 889, August 13, 2018. 
3   (U) Deputy Secretary of Defense Memorandum, “Use of Geolocation-Capable Devices, Applications, and Services,” 


August 3, 2018. 
      4   (U) Deputy Secretary of Defense Memorandum, “Mobile Device Restrictions in the Pentagon,” May 22, 2018. 


5    (U//FOUO)  


6   (U) Permanent Select Committee on Intelligence, U.S. House of Representatives, “Investigative Report on the U.S. 
National Security Issues Posed by Chinese Telecommunications Companies Huawei and ZTE,” October 8, 2012. 


7    (U) Public Law 115–91, “NDAA for Fiscal Year 2018,” Title XVI, “Strategic Program, Cyber, and Intelligence Matters,” 
Subtitle D, “Cyberspace-Related Matters,” Section 1656, December 12, 2017.  


8   (U) Department of Homeland Security Binding Operational Directive 17-01, “Removal of Kaspersky-Branded Products,” 
September 13, 2017. 


9    (U) Public Law 115–91, “NDAA for Fiscal Year 2018,” Title XVI, “Strategic Program, Cyber, and Intelligence Matters,” 
Subtitle C, “Cyberspace-Related Matters,” Section 1634, December 12, 2017. 
 
(U) Source:  The DoD OIG.     
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(U) Undersecretary of Defense for Acquisitions and 
Sustainment and DoD Chief Information Officer  
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(U) Undersecretary of Defense for Acquisitions and 
Sustainment and DoD Chief Information Officer (cont’d) 
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(U) Undersecretary of Defense for Acquisitions and 
Sustainment and DoD Chief Information Officer (cont’d) 
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(U) Undersecretary of Defense for Acquisitions and 
Sustainment and DoD Chief Information Officer (cont’d) 
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APL Approved Products List 


CIO Chief Information Officer 


COTS Commercial off-the-shelf 


DJI Da Jiang Innovation 


GPC Government Purchase Card 


IoT Internet of Things 


NDAA National Defense Authorization Act 


NSS National Security System 


UAS Unmanned Aircraft System 


USD(A&S) Under Secretary of Defense for Acquisition and Sustainment 


 


(U) Acronyms and Abbreviations 
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(U) Commercial Item.  Articles of supply readily available from established 
commercial distribution sources which the Department of Defense or inventory 
managers in the Military Services have designated to be obtained directly or indirectly 
from such sources.  


(U) Commercial Off-The-Shelf (COTS).  A commercial item sold in substantial quantity 
in the commercial marketplace that is offered to the government in the same form in 
which it is sold in the marketplace 


(U) Cyberespionage. The use of computer networks to gain illicit access to confidential 
information, typically that held by a government or other organization. 


(U) Internet of Things (IoT).  The Internet of Things is the set of Internet 
Protocol-addressable devices that interact with the physical environment.  IoT 
devices typically contain elements for sensing, communications, computational 
processing, and actuation.  


(U) National Security System (NSS).  Any information system used or operated by an 
agency or by a contractor of an agency, or other organization on behalf of an agency the 
function, operation, or use of which: 


• (U) involves intelligence activities; 


• (U) involves cryptologic activities related to national security; 


• (U) involves command and control of military forces; 


• (U) involves equipment that is an integral part of a weapon or weapon 
system; or 


• (U) is critical to the direct fulfillment of military or intelligence missions; or 


• (U) is protected at all times by procedures established for information that have 
been specifically authorized under criteria established by an Executive order or 
an Act of Congress to be kept classified in the interest of national defense or 
foreign policy. 


(U) Program of Record.  A program as recorded in the current Future Years Defense 
Program or as updated from the last Future Years Defense Program by approved 
program documentation.  May also refer to a program having successfully achieved the 
development decision that commits the resources needed to conduct development 
leading to production and fielding of the product.  


(U) Glossary 
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(U) Supply Chain Risk.  The risk that an adversary may sabotage, maliciously 
introduce unwanted function, or otherwise subvert the design, integrity, manufacturing, 
production, distribution, installation, operation, or maintenance of a system so as 
to surveil, deny, disrupt, or otherwise degrade the function, use, or operation of 
such system.  


(U) Supply Chain Risk Management.  A systematic process for managing supply chain 
risk by identifying susceptibilities, vulnerabilities and threats throughout DoD’s “supply 
chain” and developing mitigation strategies to combat those threats whether presented 
by the supplier, the supplied product and its subcomponents, or the supply chain 
(e.g., initial production, packaging, handling, storage, transport, mission operation, 
and disposal).  


(U) Unmanned Aerial Vehicle.  A powered, aerial vehicle that does not carry a 
human operator, uses aerodynamic forces to provide vehicle lift, can fly autonomously 
or be piloted remotely, can be expendable or recoverable, and can carry a lethal or 
nonlethal payload. 


(U) Unmanned Aircraft System (UAS).  That system whose components include the 
necessary equipment, network, and personnel to control an unmanned aircraft. 
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(U) Declassification Date:  50X1-HUM 
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RESPONSES TO REPORT DODIG-2019-106 PURSUANT TO THE 
JAMES M. INHOFE NATIONAL DEFENSE AUTHORIZATION ACT FOR 


FISCAL YEAR 2023, PUB. L. NO. 117-263, SECTION 5274 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


The Department of Defense Office of Inspector General (DoD OIG) attaches the following 
responses received from specifically identified non-governmental organizations or business 


entities as required by the James M. Inhofe National Defense Authorization Act 
for Fiscal Year 2023, Public Law No. 117-263 § 5274. 


 
Because these comments were submitted more than 30 days after the enactment of 


Public Law No. 117-263, the retroactive provisions of § 5274 (b) are inapplicable.  We are under 
no obligation to attach these comments to the report.  However, because we are attaching other 


comments that were submitted in a timely manner under § 5274 (b), we are voluntarily 
attaching these comments in the interest of transparency.    


 
The DoD OIG offers no comment and makes no representations, express or implied, of any 


nature with respect to the matters stated in the attached responses. 
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Lenovo.com 8001 Development Drive 
Morrisville, NC 27560 


March 10, 2023 


The Honorable Robert Storch   VIA Email 
Inspector General 
U.S. Department of Defense  
4800 Mark Center Drive, Suite 15G27 
Alexandria, VA 22350  


Dear Inspector General Storch: 


I am writing on behalf of Lenovo Group Ltd. to submit the attached response to Department of 
Defense Inspector General (DOD IG) Report #DODIG-2019-106. 


The purpose of this response is to correct, clarify and provide additional context regarding specific 
references to Lenovo in that report, as authorized by Section 5274 of Public Law 117-263. I 
understand this law also requires that such a response be attached to the original report and that the 
version of the report on your website be similarly updated. 


Lenovo was not notified by your office of the opportunity provided by Public Law 117-263 to 
submit a response to Report #DODIG-2019-106, which was published on July 26, 2019. I therefore 
request that you fulfill the intent of Section 5274 to ensure that businesses can respond to public 
assertions about them. Making Lenovo’s response available to the public would also be in keeping 
with your office’s commitment to integrity, independence, and excellence. 


I appreciate your attention to this important matter and look forward to your response. 


Very truly yours, 


Laura Quatela 
Senior Vice President 
Chief Legal & Corporate Responsibility 
Officer 


Attachment: Lenovo Response to U.S. Department of Defense Inspector General Report, DODIG-
2019-106, March 10, 2023 


cc: Steven Stebbins 
Michael Zola 



https://Lenovo.com





 
  


   


The following is a response by Lenovo Group Ltd. ("Lenovo") to Department  of  Defense  
Inspector  General  (DOD  IG)  report  #DODIG-2019-106, pursuant  to Section 5274 of  Public  Law  117-
263. The  purpose  of  this  response  is  to correct,  clarify and provide  additional  context  regarding  
specific references to Lenovo in the report. 


To clarify the report's characterization, Lenovo is a global company that is listed on the Hong 
Kong Stock Exchange and has headquarters in both the United States and China. Lenovo's U.S. 
operations  are  headquartered in Morrisville, North Carolina, where  it  employs  more  than 5,000  
individuals, in addition to over  1,000 in other  U.S. states, including corporate  offices  in California, 
Illinois, and Washington State. As  a  public  company, Lenovo is  subject  to global  corporate  governance  
requirements  that  inc lude rigorous reporting, disclosure and financial transparency rules. Lenovo's 
leadership team  is  comprised of  several  U.S. citizens, including its  Chief  Legal  Officer, its  Chief  
Security Officer, its Chief  Information Security Officer, the Senior Vice President of its  International  
Sales Organization, and the Executive Vice President of its Infrastructure Solutions Group. 


The stated purpose of the 2019 DOD IG report was to audit the department's management of 
cybersecurity risks  when purchasing commercial  off-the-shelf  (COTS)  information technology 
products. The  report  recommended that  agencies  develop a  risk-based approach for  the  purchase  of  
these items, which Lenovo fully supports as an industry-wide best practice. 


Lenovo.com 8001 Development Drive 
Morrisville, NC 27560 


LENOVO RESPONSE TO U.S. DEPARTMENT OF DEFENSE 
INSPECTOR GENERAL REPORT, DODIG-2019-106 


March 10, 2023 


I. DOD IG Report Assertions and Omissions 


Contrary to mischaracterizations  since  the  publication of  this  report, it  specifically stated that  
Lenovo products  have  not  been banned by DOD  and it  did not  propose  such  a  ban.  However,  the  report  
did raise  certain concerns  regarding Lenovo products  but  either  failed to substantiate  them, did not  
acknowledge  that  they were  subsequently resolved, or  neglected to explain that  product  vulnerabilities  
are an inherent challenge that all vendors, including Lenovo's U.S. competitors, work to resolve on a 
continu ous basis. The context for and resolution of the report's references to Lenovo are addressed 
below. 


The  report  failed to note  that  beginning in 2005, Lenovo successfully completed five  national  
security reviews  by the  interagency U.S. Committee  on Foreign Investment  in the  United States  
(CFIUS), and that  the  company has  complied fully with post-review  third party audits  and other  
oversight  requirements. The  report  also declined to acknowledge  that  Lenovo has been a  Government  
Services  Administration-approved vendor  of  products  for  the  U.S. Government  since  2005 and, 
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through its listing on the GSA's Multiple Award Schedule, offers products to federal, state, and local 
government agencies at pre-negotiated prices. 


• 


• 


• 


• 


• 


• 


reviewed and approved Lenovo's acquisition of the 


II. Specific References to Lenovo 


The  report  asserted that  certain U.S. Government  agencies  had made  decisions  or  issued  
warnings  in the  past  about  the  cybersecurity risks  of  using Lenovo products, citing only three  specific  
instances that are addressed below. 


Issue  1 : The report stated that " In 2006, the  State  Department  banned the  use  of  Lenovo  
computers  on their  classified networks  after  reports  that  Lenovo computers  were  manufactured  
with hidden hardware or software used for cyberespionage." 
Response: Lenovo computers were not in 2006 and are not today manufactured with hidden 
hardware or software used for cyberespionage, and Lenovo is unaware of any credible reports 
to the contrary, including those referenced in the DOD IG report. In addition, just months 
before this reported action, CFIUS 
personal computer business of IBM, the source of the equipment that Lenovo subsequently 
sold to the State Department. In addition, the State Department has continued to purchase 
Lenovo personal computers since 2006. 


Issue  2:  The  report  stated that  in 2015, the  Department  of  Homeland Security issued  
cybersecurity warnings  related to pre-installed  spyware  and other  cybersecurity vulnerabilities  
identified in Lenovo computers. 
Response:  In late  2014 and early 2015, Lenovo installed a  third-party component  the  
VisualDiscovery "shopping assistant" software manufactured by the Israeli company 
Superfish on limited personal  computer  models with the intent of enhancing consumers' 
online  shopping experience. When researchers  discovered a  vulnerability in this  software,  
Lenovo immediately stopped installing it. The  company also published a  security advisory, 
provided customers  with an automated tool  to  remove  the  software  and all  associated 
certificates, and is  not  aware  of  any instance  of  the  vulnerability having been exploited to 
access user information.  


Similar vulnerabilities caused by third-party software were found in products of other personal 
computer manufacturers during this same period. 


In  addition to helping customers  remove  this  software,  Lenovo  agreed to  biennial  independent  
assessments  and other  requirements  established  by the  U.S. Federal  Trade  Commission,  
measures that our competitors' products with similar vulnerabilities did not undergo . 


Issue  3:  The  report  stated  that  in 2016, the  Joint  Chiefs  of  Staff  Intelligence  Directorate  issued  
a  warning that  Lenovo computers  and handheld devices  could introduce  compromised 
hardware into the Department of Defense supply chain. 
Response: Lenovo is not aware of any such warning and we remain a GSA-approved vendor 
to DOD and other Federal agencies. Lenovo strives to create products that meet or exceed 
industry security standards. At the forefront of this commitment, Lenovo has established a 
governance structure to drive security across products and services development. Our Lenovo 
Secure Development Lifecycle (LSDL), adopted from Microsoft, SAFECode Fundamental 
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Lenovo's security leadership is comprised of U.S. and UK nationals who manage product 
security teams that proactively identify and repair  vulnerabilities in our products as part of our LSDL 
process, which includes  regular  audits  by customers  and third parties  approved by the  U.S.  
Government. Lenovo also maintains  a  dedicated, U.S.-based  Product  Security Incident  Response  
Team  (PSIRT)  to receive  vulnerability reports  from  researchers, industry partners, and customers.  In  
response to any report, Lenovo's PSIRT works with development teams and industry suppliers on an 
applicable  repair  or  mitigation, documents  the  vulnerability and patch,  and reports  this  to the  National  
Vulnerability Database  (nvd.nist.gov). This  U.S. Government  database  tracks  security vulnerabilities  
in products  manufactured by Microsoft, Intel, Apple, Dell, Lenovo, and other  global  companies. For  
example, during the  four-month period starting November  1, 2022, the  National  Vulnerability 
Database  recorded 18 vulnerabilities  in Lenovo products, 86 in Cisco products, 91 in Dell  products, 
155 in Apple products, 156 in IBM products, 312 in Microsoft products and 474 in Intel products. 


Practices for Secure Software Development, and ISO 27034, guides security efforts for 
products and services throughout our business units to reduce risk. The cornerstone of the 
LSDL process is a Security Review Board (SRB) led by executives in Morrisville, North 
Carolina, that engages with products and services development teams throughout the entire 
product lifecycle. The design is reviewed and approved by the SRB early in the development 
cycle. When the product is nearing release, the product itself is tested, reviewed again, and 
approved. The SRB decides what elements need further review, testing, and/or remediation, 
and holds final veto power over their release to the market. Ultimately, the SRB structure 
enables Lenovo to standardize company practices around our LSDL to ensure that security is 
built in from the start. 


III. Additional Context Regarding ICT Vulnerabilities 


The DOD IG report made general references to vulnerabilities associated with products made 
by Lenovo and other companies. It failed, however, to acknowledge that all information technology 
products and services contend with vulnerabilities of varying degrees of severity, regardless of 
manufacturer or country of origin. To address this industry-wide challenge, Lenovo has robust 
processes in place to ensure that vulnerabilities discovered in our products are addressed in a timely 
manner through patches, code updates, and/or other mitigating actions. 


To ensure supply chain security, Lenovo carefully evaluates, qualifies and periodically audits 
all suppliers. We also utilize the Intel® Transparent Supply Chain, which secures devices from 
manufacturing through transport, delivery and setup by our customers. 


IV. Lenovo Support for Additional Security Oversight 


The DOD IG report recommended that DOD develop a risk-based approach to prioritize 
commercial off-the-shelf products for further evaluation and testing. Lenovo welcomes an approach 
that applies to all manufacturers and reflects best practices for this industry. We would also welcome 
further engagement with DOD on these matters, including a full review of our product security 
programs and security assessments of Lenovo products. 
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