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INTRODUCTION 

This report is provided in accordance with the Reports Consolidation Act of 
2000.1 Each year, the Office of Inspector General (OIG) for the Department of 
State (Department) identifies the most significant management and 
performance challenges facing the Department and provides a brief 
assessment of the Department’s progress in addressing those challenges. We 
assess progress primarily through our compliance process, which relates to 
individual and often targeted recommendations. Our oversight work provides a 
unique window into common and emergent issues.  
 
Throughout FY 2022, the Coronavirus Disease 2019 (COVID-19) pandemic 
affected OIG’s operations for a third consecutive year, but we adapted our 
programs and processes to ensure our critical functions continued. Despite 
such obstacles, we published 85 reports in FY 2022. Based on these reports and 
our previous work, OIG identified the following major management and 
performance challenges facing the Department:  
 

• Protecting People and Facilities 
• Managing and Overseeing Contracts, Grants, and Foreign Assistance 
• Managing and Securing Information 
• Managing Property and Finances 
• Operating in Contingency and Critical Environments 
• Managing the Workforce 
• Promoting Accountability Through Internal Coordination and Clear Lines 

of Authority 
 

This document includes examples of reports and findings that illustrate these 
challenge areas. In addition to publicly available work, OIG issues a number of 
Sensitive But Unclassified2 and Classified reports throughout the year. Many of the 
findings in these reports reinforce our assessment of these management 
challenges.  
 
Continued attention to management challenges will improve the Department’s 
capacity to fulfill its mission while exhibiting good stewardship of public 
resources. OIG encourages the Department to apply specific recommendations 
broadly, where systemic improvements can be made that result in meaningful 
change.  

 
1 The Reports Consolidation Act of 2000, § 3, Public Law 106-531 (amending 31 United States Code 
[U.S.C.] § 3516). 
2 Sensitive But Unclassified material is information that is not classified for national security reasons, but 
warrants/requires administrative control and protection from public or other unauthorized disclosure for 
other reasons. 
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MESSAGE FROM THE SENIOR OFFICIAL PERFORMING 
THE DUTIES OF THE INSPECTOR GENERAL 

The Department plays a critical role on behalf of the 
American people. The U.S. government’s national 
security strategy asserts that, “today, more than ever, 
America’s fate is inextricably linked to events beyond 
our shores.”3 In this context, it is of particular 
importance that the Department succeed in its 
mission to protect and promote U.S. security, 
prosperity, and democratic values to shape an 
international environment in which all Americans can 
thrive. 

 
 

If not properly addressed, major management challenges will impede the 
Department’s ability to execute on this critical global mission. That is why we 
carefully examine the Department’s standing in key areas and report on its top 
management challenges annually. This year, as in recent years, we identified 
seven major management challenges for the Department. Several of these 
challenges relate to the execution of core management functions, including 
financial, facilities, information technology, and workforce, as well as 
management and oversight of contracts, grants, and foreign assistance. Other 
challenges involve ensuring accountability, operating in difficult contingency 
environments, and delivering on basic security and safety expectations for 
people and facilities.    
 
In addition to highlighting the different dimensions of these major challenge 
areas for the Department, our work identified tangible action that officials can 
take to ensure improvement. A few examples from this year’s work follow:  
 

• Department information systems are subject to serious threats that can 
lead to exploited weaknesses and compromised sensitive information. 
So, when an audit of the Department information security program 
identified weaknesses in eight of nine information security domains, we 
continued to recommend that the Department take steps to ensure that 
all Department information systems are authorized to operate and that 
officials establish an effective continuous monitoring program for 
Department systems.4  

 
3 The White House, Interim National Security Guidance, March 2021. 
4 OIG, Audit of the Department of State FY 2022 Information Security Program (AUD-IT-22-45, September 
2022). 

Diana R. Shaw 

https://www.whitehouse.gov/wp-content/uploads/2021/03/NSC-1v2.pdf
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• Effective management and oversight of grants and contracts is integral 

to ensuring that the activities meet Department needs and deliver on 
expectations. Accordingly, when we found significant deficiencies in the 
Department’s domestic guard service contract oversight prompting us 
to question $360 million in related expenditures, we recommended key 
improvements to related invoice review practices that the Department 
has agreed to implement.5  
 

• The integrity of recruitment and hiring decisions is critical to 
maintaining an effective human capital system. Unfortunately, we 
found that public members serving on the Department’s Foreign Service 
Selection Boards did not fully meet Department qualifications and that 
family members and personal friends of Department employees had 
been selected for these roles. Therefore, we recommended measures 
for improving management oversight of the public member selection 
process.6  

These represent just a few examples of the concrete ways that we have worked 
with the Department over the past year to strengthen its response to the 
management challenges it faces.  
 
In addition, in developing our oversight plans, we assess conditions that could 
lead to new management challenges for the Department and develop audits, 
inspections, and evaluations to identify opportunities for officials to respond to 
the new contours of these challenge areas. Accordingly, our current work and 
future oversight plans are designed to examine how the Department is 
adapting to some of the greatest foreign policy tests of our time. We are 
building, for example, a rich body of work on the Department’s response to the 
U.S. government’s withdrawal from Afghanistan that speaks to, among other 
things, the work of its remote mission in Doha, Qatar, as well as the emergency 
action planning that led up the 2021 withdrawal. Oversight of the Ukraine 
situation response efforts also represents a major OIG priority, as ongoing work 
will examine the operations of affected missions, assess the effectiveness of 
humanitarian response efforts, and examine security and economic 
coordination through multilateral organizations, among other areas. To help 
Department officials navigate related challenges, OIG plans to issue a product 
that shares observations from past work to inform the Department’s ongoing 
response efforts.7    

 
5 OIG, Audit of the Bureau of Diplomatic Security’s Oversight of Contractor Performance and Invoice 
Processing for the Domestic Guard Services Contract (AUD-SI-22-37, September 2022). 
6 OIG, Review of the Recruitment and Selection Process for Public Members of Foreign Service Selection 
Boards (ESP-22-02, May 2022). 
7 OIG Work Plan: Fiscal Years 2023, 2024. 

https://www.stateoig.gov/system/files/work_plan_fys_2023-2024.pdf
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We remain committed to thorough and timely oversight of Department 
programs and operations and look forward to continuing to work with the 
Department to make progress in these important challenge areas in the year  
to come.  
 
 

OIG IDENTIFIED MAJOR MANAGEMENT AND 
PERFORMANCE CHALLENGES and MANAGEMENT 
RESPONSES 
 
 

PROTECTING PEOPLE AND FACILITIES 

The Department’s global presence and the pervading threat of physical 
violence directed toward U.S. diplomats makes the protection of people and 
facilities a critical management challenge. Although the Department prioritizes 
safety and security, all personnel and facilities face some level of risk. 
 
The construction and maintenance of safe and secure diplomatic facilities is a 
component of this challenge, which has serious implications in regions affected 
by conflict and instability. Our FY 2022 inspection work continued to identify 
problems related to facilities maintenance at several overseas posts, including 
pervasive fire safety deficiencies.8 
 
Related to the health and safety of its personnel abroad, the recent pandemic 
presented a new issue for the Department. Maximum telework was 
encouraged for both domestic and overseas staff members throughout much 
of the pandemic and the Department regularly provided staff with information 
that addressed common concerns and detailed best practices for returning to 
the office.9  
 
Management of embassy residences is another area with implications for 
health and safety of personnel. OIG notes that in FY 2022, the Department 
made numerous improvements in response to 19 recommendations from two 
2021 reports that assessed management of occupational safety, health, and 
fire protection programs for overseas operations.10 The Department improved 
its compliance with the requirement for Post Occupational Safety and Health 
Officers (POSHO) to certify that residences meet safety standards. Specifically, 
at the time of OIG’s inspection in October 2020, about 62 percent of residences 

 
8 OIG, Inspection of Embassy Luxembourg, Luxembourg (ISP-I-22-09, February 2022). 
9 OIG, Inspection of Embassy Budapest, Hungary (ISP-I-22-12, May 2022). 
10 OIG, Inspection of the Bureau of Overseas Buildings Operations’ Office of Safety, Health, and 
Environmental Management (ISP-I-21-21, April 2021) and OIG, Inspection of the Bureau of Overseas 
Buildings Operations’ Office of Fire Protection (ISP-I-21-22, May 2021). 

https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.stateoig.gov%2Fsystem%2Ffiles%2Fisp-i-21-21_obo_shem_final_-_508.pdf&data=05%7C01%7C%7Cf7b36191f4074440a2d808da94c4d550%7C595e2b2f8279465184a36e3609e6dd37%7C0%7C0%7C637985870394708863%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=UzW7yqFLiGeSKcD6YKVC2uH0r5uhMfusOvX%2FgvCB9DQ%3D&reserved=0
https://gcc02.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.stateoig.gov%2Fsystem%2Ffiles%2Fisp-i-21-22_obo_fire_508.pdf&data=05%7C01%7C%7Cf7b36191f4074440a2d808da94c4d550%7C595e2b2f8279465184a36e3609e6dd37%7C0%7C0%7C637985870394708863%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=FvBZ2PFaa%2BZzseIphBdxKMb2ZRr6GEhf27Ywbzda7Ac%3D&reserved=0


 

 
 

4           OFFICE OF INSPECTOR GENERAL ·   U.S. DEPARTMENT OF STATE 

worldwide had a POSHO certification, but that rate improved to 91 percent by 
late July 2022. Additionally, the Department now requires chiefs of mission to 
certify in their annual statement of assurance that the mission has an effective 
fire protection program. Finally, the Department revised and clarified guidance 
in certain sections of the Foreign Affairs Manual (FAM) to reduce confusion and 
increase compliance with occupational safety, health, and fire protection 
program requirements.11  
 
The operation of official vehicles is a component of this challenge where OIG 
continues to see deficiencies with health and safety implications. As in previous 
years, we found instances where drivers either did not receive or were not 
current with required driver safety training or refresher training in accordance 
with the FAM.12 Several embassies also failed to fulfill medical certification 
requirements for drivers and allowed drivers to exceed limits for driving 
shifts.13 In one example, OIG found several mission drivers exceeded the 10-
hour daily duty shift maximum in 20 of the 21 pay periods reviewed.14  

Lastly, we assess emergency action planning as part of this challenge. 
Department guidelines require U.S. embassies to maintain post-specific 
emergency action plans to respond to situations such as bombs, fires, civil 
disorder, or natural disasters. Although we frequently find substantial 
compliance with these guidelines, we continue to highlight deficiencies that 
have significant safety implications. Our overseas inspections noted some 
deficiencies related to crisis management preparation, particularly within 
Consular Sections.15 Additionally, during an audit specifically looking at 
emergency action planning at domestic facilities, OIG concluded that the 
Department was principally prepared to respond to and recover from 
emergencies at selected domestic facilities,16 but that 6 percent of domestic 
facilities used by the Department as of October 2021 did not have a facility 
emergency action plan.17 In addition, OIG found that facility emergency action 
plans were not always complete or accurate.18  

 
11 15 FAM 900, “Fire Protection Program.” 
12 ISP-I-22-12, May 2022. 
13OIG, Inspection of Embassy Tallinn, Estonia (ISP-I-22-21, August 2022); Inspection of Embassy Oslo, 
Norway (ISP-I-22-23, July 2022); OIG, Inspection of Embassy Montevideo, Uruguay (ISP-I-22-11, April 
2022); OIG, Inspection of Santiago, Chile (ISP-I-22-10, March 2022); OIG, Inspection of the U.S. Mission to 
the Dutch Caribbean (ISP-I-22-04, December 2021); Inspection of Embassy Reykjavik, Iceland (ISP-I-22-02, 
October 2021), ISP-I-22-12, May 2022. 
14 ISP-I-22-10, March 2022. 
15 OIG, Inspection of Embassy Athens and Constituent Post, Greece (ISP-I-22-14, May 2022). 
16 OIG, Audit of Department of State Emergency Action Plans at Selected Domestic Facilities, (AUD-SI-22-
36, September 2022). 
17 OIG, Management Assistance Report: Improvements Needed in Procedures for Emergency Action 
Planning at Selected Department of State Domestic Facilities (AUD-SI-22-27, April 2022). 
18 AUD-SI-22-36, September 2022. 
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MANAGING AND OVERSEEING CONTRACTS, GRANTS,  
AND FOREIGN ASSISTANCE 

The oversight of contracts, grants, and foreign assistance continues to be a 
significant challenge for the Department. Those responsible for award 
oversight must monitor and document performance, confirm that work has 
been conducted in accordance with the terms of the award, hold contractors 
and grantees accountable for nonperformance, and ensure that costs are 
effectively contained. Domestically and abroad, Department entities did not 
consistently and adequately monitor and document contractor and grantee 
performance. Several examples from our FY 2022 work follow. 
 
An audit of security, construction, and facility and household services contracts 
at overseas posts showed that contractors did not always establish and 
maintain trafficking in persons (TIP) compliance plans in accordance with 
Federal Acquisition Regulation requirements, and Department Contracting 
Officer’s Representatives (COR) did not always request and review the TIP 
compliance plans for the purpose of developing required TIP monitoring 
strategies. Furthermore, Department contracting personnel did not 
consistently implement management controls for monitoring contracts to 
ensure contractors do not engage in unlawful TIP practices.19 

Because of their significant value, typically long periods of performance, and 
serious implications for security, OIG applies focused scrutiny to the oversight 
of construction contracts. In an audit conducted this year, we assessed eight 
large overseas construction projects and found that neither the Bureau of 
Overseas Buildings Operations nor the Bureau of Administration, Office of the 
Procurement Executive, Office of Acquisitions Management fully complied with 
the acquisition planning and market research requirements in federal and 
Department guidance. For example, none of the projects reviewed had a 
formal written acquisition plan. The deficiencies identified during the audit 
deprive the Department of opportunities for increased competition that could 
enhance its ability to obtain quality construction services at reasonable 
prices.20 
 
OIG also audited the Bureau of Diplomatic Security’s (DS) administration of the 
Department’s domestic guard services contract and found that DS did not 
administer the contract in accordance with requirements. For example, OIG 
found incomplete COR files and inadequate invoice reviews. Additionally, OIG 

 
19 OIG, Audit of Department of State Actions To Prevent Unlawful Trafficking in Persons Practices When 
Executing Security, Construction, and Facility and Household Services Contracts at Overseas Posts (AUD-
MERO-22-28, May 2022). 
20 OIG, Audit of Department of State Efforts To Promote Competition for Overseas Construction Jobs (AUD-
CGI-22-34, August 2022). 
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identified numerous deficiencies with the supporting documentation provided 
for selected invoices, including mathematical errors, lack of overtime approval, 
and incorrect number of hours worked. The deficiencies occurred for several 
reasons, including lack of procedures. Until the deficiencies are addressed, DS 
will not have reasonable assurance that contract administration is performed 
appropriately. As a result of the audit, OIG identified more than $360 million in 
questioned costs.21 
 
In a review of five cooperative agreements awarded by the Global Engagement 
Center (GEC) from FY 2018 through FY 2020, OIG found that third-party 
contractors were assigned to perform inherently governmental functions on 
four of the awards reviewed. GEC officials did not design and implement 
internal controls to ensure that only GEC federal employees retained decision-
making authority over functions that are intimately related to the public’s 
interest, which posed risks for award management and oversight.22 

In another audit, OIG assessed whether selected grant and cooperative 
agreement recipients complied with cost-sharing requirements. OIG found that 
recipients generally complied with requirements. However, OIG identified a 
lack of supporting documentation for 13 percent of expense transactions 
selected for testing and issues with how some recipients reported cost-share 
amounts. The deficiencies occurred due to insufficient internal controls. For 
example, monitoring plans were not tailored to awards and monitoring 
controls were not adjusted when the COVID-19 pandemic prevented site visits. 
Grants Officer Representative (GOR) training did not provide adequate 
instruction for oversight of cost-share requirements and Grants Officers (GO) 
and GORs also lacked clarity related to their responsibilities for monitoring 
financial aspects of awards. Because of the deficiencies identified, the 
Department did not have assurance that award recipients’ cost-sharing 
requirements are being fulfilled, resulting in OIG identifying questioned costs.23  

An audit of federal assistance awards to for-profit organizations provides 
another example of issues related to this management challenge. The audit 
identified that GOs and GORs did not consistently perform and document 
performance and financial monitoring, complete annual updates to risk 
assessments and monitoring plans, obtain audit reports, or conduct annual 
reviews when applicable. In addition, OIG found that oversight personnel were 
maintaining key documentation in “unofficial” award files that included 
personal computer drives, shared drives, or bureau-specific systems, which is 

 
21 AUD-SI-22-37, September 2022. 
22 OIG, Management Assistance Report: Internal Controls are Needed to Safeguard Inherently 
Governmental Functions at the Global Engagement Center (AUD-MERO-22-19, February 2022). 
23 OIG, Audit of Compliance With Cost-Sharing Requirements for Selected Department of State Grants and 
Cooperative Agreements (AUD-CGI-22-12, November 2021). 
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contrary to Department policy. The primary reason for the deficiencies 
identified was that the Department had not required the use of key oversight 
functions within its financial assistance management system.24 Until the 
deficiencies are corrected, the Department cannot be sure that awards are 
administered in accordance with requirements. 
 
Several inspections revealed similar grant management issues.25 At one 
embassy, the Public Diplomacy Section’s grant files did not consistently meet 
the Department’s Federal Assistance Directive standards for documentation. 
OIG found that while all files reviewed contained notice of award and award 
provisions, and most contained payment documentation, fulfillment of other 
requirements, such as a monitoring plan and evidence of monitoring, was 
lacking.26 
 
 

MANAGING AND SECURING INFORMATION 
The Department depends on information systems to function, and the security 
of these systems is vital to protecting national and economic security, public 
safety, and the flow of commerce. The Department acknowledges that its 
information systems and networks are subject to serious threats that can 
exploit and compromise sensitive information, and it has taken some steps to 
address these concerns. However, despite the Department’s expenditure of 
substantial resources on information system security, OIG continues to identify 
significant issues that put its information at risk. 
 
For example, the FY 2022 audit of the Department’s information security 
program found that the Department did not have a fully-developed and 
implemented information security program based on evidence of security 
weaknesses identified in eight of nine metric domains (risk management, 
supply chain risk management, configuration management, identity and access 
management, data protection and privacy, security training, information 
security continuous monitoring, and contingency planning).27  
 

 
24 OIG, Audit of Department of State Management and Monitoring of Federal Assistance Awards to For-
Profit Organizations (AUD-CGI-22-26, May 2022). 
25 OIG, Inspection of Embassy Sofia, Bulgaria (ISP-I-22-18, May 2022); OIG, Inspection of the Bureau of 
Administration, Office of the Executive Director (ISP-I-22-07, January 2022); OIG, Inspection of the Bureau 
of East Asian and Pacific Affairs (ISP-I-22-06, December 2021); OIG, Inspection of Embassy Asuncion, 
Paraguay (ISP-I-22-05, December 2021); OIG, Inspection of the Office to Monitor and Combat Trafficking 
in Persons (ISP-I-22-01, October 2021); ISP-I-22-11, August 2022; ISP-I-22-10, March 2022; ISP-I-22-09, 
February 2022; ISP-I-22-14, May 2022; ISP-I-22-12, May 2022; ISP-I-22-11, April 2022; ISP-I-22-04, 
December 2021. 
26 ISP-I-22-09, February 2022. 
27 AUD-IT-22-45, September 2022. 
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Specific issues related to contingency planning and the performance of 
Information Systems Security Officer duties were identified in several overseas 
inspection reports.28 Both issues were also cited in an inspection of the Bureau 
of Administration, Office of the Executive Director. The report noted that the 
bureau’s Information Technology Services Division had systems with IT 
contingency plan test due dates that were more than 5 years old and that most 
of its systems had never been tested.29 
 
Another example of this challenge comes from a recent review of the Bureau of 
Consular Affairs’ ConsularOne Modernization Program. We found that in the 10 
years since the program began in 2011, the responsible office had conducted a 
very limited pilot of just one component of the program— the customer-facing 
portion of the electronic Consular Report of Birth Abroad—and had continued 
to miss deployment dates for other components. Initially launched to 
modernize and consolidate approximately 90 discrete consular legacy systems 
into a common technology framework, the program has experienced 
deficiencies and delays with profound implications for the bureau’s three 
fundamental responsibilities: the issuance of passports and other 
documentation to citizens and nationals, the protection of U.S. border security 
and facilitation of legitimate travel to the United States, and ensuring the 
welfare and protection of U.S. citizens abroad.30  
 
 

MANAGING PROPERTY AND FINANCES 

Financial management has historically been a challenge for the Department, 
and, as described below, OIG continued to identify concerns related to this 
issue in FY 2022. OIG also notes several continued difficulties on the related 
issue of property management. 

Financial Management 

In one audit, we reported that selected Department bureaus did not 
consistently use the general budget object code designations in accordance 
with requirements when recording expense transactions.31 Recording expense 
data to the appropriate code is essential for management officials to have 
complete and accurate data for assessing spending patterns. Until deficiencies 

 
28 OIG, Inspection of Embassy Pristina, Kosovo (ISP-I-22-17, June 2022); ISP-I-22-18, May 2022; ISP-I-22-21, 
August 2022; ISP-I-22-14, May 2022; ISP-I-22-11, April 2022; ISP-I-22-10, March 2022, ISP-I-22-04, 
December 2021. 
29 ISP-I-22-07, January 2022. 
30 OIG, Review of the Bureau of Consular Affairs’ ConsularOne Modernization Program— Significant 
Deployment Delays Continue (ISP-I-22-03, November 2021). 
31 OIG, Audit of the Department of State’s Use of “Not Otherwise Classified” Budget Object Codes (AUD-
FM-22-21, February 2022). 

https://www.stateoig.gov/system/files/aud-fm-22-21_-_web_posting_508.pdf
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in the use of the codes are addressed, the Department will not have a full 
understanding of the specific purpose of its expenses or a method to easily 
identify how billions of dollars of funds were used. 
 
We also reported deficiencies with the completeness, accuracy, and timeliness 
of some accounting data that the Department submitted for display on 
USASpending.gov.32 In addition, the auditor could not assess the quality of the 
data that the Department submitted related to overseas transactions because 
the Department did not certify those transactions. One reason for the 
deficiencies identified was a lack of quality assurance.33  
 
Another report showed that an embassy had $1.7 million in cancelled foreign 
assistance funds to the Department of the Treasury from FY 2019 to FY 2021. 
Of the $1.7 million, $788,065 was eligible for reclassification under the 
International Narcotics and Law Enforcement Affairs (INL) Section’s statutory 
reclassification authority, which would extend the time these funds would be 
available. Funds eligible for reclassification were returned primarily because 
the embassy lacked procedures to systematically identify and reclassify INL 
funds allocated to interagency agreements with the Department of Justice.34 
 
Finally, in an audit of the process to prepare residences for new tenants (i.e., 
make-ready) at U.S. Embassy Cairo, Egypt, OIG found the embassy was not 
accounting for costs in accordance with Department requirements. For 
example, officials incorrectly attributed time for locally employed staff such as 
welders, truck drivers, and carpenters to post’s make-ready costs even though 
their work does not directly relate to make-ready efforts. In addition, Embassy 
Cairo did not record the supplies, tools, and equipment used for make-ready 
projects as part of the post’s total make-ready costs. As a result, the reported 
costs for the embassy are not representative of its actual make-ready costs. 
Inaccurate budget information will make it challenging for Embassy Cairo 
officials to meet their daily operational needs because they do not have an 
accurate picture of the embassy’s spending patterns.35  
 
 

 
32 USASpending.gov is a publicly accessible website that provides data on federal awards, including 
contracts and grants. 
33 OIG, Audit of the Department of State’s Implementation of the Digital Accountability and Transparency 
Act of 2014 (AUD-FM-22-08, November 2021). 
34 ISP-I-22-17, June 2022. 
35 OIG, Audit of the Process To Prepare Residences for New Tenants at U.S. Embassy Cairo, Egypt (AUD-
MERO-22-23, March 2022). 
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Property Management 

The audit of the Department’s FY 2021 financial statements continued to 
identify property management as a significant deficiency. Specifically, the audit 
identified significant issues with overseas real property, domestic construction 
projects, leases, personal property, and software. For example, although the 
Department implemented certain controls to identify acquisitions and disposals 
related to overseas real property, the controls did not always ensure that all 
real property transactions were recorded in the proper fiscal year. The 
untimely processing of property acquisitions and disposals resulted in 
misstatements in the Department’s asset and expense balances.36 

The financial statement audit also identified a significant number of personal 
property transactions from prior years that were not recorded in the correct 
fiscal year. In addition, the acquisition value for numerous tested items could 
not be supported or was incorrect and the gains or losses for some personal 
property disposals were not recorded properly. The Department’s internal 
control structure did not ensure that personal property acquisitions and 
disposals were recorded in a complete, timely, and accurate manner and 
monitoring activities were not effective to ensure proper financial reporting for 
personal property. The errors resulted in misstatements to the Department’s 
financial statements. The lack of effective control may result in the loss of 
accountability for asset custodianship, which could lead to undetected theft or 
waste.37 

Another report showed lapses in recordkeeping and appropriate physical 
security controls contributed to the loss of gifts at the Department. OIG 
received a referral that the Office of the Chief of Protocol was missing items of 
a significant value from its gift vault. The missing items were either gifts from, 
or were to be given as gifts to, foreign governments and dignitaries.38 

Lastly, the Department has historically faced issues with properly managing 
bulk fuel. An information report released this year noted that, from FY 2016 
through FY 2020, OIG issued 43 unclassified reports that identified deficiencies 
in managing the acquisition, storage, distribution, and monitoring of fuel at 
overseas missions. On a positive note, as of September 2021, OIG found that 
147 of 156 recommendations offered had been implemented and closed, and 
the posts involved had begun corrective actions to address each of the 
identified deficiencies in the nine remaining open recommendations. In 

 
36 OIG, Independent Auditor’s Report on the U.S. Department of State FY 2021 and FY 2020 Financial 
Statements (AUD-FM-22-10, November 2021). 
37 Ibid. 
38 OIG, Management Assistance Report: Office of the Chief of Protocol Gift Vault Access Controls (ESP-22-
01, November 2021). 
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response to a draft of the report, the Under Secretary of State for Management 
stated the findings and results would be used in applicable training.39 
 
 

OPERATING IN CONTINGENCY AND CRITICAL 
ENVIRONMENTS 

Programs and posts operating in contingency and critical environments must 
adapt to constant change, pervasive security concerns, dramatic swings in 
personnel and funding, and widespread reliance on contractors and grantees.  
 
An audit found that from FY 2019 to FY 2022, U.S. Embassy Baghdad, Iraq, 
encountered unique staffing challenges that affected the embassy’s ability to 
properly manage nonexpendable personal property. Specifically, staffing 
reductions, security and COVID-19 threats, and multiple ordered departures 
reduced the number of staff available to complete required annual inventories 
and conduct inventory spot check. This also had an impact on complete 
property receipt and disposal procedures and the prompt updating of property 
records. As a result, Embassy Baghdad cannot have reasonable assurance that 
nonexpendable property is managed in accordance with federal and 
Department requirements and is not misplaced, lost, misused, or stolen.40 
 
In another audit, OIG identified numerous examples of missing or incomplete 
documentation for noncompetitive contracts in support of contingency 
operations in Afghanistan and Iraq. We concluded the Department did not fully 
adhere to required steps intended to ensure that fair and reasonable prices 
were paid on noncompetitive contract awards.41 
 
Finally, given the scope of U.S. government Ukraine response efforts, their 
strategic significance, and attendant risks, OIG anticipates Department 
programs and operations in Ukraine will present new challenges. OIG has 
several ongoing and planned oversight projects related to the Ukraine response 
that will speak to the operations of affected missions, the effectiveness of 
humanitarian response efforts, and the quality and extent of security and 
economic coordination through multilateral organizations, among other areas. 
In addition, in early FY 2023, OIG plans to share observations from its past work 
that the Department can apply to its Ukraine response.  

 
39 OIG, Information Report: Systemic Deficiencies Related to the Department of State’s Fuel Management 
From FY 2016 Through FY 2020 (AUD-MERO-22-20, March 2022). 
40 OIG, Audit of Nonexpendable Personal Property at U.S. Embassy Baghdad, Iraq (AUD-MERO-22-44, 
September 2022). 
41 OIG, Audit of Noncompetitive Contracts in Support of Overseas Contingency Operations in Afghanistan 
and Iraq (AUD-MERO-22-03, October 2021). 
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MANAGING THE WORKFORCE 

The Department expends substantial resources on recruiting, training, and 
retaining a diverse, talented workforce capable of carrying out the 
Department’s foreign policy mission and priorities. However, OIG’s work finds 
that staffing gaps, frequent turnover, poor oversight, and inexperienced and 
undertrained staff frequently contribute to the Department’s other 
management challenges.  
 
For example, managers in the Bureau of East Asian and Pacific Affairs told OIG 
that the following issues hindered some office operations: U.S. direct-hire 
staffing constraints, a large number of temporary staff and the associated 
turnover of these staff after 1-year assignments, and an increasing workload. 
Managers told OIG these issues led to a lack of institutional memory and 
subject matter expertise, reactive operations, an inability to properly monitor 
foreign assistance, and difficulty managing the workload while maintaining a 
work-life balance.42 

The lack of appropriate training was another aspect of this challenge, detailed 
in multiple reports.43 For example, one embassy did not conduct required 
safety, health, and environmental management training.44 Another embassy 
failed to provide a locally employed staff training program45 and two posts 
failed to provide training related to the operation and maintenance of heavy 
machinery.46 This issue of training often underlies the contract and grant 
oversight deficiencies highlighted previously. For example, one inspection 
found that the embassy’s COR program did not comply with Department 
standards in that, at the time of the inspection, the embassy had five CORs who 
oversaw six contracts worth approximately $6 million and none of them had 
completed mandatory training.47 
 
In response to a whistleblower complaint, we reviewed allegations of nepotism 
and favoritism in the contract award process for public member positions on 
Department Foreign Service Selection Boards. We found that less than half of 
the public members who served on boards from 2019 through 2021 were fully 
qualified per Department policy and that family members and personal friends 
of Department employees received public member contracts to serve on the 

 
42 ISP-I-22-06, December 2021. 
43 OIG, Audit of Internal Controls Managing the Procurement of Goods at U.S. Embassy Freetown, Sierra 
Leone (AUD-MERO-22-31, July 2022); ISP-I-22-23, July 2022; ISP-I-22-14, May 2022; ISP-I-22-10, March 
2022; ISP-I-22-09, February 2022; ISP-I-22-04, December 2021; ISP-I-22-02, October 2022. 
44 ISP-I-22-02, October 2021. 
45 ISP-I-22-09, February 2022. 
46 ISP-I-22-23, July 2022; ISP-I-22-14, May 2022. 
47 ISP-I-22-10, March 2022. 
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boards. Among other causes, we concluded that the public member 
recruitment and selection process lacked adequate management oversight to 
minimize the risk of favoritism.48 
 
 
PROMOTING ACCOUNTABILITY THROUGH INTERNAL 
COORDINATION AND CLEAR LINES OF AUTHORITY 

Ineffective patterns of communication and coordination between divisions and 
branches was a problem that was first identified in a 2016 inspection of the 
Bureau of Counselor Affairs’ ConsularOne Modernization Program. While the 
Department acknowledges that clear lines of authority are necessary for 
ensuring that decision-makers are held accountable and foreign policy goals are 
met, OIG identified this problem again this year. Challenges in this area led to 
misunderstandings among staff and contractors concerning office priorities, 
eroded trust between divisions, and reduced operational effectiveness. In our 
review this year, leadership responsible for the program was unable to provide 
a clear, uniform definition of the ConsularOne program, what components it 
included, and which contracts supported the program, creating confusion for 
stakeholders. The lack of clarity on what constitutes the ConsularOne program 
hindered leadership’s oversight of the modernization effort and the ability to 
hold staff accountable for their performance.49 

In a similar example of this challenge, OIG inspected the operations of the 
Diplomatic Courier Service in DS and reviewed its information management 
operations, which predominantly centered on the Classified Pouch 
Modernization Effort (CPME), a multi-year, multimillion-dollar project to 
modernize business processes with new technology to increase efficiency and 
accountability. OIG determined that information systems security was not fully 
integrated into the CPME initiative because the Bureau of Administration and 
DS did not agree on which bureau should be responsible for information 
systems security of CPME applications.50 
 
Lastly, we found the delineation of authorities between the Chief of Mission to 
the Dutch Caribbean and the Chief of Mission to the Netherlands was not clear 
and could impede their ability to meet Chief of Mission responsibilities. A lack 
of clarity between the authorities of the chiefs of mission in such situations 

 
48 ESP-22-02, May 2022.  
49 ISP-I-22-03, November 2021. 
50 OIG, Inspection of the Bureau of Diplomatic Security’s Diplomatic Courier Service (ISP-I-22-13, May 
2022). 
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could delay a U.S. government response to a crisis in the region and presents a 
potential risk to U.S. citizens and interests.51 

 

 
51 ISP-I-22-04, December 2021. 
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APPENDIX A:  
U.S. DEPARTMENT OF STATE RESPONSE, AS PRINTED 
IN THE 2022 AGENCY FINANCIAL REPORT 

 

https://www.state.gov/wp-content/uploads/2022/09/FY-2022-Agency-Financial-Report.pdf
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https://www.state.gov/wp-content/uploads/2022/09/FY-2022-Agency-Financial-Report.pdf
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https://www.state.gov/wp-content/uploads/2022/09/FY-2022-Agency-Financial-Report.pdf
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HELP FIGHT  
FRAUD, WASTE, AND ABUSE  

 
1-800-409-9926 

stateOIG.gov/HOTLINE 
 

If you fear reprisal, contact the  
OIG Whistleblower Coordinator to learn more about your rights: 

OIGWPEAOmbuds@state.gov 
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