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Attached is our final report on the evaluation of the Bureau of Industry and Security’s (BIS’) law 
enforcement function. The objectives were to determine (1) the mission, legal basis, and 
authority for such functions and whether relevant statutes and guidelines are satisfied, (2) 
whether BIS’ law enforcement function developed plans and policies for oversight of their 
jurisdictions and offices and the extent to which oversight was provided, (3) whether training 
for BIS’ law enforcement officers is adequate and up-to-date, and (4) the extent to which the 
U.S. Department of Commerce provides oversight to ensure that BIS’ law enforcement powers 
are properly exercised within jurisdictional limits. 

We found the following: 

I. BIS has the legal basis and authority for its law enforcement functions.  

II. Oversight policies and procedures need improvement.  

III. Office of Export Enforcement has procedures to provide adequate training, but 
oversight of firearms qualifications and training needs improvement.  

IV. The Department provides oversight of BIS law enforcement functions. 

In its response to our draft report, BIS did not state concurrence with the report 
recommendations. Instead, BIS described both completed and planned actions to address 
Findings II and III. In addition, BIS did not concur with one example in Finding III and did not 
address Findings I and IV, which did not have recommendations. We also received technical 
comments on the draft report. Based on BIS’ response and the technical comments, we made 
changes to the report where appropriate. BIS’ response is included in appendix B. Subsequently, 
we met with BIS to explain report revisions and confirmed that BIS concurs with Findings I and 
IV and the report recommendations. 

Pursuant to Department Administrative Order 213-5, please submit to us an action plan that 
addresses the recommendations in this report within 60 calendar days. This final report will be 
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posted on the Office of Inspector General’s website pursuant to sections 4 and 8M of the 
Inspector General Act of 1978, as amended (5 U.S.C. App., §§ 4 & 8M). 

We appreciate the cooperation and courtesies extended to us by your staff during our 
evaluation. If you have any questions or concerns about this report, please contact me at (202) 
793-3344 or Patricia McBarnette, Audit Director, at (202) 793-3316. 

Attachment 

cc: Matthew S. Axelrod, Assistant Secretary for Export Enforcement 
Kevin Kurland, Deputy Assistant Secretary for Export Enforcement 
John D. Sonderman, Director of the Office of Export Enforcement 
Dan Clutch, Deputy Director for the Office of Export Enforcement 
Kristina Potts, Audit Liaison, BIS 
Jennifer Kuo, Alternate Audit Liaison, BIS 
MaryAnn Mausser, Audit Liaison, Office of the Secretary 



Report in Brief
January 09, 2023

Background BUREAU OF INDUSTRY AND SECURITY 
The Bureau of Industry and 
Security (BIS) advances U.S. 
national security, foreign policy, Law Enforcement Oversight Policies and Procedures 
and economic objectives by 
ensuring an effective export Need Improvement
control and treaty compliance 
system and promoting continued OIG-23-008-I
U.S. strategic technology 
leadership. BIS, led by the Under 
Secretary for Industry and WHAT WE FOUND
Security, oversees the offices 
under Export Enforcement (EE), We found the following:
among others. EE supports the 
overall BIS mission through a law I. BIS has the legal basis and authority for its law enforcement functions. 
enforcement program focused on 
deterring proliferation of weapons II. Oversight policies and procedures need improvement.
of mass destruction and missile 
delivery systems, prohibited III. OEE has procedures to provide adequate training, but oversight of firearms 
foreign boycotts, and diversion of qualifications and training needs improvement.
dual-use goods to unauthorized 
military end-uses. EE works with IV. The Department provides oversight of BIS law enforcement functions.
the Department of Justice to 
impose criminal sanctions for 
violations and with BIS’ Office of WHAT WE RECOMMEND
the Chief Counsel for Industry 
and Security (OCC-IS) to impose 
civil fines and denials of export 
privileges. EE consists of the Office 
of Antiboycott Compliance (OAC), 
the Office of Enforcement Analysis 
(OEA), and the Office of Export 
Enforcement (OEE). 

Why We Did This Review
Our evaluation objectives were 
to determine (1) the mission, 
legal basis, and authority for such 
functions and whether relevant 
statutes and guidelines are 
satisfied, (2) whether the BIS law 
enforcement function developed 
plans and policies for oversight 
of their jurisdictions and offices 
and the extent to which oversight 
was provided within BIS, (3) 
whether training for the BIS’ law 
enforcement officers is adequate 
and up-to-date, and (4) the extent 
to which the U.S. Department of 
Commerce (Department) provides 
oversight to ensure that BIS’ law 
enforcement powers are properly 
exercised within jurisdictional 
limits.  

We recommend that the Assistant Secretary for Export Enforcement do the 
following:

1. Ensure that written policies encompass all oversight activities performed. 

2. Implement controls to ensure that completed inspections and self-
assessment are reviewed for completeness and accuracy.

3. Require special agents to certify on an annual basis that they are not 
convicted of a misdemeanor crime of domestic violence.

4. Include Lautenberg Amendment requirements in the Special Agent Manual 
and as an area of review during annual field office self-assessments and 
inspections. 

5. Implement policies and procedures to monitor and track firearm 
qualifications and training, which includes centralized monitoring by those 
responsible for ensuring compliance with requirements. 

6. Revise policies and procedures to clearly identify authorized personally 
owned firearms that special agents can be permitted to use for official 
business.

7. Revise policies and procedures to include timely updates to firearms 
inventory to ensure firearms records are complete and accurate. 



 

FINAL REPORT NO. OIG-23-008-I 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

Contents 
Acronyms and Abbreviations ........................................................................................... 1 

Introduction........................................................................................................................ 2 

Objectives, Findings, and Recommendations ................................................................. 4 

I. BIS Has the Legal Basis and Authority for Its Law Enforcement Functions ........................... 4 

II. Oversight Policies and Procedures Need Improvement ............................................................ 5 

A. Oversight Processes Are Not Fully Documented ................................................................................. 5 

B. Inspections Are Not Always Complete or Supported ......................................................................... 6 

C. Special Agents Do Not Provide Annual Lautenberg Certifications .................................................. 7 

Recommendations ..................................................................................................................................... 7 

III. OEE Has Procedures to Provide Adequate Training, but Oversight of Firearms 
Qualifications and Training Needs Improvement ........................................................................ 8 

Recommendations .................................................................................................................................. 10 

IV. The Department Provides Oversight of BIS Law Enforcement Functions.......................... 10 

Summary of Agency Response and OIG Comments .................................................. 12 

Appendix A: Objectives, Scope, and Methodology ...................................................... 13 

Appendix B: Agency Response ....................................................................................... 15 

 

Cover: Herbert C. Hoover Building main entrance at  
14th Street Northwest in Washington, DC. Completed in  

1932, the building is named after the former Secretary  
of Commerce and 31st President of the United States. 

 



 

FINAL REPORT NO. OIG-23-008-I   1 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

Acronyms and Abbreviations 
APO  Authorized Personally Owned 

BIS  Bureau of Industry and Security 

COVID-19 Coronavirus Disease 2019 

EAR  Export Administration Regulations 

ECRA  Export Control Reform Act of 2018 

EE  Export Enforcement 

FY  Fiscal Year 

OAC  Office of Antiboycott Compliance 

OCC-IS Office of the Chief Counsel for Industry and Security 

OEA  Office of Enforcement Analysis 

OEE  Office of Export Enforcement 

OGC  Office of General Counsel 

OLIA  Office of Legislative and Intergovernmental Affairs 

OSY  Office of Security 

IMS-R  Investigative Management System Redesign 

SAC  Special Agent in Charge 

SAM  Special Agent Manual 
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Introduction 
The Bureau of Industry and Security (BIS) advances U.S. national security, foreign policy, and 
economic objectives by ensuring an effective export control and treaty compliance system and 
promoting continued U.S. strategic technology leadership. BIS, led by the Under Secretary for 
Industry and Security (see figure 1), oversees the offices under Export Enforcement (EE), among 
others. EE supports the overall BIS mission through a law enforcement program focused on 
deterring proliferation of weapons of mass destruction and missile delivery systems, prohibited 
foreign boycotts, and diversion of dual-use goods to unauthorized military end-uses. EE works 
with the Department of Justice to impose criminal sanctions for violations and with BIS’ Office 
of the Chief Counsel for Industry and Security (OCC-IS) to impose civil fines and denials of 
export privileges. EE consists of the Office of Antiboycott Compliance (OAC), the Office of 
Enforcement Analysis (OEA), and the Office of Export Enforcement (OEE).1 

Figure 1. Reporting Structure of Export Enforcement Within BIS 

 
Source: OIG, BIS  

OAC conducts enforcement actions and investigations related to antiboycott violations of the 
Anti-Boycott Act of 2018, the Export Control Reform Act of 2018 (ECRA), and the Export 
Administration Regulations (EAR) that discourage or prohibit U.S. companies from taking 
certain actions to further or support a boycott maintained by a foreign country against a 
country friendly to the U.S.2 

OEA supports the overall EE mission by evaluating all sources of information, including publicly 
available and government-privileged, to provide intelligence and analytical support to BIS 
enforcement and licensing activities, and to other federal agencies.3  

 
1 U.S. Department of Commerce, Bureau of Industry and Security, July 21, 2021. Special Agent Manual. Washington, 
DC: BIS, 10. 
2 See DOC BIS, “Office of Antiboycott Compliance (OAC),” [online]. 
https://www.bis.doc.gov/index.php/enforcement/oac (accessed September 15, 2021). 
3 See DOC BIS, “Office of Enforcement Analysis,” [online]. https://www.bis.doc.gov/index.php/enforcement/oea 
(accessed September 15, 2021). 
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OEE is the largest office in BIS and conducts investigations and enforcement actions related to 
administrative and criminal violations of the EAR, the ECRA, and other statutes and regulations. 
OEE special agents are sworn federal law enforcement officers with authority to act accordingly 
in that capacity. OEE has eight domestic field offices covering specified geographic regions of 
the country.4 Each field office is managed by a Special Agent in Charge (SAC) and Assistant 
Special Agent in Charge. Three field offices also have Resident Offices headed by a Resident 
Agent in Charge and all field offices have special agents located in additional cities under 
Forward Assigned Posts.5 OEE’s Special Agent Manual (SAM) is the primary vehicle for which 
EE limits, interprets, or enables its special agents to execute its law enforcement authority.   

 
4 In June 2022, BIS created a ninth field office. 
5 BIS, Special Agent Manual, 11. 
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Objectives, Findings, and Recommendations 
The objectives of our evaluation were to determine (1) the mission, legal basis, and authority 
for such functions and whether relevant statutes and guidelines are satisfied, (2) whether the 
BIS law enforcement function developed plans and policies for oversight of their jurisdictions 
and offices and the extent to which oversight was provided within BIS, (3) whether training for 
the BIS’ law enforcement officers is adequate and up-to-date, and (4) the extent to which the 
U.S. Department of Commerce (Department) provides oversight to ensure that BIS' law 
enforcement powers are properly exercised within jurisdictional limits. See appendix A for 
details on the scope and methodology of our evaluation. 

We found that:  

• BIS has the legal basis and authority for its law enforcement functions.  

• OEE’s oversight policies and procedures are not fully documented; inspections are not 
always complete or supported, and special agents do not provide annual Lautenberg 
certifications.  

• OEE has policies and procedures in place to ensure training for law enforcement officers 
is adequate and up-to-date, but oversight of firearms qualifications and training needs 
improvement.  

• The Department provides oversight over BIS law enforcement functions through Senate 
confirmed departmental officers, and the Department’s Office of General Counsel 
(OGC) and Office of Security. 

I. BIS Has the Legal Basis and Authority for Its Law Enforcement Functions 

BIS identified its law enforcement functions as occurring in OAC, OEA, and OEE. BIS 
identified a provision in the ECRA, 50 U.S.C. § 4820(a), as the primary statutory authority 
for BIS’ law enforcement authority. Also identified as significant to BIS authorities were: 

• 50 U.S.C. § 4820(b) provides the authority for undercover investigations to detect 
and prosecute violations of Subchapter I of the ECRA. 

• 50 U.S.C. § 4819 outlines the penalties under Subchapter I as well as unlawful acts 
subject to law enforcement authorities. 

• 22 U.S.C. § 401 provides the authority for inspections, detentions, and seizures of 
war materials. 

• 13 U.S.C. § 305(d)(1) allows the Secretary of Commerce to designate officers or 
employees of OEE to conduct investigations for failing to file or false statements on 
Automated Export System filings. 

• EE’s OAC is charged with administering and enforcing the Anti-Boycott Act of 2018, 
Part II of the ECRA (50 U.S.C. §§ 4841-4843) and the antiboycott provisions in Part 
760 of the EAR, 15 C.F.R. Part 760. 
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We found these legal authorities provide for BIS to exercise its mission and law 
enforcement functions.6 

II. Oversight Policies and Procedures Need Improvement  

OEE performs oversight of its law enforcement functions through annual self-assessments 
and inspections of field offices, semiannual case file reviews, and semiannual reviews of 
OEE’s electronic case file system, known as the Investigative Management System Redesign 
(IMS-R). Case file reviews entail supervisors formally reviewing all open cases including 
areas such as the status of the investigation, plans of action, and compliance with laws and 
regulations. IMS-R reviews include areas such as the timeliness, completeness, and accuracy 
of data input and case inventory in the IMS-R system.  

All OEE field offices perform self-assessments annually using a standardized checklist 
covering areas such as training, vehicle operations, and case management. Additionally, an 
OEE inspection team performs in-person inspections at two to three field offices each fiscal 
year and covers areas similar to those in the self-assessment checklist. Due to coronavirus 
disease 2019 (COVID-19) pandemic restrictions and mandatory office shutdowns enforcing 
mandatory telework, OEE did not perform self-assessments or in-person inspections in FY 
2020. Instead, OEE headquarters performed an abbreviated, centralized assessment of the 
field offices in conjunction with its September 2020 IMS-R review. OEE performed virtual 
inspections in FY 2021 in lieu of in-person inspections; and beginning in FY 2022, resumed 
in-person inspections.  

We found that OEE did not document all oversight processes in its SAM and deviated from 
standard OEE described practices that were also not formalized as policy. Also, field office 
inspections did not always adequately address issues found, did not include all OEE 
locations, and answers on inspection checklists were not always properly supported. 
Additionally, OEE special agents did not provide annual Lautenberg certifications.  

A. Oversight Processes Are Not Fully Documented  

Documentation of internal controls retains organizational knowledge, mitigates the risk 
of having that knowledge limited to a few personnel, and communicates that knowledge 
as needed to external parties.7 Management also documents internal controls to meet 
operational needs, allow for communication to those responsible for their performance, 
and allow for monitoring and evaluation by the entity.8 OEE uses the SAM to document 
its policies and procedures and considers it a living document that is updated as needed; 
however, we found that OEE had not fully documented all oversight processes within 

 
6 Our review was limited in scope and did not address whether BIS' actual practices are in accordance with the 
cited law enforcement authorities. 
7 U.S. Government Accountability Office, September 2014. Standards for Internal Control in the Federal Government, 
3.10. Washington, DC; Government Printing Office, 29. 
8 Ibid, 3.11. 
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the SAM. We also identified deviations from the standard practices described by OEE 
that were not formalized as policy. Specifically, we found: 

• OEE performs IMS-R reviews twice a year but has not documented processes 
for performing the IMS-R reviews in the SAM.  

• The SAM did not include requirements for annual field office inspections and self-
assessments until February 2022. The inspection template used in the 
assessments was included in previous versions of the SAM as an appendix, but 
the actual policy was not included in the body of the SAM until February 2022. 

• The SAM does not specifically require finding response memorandums, or other 
documentation of corrective actions, for inspections. 

When policies and procedures are not thoroughly documented, significant management 
controls may not be identified and special agents may not be aware of requirements and 
responsibilities, potentially leading to noncompliance with policies. 

B. Inspections Are Not Always Complete or Supported 

During the self-assessment process, supervisors should conduct adequate research and 
cite how they came to their conclusions when answering assessment checklist 
questions.9 At the conclusion of the self-assessment, a memorandum is submitted by the 
relevant SAC to OEE management with findings (if any) and remedial action(s) taken or 
planned. Once an in-person/virtual inspection is completed, the inspection team issues a 
memorandum to the office reporting its findings. The office has 60 days to submit a 
response to OEE documenting remedial measures that have been taken or will be taken 
to address the findings. 

We reviewed 23 self-assessments and inspections performed in FYs 2019 and 2021. We 
found monitoring of self-assessment and inspection results was not adequate to ensure 
they were complete and accurate. Incomplete inspections and self-assessments may not 
prompt all necessary corrective actions to be taken by field offices—possibly resulting in 
the field office not complying with BIS policies and even leading to issues with 
employment if significant deficiencies or noncompliance by special agents are not 
identified and corrected. Specifically, we found the following during our review: 

• Two inspections did not adequately address the noncompliance in the findings 
response memorandums. One memorandum stated there were no findings 
despite the inspection identifying two areas of noncompliance. Another did not 
address 6 of the 11 areas of noncompliance identified in the inspection but 
provided corrective action for 1 area identified as being in compliance. 

• Although the inspection template includes questions designed for only OEE 
headquarters to complete, historically it has not been subject to inspection and 

 
9 The BIS Office of Export Enforcement, Internal Compliance Program employs the Compliance Guidelines for Office 
Self-Assessment checklist. 
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no self-assessments were performed on OEE headquarters for FYs 2019 or 
2021.  

• OEE did not document a formal response memorandum or other 
documentation of corrective actions taken in response to the findings from the 
abbreviated centralized FY 2020 inspection. 

• Assessments did not always provide descriptions of how conclusions were 
derived. For example, one field office’s FY 2021 self-assessment stated it 
complied with firearms qualifications, but it did not explain the compliance was 
based on a waiver granted instead of special agents completing firearms 
qualifications.  

C. Special Agents Do Not Provide Annual Lautenberg Certifications  

In 1996, Congress amended the Gun Control Act of 1968 (Lautenberg Amendment) to 
prohibit anyone convicted of a misdemeanor crime of domestic violence to possess a 
firearm.10 BIS requires special agents to possess a firearm as part of the Criminal 
Investigation job-series position description.11 Therefore, BIS special agents cannot 
continue to hold their positions if they are convicted of a misdemeanor crime of 
domestic violence and cannot legally possess a firearm. BIS’ position description for 
special agents includes a Lautenberg Amendment requirement that the special agent, 
prior to employment and annually thereafter, provide a certified statement that they 
have not been convicted of a misdemeanor crime of domestic violence. However, in 
practice, special agents certify prior to employment they have not been convicted of a 
misdemeanor crime of domestic violence and are only required to self-report as needed 
after hiring. OEE management stated it was not aware that the position description for 
special agents required annual Lautenberg Amendment certifications and reliance on 
self-reporting after hiring was sufficient. Not reinforcing annual Lautenberg Amendment 
certification requirements could lead to special agents carrying weapons when they are 
ineligible to and, thereby, posing a threat to the public and themselves.  

Recommendations 

We recommend the Assistant Secretary for Export Enforcement: 

1. Ensure that written policies encompass all oversight activities performed. 

2. Implement controls to ensure that completed inspections and self-assessments 
are reviewed for completeness and accuracy. 

3. Require special agents to certify on an annual basis that they are not convicted of 
a misdemeanor crime of domestic violence. 

4. Include Lautenberg Amendment requirements in the SAM and as an area of 
review during annual field office self-assessments and inspections. 

 
10 18 U.S.C. § 922(g)(9). 
11 BIS Criminal Investigators are classified under the GS-1811 occupational series. 
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III. OEE Has Procedures to Provide Adequate Training, but Oversight of Firearms 
Qualifications and Training Needs Improvement 

OEE ensures special agents are adequately trained by requiring completion of Federal Law 
Enforcement Training Center’s Criminal Investigator Training Program or equivalent 
training, on-the-job training for newly hired special agents and those without significant 
export control or field experience (Field Training Program) during the first 12 months of 
employment, biannual all hands conference training for all special agents—including areas 
such as investigative techniques and legal and regulatory updates—and mandatory firearm 
training and qualifications.  

OEE omitted its all-hands conference training in fiscal years FY 2020 and 2021 due to 
COVID-19 restrictions. However, OEE resumed the all-hands conference training in May 
2022. We found the special agents hired during FY 2021 and eligible for the Field Training 
Program completed it within the required timeframe or made adequate progress with time 
remaining for completion.  

We also requested documentation for all firearm qualifications and related training as 
evidence that special agents were adequately trained in the use of firearms. While most 
employees complied with the requirements, we identified six special agents that did not 
have documentation demonstrating compliance with the requirements during calendar year 
2020. 

OEE's SAM outlines firearm qualifications and training requirements as a minimum of three 
qualifications throughout the year and one use-of-force training.12 OEE authorized a 
deviation from these requirements for 2020 and 2021 due to COVID-19 restrictions, 
requiring only one qualification and one training per calendar year. If special agents were 
unable to complete these requirements for the year because of COVID-19 restrictions, 
then the requirements could be waived after providing a memorandum to the OEE national 
firearms coordinator. The SAM states that SACs and headquarters Assistant Directors 
(ADs) are responsible for ensuring compliance with all firearm qualification requirements 
within their offices,13 and that completed firearm qualification forms are to be maintained by 
the special agents with copies as requested by the Firearms and Training Unit.14 However, 
the SAM does not prescribe or require any specific monitoring or tracking methods or 
processes, so each SAC and AD must develop their own processes to ensure special agents 
meet firearm qualifications and training requirements.  

We selected a random, statistical sample of special agents employed by BIS during FY 2021 
and requested documentation for all firearms qualifications and training from FY 2020 
through January 2022. Our sample of 54 of the total 130 special agents found that all tested 

 
12 Commerce BIS, Special Agent Manual, 50 and 41. 
13 Ibid, 42. 
14 Ibid, 50. 
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special agents completed the required training and firearm qualifications during 2021.15 
However, six special agents did not have documentation demonstrating completion of 
required training during 2020. BIS asserted that mandatory training for all special agents 
occurred during 2020 but did not maintain documentation of agents that participated. Based 
on the results of testing, we estimate that at least 9 of the 130 special agents did not 
complete the requirements during the 2020 to 2021 testing period.16 

We also found that numerous firearm qualification forms provided contained errors, 
omissions, or other information that could have been identified or corrected with an 
improved monitoring process. For example, we found: 

• The authorized personally owned (APO) policy was unclear as to whether a 
handgun used for qualification by a special agent hired in 2021 was allowable.17 

• 1 special agent qualified using one agency issued firearm and four APO firearms. The 
SAM only allows for authorization of a maximum of three total handguns. 

• 20 special agents did not use the most recently approved qualification form and 
instead used an older version that did not identify ownership of the firearms used 
for qualifying.  

• 16 special agents had forms not marked to indicate whether the special agent 
conducted firearms familiarization or qualification. 

• 3 special agents had forms not marked as pass or fail. 

• 3 special agents had forms not initialed by themselves. 

• 3 special agents signed their own qualification forms as the firearm instructor. 

• 3 special agents had forms with incomplete serial numbers for the firearm used. 

Better review and monitoring of firearm qualification and training could have identified (1) 
errors and omissions in these forms, which could have been corrected; (2) practices 
inconsistent with the SAM requirements or preferred practices, and (3) those special agents 
that did not complete forms for firearms qualifications or training as required. Incomplete 
or inadequate qualification forms could prevent the identification of noncompliance with 
training and qualification requirements. Special agents that have not adequately 
demonstrated regular proficiency with firearms may present a danger to themselves or the 
public.  

 
15 Two special agents were identified as not completing qualifications and/or training during 2021 but transferred to 
new positions prior to the end of the calendar year. 
16 Based on a 13.9 percent noncompliance rate of tested special agents, and 7.2 percent margin of error, we are 90 
percent confident that actual number of noncompliant special agents is between 9 and 27.  
17 According to OEE’s SAM, section 3, attachment 2, a list of specific firearms (referenced by make and model) may 
be used as a special agent’s APO firearm. The manual’s update on December 2, 2020, included the removal of 
several firearms from the APO list. However, the policy is unclear as several firearms (including this special agent’s) 
were included on both the APO list and the removal list.  
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During our testing, we also found that five firearms issued to special agents were not 
updated timely within the Department’s personal property management system, Sunflower. 
The firearms were included in BIS’ inventory, but the current user field had not been 
updated to identify the special agent who was issued the firearm. Sunflower, as the official 
asset management system of the Department, should be complete and accurate.  

Recommendations 

We recommend the Assistant Secretary for Export Enforcement:  

5. Implement policies and procedures to monitor and track firearm qualifications 
and training, which includes centralized monitoring by those responsible for 
ensuring compliance with requirements. 

6. Revise policies and procedures to clearly identify APO firearms that special 
agents can be permitted to use for official business.  

7. Revise policies and procedures to include timely updates to firearms inventory 
to ensure firearm records are complete and accurate. 

IV. The Department Provides Oversight of BIS Law Enforcement Functions 

The Department’s OGC described the structured oversight of BIS law enforcement 
functions to include Senate-confirmed departmental officers, OGC, and the Department’s 
Office of Security (OSY). We found these descriptions to be consistent with Commerce 
Department Organization Orders (DOOs) 1-1 (Mission and Organization of the Department) 
and 50-1 (Bureau of Industry and Security) and the SAM. 

• Presidential-appointed, Senate-confirmed departmental officers including the Under 
Secretary for Industry and Security and the Assistant Secretary for Export 
Enforcement provide primary oversight of BIS law enforcement activities. These 
officers exercise authority delegated by the Secretary of Commerce, and the 
Secretary has reserved the right to provide policy guidance and direction regarding 
the exercise of delegated authorities. The officials are also members of BIS’ 
Administrative Case Review Board. 

• OGC, through the BIS OCC-IS, counsels BIS officials on the exercise of law 
enforcement authorities and participates in several oversight bodies and processes. 
OCC-IS also reports to the Department’s OGC. OCC-IS attorneys also participate 
in BIS’ Administrative Enforcement Induction Committee and Undercover Review 
Committee and are assigned as counsel to investigations. 

• OSY oversees the issuance of law enforcement credentials to BIS law enforcement 
personnel. 

Additionally, OEE summarizes significant law enforcement activities in a weekly report 
provided to the Secretary, Deputy Secretary, OGC, and the Office of Legislative and 
Intergovernmental Affairs (OLIA). Continual monitoring and assessment of whether the 
oversight processes in place constitute sufficient oversight would allow the Department to 
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adjust as necessary to ensure that BIS’ law enforcement powers are properly exercised 
within jurisdictional limits. 
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Summary of Agency Response and OIG 
Comments 
On November 4, 2022, we received BIS’ response to our draft report. In addition, on 
November 7, 2022, BIS provided the two attachments referenced in its response. BIS’ response 
did not state concurrence with the report recommendations. However, BIS described both 
completed and planned actions to address Findings II and III. In addition, BIS did not concur with 
one example in Finding III (described below) and did not address Findings I and IV, which did 
not have recommendations. We also received technical comments on the draft report. Based 
on BIS’ response and the technical comments, we made changes to the report where 
appropriate. BIS’ response is included in appendix B. 

Because BIS’ response did not clearly identify whether BIS concurred with our results, we met 
with BIS officials on December 8, 2022. We explained revisions made to the report and 
confirmed that BIS concurs with Findings I and IV and the report recommendations. We look 
forward to receiving BIS’ corrective action plan for implementing the recommendations. 

Agency Response. BIS did not concur with the statement (in Finding III) that one special 
agent hired in 2021 qualified using a handgun no longer listed for use as an authorized 
personally owned (APO) firearm. BIS provided additional documentation and stated:  

• “This special agent qualified on a Glock 27 handgun, a firearm which was 
authorized for use as an APO both at the time and currently.” (See  
Attachment 2.) 

OIG Comment. We reviewed Attachment 2 and noted that, although page 1 includes Glock 
Model 27 on the list of Authorized Personally Owned Firearms, page 2 (Grand-Fathered 
Agency-Authorized Personally Owned Weapons, Effective 12/2/2020) removes the Glock G27 
from the APO list and states: 

The below weapons have been removed from the current OEE APO list. Therefore, new 
requests to carry the below weapons will no longer be approved. However, OEE SAs 
[special agents] who had obtained approval for these weapons as APOs before they were 
removed from the APO list may continue to utilize them as APOs . . . 

During the December 8, 2022, meeting, BIS officials stated that the Glock 27 was never 
intended to be removed from the APO list and should not have been included on page 2 of 
Attachment 2 and BIS plans to update the attachment. As a result, we revised this part of the 
finding and the related recommendation. 
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Appendix A: Objectives, Scope, and 
Methodology 
In September 2021, we initiated an evaluation of BIS’ law enforcement function. The objectives 
of the evaluation were to determine whether (1) the mission, legal basis, and authority for such 
functions and whether relevant statues and guidelines are satisfied, (2) whether the BIS law 
enforcement function developed plans and policies for oversight of their jurisdictions and offices 
and the extent to which oversight was provided within BIS, (3) whether training for the BIS' law 
enforcement officers is adequate and up-to-date, and (4) the extent to which the Department 
provides oversight to ensure that law enforcement powers are properly exercised within 
jurisdictional limits. 

To accomplish our objectives, we performed the following actions: 

• Reviewed relevant laws, regulations, and policies including: 

o Department of Commerce Department Administrative Order (DAO) 202-958, 
Law Enforcement Officers and Firefighters 

o Commerce DAO 207-11, Official Credential and Badge 

o Commerce DOO 1-1, Mission and Organization of the Department 

o Commerce DOO 50-1, Bureau of Industry and Security 

o Commerce DOO 20-6, Director of Security 

o BIS OEE SAM, updated 12/2/2020, 7/21/21, and 2/14/2022 

o Part II of ECRA, 50 U.S.C. §§ 4841-4843 

o 22 U.S.C. § 401, Illegal exportation of war materials 

o 13 U.S.C. § 305, Penalties for unlawful export information activities 

o The antiboycott provisions of the EAR, 15 C.F.R. Part 760  

o 50 U.S.C. § 4819  

o 50 U.S.C. § 4820 

• Obtained from BIS a description of legal authorities supporting its law enforcement 
functions. 

• Interviewed senior management and key staff in OAC, OEA, and OEE to gain an 
understanding of policies, procedures, control activities, and monitoring related to 
training of special agents and oversight of law enforcement functions within BIS. 

• Reviewed documentation related to oversight of law enforcement functions within BIS 
including self-assessments, inspections, case file reviews, and IMS-R reviews from  
FY 2019 through 2021. BIS’ special agents primarily are within OEE; therefore, we 
focused on law enforcement oversight activities and training within OEE. We did not 
evaluate the oversight activities of OAC and OEA. 
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• Obtained a listing of all special agents employed by BIS during FY 2021. 

• Obtained BIS’ firearm inventory from Sunflower as of January 2022. 

• Selected a random, stratified sample of special agents to test for compliance with 
training and firearm qualification requirements. We selected 54 of 130 total special 
agents employed by BIS during FY 2021. Special agents were stratified into two strata: 
those hired during FY 2021 (15 of the 54 tested) and those hired prior to FY 2021 (39 
of the 54 tested). As we used a random, statistical sample, we were able to project 
noncompliance found to the untested population of special agents. 

• Interviewed key staff within BIS and the Department’s OGC, OLIA, and Office of 
Secretary to gain an understanding of departmental oversight of BIS law enforcement 
functions. 

We did not solely rely on computer-processed data to perform this evaluation. We assessed 
the reliability of data by (1) comparing data provided with source documentation and (2) 
interviewing personnel knowledgeable about the data. Based on these efforts, we believe the 
data were sufficiently reliable for this report. 

During our evaluation, we assessed internal controls and compliance with policies, relevant to 
our evaluation objectives, and reported on internal control deficiencies and compliance matters 
identified in our evaluation. 

We conducted our evaluation from September 2021 to May 2022 under the authority of the 
Inspector General Act of 1978, as amended (5 U.S.C. App.), and Department Organization 
Order 10-13, as amended October 21, 2020. We performed our fieldwork remotely. 

We conducted this evaluation in accordance with Quality Standards for Inspection and 
Evaluation (January 2012) issued by the Council of the Inspectors General on Integrity and 
Efficiency. Those standards require that the evidence supporting the evaluation’s findings, 
conclusions, and recommendations should lead a reasonable person to sustain the findings, 
conclusions, and recommendations. We believe that the evidence obtained provides a 
reasonable basis for our findings, conclusions, and recommendations based on our evaluation 
objectives.  
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Appendix B: Agency Response 

 



 

16  FINAL REPORT NO. OIG-23-008-I 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

 



 

FINAL REPORT NO. OIG-23-008-I   17 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

 



 

18  FINAL REPORT NO. OIG-23-008-I 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

 



 

FINAL REPORT NO. OIG-23-008-I   19 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

 



 

20  FINAL REPORT NO. OIG-23-008-I 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

 



 

FINAL REPORT NO. OIG-23-008-I   21 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

 



 

22  FINAL REPORT NO. OIG-23-008-I 

U.S. DEPARTMENT OF COMMERCE   OFFICE OF INSPECTOR GENERAL 
 

 

011200000411 


	Acronyms and Abbreviations
	Introduction
	Figure 1. Reporting Structure of Export Enforcement Within BIS

	Objectives, Findings, and Recommendations
	I. BIS Has the Legal Basis and Authority for Its Law Enforcement Functions
	II. Oversight Policies and Procedures Need Improvement
	A. Oversight Processes Are Not Fully Documented
	B. Inspections Are Not Always Complete or Supported
	C. Special Agents Do Not Provide Annual Lautenberg Certifications

	Recommendations
	III. OEE Has Procedures to Provide Adequate Training, but Oversight of Firearms Qualifications and Training Needs Improvement
	Recommendations
	IV. The Department Provides Oversight of BIS Law Enforcement Functions

	Summary of Agency Response and OIG Comments
	Appendix A: Objectives, Scope, and Methodology
	Appendix B: Agency Response
	2022-12-13_ BIS Law Enforcement Function Final Transmittal Memo CLEAN.pdf
	SUBJECT: Bureau of Industry and Security’s Law Enforcement Oversight Policies and Procedures Need Improvement
	Final Report No. OIG-23-008-I

	2022-12-13_ BIS Law Enforcement Function Final Transmittal Memo CLEAN.pdf
	SUBJECT: Bureau of Industry and Security’s Law Enforcement Oversight Policies and Procedures Need Improvement
	Final Report No. OIG-23-008-I

	2022-12-13_ BIS Law Enforcement Function Final Transmittal Memo CLEAN.pdf
	SUBJECT: Bureau of Industry and Security’s Law Enforcement Oversight Policies and Procedures Need Improvement
	Final Report No. OIG-23-008-I

	2023-01-09_ BIS Law Enforcement Function Final Transmittal Memo.pdf
	SUBJECT: Bureau of Industry and Security’s Law Enforcement Oversight Policies and Procedures Need Improvement
	Final Report No. OIG-23-008-I




