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Response to COVID-19. We incorporated the formal comments from the Federal
Emergency Management Agency (FEMA) in the final report.
The report contains three recommendations aimed at improving the
effectiveness of FEMA’s overall pandemic response. Your office concurred with
all three recommendations. Based on information provided in your response to
the draft report, we consider the recommendations open and resolved. Once
your office has fully implemented the recommendations, please submit a formal
closeout letter to us within 30 days so that we may close the recommendations.
The memorandum should be accompanied by evidence of completion of agreedupon corrective actions. Please send your response or closure request to
OIGAuditsFollowup@oig.dhs.gov.
Consistent with our responsibility under the Inspector General Act, we will
provide copies of our report to congressional committees with oversight and
appropriation responsibility over the Department of Homeland Security. We
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Deputy Inspector General for Audits, at (202) 981-6000.
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What We Found

Why We Did
This Audit

In response to the COVID-19 pandemic, FEMA
worked closely with the U.S. Department of Health
and Human Services and other Federal agencies to
facilitate the shipment of PPE and ventilators.
However, the magnitude of the global event exposed
weaknesses in FEMA’s resource request system and
allocation processes. Specifically, WebEOC — the
system FEMA used to process resource requests
including those for PPE and ventilators — contained
unreliable data to inform allocation decisions and
ensure requests were accurately adjudicated. This
occurred because FEMA did not develop controls to
validate requests and prevent incomplete, inaccurate,
or duplicate data entries; nor did FEMA ensure
WebEOC users received training on proper use of the
system. In addition, although FEMA developed a
process to allocate the limited supply of ventilators, it
did not have a similarly documented process for PPE.

During the initial months of
the Federal Emergency
Management Agency’s
(FEMA) COVID-19 response,
the Nation faced dramatic
shortages of personal
protective equipment (PPE)
for healthcare personnel as
hospitals experienced an
unprecedented demand for
ventilators to treat patients.
The objective of this audit
was to determine how
effectively FEMA supported
and coordinated Federal
efforts to distribute PPE and
ventilators in response to the
COVID-19 outbreak.

What We
Recommend
We made three
recommendations to improve
FEMA’s current and future
pandemic response
operations.
For Further Information:
Contact our Office of Public Affairs at (202)
981-6000, or email us at
DHS-OIG.OfficePublicAffairs@oig.dhs.gov

www.oig.dhs.gov

Finally, FEMA did not have strategic guidance clearly
outlining the roles and responsibilities used to lead
the Federal response. FEMA’s decision to prioritize
ongoing pandemic response efforts without updating
its written guidance and strategic plans hindered
FEMA’s coordination efforts.
To its credit, FEMA evaluated its COVID-19 response
operations, identifying similar key findings and
recommendations aimed at improving current and
future responses, including making updates to its
WebEOC system.

FEMA’s Response
FEMA concurred with all three of our
recommendations, which are open and resolved.
Appendix B contains FEMA’s management response
in its entirety.
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Background
In December 2019, the World Health Organization identified several cases of
viral pneumonia in Wuhan, China, which would later be attributed to the novel
coronavirus disease 2019 (COVID-19). The global spread of the disease set off
an unprecedented Federal response within the United States. On
January 31, 2020, just days after the first national confirmed case of
COVID-19, the Secretary for the Department of Health and Human Services
(HHS) declared a public health emergency due to the ongoing COVID-19
pandemic. During this time, the Nation and the world faced dramatic
shortages of personal protective equipment (PPE) and hospitals experienced
unprecedented demand for ventilators — critical lifesaving equipment.
At the onset of the pandemic, HHS was designated the Lead Federal Agency
(LFA) in accordance with the Biological Incident Annex to the Response and
Recovery Federal Interagency Operational Plans, Final (January 2017) and the
Pandemic Crisis Action Plan of January 2018 (PanCAP). As the LFA, according
to the PanCAP, HHS was responsible for all Federal response actions to
leverage available public health and medical resources to prepare for, respond
to, and recover from the pandemic. However, on March 13, 2020, the President
declared the ongoing COVID-19 pandemic of sufficient severity and magnitude
to warrant a nationwide emergency declaration.1 This unprecedented
declaration applied to all states, tribes, territories, and the District of Columbia
pursuant to section 501 (b) of the Robert T. Stafford Disaster Relief and
Emergency Assistance Act, 42 United States Code (U.S.C.) §§ 5121-5207
(Stafford Act).2
Under this Stafford Act declaration, the Federal Emergency Management
Agency (FEMA) was responsible for preparing for, protecting against, and
responding to the COVID-19 pandemic. On March 19, 2020, FEMA was tasked
with leading the Federal response in combating COVID-19 and playing the
central role in coordinating Federal support for that response, thereby

“Emergency” means any occasion or instance when the President determines Federal
assistance is needed. Emergency Declarations supplement state and local efforts in providing
emergency services, such as the protection of lives, property, public health, and safety, or to
lessen or avert the threat of a catastrophe in any part of the United States. 42 U.S.C. §
5122(1). See https://www.fema.gov/sites/default/files/2020-03/stafford-act_2019.pdf (as of
April 2021).
2 COVID-19 Emergency Declaration dated March 14, 2020, https://www.fema.gov/pressrelease/20210318/covid-19-emergency-declaration (as of April 2021).
1
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increasing FEMA’s role in the response efforts.3 See Figure 1 for a timeline of
events.
Figure 1. Pandemic and Federal Response

Source: DHS OIG analysis of FEMA’s Coronavirus Disease (COVID-19) Initial Assessment Report
(Initial Assessment Report) and PanCAP Adapted, U.S. Government COVID-19 Response Plan
(PanCAP-A)

As the LFA, FEMA was tasked with coordinating Federal response efforts
among HHS and other agencies across the United States and its territories to
combat COVID-19. In doing so, FEMA followed an approach similar to its
traditional disaster response — locally executed, state managed, and federally
supported. Eventually, all 50 states, the District of Columbia, 5 territories, and
3 tribes were approved for major disaster declarations.4

The PanCAP Adapted, U.S. Government COVID-19 Response Plan (PanCAP-A), dated March
13, 2020, did not address the changes that ensued when FEMA was designated to lead the
Federal response. This report uses the term Lead Federal Agency (LFA) to refer to FEMA’s role
from the March 19, 2020 decision onward.
4 “Major disaster” means any natural catastrophe (including any hurricane, tornado, storm,
high water, wind driven water, tidal wave, tsunami, earthquake, volcanic eruption, landslide,
mudslide, snowstorm, or drought) or, regardless of cause, any fire, flood, or explosion, in any
part of the United States, which in the determination of the President causes damage of
sufficient severity and magnitude to warrant major disaster assistance to supplement the
efforts and available resources of states, local governments, and disaster relief organizations in
alleviating the damage, loss, hardship, or suffering caused thereby. 42 U.S.C. § 5122(2). See
https://www.fema.gov/sites/default/files/2020-03/stafford-act_2019.pdf (as of April 2021).
3
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Responding to disasters and emergencies requires the cooperation of a variety
of organizations.5 To provide a foundation for coordinating, integrating, and
unifying these organizational responses, the Federal Government based its
response to the COVID-19 pandemic on existing guidance, such as the National
Response Framework (NRF), the Biological Incident Annex to the Response and
Recovery Federal Interagency Operational Plans, Final and the PanCAP. HHS
and FEMA refined the PanCAP to respond to the specific threats of COVID-19
in their PanCAP Adapted, U.S. Government COVID-19 Response Plan (March 13,
2020) (PanCAP-A). See Appendix C for the Federal guidance and a brief
description of each document.
Additionally, HHS and FEMA have issued reports about the Federal
Government’s ability to respond to pandemic events, including COVID-19.
Each report provides examples of successes and challenges of the Federal
pandemic response. The HHS report, the Crimson Contagion 2019 Functional
Exercise After-Action Report prepared in January 2020,
evaluated and provided feedback on the Nation’s ability to
respond to a large-scale outbreak of a highly transmissible
virus around the world and across the Nation. This internal
report included findings and recommendations aimed at HHS,
FEMA, and other Federal agencies improving statutory
authorities and policies, planning, operational coordination,
situational assessment, resource management, and public
information and risk communications. Specifically, the report
recommended that HHS and FEMA work
together to ensure strategic plans capture key roles and
responsibilities during a pandemic response.
Also, FEMA’s Pandemic Response to Coronavirus Disease
2019 (COVID-19) Initial Assessment Report (Initial Assessment
Report) was published in January 2021 and evaluated
FEMA’s COVID-19 response operations from January 2020
through September 2020.6 The report identified 32 key
findings and 57 recommendations to improve existing and
future pandemic responses.

Organizations can include all levels of government and businesses, voluntary organizations,
and other elements of the private sector that provide essential services that must be restored
following an incident.
6 Pandemic Response to Coronavirus Disease 2019 (COVID-19): Initial Assessment Report,
https://www.fema.gov/sites/default/files/documents/fema_covid-19-initial-assessmentreport_2021.pdf (as of April 2021).
www.oig.dhs.gov
3
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Results of Audit
In response to the COVID-19 pandemic, FEMA worked closely with HHS and
other Federal agencies to facilitate the shipment of PPE and ventilators.
However, the magnitude of the global event exposed weaknesses in FEMA’s
resource request system and allocation processes. Specifically, WebEOC — the
system FEMA used to process resource requests including those for PPE and
ventilators — contained unreliable data to inform allocation decisions and
ensure requests were accurately adjudicated. This occurred because FEMA did
not develop controls to validate requests and prevent incomplete, inaccurate, or
duplicate data entries; nor did FEMA ensure WebEOC users received training
on proper use of the system. In addition, although FEMA developed a process
to allocate the limited supply of ventilators, it did not have a similarly
documented process for PPE.
Finally, FEMA did not have strategic guidance clearly outlining the roles and
responsibilities used to lead the Federal response. FEMA’s decision to
prioritize ongoing pandemic response efforts without updating its written
guidance and strategic plans hindered FEMA’s coordination efforts.
To its credit, FEMA evaluated its COVID-19 response operations, identifying
similar key findings and recommendations aimed at improving current and
future responses, including making updates to its WebEOC system.

FEMA Coordinated with Stakeholders to Provide PPE and
Ventilators, but Faced Challenges with Its Resource Request
System and Allocation Processes
As the LFA, FEMA has a responsibility to communicate and support
engagement with the community of stakeholders engaged in the COVID-19
response; this may include Federal, state, local, and private entities. In
addition, best practices and standards of internal control dictate that Federal
agencies document their decision-making methodologies to ensure processes
are repeatable and results are consistent. However, data reliability issues in
FEMA’s system of record for resource requests and FEMA’s reliance on
undocumented and unclear decision-making processes for allocating limited
PPE supplies reduced its overall effectiveness.

www.oig.dhs.gov
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FEMA worked closely with HHS
and other Federal agencies to
facilitate the shipment of PPE
(shown in Figure 2) and
ventilators to support state,
territorial, and tribal governments
(stakeholders) during the COVID19 pandemic. Specifically, at the
onset of the pandemic, while HHS
was the LFA, FEMA provided
significant logistical support to
these stakeholders to fulfill
resource requests for PPE and
ventilators. FEMA supported
HHS through:
•

•
•
•

Figure 2. PPE Types

interagency coordination,
Source: CDC
including providing liaisons
or incident management
teams to aid senior HHS leadership in anticipation of potential problems;
information sharing, including obtaining and sharing information with
state, local, territorial, and tribal governments;
coordination through its Regional Response Coordination Centers
(RRCC); and
repatriation assistance.

After the Stafford Act declaration, FEMA took further action to coordinate the
whole of government Federal response by activating and establishing the
National Response Coordination Center (NRCC), RRCCs, and with HHS
established the Unified Coordination Group (UCG). Specifically:
•
•

•

NRCC is responsible for continuously monitoring the event to support
first responders and disaster survivors.
RRCCs are multiagency centers that FEMA operates in each of its 10
regional offices and are the focal points for regional resource
coordination. FEMA activated its RRCCs to assist in the communication
between the NRCC and state, territorial, and tribal governments. See
Appendix D for a map of the FEMA regions.
UCG is responsible for ensuring all levels of government work together to
achieve unity of effort in response to COVID-19. It consists of the FEMA
Administrator, the HHS Assistant Secretary for Preparedness and
Response (ASPR) Incident Manager, the HHS Assistant Secretary for

www.oig.dhs.gov
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Health, and the HHS Centers for Disease Control and Prevention (CDC)
Lead.
FEMA Did Not Have Reliable Data to Inform Allocation Decisions and
Ensure Accurate Adjudication of Resource Requests
The dramatic increase in requests for PPE and ventilators far exceeded
available quantities, forcing FEMA to make unprecedented allocation decisions.
FEMA’s Crisis Management
System, WebEOC, is the primary
system FEMA uses for Stafford Act
incidents and is the system of
record for the resource request and
fulfillment process.7 As it does in
traditional disasters, FEMA used
Source: Resource Request and Fulfillment Guide
WebEOC throughout the COVID-19
pandemic to manage resource requests including those for PPE and ventilators.
We identified numerous instances of incomplete, inaccurate, and duplicate
information for PPE and ventilator requests made through WebEOC between
January 27 and April 19, 2020. For example, our analysis of WebEOC showed:
FEMA utilizes WebEOC, the system of record
for the entire resource request and fulfillment
process. All FEMA staff uses this system to
receive, source, order, and track resource
requests and their associated resources.

•

WebEOC did not have the capacity to document partially fulfilled
requests. On March 28, 2020, a state submitted a resource request for 6
million N95 masks. According to WebEOC, FEMA approved 4.5 million
for procurement and documented partial fulfillment and delivery of 1.4
million. However, WebEOC did not have documentation of the state’s
agreement, a request to cancel, or fulfillment of the remainder of the
request. Therefore, FEMA NRCC officials were unable to tell us whether
the request had been overtaken by events and FEMA notified the state of
its cancellation, or if FEMA ultimately fulfilled the remainder of the
request.

•

The Requestor Organization type was inaccurately identified as “Other”
for 87 percent (258 of 298) of entities requesting resources in our
analysis rather than as a state or tribe. This identification is important
because it increases FEMA’s awareness of the types of entities requesting
and receiving limited resources.

FEMA’s Resource Request and Fulfillment Guide directs states, territories, tribes, and other
Federal agencies to request Federal assistance and resources through WebEOC,
https://www.dhs.gov/sites/default/files/publications/fema_records_resource_request_proced
ures.pdf (as of April 2021).
www.oig.dhs.gov
6
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•

Requestors incorrectly classified at least 25,000 N95 masks, 10,000
gowns, and 15,000 coveralls as “Other” in WebEOC’s Resource Category
type rather than as “PPE.” Without accurate type classifications, FEMA
was unable to track or report precise quantities of limited resources
requested and provided, which reduced FEMA’s knowledge about
available resources.

•

There were identified duplicate request numbers and quantities of
ventilators and PPE in FEMA provided data from the system. For
example, there were 4,280 resource requests between January and
March 2020, but only 3,994 request numbers; 9 percent (384 of 4,280) of
resource requests were repeated in the system (duplicate identification
numbers and requested quantities). Duplicate requests artificially inflate
the number of resources needed by stakeholders.

These data weaknesses occurred because FEMA officials in the Operations
Capabilities Office, the office responsible for maintaining and operating
WebEOC, did not include sufficient controls in the system. WebEOC did not
have a validation process preventing potential errors or incomplete fields
during the manual entry process, nor did the system have a built-in
mechanism blocking duplicated resource requests. Additionally, WebEOC was
not suitable for clearly identifying the different types of resources stakeholders
required, such as different sizes or materials for gloves or types of masks.
We also attribute these data issues to new internal and external WebEOC users
not being properly trained and submitting resource requests incorrectly.
FEMA’s Operations Capabilities Office did not train the significant number of
new WebEOC users as a result of the COVID-19 pandemic. Prior to October
2019, there were 16,026 WebEOC users. By October 2020, WebEOC users
increased 17 percent to 18,681. According to FEMA’s Initial Assessment
Report, FEMA personnel did not always receive formal training and relied on ad
hoc guidance from coworkers. Additionally, some states had not submitted a
resource request in as many as 5 years and faced a steep learning curve.
Lastly, a FEMA official within the Operations Capabilities Office stated, and
WebEOC data confirmed, an inundation of resource requests initially
overwhelmed the existing resource request system and responsible staff.
Figure 3 shows the dramatic increase in WebEOC users and resource requests
from fiscal years 2017 to 2020.

www.oig.dhs.gov
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Figure 3. WebEOC Users and Resource Request Fiscal Years 2017 to 2020
Request

WebEOC Users

18,681
16,026
13,738
10,999
8,973
5,485
4,208
2,068
OCT-17

OCT-18

OCT-19

OCT-20

Source: FEMA COVID-19 Initial Assessment Report and FEMA WebEOC overview. Due to data
limitations discussed in this report, we did not verify the accuracy of these numbers.

These internal control weaknesses presented multiple challenges that affected
FEMA’s ability to accurately understand, adjudicate, and respond to
stakeholders’ needs. The incomplete, inaccurate, and duplicative requests
required FEMA Regional officials to engage in follow-up inquiries with
stakeholders and to perform time-consuming manual updates to the requests,
which often created additional data issues.
As a result of the data reliability issues, FEMA could not easily use the
WebEOC information for its decision-making and reporting purposes. Instead,
FEMA staff were tasked with “cleaning” the WebEOC data, which, according to
a FEMA Resource Support Section official, involved staff members spending an
inordinate amount of time updating incomplete and inaccurate requests while
removing duplicate resource requests.8 Next, FEMA staff incorporated this
“cleaned” data into PowerBI, a data visualization tool.
UCG officials used the PowerBI reports for situational awareness, decision
support, and to identify resource gaps. However, a FEMA official in the
Analytics Branch responsible for cleaning data was unable to provide us with
the steps taken to remove the incomplete, inaccurate, and duplicative
information from the data, so we were unable to validate the accuracy of the
“clean” data. As such, we could neither validate the WebEOC data nor the

According to a FEMA official, this process initially required 2 staff members, 12 hours per
day, 6 days a week for 2 weeks.
www.oig.dhs.gov
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PowerBI reported information, and we noted that the PowerBI data was
significantly different from the WebEOC data. Specifically, WebEOC contained
4,280 resource requests between January and March 2020, while PowerBI had
only 2,772 resource requests during that same time period, a 35 percent
decrease.9 Figure 4 provides the resources supplied according to each FEMA
data source.
Figure 4. Resources Supplied as Reported by FEMA Data Sources
(in Millions)

Gloves

N95s

Surgical Masks

Face Shields

Gowns

Coveralls

WebEOC

136.3

93.8

19.0

14.9

0.6

0.5

PowerBI

37.3

56.8

33.5

5.7

5.2

0.2

Source: FEMA-provided data from WebEOC and PowerBI as of April 19, 2020

The manual cleaning of the data created significant differences between
FEMA’s system of record and the data used by decision makers for PPE
allocations. FEMA cannot ensure all of the revisions were correct or repeatable
because officials did not document the methods used to clean the data.10
Further, the system’s control weaknesses diminished FEMA’s ability to
accurately understand, adjudicate, and respond to stakeholders’ needs.
Finally, because FEMA did not leave an audit trail to verify accuracy, neither
we nor FEMA could ensure the accuracy of the information it used for its
decision making or reported to its stakeholders. During our audit, FEMA
acknowledged many of the weaknesses and worked to update WebEOC to
better address its needs throughout the pandemic and in future disasters.

During our audit period, WebEOC did not contain information about resources distributed
from the Strategic National Stockpile. The Strategic National Stockpile data was combined with
the WebEOC data during the “cleaning” process.
10 In November 2020, FEMA officials provided us a process guide, dated June 10, 2020, for
“cleaning” the data and creating the PowerBI dashboards. Because FEMA did not provide a
crosswalk between the resource requests in WebEOC and those included in the PowerBI
dashboards, we were unable to test the process guide.
www.oig.dhs.gov
9
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Appendix E highlights issues FEMA identified during the audit and its
WebEOC improvements correcting these issues.
FEMA Developed a Process to Allocate the Limited Supply of Ventilators,
but Did Not Have a Similarly Documented Process for PPE
During the height of the pandemic, the Nation experienced a significant
shortage of ventilators used to treat COVID-19 patients. FEMA and HHS
established the UCG, whose primary role according to a FEMA fact sheet was
to resolve policy decisions regarding the Nation’s limited supply of PPE and
equipment to meet stakeholder
demands. FEMA and the UCG
Ventilator Questionnaire
1. How many usable ventilators, ICU beds,
developed and communicated a
and convertible ventilators are currently
standard process for allocating limited
available within the state?
supplies of ventilators. This process
2. What is the current hospital bed and ICU
required stakeholders to complete a
bed occupancy rate in the state?
questionnaire (right) when requesting
3. How many new ICU beds does the state
estimate it can stand-up and the number of
ventilators from FEMA. Once FEMA
ventilators, or Food and Drug Administration
received a request, the NRCC staff
approved ventilator alternatives, it can or is
reviewed the questionnaire to validate
standing up?
the requestor’s current need against
4. What is the decompression ability of
available data. If a stakeholder
hospitals in the state? (i.e.: are there currently
field hospitals or alternative care facilities
submitted a request for ventilators
established?)
that could not be fulfilled, the NRCC
5. How many anesthesia machines are in the
staff established a process to supply
state and have they been converted?
the requesting stakeholder with
justification for the decision.
Source: FEMA
Conversely, FEMA did not have a similarly documented process to help guide
allocation decisions for PPE and ensure stakeholder requests were consistently
adjudicated during the initial response to the pandemic. Under normal
circumstances, when resources are readily available, FEMA uses the Resource
Request and Fulfillment Process Guide to approve requests and distribute
available resources for responding to a natural disaster, such as hurricanes or
floods. However, FEMA NRCC officials did not have a documented process and
were unable to provide specifics detailing how they made allocation decisions
for limited supplies. According to a FEMA NRCC official we spoke to and
FEMA’s Initial Assessment Report, the UCG prioritized limited resources based
on the requests received. Furthermore, UCG officials considered various
factors such as number of cases, number of deaths, available intensive care
unit beds and ventilators, prevalence of vulnerable populations, and knowledge
of a location’s medical infrastructure. FEMA officials could not provide any
specific information about how each factor was evaluated nor the weight given
to each factor when rendering a final decision.
www.oig.dhs.gov
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Additionally, FEMA’s regional officials were also unclear about what
information the NRCC and UCG needed to make PPE allocation decisions. In
the absence of information requirements from the NRCC, FEMA’s regional
offices developed a variety of products and reports to help inform senior leaders
making PPE allocation decisions. We identified 23 different data analytic
products. We found inconsistency among the 10 regions as FEMA officials
gathered disparate information from assorted sources and developed dissimilar
products, as shown in Table 4 in Appendix F. Even when regional officials
produced the same report to the NRCC, the reports were prepared differently as
shown in Table 5 in Appendix F.
According to FEMA NRCC officials, the agency prioritized ongoing pandemic
efforts and other declared disasters over documenting and updating its policies
and procedures. The undocumented processes contributed to stakeholder
confusion about FEMA’s adjudication and allocation decisions, with some
alleging that FEMA’s PPE allocation decisions were inconsistent and lacked
transparency. FEMA NRCC officials told us the reason for not documenting
decision-making processes is that processes have continued to evolve with the
pandemic over time.
FEMA Did Not Have Strategic Documents to Effectively Lead Pandemic
Response Efforts
The pandemic response was also hindered by confusion about Federal
agencies’ roles and responsibilities. HHS issued high-level, strategic guidance
in the PanCAP-A to identify which agencies were responsible for the different
aspects of the COVID-19 response. This guidance was quickly overcome by
events when the President issued Stafford Act emergency declarations to
increase the Federal response on the same date the guidance was published.
The PanCAP-A did not address the changes that ensued when FEMA was
designated the LFA. Furthermore, FEMA (and HHS) did not update the
PanCAP-A or issue interim guidance addressing the changes in critical roles
and responsibilities for each agency.
The outdated guidance, summarized in Table 1, caused confusion among
stakeholders.

www.oig.dhs.gov
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Table 1. Strategic Guidance vs. Federal
Strategic Guidance
HHS will serve as LFA.
(As described in the Biological Incident
Annex (BIA), PanCAP and PanCAP-A)
HHS ASPR Regions are responsible for
processing resource requests and HHS
Assistant Secretary for Preparedness
and Response headquarters determines
the sourcing. (PanCAP-A)
FEMA is responsible for managing nonmedical supply resourcing. (BIA)

Response Activities for Pandemic
Federal Response Activities
FEMA serves as LFA.
FEMA serves as lead in the resource
request process and determines the
sourcing.
FEMA is managing medical supply
resourcing for critical lifesaving
resources such as PPE and
ventilators.

Source: DHS OIG analysis of strategic guidance and Federal response

FEMA noted similar challenges in its Initial Assessment Report, such as staff
supporting the COVID-19 response often not understanding the UCG’s role,
not knowing how and when to engage with the UCG, and not knowing which
decisions should be routed through the UCG and which they could make
independently. FEMA also acknowledged that the scope of the pandemic
outstripped assumptions made in existing policies, plans, and procedures.
One such assumption was that HHS, not FEMA, would remain the lead agency
during the pandemic. When we discussed the need to update strategic
guidance with FEMA NRCC officials, they stated they intend to issue new
guidance that will clearly define roles and responsibilities.

Conclusion
Since the onset of the COVID-19 pandemic, FEMA coordinated with its
partners to provide critical resources, such as PPE and ventilators, but faced
challenges in ensuring stakeholder requests were accurately adjudicated and
allocation decisions were properly informed. PPE is essential to protect first
responders and healthcare personnel treating patients with COVID-19.
Likewise, ventilators are crucial in aiding COVID-19 patients experiencing
respiratory symptoms. FEMA can improve its current and future pandemic
response operations by documenting and communicating its decision-making
process for the allocation of critical medical supplies and resources. Without
such documentation and communication, FEMA will continue to face
stakeholder allegations that PPE allocation decisions are inconsistent and lack
transparency. Additionally, FEMA officials at the Operations Capabilities Office
should continue to improve IT controls within its system of record so there are
assurances that stakeholder resource requests for both pandemic and natural
disasters are properly adjudicated.
www.oig.dhs.gov
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Recommendations
Recommendation 1: We recommend the Assistant Administrator for Response
in the Office of Response and Recovery at FEMA improve the reliability of
WebEOC data by:
a) developing internal controls for WebEOC to prevent incomplete and
inaccurate information from being entered into the system; and
b) ensuring all new users receive formal training on completing,
submitting, processing, and tracking of resource requests in WebEOC.
Recommendation 2: We recommend the Associate Administrator for Response
and Recovery at FEMA strengthen FEMA’s coordination during the COVID-19
response and future pandemics by formally documenting the policies and
procedures for making informed and consistent resource allocation decisions
for critical lifesaving supplies and equipment.
Recommendation 3: We recommend the Administrator of FEMA, working
with the Secretary of Health and Human Services, issue clarifying guidance
defining agencies’ pandemic response roles and responsibilities under Stafford
Act declarations.

Management Comments and OIG Analysis
FEMA concurred with all three recommendations. Appendix B contains a copy
of FEMA’s management response in its entirety. FEMA also provided technical
comments to our draft report, which we incorporated as appropriate. Based on
FEMA’s response and proposed actions, we consider all three recommendations
open and resolved. A summary of FEMA’s management responses and our
analysis follow.
FEMA Response to Recommendation 1: Concur. The FEMA Response
Directorate is developing a training plan to address training gaps identified in
the report. Additionally, the Response Directorate plans to analyze, and
address, how the staffing requirements of the Operations Capabilities Office
were impacted by the expanded mission-set presented by COVID-19. FEMA’s
estimated completion date is July 29, 2022.
OIG Analysis: We consider FEMA’s actions responsive to the intent of the
recommendation. We consider this recommendation resolved, but it will
remain open until FEMA provides evidence showing the planned corrective
actions are completed.
www.oig.dhs.gov
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FEMA Response to Recommendation 2: Concur. The FEMA Response
Directorate is including resource allocation guidance, which will incorporate
COVID-19 lessons learned and best practices related to resource allocation, in
the revised BIA to the Response and Recovery FIOP [Federal Interagency
Operational Plan] as well as the revised PanCAP. The estimated completion for
the BIA is January 2022 and the revised PanCAP is July 2022. FEMA’s
estimated completion date is July 29, 2022.
OIG Analysis: We consider FEMA’s actions responsive to the intent of the
recommendation. We consider this recommendation resolved, but it will
remain open until FEMA provides evidence showing the planned corrective
actions are completed.
FEMA Response to Recommendation 3: Concur. FEMA is co-lead (with
HHS) in revising the BIA to the Response and Recovery FIOP, which will
strengthen the existing document by including lessons learned from the
COVID-19 response. Upon completion of the new BIA, FEMA’s Response
Directorate will revise and update the PanCAP to further develop planning
guidance and operational concepts for future pandemic response. The
estimated completion for the BIA is January 2022 and the revised PanCAP is
July 2022. FEMA’s estimated completion date is July 29, 2022.
OIG Analysis: We consider FEMA’s actions responsive to the intent of the
recommendation. We consider this recommendation resolved, but it will
remain open until FEMA provides evidence showing the planned corrective
actions are completed.

www.oig.dhs.gov
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Appendix A
Objective, Scope, and Methodology
DHS OIG was established by the Homeland Security Act of 2002 (Public Law
107−296) by amendment to the Inspector General Act of 1978.
Our audit objective was to determine how effectively FEMA supported and
coordinated Federal efforts to distribute PPE and ventilators in response to the
COVID-19 outbreak.
To accomplish our objective, including the assessment of internal controls, we
evaluated FEMA’s COVID-19 response activities. We reviewed applicable
Federal laws and regulations and FEMA policies and procedures. We
interviewed FEMA officials at the NRCC and within all 10 FEMA regions, and
HHS officials to gain an understanding of FEMA’s activities and decisionmaking processes from January 27, 2020 through April 19, 2020, for PPE and
ventilator distribution. We also developed a survey that was distributed to 444
stakeholders, to which there were 105 responses, to obtain stakeholder
perspectives on FEMA’s response activities prior to and after it assumed the
LFA role. We did not quantify the data from the survey in our report and
instead used examples from the survey responses to illustrate the potential
effects of the issues identified.
Further, to assess the reliability of computer-based data, we obtained an
understanding of FEMA’s controls over data in WebEOC, and conducted
limited testing to trace data to source documents and identify missing or
invalid data elements. We reviewed and analyzed the audit universe of
the 4,280 resource requests for PPE and ventilators placed between
January 27, 2020 and April 19, 2020, in WebEOC; tested FEMA provided
WebEOC data sets for consistency; and judgmentally selected a minimum of
25 percent of resource requests to test for accuracy, sufficiency, and
completeness. We found the data was inaccurate, insufficient, and incomplete.
Therefore, the data was unreliable. The team issued a recommendation to
improve the accuracy, completeness, and reliability of the system.
We conducted this performance audit between May 2020 and March 2021,
pursuant to the Inspector General Act of 1978, as amended, and according to
generally accepted government auditing standards. Those standards require
that we plan and perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based upon our
audit objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions based upon our audit objectives.
www.oig.dhs.gov
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Appendix B
FEMA’s Comments to the Draft Report
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Appendix C
Federal Pandemic Response Guidance Documents
Table 2. Summary of Pandemic Response Guidance
Federal Guidance
Purpose
National
Response
Framework
(NRF)
(Oct. 2019)

Biological
Incident
Annex (BIA)
(Jan. 2017)

Pandemic
Crisis Action
Plan (PanCAP)
(Jan. 2018)

PanCAP
Adapted,
U.S.
Government
COVID-19
Response
Plan
(PanCAP-A)
(March 13,
2020)

Provides the foundation for the Nation’s emergency
management and how it responds to all types of
incidents.11

Serves as the Federal organizing framework for
responding to and recovering from a biological threat and
aligns coordination to foster effective communication
among Federal, state, local, territory and tribal partners,
and private sector organizations.

Operationalizes BIA with a focus on potential viral
pandemic pathogens, outlines coordinated Federal
response activities for a pandemic in the United States,
and clarifies roles and responsibilities of HHS, FEMA,
Federal interagency partners, and other supporting
agencies to establish lines of authority and to eliminate
overlap and duplication of effort.

Outlines U.S. Government-coordinated Federal response
activities for COVID-19.

Source: Federal Guiding Documents

An “incident” is defined as any occurrence that necessitates a response to protect life or
property, such as emergencies or disasters of all kinds and sizes, including pandemics.
National Response Framework, p. 4.
www.oig.dhs.gov
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Appendix D
United States Map of FEMA Regions
Figure 5. FEMA Regions

Source: FEMA
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Appendix E
Updates to WebEOC
Table 3. Identified Issues and FEMA’s WebEOC Updates
Identified Issues
Completed WebEOC Updates
Added “Partially Fulfilled” option to
the “Status” field.
FEMA officials changed “Quantities
Order” to document partially filled
Renamed the existing quantity field
orders.
to “total QTY Requested and added
new Total QTY Filled” number and
units fields.
Pre-populated “Resource” field
options related to medical systems,
Diversity of PPE (e.g., gloves, gowns,
equipment, supplies, and new
masks, other medical systems,
options related to PPE.
equipment, and supplies) and various
sizes (small, medium, and large) and
Added a new document library tool
types (exam or surgical).
with expanded functionality to
support nationwide incident.
Re-configured relationship between
original resource request and
Information from Original Request
attachments, so when split, those
not transferred to Split Requests
attachments are available in all
records.
Added safeguard to prevent users
from pressing “Split” button multiple
Duplicated resource requests
times, which resulted in duplicate
resource requests.
Source: DHS OIG analysis and FEMA list of WebEOC modifications
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Appendix F
FEMA Regional Products and Reports
Table 4. Regional Reports
Report
Needs
Planning/Needs Resource
Classification
Validation
Assessment
Tracking

Purpose of
Product

Region
1
2
3
4
5
6
7
8
9
10
Total Products
Developed
Percent of
Regions
Developing
Product

Supports
and ensures
resource
request and
allocation is
suitable to
future needs

Provides
projections, models,
and assumptions to
support planning
and needs

1

Tracks
resource
request
status
(requested
vs. fulfilled)

Products Developed
1
1
1
2
1

Situational
Awareness
Provides
snapshot of
current
situation (may
include
portions of
other report
classifications)

1
1
1

1

1
1

1

1
3
1
3

1

6

5

11

10%

60%

40%

70%

1

Source: DHS OIG analysis of FEMA reports
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Appendix F
FEMA Regional Products and Reports (Continued)
Table 5. Differences in Regional Approach to
Region
Sources
Author(s)
Planning,
Operations, and
States,
Logistics
3
Territories, or
sections,
Tribes
Movement
Control Unit
• Johns Hopkins
University
7
Planning section
• U.S. Census
Bureau
• States,
Planning and
Territories, or
8
Logistics
Tribes
sections
• FEMA Logistics
10

• FEMA Logistics
• FEMA Planning

Planning and
GIS sections

Situation Reports
End User
Frequency
• Regional officials
• State, Territory, &
Tribal partners
Daily
• NRCC
• HHS
• Regional officials
• NRCC

Regional officials
• Regional officials
• NRCC
• HHS

Daily

Weekly

Daily

Source: DHS OIG analysis of FEMA provided documentation
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Appendix G
Office of Audits Major Contributors to This Report
Thomas Salmon, Assistant Inspector General of Audits
Yesi Starinsky, Director
Doug Campbell, Audit Manager
Lauren Bullis, Auditor
Rebecca Hetzler, Auditor
John Schmidt, Program Analyst
Lindsey Koch, Communications Analyst
Eddie Jones, Independent Reference Reviewer
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Appendix H
Report Distribution
Department of Homeland Security
Secretary
Deputy Secretary
Chief of Staff
Deputy Chiefs of Staff
General Counsel
Executive Secretary
Director, GAO/OIG Liaison Office
Under Secretary, Office of Strategy, Policy, and Plans
Assistant Secretary for Office of Public Affairs
Assistant Secretary for Office of Legislative Affairs
FEMA Audit Liaison
Office of Management and Budget
Chief, Homeland Security Branch
DHS OIG Budget Examiner
Congress
Congressional Oversight and Appropriations Committees
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Additional Information and Copies
To view this and any of our other reports, please visit our website at:
www.oig.dhs.gov.
For further information or questions, please contact Office of Inspector General
Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov.
Follow us on Twitter at: @dhsoig.

OIG Hotline

To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click
on the red "Hotline" tab. If you cannot access our website, call our hotline at
(800) 323-8603, fax our hotline at (202) 254-4297, or write to us at:
Department of Homeland Security
Office of Inspector General, Mail Stop 0305
Attention: Hotline
245 Murray Drive, SW
Washington, DC 20528-0305

