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CHAPTER ONE
INTRODUCTION {U)

The USA PATRIOT Improvement ¢onnd Reauthorization Act of 2008
{Reauthorization Act or the Act} directed the Depariment of Justice
{Department or DGJ) Office of the Inspector General {DIG) to conduct “a
{’mnprehm}swe audit of the effectiveness and use, including improper or
fllegal use” of the Federal Bureau of [nvestigation's {FBI} invest 13&%_.1&’(3
authority iimt was expanded by Seclion 215 of the Patriot Act.! See Pub. L.
Mo, TOS-177, 8§ 108A. Section 215 of the Pairiot Act allows the FBI to seek
orders from the Foreign Intelligence Surveillance Court (FISA Court} for “any
fangible things,” inviuding books, records, and other tems from any
business, arganization, or entily provided the item or fems are for an
authorived investigation {o proteel against imternational terrorism or
clandestine intelligence activities. The RBeauthorization Act alse reguired the
OICG to review the FBUs use of Svetion 215 for twe time periods ~ calendar
years 2002 through 2004 and 2005 through 20082 (1)

Cn March 8, 2007, the OIG issued pur first report, which reviewed the
use of Section 215 in 2002 through 20088 This is the QIG's second report
recuired by the Reauthorization Act. This report exainines the FBUs
requests for Section 215 orders fn 2006. In addition, as required by the
Reauthorization Act, this report examines the minindzation procedures [or
business records which the Reauthorization Act vequidred the Attorney
Ceneral 1o adopt in 2008, {1}

* This report inoiudes information that the Deparhiment of Justice constdered o be
classified and therefore coukd not be publicly redensed. 1o oreate the public version of the
report, the 016 redacted ideleted) the porlions of the report they the Depariment considered
0 be glassified, and we indicated where those redactions were made. In addition, the QIG

Hias prvided sopes of the full classified mport {o the Departovend, the Dieator of ‘\t‘aimnai

Intelligence, and Congress. 3

The term “USA PATRIOT Act” fs an axronym for the Unfttng ored Sirengthening
America by Providing Apprapriate Tools Reguired © Itercept and Ghstract Terrorisn Act of
2001, Pub. L. Mo, 107-36, 118 8dal. 272 #2001, B iy comumondy reforrsd to s “ths Patriot
Act” )

3 The USA PATRIOT Improvement andd Reauthorization Act of 2008 Reautbmizaton
Act or ﬂt&r Act} also directed the UG to conduet reviews on the use and effectiveness of the
FRUs use of nafional security lelters NSL), another pvestigative authority that was
expanded by the Patriol Act. The (G revivws of the FBs use of NBL authority ave
contained in separale reports. The QUG Hest report on NSLs, issued o Mareh 3007,
reviewesd the FBEs use of N8Ls in 2008 through 2005, The OIG s tesudng & second report
on NSLs that svamines the FBRI's and Departmsnt's corrective actions taken i response o
our first NBL report and the FBI's wit of NSLs fn 2008, Yo additim, the OIG s vomgdeling
& thivd report on the FI s neeof “exigent Istters,” {18

% Although we were only required to revdese 2002 through 2004 0 the Brst resdow,
we eivefi*-:‘i 1o inchude data from 2000 In that report. (L)
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1. The Patriot Act and the Patriot Reauthorization Act of 2005 ()

Enacted alter the September 11, 2001, {errorvist attacks, the Pairiot
Act states that it seeks to provide federal autheritios "with the appropriate
tools required to ntercept and obstruct torvorism,” Several Patriof Act
provisions, including Section 215, were originally scheduled to sunset on
Decomber 31, 2005, On March 8, 2006, the President signed into law the
Reauthorization Act, which, amoeng other things, made permanent or
extended several Patriot Act provisions. However, Seclion 218 was not
made permanerd but was extended for 4 years undil December 31, 2009,
The Reauthorization Act alse resulted in several subsiantive changes to
Section 218, which we discuss in Chapler Two of thds report. {1}

iI.  Methodology of the OIG Review {10}

In this review of the use of Section 215 orders, the OIG examiined
docuntents obtained from the FB and the Department’s Qffice of
Intelligence Policy and Review {OIFR] relating to cach instance of the FBI's
use or attenapled use of Seetion 215 awthorities during 20084 In addition,
we reviewed Departinent reports coneerning the FBUs use of Section 215
authorities. (U}

In this review, the OIG conducted over BO interviews of FBI,
Department, and other otficials. The OIG also visited FBI field offices in New
York City and suburban Maryland to review investigative case files from
wihtich requests for Scetion 215 applications oviginated and to interview FBI
employees, inchuding FBI Special Agents in Charge (BAC) Assistant Special
Agents in Charge, Chief Division Counsels, Supervisary Special Agenis. case
agents, and inteligence analysts.® We alse conducted telephone interviews
of FBI employees in several other ficld offfces who had initiated Seetion 218
requests. {17}

The QIG also interviewed senior FBI and DIPR officials who
participated in implementing precedurss and prouessing requests for
Section 215 orders, ncluding OIPR's former Acting Couwnsel and former
Counsel for Intelligence Policy. the FRI General Counsgel and the Depaly

4 Untdl {all 8GO0, the Qffice of Isiclligence Pobicy Beoview {IPR} was a sepansie
componant of the Departiment. In March 2008, the Reauthorization Act autlhorized the
ceeatio of @ Nattenal Seourity Division NS} withiny the Repartment. In September 2006,
Renneth L. Wainsteln was confirmed as the first Assistant Attorney General for the NSD,
and shortly after that QIPR was moved tothe NSD. OIPR's sod NSDY's tntelligenes fuswtions
will e resgraized within NSD's glansed Office of Intelligence.  Becuuse the reorganization
s niot yed cornplete, we refer to GIPR n this report. )

5 FRI feld offices are alss referved ton-as “divistons.” Thsr Chisf Division Counsel is
the ohisf legdd offiver for the figld oiffce. {L0




General Counsed of the FBI Olfice of General Counsel’s National Scourity
Law Brauch (NSLB), other attormeys and personnel from NSLEB and OIPR,
and officials responsibde for administering the FBI and OIPR Section 215
iracking systems. {L]

If¥. Organization of the Report (U]

This report is divided into eight chapters followed by one unclassified
appendix and two classitied appendices, After this introduction, we deseribe
in Chapter Twoe the legal badkground related o Section 215 authorily and
the processes for seeking Section 215 orders and {or retaining and
dissentuating records redeived pursuant to those orders. ({1

In Chapter Three, we provide an ovarview of the instances in which
the FBI sought to oblain Section 215 orders in 2008, including the number
of FBI requests, the nunber of orders obtained, and the tvpe of information
vequrested. {U}

In Chapter Four, we provide a detatled description of the FBY's
requests for Section 218 orders provessed In 2008, We describe the records
requested; the purpose of the requests; the processing time for the requests:
whether the applivations were granted, modifisd, or withdrawn: whethar the
records were produced; and if so, how they were used. {U)

In Chapter Five, we present our findings and anadysis of the 2006
applications and orders, including thelr processing thue, Forelgn
Intelligence Surveillance Courl maodifieations, and their use and
eflectiveness, (U}

In Chapter Six, we identiy any improper, Hlegal, or notewsrihy use of
Section 215, and in Chapter Seven we examine the minfmization precsdurss
adopted by the Attormney General in response to the Reauthorization Act. (U}

Chapter Eight contains our conclusions. (Ul
The Unclassified Appoandix to the report containg the conumenis on

the report by the Director of National Intelligenee, the Assistant Attorney
eneral for the National Security THusion, and the Director of the FBI. {1}

(51 orders o eollect 55 2;
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IV, Summary of OIG Findings {U}

Our review determnined that, similar to the findings of our first report
on Section 215 orders, the FBI and OIFR processed various FBI requests for
the use of both “pure” and “combination” Section 215 orders in 20065 In
2006, the FBIL and OIPR processed 15 pure Section 215 applications and 82
combination .a-ppiicatmsxs which were oroadly submitted {o the FISA Court.
All 47 Section 215 applications submitted to the FISA Cowrl were approved.”
The Section 215 applications requasted a varlety of information, including
credit card records, |

| |62 111

S Linlike in previsus vears |

[}
I
1 L

We also determined that during the period covered by this report FB1
agents encountered similar processing delays for Sectinn 215 applications
as those identified in our previous report. These delays were caused by
unfamitiarity with the Section 215 process, too few resources to handle
requests expaditiousdy, & multt-layered review process, and various
substantive issues regarding whether certain applications met the stadutory
requirements.  Overall, the average processing time for Section 215 orders
in 2008 was 147 days, which was similar to the processing tmes for 2008,
However, the FBI and OIFR were able to expedite cortain Section 215
reguests in 2006, and when the FBI identified two emergoncy requests the
FBI and DIPR processad both Section 215 requests quickly. §43)

Similar to cur previous report, we examined how the FBI has used
information obtained from Section 216 orders in nativnal security
investigations. Aside from thel

| | we found that in 2008 Section 215 orders were used primarily
;;;. 6‘)&1’1&11?:{ mvmi 1&;11 ve 1(‘&{'1‘:: dliii(}ilﬂ‘h in s{mw instances the FBI gbiained
: 3 g ELE westigative reguests and o

AL -:Ull

5 Pure Sectton E15 reguests are not assooiated with applications for the use of any
othar Foraign Intelligence Suwrpeillance Act (FI54) authority. Cembination Section 215
recuests are business record reguests added to or cormbined with a FISA application for pen
rogister/trap and trnos arders, {U

7 Foar of the pure Section 215 applications processod in 2008 weve signed by the
FISA Court in 3007, {0

R7E
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We did not identify any illegal use of Section 215 authority, However,
our review identified two instances i which the provider produced records
that were in response to, but outside the scope of, Section 215 orders. In
one of these two tnstances, the FBI quickly detetmined that it had
inadvertently recefved informmtion ned authorized by the Section 215 orders
and took appropriate steps 1o address the matter. In the other case,
approsimately 2 months passed before the FBI recognized and addrassed
the matier. As a resull, we recommpend that the FRI develop and lmnplement
procedures to ensurs that FBI emplovees check that they are not receiving
or using information that is not anthorized by the Section 215 wder, (U}

Our review also identified that the FB3l reporied only one of the wo
md{it’t“v {0 fhf; T’I‘L%i{itilfa‘ii intﬁ;iliﬁtm’? E}wrsigh’t E{:.:m'l (E{}B 1.8 The Fﬁi’

ma.iena} d&'l(i t.ha;{ mﬁy 111t° n.}hianm iy QNm_g_ the é}miumrﬂy pmtc&:i&d
ritaterial was reportable to the I0B. The FBI also deternuned that the non-
statutorily protected matsrial showdd be considered as voluntarily produced
matorial aven though the provider had refused to produne the material
without a court order. {1}

As aresull, wo recornmnend that the ¥BI devalop procedures for
identifying and handling material that s produced in response to, but
outside the scope of, Section 215 orders. The procedures should mclude
the FBY's justification for handling any class of such material differantly

~from othier classes. We belteve the FBI shonld not base the procedures for

handling such material solely on whether the material is or is nol statutordy

protected, For example, the procedures should address additional faclors
such as whether the materiad contains nan-public information aboat Us
persons whoe are not the subjects of FBI national securily ivestigations,
and whether the underlying Section 215 order included particularized
minimization procedures. {L

We also identified two other "noteworthy™ issues. First, we fbund that
the FBI had issued national securily leiters (NSL} for information abou

‘-25:||

béter the FISA Court, citing First Amendment

concerns, had twice declinead to sign Seclion 215 arders in the same
investigation. We questioned the appropriateness of the FBIs issuing these
N8Ls after the Court’s decision because NSLs bave the same Fiest
Amendment caveal as Section 215 requests and the FBY issued the NSLs
based on the same factual predicate, without further reviewing ths
underiying investigation o ensure that it was ot pramised solely on
protected First Amendment conduct, 1] T

R i 1976 the Intelligency Oversight Doard OB} was cresded by BExecutive Order
and charged with reviewing asctivities of the U5, intelligence conununity and infornung the
Presideat of agy aclivities ﬁim mw I0H bedtoves “omisy be urdawlal ar contrary to t*xe*{,um N
grder or Presidential Divectives.” See Exervutive Grder 12883,

Y
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Finally, as directed hy the Reauthorization Act, we also examined
whether the interim minimization procedures adopted by the Department
for Section 215 orders protect the constitutional rights of U8, persons. We
conciuded that the standard minimization procedures adopted in Septembey
2004, which are interim procedures, do not adequately address the intent
and minimization reguirements of the Reauthorization Act, and we
recommend that the Department develop spocific standard minimization
procedures retating to Section 215 orders. (U}

_SECRET ¢
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CHAPTER TWO
BACKGROUND (U)

1. Intraduction {17

This chapter provides a brief deseription of the legal background
related {o Scotion 215 authorily and the process for obtaining Section 215
orders. 3}

II.  Legal Background (U)

Pursuant to Section 21§ of the Patrivt Act, the FBI may obtain "any
fangible things,” induding books, records, and other Bems from any
business, organization, or entity provided that the e or Hems are for an
aunthorized Investigation. The tangible things are avatlable “for an
investigation to obtain foreign Inteiligence information not concerning a
Unifed States person ur (o protect <1g_,.'11mt fnternational terrorism or
clandestine itelligence gotivities, provided that an investigation of & United
States person is not condueted selely upon the basis of aciivities protected
hy the first amendment fo the Constitution.” 30 U.S.C. § 1881, Section 215
ditd not create any new nvestigative authority but instead expandedd exdsting
authority fmm{j in the Forelgn Infelligence Swrueillance Act of 1978 [FISA)L
S0 1.8.C. § 1801 et seq. (U}

FISA remquires the FEI (o obtain an order from the Foreign Intelligence
Surveillance Court FISA Courl) i order to conduet electronie surveillance
to collect forelgn intelligence nformation.” In 1998, Congress amended
FISA to authorize the FBI to apply 1o the FISA Court for orders compelling
four kinds of businesses 10 “rélease records in its posséssion” to the FBL
conmmon catiers, public accommodation {acilities, physical storage
facilities, and vehicle rental facilities. The amendment did not further define
“records.” This provision, which was codified at 30 UL5.C. § 1862, became
known as the "business records™ provision and was the provision expanded

by Section 215 of the Patriot Act.tv (U}

The 1988 business records amendment required a FIBA application {o
specify that the records were sought for an investigation to gather foreign
intelligence Information or an investigation cogeerning international

9 (PR prepaves and presents applications for Section 215 orders {o the FISA Court
on behadf of the FRL aceording to the FISA Court Rules of Provedures, the Atturey
Genwral determdnes who is premitted to appear before the FISA Court, and FBI attorneys
have not been authorized o appoar before the Court Jor this prrpose. {4

W30 ULS.CL§ 18RAL{THE (1998, as nonended, S0 U.8.C. § 1861 (2001 (W

SEeRet
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terrorism, and that there were “specific and articulable facts giving reason
to believe that the person to whom the records portain is a fareign power or
an agent of 8 foreign power.” 50 U.S.C. § 1363 (2000 ed.).. This language
meant that the FBI was landted to oblaining information regarding a specific
person or entity the FBI was investigating and about wiwm the ¥ }31 had
individualized suspicion. in addition, the amerdment protubited the entity
complving with the order from disclosing either the existence of the order oy
any mf@mn‘i ton produced in response to the order. (U}

Subsequent to the 1998 FISA amendment creating this investigative
authority and prior to passage of the Pailriot Act in October 2001, the FBI
obtained only ong FIBA order for business records. This arder was obtained
in 2000, {1h

Section 215 of the Patriot Act significantly expanded the scope of the
FBI's investigative authority pursuant to the business records provision of
FISA and lowered the standard of preof reqguired o obain this type of
business record. The pertinent part of Section 215 provides: {U}

The Rivector of the Federal Buress of Investigation or a
designee of the Director fwhoese rank shall be no lower than
Assistart Special Agent In Chargel may make an application for
an order requiring the production of avy tangitve things
{including books, records, papers, documents, and other items)
for an investigativn to obtain forcign ntelligence information
not concerning a Uniled States person or to protect against
intemational fermnsm or clandestine intelligence activities,
provided that such investigation of a United Smws parson is not
conducted solely upon the basis of activitles protected by the
first amendment to the Constitulion. At 50 ULS.0, § 1861 a1k
{u

While the 1998 langiage limited the reach of this type of investigative
authovity to four types of entities, the new language Qid not explicitly lhoit
the type of antity or business that can be compelled by an order. Section
215 of the Patriot Act also expanded the categories of documents thai the
FBI can obiain under the business records provision of FIBA, because it no
jonger was lmited to “records” and provides that the FBI may obtain an
arder for "the production of any tangible things {including books, records,
papers, documents, and other items).” Jd. [‘i.}‘}

B Upited States person™is defined as & citizen, Iep“*ﬂ permanent resident, an
unincorporated assouiation in whdel a "sabstantial number™ of oembers ave offizens or
legal permanent residents, or corporadions incorperated i the United &t:ste as by s

such associations or corporations are vot themselves Yoreign powers.” 50 1L.8.C. § 18G14L
{1

8
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Section 215 glso lowered the evidentiary threshold to obtain such an
order, As a result, the number of people whose information could be
obtained was expanded because the FBI is no longer required to show that
the items belng sought pertain to & person whom the FBI iy investigating,
Instead, the items sought need only be requested “for an authorized
m’ﬂ.‘btlﬂdfl{)li gm}ducm(i i‘n ac’wr‘dance wﬁh E?}}'}}ﬁ}("‘lbiﬁ i'}w and rfuideime%
przrmn or m I\zm.,gu cgg?amai, 1I;tarr1.¢1u<1_ml terrorisn or cl*m{icwima
intelligence activities,” 50 U.S.C. § 1861{bHEZ) This standard, reforred to as
the relevance standard, permits the FBI to seek information conecerming
persons not necessarily under tnvestigation but who are connected in somes
way to 4 person or entity under investigation. {U}

The Reauthorization Aot further amenpded Seetion 215 by reguiring
that an applcation establish “reasorable grounds to believe that the
tangible things sought are relevant to an auvthorized vestigation.” Id. Al
the same thime, the Reauthorization Act provided for a presumyption of
relevanas for four specified entities or individuals: breign powers, agents of

fareign powers, subjects of suthorized counterferrorism or

counterintelligence investigations, and individuals known to associate with
subjects of such investigations. Id. When an application involves one of the
four entities or ndividuals referenced in the presuniption, the applivant
nead not establish reasonable grounds o believe the reguested Hems are
relevant, {3

The Reauthorization Act included other substantive amendments o
Section 215, For example, the Aot specifically authorized the collection of
certain sensitive records, including brary, medical, sducationad, and tax
return records. The Act also required thal an application for these sensitive
records be approved by the FBI Dirsctor or & specified designee, and specific
cangressional reporting. # In addition, the Reauthorization Act specifically
provided that Scetion 218 orders must, among other things, contain a
particularized description of the items 5{31}{.,}“11, and pi’t)\?‘i{lﬁ‘ for a reasonable
time to assembie them. The Act also established a detailed fudicial review
process for recipients of Seotion 215 orders to challenge their Tegality before
a FISA Court judge and extended Section 215 for 4 years until
December 31, 2009, {13

Additional changes to Section 215 were adopted with the enactment of
the USA PATRIQT Act Additional Reauthorizing Amendments Act of 2006, For
example, the 3006 amendments provided that a recipient of a Section 215
order may petition the FISA Court to modify or set asidé the nondisclosure

2 As permaitied by the Reawthorizalion Acl, the FBI Director delegated approval
surthority for these records to the Deputy Director and the Executive Assistant Director for
the FET's Nationad Security Branch. (6

SECREL T




SEERET_ T

requirement after 1 year from the issuance of the order if cartain fingdings
are magde. ¥ {11

HI. The Process for Seeking Section 215 Orders {U)

As we deseribed inn onr March 2007 report regarding the use of
Section 215 orders from 2002 through 2008, the process to obtain a Seetion
215 order generally Invelves five phases: FBI field office indtiation and
review, FBI Headqguarters roview, OIPR review, FISA Courtl review, and FBI
service of the order, {U)

The process {o obitain a Scclion 215 arder normally begins when an
FBI case agent in a ficld office prepares a business records reguest form,
which requires the agent to provide, suinong other things, tw bllowing
information: a brief surwnary of the investigation, a specific description of
the ftems requested, an explanation of the wanner In which the requested
items are expected to provide foreign infelligence information, and the
identity of the custodian or owner of the requested items. The request form
must be approved by the sguad's Supervisory Special Agent, the Chied
Division Counsel, and the SAC at the FBI field office. The approval process
is automated through the FBI's FISA Management System (FISAMS), which
sends slectronic notifications fo each individus] respansible for taking the
next action in order to proness the business record in the field office. After
the approvals are completed in the feld office, the FISAMS notifies the
“substantive desk” {n the Countertervarism Divigion or Counterintelligence
Division} at FBI Headquarters. (U}

At FBI Headguarters, tho business records request form ix reviewed
and approved by both the substantive desk and the OBce of General
Counsel's NSLB. Onee the FISAMS delivers the request to the substantive
diesk, it is assigned o an NSLB attorney who works with the vase agent and
othier FBI personmel 1o obtain the information the NSLE attorney believes s
necessary 1o include in the draft application and arder. The deaft
application package is then reviewed by NSLE supervisors and forwarded to
OIFR, where the request is assigned to an OIPR atiorney. (U]

B LS4 PATRIOT Act Additionad Beauthorizing Amendments Act of 2006, Pub. L No.
109-173. The Court may grant a petition: to modify or set asids v patition i the Court finds
there is wn reason 10 bolieve et disclisure ey endanger the national sseurity, interfere
with g eriminal, counteriervorism, or Souriterintelligencs investigation, nterfere with
diplomatic relations, or englanger the e or phvsicad sadety any person. However, #f the
Altornay General, Depuly Atfeinsy General, or FBI Divector certifies that the diselogine
may endanger the national seenrity or interfere with diplomatio relations. the certification
wili be treated as conclustve unless the Court finds that suchy o certifivation way made in
bad faith. {43
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The OIPR attoroey works with thie NSLB atlorney, case agents, and
oocagionally FBI intelligence analysts to gldain the information the QIPR
attarney belisves is necessary to include i the drafl application and order.
An OIPR gupervisor then reviews the draft application packsge. The final
appiieatiem 'pa{ kasf»s» §$ z'ei'-umed' -m -i:hw ';%‘fif fm‘ an accuracy revgew ;md
Up{m f‘nmpiemm {)i ihr& imdi Versing, bi{fmzmx es nf do@igm}tﬁd qenim‘ E*‘HI
personnel are obiained and an GIFR ammm ; prepares the package for
preserdation to the FISA Court, (U]

While the linal signatures are collected, QIPR schedules the case on
the FiSaA Court's (’imkex‘ for & hearing and provides the FISA Court with an
advance copy of the application and order, which is called a “read™ copy.
The FISA Court, through a FISA Court legal advisar, may identily concerns
and request changes to the decuments allter Yeviewing the “read” copy.
OIPR and thie PBI ther address the Courd’s guesiions or concerns and make
revisions to the application or order. I the FISA Court destus it neesssary,
OIPR then formally presents the applcation package to the FISA Court at
the schedulad hearing.2¥ [ the FISA Ceurt judge approves the apphcation,
the judge signs the order, At the hearing, the judge may make handwritten
changes to the order and, if s, will siga the order with the handwritten
modifications, {U}

The order ts then entered into the FISAMS and served by the FRI field
office nearest to the provider designated in the order. Among other things,
the urder seds {orth the thne peried lor preducing the ems, {U)

IV. How Section 215 Information is Collected, Analyzed, Retained,
anid Disseminated ()

The FBI continues to collect, analyze, and retain Section 215
fpformation as described Inour previcus report, In brief, a Secfion 218
order is sevved by the FBI office nearest the custadian of records named in
the Court order. The records are either provided to the FBI in hard copy or
in slectronie format. Upon receiptl, the records may be uploaded into the
Autamated Case Support (ACE] svstem, the FBIs electronie case file system,
or reviewed and analyzed by the case agent or an FBI analyst. If the rocords
are provided in electronic format, they may be uploaded into the ATS
system by a technician prorto an agents reviow. If the records are
provided in paper format, the agent may review them and if'the case agent
determines no further investigation s warraniad, the agent may store the
information with the rest of the investigative case file. Whether provided in

paper or clectronic formuat, the case agent may write an Eleotronic

B Bome applications are signed by the FIBA Cowrt withomt requicing an QIPR.
adtirney o appoar at the 3(‘11(“{?113{*(? hiex ir‘hiﬁ, &( T
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Communication (EC) summarizing the information obtained fur purposss of
documerding the existence of the records electronically in the ACS system.
18}

i the mifvrmation warrants disserpination within the FBI, the agernt
prepares an EC (o the relevant field office or offices, I the indoraation

warrants dissemination oudside of the FBI, such as to an indelligencn agpney

or foreign government, the agent provides the records to the appropriate FBI
office for approval, Records provided to a foreign government for intelligence
purposes are vetted througlt the Designated inteﬂigmcc Rigelasure Official
and records provided for use in a criminal proceeding are processed
pursuaul to the Mutual Legal Assistance Treaty., (% i
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CHAPTER THREE
OVERVIEW OF SECTION 215 REQUESTS
PROCESSED IN 2008 {U)

I Introduction {U}

As part of the OlG's review of the use and effectiveness of Section 215
authorities, the Reauthorization Act directed the OHY to examine the
Rllowing: (U}

Every business record application submitted to the FISA Court
including whether: {g) the FBI requested that the Departiment
of .Justice submil a business meord application to the FISA
Court and the application was not salanitied, and b} whather
the FISA Court granted, modified, or denled any business

record "i\p‘_{ﬂi{.dili}n {Ih

Whether burgaucratic or precedural impediments prevended the
FRU fromw "raking full advantage” of the FISA business record
provistons; {U)

Ay noteworthy facts or eirenmstances copcerning the business
record requests, including any iflegal or improper use of the
authority;

The affectiveness of the business record reguests as an
“fvestigative tool” including: {a) what {ypes ol records ar
obtained and the importance of those records in the ntelligeoce

activities of the FBI and the DOJ; (b the manner in which the

information ohtamed through business vecord requests s

collected, retained, analyzed, and dissaminated by the FBL {)

whether and how ofien the FBI used information obtained fram
business record reguests o produce an “analytical intelligenen
product™ for distribution to, among others, the intelligence
connuunity or federal, state, and local governments,; ;md {ri}
whether and how often the FBE provided indormation obiained
from husiness record reguests to law enforcement authorivies

for use o criminal proceedings; and {U}

With reapect to 2008, an cxamivation of the minimization
procedures adopted by the Atlorney General pursuant to the
Reauthorization Act and whether such minimization procedures
protect the constitational vights of United States persons.’® (U]

% The Reautherizalion Act wse dirscted that the D16 examine the justilication by
the falturs of the Attorney General to fssue tplerbenting procedires governing revpuesis fov

{Cont'dy
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In this chapter we provide an overview of FBI reguasts for Section 218
ordders that were processed in 2006, We deseribe the number of requests
submitied by FBI agents, the number of Section 215 orders obtained, the
type of information requested, and the number of requests that were
withdrawn., {U)

II. Two Uses of Section 215 Authority (U

In 2006. as in previous years, FBI Headguarters and GIPR submitted
to e FISA Court applications for two different kinds of Section 2186
authority: “pure” and “combination” Section 215 applications. {11}

A pure” Section 215 application is a term used by OIPR to refer to
Section 215 application for any tangible ffem that is not assoniated with
applications for any other FISA authorily. For example, & Segtion 215
reguest for driver's Heense records {ram state departments of motor vedvicles
wotild constifirte a pure Section 218 request. {U}

A Prombination” application is a term used by OIFR fo refer to a
pen register/vap and trace orders,® The use of the vambination request
evolved from QIPR’s determination that FISA pen register/trap and trace
grders did not require providers to i over subscriber information
associated with telephone numbers obtained through the orders A7 {U)

A.  Pure Section 215 Applications (U]

We reviewsd all pure Seclion 215 applications that NSIB or OIFR
provessed in 2006 for submission e the FISA Court. {n this section, we
describe the number of pure Section 215 requests: the mumber of pure
apphications formally submitied (o ard approved by the FISA Court; the
rnber of U8, and non-U.8. pevsons that were the subjents of these
appltcations; the types of records oblained; the FB feld offices that
requested Section 215 applications; and the types of investigations that
generated Section 215 requests. {U)

business records applications and whailior such delay hasmed national security. We
acidressed this request (n cur March 2007 Section 2158 report, {1

WA pan register s a surveillanee device that captures the phone numbers dided on
outgoing telephone calls; trap and trace devices capturs the muvhars dentifving incoming
catts, {3

Y We discuss the origli of combination requests in meore detail fu Chapier Three of
aur March 2007 veport. {1




M (U

1.  Number of Pure Section 215 Applieations {1}

n 2006, the FBI or OIPK provessed 21 requests for pure Section 215
apphications. O these, 15 were formmally submaitied to the FISA Court for
approval ~ 11 were submifted in 2000 and 4 were submitied in 8007 1% The
six additional requests were "withdrawn.” Withdrawn appheations are those
which are either not presenisd or not formally presented {o the FISA Court
for approval ¥ {1}

Each of the 15 formal submissions processed in 2008 was approved
by the FISA Court. Table 3.1 ilustrates this information. U}

Bl
b3
R7E

TABLE 3.1
Pure Section 215 Applications
Pracﬁsse& by NSLB or OIPR in 2006 {U]

Numberﬂi spph 8. prn{*marﬁ dum‘sg 2006 and {cfnr*ai}v .»mhm.{{i.g o fad s“iw - 1‘3 {1_1} :

FiBa Court (8

ath

Sunber of applications processed chiwing 2008 and withelrawny 30} 8 {}
Total applications processed during 2006 (41 _ S5 W Y]

Sourge; UIPH and FBI 8

*Note: The 15 applications processed during 2008 {nclude 4 that the FISA Court approved
i 2007, The siy withdrawn applicalions processed during 2008 include one that was
withdroen in 2007, {1}

In total, between 2003 and 2008, 36 Section 2185 applications werg
processed and brmally sulwunitted to the FISA Court. Each of the 36 was
approved, as indicated in Table 3.2. {U)

HOGIPFR formally subraitted infetim standard mvinimization praveduges to the FISA
Conart dn 2008, although this submission was given # bositees record docket sumnber, it
was gt 3 Section 218 spplogtion sl hergfere we do not count # as & business record
application. We discusy the iierim standard minimization procedures in Chapter Ssven of
this report., 48

¥ QOpe of the six withdrawn applicitions was presented 1o the FISA Court twiee as a
“read” copy before #t was withdrawm. We discuss the reasons for the withdrawn
applicatinns in Chapter Four, {8
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TABLE 3.2
Pure Section 215 Orders Issued by the
elligence Surveillance Court (U}

TR

O {i O 3¢ {4 |
i subotted to and approved .
! by the FESA Dourt {U) _ ;
Source: CHIPR and FRI {U)
*Nute: The 1% applivations processed during 2006 include 4 that the FISA Court approved
in 20067, U0)

2. Subjects of Pure Section 215 Applications (U]

identified as the subject of the Section 215 request and the underlving FBI
investigationn. We relied on the information provided in the Section 218

applications for this information.®® Table 3.3 shows the reaults for
applications provessed in 2006, {1

TABLE 3.3
Number of U.S, Persons and Non-U.8, Persons Identificd as Subjects
Provessed

\

L& Person LI}
Non-UL3. Peraon {0

Source: OIPR andd FBI 1)
Note: Tahle 3.3 ino 5 43
TOOT aned ewetnsie

The number of persons referenced in Table 8.3 18 greater than the
- number of applications approved by the FISA Court because Section 215
15} applications can namme more than one subject, and we connted each subject
separately f the applications requested business records for morm
than ene subject Lpplications requested business records for
[ Jastterent subjents. BX )

Moreover, Table 3.3 does not present the full universe of US. persons
and non-UL.8. persons pamed as subjeets or othorwiss affected by Section

W As previously stated, the FISA statute defines # "United Biates porson”™ as a
citizen, legal pormanent msidant, wnihicmrporated aasoviation in which o "substantial
niguber” of mwrbers are citieens or logad pensanend residents, of corporations
incorporated in the United Slates as long as such susoaiations or corparations are net
themselves “foreign powers.” 50 11.5.C. § 18016 00

16
_SEeRET T,

bl
B3
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215 applications procesaed in 2006 for two reasons. First, Table 3.3 does
not inclade individuals whn were the subject of a Scelion 215 application
bt not the subject of an FII investigation (& “nop-subject™. We did not
irclude the puniber of non-suhjects because] |Section 215 applications
requested revords of non-subjects, but| fdeatificd
whather the pon-subjects were ULS. or non-UL5. persons 2t I Ti

Sevond, Table 3.3 does tmi reﬁef’t the number of U.S. persons and
nan-ILA - mersons abaoat : 3 i was collepted o= a resni of

i8]
[:U_I

i our March 2007 weport, we reported that in 2004 {the fivst calendar
vear in which pure applications were submitted to the FISA Courd] |

With these importamt caveats, Table 3.4 shows the

mumber of subjects that were identifted as L5, and non-U, s, persons for 32
of the 36 Sectivn 215 applications processed frmn 202 through 2008 and
approved by the FISA Court. {® T

~ TABLE 3.4 _
Number of U8, Persons and Non-U.8. Persons Wdentificd as Subjeets
in Section 215‘: Grdms Pmcessed fmm 2002 through 2096 (U}

N
i} 5. I’ermn {U}

Non-U.5B. Personr (1)

Total | O (1)

Eouree: OIPK aud FBI {8 _
“Nota: OY 2008 inchudes the four Section 215 ovders provessed i 2008 and signed in 2007
T BT ST Y ii}e

5K T JS !

'i-?ll I:r“tét:-ii{m 215 applcatons requesied reoonds for nore-subjects, One

=

17
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3. Types of Records Requested in Section 215
Applications {1}

We also identified the types of business vecords that were sought in
Section 215 applications processed in 2006. Table 3.5 shows the types of
records requested, as well as the nuniber of requests for each type of record
in Section 215 applicaticns processed in 2006 and anproved by the FISA
Court, exchuding _ .

| [Cabie 3.6 shows the samie L
information for the withdrawn Section 215 applications procgssed in 20086,

bl i

: TABLE 3.5
Types of Records Requested in Pure Section 218 Applications
and Approved by the FISA Cowurt® {0}

| N A é“*f "
I LT3L hl\i?;_
iy : }
| 5
s ]
, ]
R st

_Total! uw

Sereer PR snd PRI ALY
*Hote: Table 3.8 odudes the four Seclion 215 orders processed in 2006 aud sisoed
20077 and excludes thad

5
| R

TABLE 3.6

Types of Records Requested in Pure Section 215

p— . )
L I{% T )4531\
o  Total _ &

Souree: QPR angd FRI {10} _ _
*Note: Table 8.6 fncludes av applination processed inn 2006 bot withdramen w2047, {U)

M i)

1
b3
R7E

b7E
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b3
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In total, 16 different types of records were requested in the Sgetion
215 orders provessed belwaen 2002 and 2006 and approved by the FISA
Court. The fypes of records are illustrated in Table 87, )

TABLE 3.7
Types of Records Reguested in Pure Section 215 Owdexs
2

| Jiss 3] (S
S} 15 8t
2] Total )

| Sourcer QPR and ¥81 4N

Wenter Tahle 3.7 inoludes the faor Reefings 218 arders prasessed {0y SO0G MMT
2307 and exchadis th

i c,‘i 17T : S rI
e ]U !
4.  FBI Field Offices that Submitted Requests for Section
215 Applications (U}
The OIG alse analyzed how mary FBI field offices submitted requests
o for pure Section 215 applicatinns. We determined that[__Jof the FBI's 56

b feld ofiices D‘)crf:m'itﬁ} applied Jor the 17 pure Section 215 orders
processed in 2008, A total of D?‘Bi field nffices ﬂ)ercent} have requestad
Section 215 orders sinee 2008,28 g( T 18

R As diseussed in our Grst Seetion 2185 report, there wese o Section 215 orders

appivreerd i 2001 or 2003, The first Scetion 215 order was approved in May 2004, (U)

14
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5. Types of (nvestigations from which Section 215
Reguests Originated {U)

We alse exaunined the types of investigations from which pure
reguests originated. The pure Seclion 215 applications originated from
cither counterintelligence [Cl), counderterrorism [CT), or evber
investigations. Table 3.8 shows the types of investigations from which pure
Section 218 applications processad in 2006 aumd approved by the FISA Court
originated, exchuding]

>

TABLE 3.8
Types of Inveﬁtigatians that Generated Pure Section 215 Requests
Prm:&ssed in 2&(}6 and ﬁppmved by the FISA Com:t [U’}
.: SR ::. % : 3 R ) 303 \\\\\ R \\ k \ N
Loy 2 3y 3 U *
LT ) 0 w BERCEN
1 Cyber @y {0 0R i
Sourcer GIFR and FBE {U)
*Nnte: For 2008, Thable 3.8 iuciipdes the i Sechion 23158 nrders vineesserd v W08 and
| signed in 007 and exeludes) .
S 87 bl
T}
B. Combination Section 218 Appleations and Orders in 2008

8

in this section, we describe the mamber and types of applications for
combination arders that were submitted 1o the FISA Court in 20068, A
combination application is a term used by OIFR to refér to a Section 218
request that was added to or combined with & FISA application fur a pen
register/trap axund trace. The use of the combination request evobred from
DIPR’s determination that FISA pen registerfirap and trace orders did not
reguire providers o furn over subscriber information associated with
telephone nonthers oblained through those orders. As a resudt, Sedlion 215 -
requests were added 1o pen register/trap and trace orders 1o seek
subsecriber information. GIPR also used combination orders in 2008 and
2006 (o ohitain

s

Alter passage of the Reauthorization Act on Mareh 8, 20086,
combination orders begame unnecessary for subscriber fnformation and
OIPR temporarily ceased using combination orders| |
Sevtion 12& of the Reautheorization Act amended the FISA stabute io

5 B
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anthorize subscriber tnformation to be provided in response Lo a pest
register firap and {race onder. Therefore, combingtion orders for subseoriber
information were no lotger necessary. In addition, GIFR determined that
substantive amendments to the statute vndermined the legal basis for
which OIPR had received authorization)| Hrom
the FISA Court. Therefore, OIPR decided not to reque%{l
pursuard to Section 215 until it ve-briefed the izsue for the FISA Court
As a result, in 2008 combination orders were submitied to the FISA Court
only from January 1. 2006, through March 8, 2006. (¥

1. Number of Combination Applications Submitted to
and Approved by the FISA Court (U1}

From Jaruary 1, 2006, through March &, 2008, the FISA Court
approved 32 combination business record applications. Of the 82
vorbination applications, 7 wore new requests for combination orders and
28 were requesis to renew or extend previous orders. {U}

2. Types of Records Roguested in Combination Orders
{0}

We determined thaf each business recerd application atiached to the
pen register/trap and trace applicadions included a reguest for subscribey
infonation for the telepbone numbers captured in the pen register/trap
and trace. Some of the husiness record requests also inclnded requmtsl_b_

et 1)

| [ The 32 ceanbination applications requested stibserd
information | ol those
phione numbers. (87 Al

3: Number of U.5. Persons Identified as Subjects in
Combination Orders ({0

As with the pure Scotion 2158 orders, we identified the number of US
and non-UL8, persons identified as "subjects” in combination orders. We
found that ubjects were named in the 82 combination m‘du&) Of thel ]
subjeets vere "5, parsons” amﬂvgem non-ULS. persons.” [}z@ it 18
| 8) 151

1%

Y OOIPR first briefad the fgsus o the FISA Court in Februgry 2008, prior 1o the

Re ﬂiiti}ﬁnz,_nﬁan Act |

-
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4. FBI Field Offices that Initiated Reguests for
Combination Orders (U}

We deternmined thai |FBI field offices subunitted 32 combination bl
applications approved by the FESA Court from January 1, 2006, through b3
Mareh: 8, 2008, & b7E

5.  Types of Investigations from which Combination
Orders Originate (U}

Of the 32 combination orders we reviewed, 25 were lssued in _
counterterrorism cases and 7 were Issusd in counterintelligence cases, {U)
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CHAPTER FOUR
SECTION 215 REQUESTS PROCESSED IN 2006 (U]

In this chapler, we discuss the FBIs requests for Seclion 215 orders
processed in 2006, We first deseribe purs seclion 215 requests and identily
the types of records requested and any delays in the processing time®® fa
Section 215 reguest was withdrawn, we identify the reasons for the
withdrawal and at what stage it was withdrawn, Il a Scetion 215
application and order was presented to the FISA Court, we identify whether
the Court granted, modified or dented the request. I a Section 215 order
was issued and records wers received By the agend, we desceribe how the
vecords were used. We then briefly disouss Section 215 combination orders.

v

Pure Section 2158 R*eqimsts g

I this section we discuss 11 of the 15 pure Section 215 requests

processed in 2006 for which Scotion 215 orders wire obtsined and the §
requests that were withdrawn., We do not discuss . 2;
15
L bTE
£ (S
Al Requests for which Section 215 Orders Were Obtained {U}
_ . bl
1. Reguest for Z%( il s
_ w - - , BTE °
Av BRI aceni subimitted 2 Seotion 2158 request fin] .
s, &1 courterintelligance investigation] &
£
H
; bl
The Section 215 request was processod it 188 davs. /i 2
J,S' b7E

W OWe dn not diseuss every delay by processing, owdy those wideh had a significant '
and identifiable effect on the overadl processing time, (U}

M i




Alter reviewing the read application and order, the FISA Court
requested that OIPR clarify the specialized minimization procedures and
indivate that the specialized minimization procedures were in addition to the
interin standard minhmization procedures adopied by the Altorney Generad
iy Septembey 2008, {1
Fiy pnsryesrrae oy dhie SSesdioae B1EH rn‘r}rst*l ; S‘
) : % . - - i |
54 The agent (ol fhe OIC hat
throueh this Section 215 reguest he learmed tha i
S
2. Reguest foy S
An FBI agent submitted a Section 215 request for] ...
In a counterintellidence fnvestigation. !
'8

¥ Minkmization provedures mit acezes, retention, and dssemination of bushness
records. The Attcrney Geoneral's indeciny standard mintimizaiian procedures applicahle to all
business records thal werge ssued in September 2008 are discussed in Chapler Seven. {J)
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This Section 215 reguest was processed in 175 days. The case was
deduved intially for abnost 2 months at the field office because {he agent
thought the request was pending at NSLB when it was actually awaiting
approval by a field olfloe supervisor. Ornpe the reguest was drafted by NSLRB

and sent tn OIPR, the two offices disagreod as to wheiher] |
0
According to the agent, the information received pursuant to the
Section 215 order did not further the counterintalligence fnvestigation. [}
3.  Reguest fo sy T
An FBI agent submitied 8 Sectiarn 215 request i a counterintelligence
investiga tion| o
..
| a3
‘This reqiiest was processedd in 203 davs] J S‘,l
S :|

Jiamately, the FBI did neither. Accurding to the FBI General

Counsel, additional minimization procedures were not necessary because of

the mited manuer in whicl the FBU intended o use the information from
this Section 218 request. &{ 1}

27 A full FISA is a reguest for suthority o conduet elsctronic swiveillanes or
phsical searches and s more detatled than & Seetion 213 request berause the application
st sstabiish prohable canse 10 Delteve, smaong other things, thatthe target is & forelgn

power or an agent of a forsign power. {1
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After reviewing the read application and ordey, the FISA Court
requested that QIPH explain the relevance of an aspeet of the request
According to OIFR e-mails, the OIFR atterney had previously asked NSLB
the same question and was able to explain the relevanece to the FISA Courl.

The covet aranibaddhe Section 215 request. According to the case agent, the
produced an additional 2 months of records not

authorized by the FISA Court ovder. B 1

The agent told the GIG that he made a copy of the] recaords
thaat did not mciuée the two additional months of] | produced to the K8l
but not authorized by the FISA Court order. The agent then scaled the

[ Jrecords that he had originally rocetved froms the provider inlo an
envelope. 3Ly,

The agent stated that he sent the redacted copy of the records to FE
| |The agent stated
that the additional records and the size of the| thad dedayed
his evaluation of the portion of records appropriately produced pursist (o
{he Court order; however, he stated that he expected that these records
wourhd be useful. ﬁ;}< m

The FBRI indformed the OIG that # had determined that the receipt of
additional records beyond the scope of the FISA Court order was not
reporiable to the Intelligence Oversight Review Board (108) and that the FBI
would consider the additional material to be a voluntary production by the
provider. O1PR had not yet decided whether the tncident was veportable to
the FISA Court.® {{h

4. I_Re_q_uggt f0r|
2

An FB
mvestigatio

W We dispuss this vollection of additional records wiain i Chapter Six. U}
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This Section #1195 requesl was processed in 120 days.

The reguest

radsed gquestions concerning the appropriate use of a Ssefion 215 ordde

W

[ Dristnad, the NBLE attorney decided (o
Pequest the records 1Hrough a Section 415 appleation.
NSLB sticrnev included in the applicalion a veouest {o

in agddition the

As a result of the Section 215 arder]

%.  Reqguest lor|

Al

_ml |'|--|

II'_\r (BN

An FBI agent subimitied a Section 216 reqguest in a connierierrorism

investi 1ga tiony

who was a non-Uao. POTS0I. f’LI

possession of weapons, explosives, and Jalst QUOLTNCINE, f*mm&fzf m thf:
case agent, the FBEI opened a feororism ihvestigatioy

fﬁumi

8

e United States intended to
] - 1 he was going to be deported
va:(ltcd iu arrcs:,t ﬁw sub}wt an k}rgar}r d:mrgt btezmmnu fmm ’fh{‘ se ﬁ)i A
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According to an FBI analyst, pursuant to the Mutusl Legal Assistance
Treaty requirements, the FBI provided the forgign police with the fraudilent

27




idenitficaiion and siher evidence to be used in & potential criminal
FRYR R I Ta A :timl] i

Ehe NSLE attorney deckled to submait a Section 215 request, &

i
Thiz Section 215 vequest, processed in 125 davs, raised 2 substantive
issues. The first was a legal guestion as to th%heLl prere
bitsinggs repardds withiin the meaning of [epfion 218

1
R

:0]

i [According {o e-1mnadl wmmunicanams e 1wzewed the !
NSLR altoruey assigned to this cagse siate : RiFS pressary 1o

paiablish pwbahia cause sinee the 2

I [

[ [ The NSUB aitorney noted thal 1y ould accept 5

an N&L f{il but decided not 1o Issue an NSL 15

hecauss of concerns that the ‘2

[

The spcond substantive issue was whethes vas associated .

with a terrorist organization and therefore wheliFT e Terords were relevant 45
in o national se::(:umty investigation 2
‘ i

191

FRI determined were of potontial intellisence or national security vahy —I

|5
The Designaled MeIneonce DEcisnre Ol aF FET Neaaquaries Rtl
approved [to the foreign countiy for

intelligeyic nlv, and not for use i a eriminal proceeding.

were of no intelligence

value to the United States. 18] r S

A Seetion 215 wrder maay be issued for » tangible fhing that is alse dbtainable
pursuant to a grand jury subpoena or court trder directing the production of recovds ov
tangible things, 50 S0 8 1861 oo,

£
{5

MUI

151

L

1
b3
R7E

1
b3
R7E

1
b3
R7E

bl
p3
»7E

bl
B3
b7E




(2]

1Rl
! U{
(Rl

6. Request fo g

An FB avent subypifted a Seetion 215 request for records related to

by severad non-U.S. persons ina

couIMerterrorism case.  Ine Seelion 215 mquest was generated at FI3L
Headquarters at the request of & forgte el whiech fntended to

rasectite the sithiects for torrarian Q)

This regquest was processed in 72 days. Alter reviewing the read

apnication and order o more precisely idenitbe the records reqsiestesd

application and order, the FISA Court reguested that OIPR revise the __I
S

S.]

with & summary of the records fur lead purposes over | mwonth belore the

Section 215 requires that orders describe the records 1Lquf‘&>w:i with
"sufficient particntarity to permit thes to be fairly tdentified.” 50 U.S.C. §
188 1{bHENHAL ¢ 'l-'Uﬁ

The case agent told the GIG that he providey

=l
defendants pled guilty and 4 months after the trial was originally scheduled

to begin. According to the case agent, some of the delay iy obtaining the
hrisiness terords greyirred hm*"mcrt the reanesd|

Lt

Berause a summary of the records was not provided until after the
trial began and & month or two before the defenidants pled guilty, the agent
told us that he did not think the records were used at the trial. The agent
also told the UIG that the tnvestigator from the foreign govermunent asked {o
et with BGJ officials to disouss how the Mutual Legal Assistance Treaty
process could work faster in the future. The agent told the OIG that the
records praduced in rmpnnw 1¢ the Section 215 order were not relevant fo
any FBI mmahg&ﬁan& of TLE. persans, 5

7.  Request for g

An FBI agent submmitted g Section 215 rec
investigation of a U.S. person,

Inamed relatives other FRI Y

investigations. One of the subjects ras believed to be 8]
assoviated with a terrorist organization] i
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{8}

This Section 215 request was processed in 312 days. Acoording to the

NSLR attormey who handled the maiter, the agent who submitted the

reguiest established the relevance of the

for the U8,

subject and his relatives wha were also subjects of other FBI ovestigations,
but did net provide any inlormation 1o establish the relevance of the records

for

Although the agent eventually persuaded the NSLB altoerney to inchude] B

peeanse the subject was in

feiephone contact with

[OTPR raised a conoerny |

[ ] After discussions between the NSLB attorney and an OIPR
supervisor, OIFR submitted to thf" FIS:sA Cmm *m applimmm Ef:sr fht" TIAMICS

angd ¢ afjmﬁswﬁmwﬁ with th
| Sriiits 11 ineiude

This reguest was further delaved when # was not properly entered
into the FISAMS, OIPR added and then removed detailed facts from a
refated FISA application, the assigned OIPR atiormey went on vacation, and
CIPR maodified the Section 215 tamplate to conform to the requirernents of

the newly enacted Reauthorization Act. {U)

In response o this Seotiog 215 ordes]

The agent iold the CIG that the

information received fram the Seclion 215 order did not show evidenen of
terrorist activities, bud that obiaining the information helped close a lead.

P

8. Request i

&

An FBI agent submitted & Section 215 request in a counterierrorism
investigation of a U.S. person. The case agent was investigating a subject
who conducied business with a cwmpany that was inked 1o a group
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The Section 215 request was processed in 804 days. According o an
NSLB attorney’s e-mail, the draft application was sent to OIPR 1 year helore
the QIPR attorney began communicating with NSLB about the regquest. The
former Acting Counsel for Intelligence POIEU,: told the (I6G thatl on several
occasions during the first year the Section 215 application was persding at
OIPR, she spoke to the FBI Deputy General Counsed regarding the status of
the application. In an e-mail o NSULB from OIPR, the GIPR attornwy

exprassed concerns that the application lacked a nexus to ervorisy, OIPR
reqguested additional information fegarding the request, such as an : :;
2l ;
o) b7E
L B ; ’ _ bl
1o respouse {o the Section 215 onder, the agent received recardd 2| b3
| However, . b7E
the agent did not receive informatior] .. ]
5
'8

9. and 10. Requests foy j% . (T :;
— b7E

'3 B An PRI agent &uhfm‘{wa*amm 218 requests f’orl

' f ks part of a counterterrorism nvestigation. The requests were 3]
deetnadd urgent based on the serious and eredibl&* nature of the threat
reported. Because of the threat, the FBI investigated individuals
contact with kKnwwn contacis of a terrorist organization. The
subjects of the Section 215 requests were & U5, parson and a non-ULS.

d=3!
'S'
1

}{ B A hawalh is a monsy toansfer systorn v oo of oy peanBel fo raghitions] banks.
1

21
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person. They were being ivvestigated by the FBI because 3
I! F
I
|{~3§<§ pfm ol iiw mvest igiimn tizc* asgf*nf el
wanted to undersiand the shiip | RED xro sublects duriy Y
specific time period < =
5]
The Section 215 request fof lras processed in 10 8]
davs. The Section 215 request fod fvas processed in 17 5
days.| | s
Il Ij I|
S :|
[he TEBI then '
requested full FISA orders for the information, but NSLB suggested sccking o
Section 215 orders instead. |
|
| modified those requests to conform fo the
business record application and submitted the Section 215 applications {o
NSLE. 3 . T
The agent received v records in yesponse fo the Section 815 orders, E;
Acgording (o the ager ‘o) b7E
| | and the agent had nitiated his Sectlon 215
request approximately 6 Tiwiths afier the time perind he was investigating.
¥ T
11. Reguest foy gﬁ i
An FBI agen 215 réquest foy e BL
intelligence investigatior lp3
intelligenoe juvestigations o b7E

318 ULS.C, § 2708 anthorizes NSLs for subsoribsy information assd toll billing

revords information, or electnnic compunication ransattions records. 0

32
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This reguest was processed In 187 days, Alter reviewing the read
application and order, the FISA Cowrt mqu{‘str{l that OIPR c;\wnd the thae
for the provider to produce the records from 20 to 30 days. {13}

: : . bl
According to the cass apent, wupon receint of the yecord J 2 b3
o b7E
8
Nevertheless, the case agent stated that the information was useful
Tecause it closed the kad and corroborated other information. it 5]
|

B. Section 215 Reguests that were Withdrawn (U}

In the following stetion, we describe the six withdrawn Section 215
requests. We discuss the type of records reguested, the processing time,
and the reason the reqguest was withdrawr. Based on our interviews and
decument review, we identified two priveary reasons for the withdrawal of
FBI requests for Section 215 applications: the reguest lacked suificient
predicate or the provider did not smaintain the records requested.® We also
identify whether the reguest was withdrawn at NSLR or OIPR. {1}

_ bl
X Request fos Q) b3
o ' b7E
An P avent submitied a Section 215 rpopest for o (TS nerson's
1A counterierrorisi case. | L
val Ll
5]
This
22 does bl
b3
b7E

The Section 215 reguest

was presented 10 e Pl Court &8 a raad ooy apphication on two

® We use the term "primery reason” bogause two iivrestigations changed course
while NRLB or (PR attorneys were working with FH agods to develop suffictent.
information to support the request. We consider the change of course to be a secondary
resson beenuse both cases changed course before the FBLvase agents provided the
trdormation reguired by NSLB or OIPR to subsmit the Ssction 215 request to the FISA Court.

tE]
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oceasions. Un both eceasions: the FISA Court indicated it wonld not sign
the order i}e‘fcm&w of First Amendment concerns. I8 1)

2. Request fml |"S'|

An FBIL agent submitted a Section 215 request in a oreliminasy
counterferrorism investigation of a non-1L38. person.

This Section 215 request was withdrawn from NSLE by the FBI after
428 days. Prior to {f being withdrawn, the NSLE attorney sent several
e-mails {0 the agent requesting adrht ional mfmm*ztffm to support the
_Qeptdig G EH pespyyect Iy pecr 3 Tal

Ayt e dhin g

€

T el ANieaes that e General

¥ We shisctass this ease in detall in Chapter Six at pages 65-74. [U)
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Counsel and Deputy Generad Counsel for NSLB “legally killed™ the Section
21D request. B8 X6 T

3. Request fo i 3

An FBT agent submitted a Section 215 request in g counterterrorism
investigation of a U.S. person.| _| )

s (3

FB! agent e-mailed FBI Headgnarters and confirmed that he was pursuing
the Sectiom 215 business record request. X i

This Section 215 request was withdraw from NSLE by the FBI after
808 davs. The case ageni told the OIG that FBI Headguarters taformed him
that the vase would not be approved becanse the subject was a paturalized.
U5, citizen and there was no connection ro a foreign power. Although this
request was initially provided o OIPFR withowt prior approval by the NSLB
attoruey, i subsequently was re-routed to and laler withdrawn at NSLE. {3

4.  Reguest foy 19 :;

R7E

An FRI agent subwnitied a Section 215 requestin a mumerierrc;ri%m
investigation ui a L5, person. The subjeel was being nve =t De
of & business contact with an agent of a foreion power,

The FE case agent told the GIG that he generally

pursted inancial information using NSLs, but decided 1o try the Section
215 regues{ since he had not previously used this investigative tool. B m

This Sextion 215 request was witlydrawn from NSLEB by the FBI after
160 days. The request was withdrawn alter several n‘*m‘uis imm ihc* N%LE%
attorney to the case agents.3? In the eqnails, the N ¥
zeveral concons regarding the request, including

p1

(e

R7E

¥ I whliion, s eepad! o the aesigned NSLB & tgma}r inclicates that the ¥FBI
Daputy General Counsel quastionsd whedher the nvestigation was properly opened. [U)

I NBLE was in coitast with teio case agonts bévause thie case wag ronssigted while
the appheaton was pending. {0)

| 35
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bl
S b3
_ b7E
Eventually, the case agent {n whom the investigation had been {ransferred
askad to withdraw the request because he did nigt see the need far the
records requested, T
o bl
5. Request for (8] b3
_ o b7E
An FBI agent submittsd a Section 215 request in a oyber-terrorism
investigation of a noti-U.S, persary "
This Section 215 request was withdrawn from NSLE by the FBI after
186 days when the agent learned that the provider did not maintain the
records requested. {U)
] bl
8. _ Request fox
| | 8 b7
o b7E
An FBI agent submitted & Section 218 reguest {0y IJ o
il bis part of g eounterintelligence TOVeSNEal0N] : !
e | : o :|
(3
This Section 215 request was withdrawn fom OIPR by the FBI after
58 days when the agest learned that the praovider did potl maintain the
recards for the employees of the fureign parent company. (S i
II. Combination Section 215 Requests {U]
As previously discussed, as a resull of the March 2008
Reauthorization Act, cumbinagtion orders for subscriber information became
unnecessary and OIFR ceased preparing combination ovder o ol
S Fherefore, in 2008 combination orders were stibimicd 1o Whe ' ng
FISA Court only from January 1 through March 8, 2006, Below we present
a brief overview of the use of combination orders. We also desceribe the
mndificatinns or hasubwritten notations by thie FISA Counrt to those orders.
B
Al Use of Combination Orders {1}
bl
T4 b3
o b7E
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PR XSL o,

Combination applications are drafted at QIPK and after they are
signed by the FISA Court, the orders are sent in the field oliice nearest the
custodian of revurds for service. The maost commen combination srder is for
subscriber taformation, which identifies the person whose phione was used
to contact the subject of an investigaiion. The subseriber information i
only for records that are maindahed by the communication provider apon
whom the order was served. I the phane number of interest belongs in
another provider, other investigative tools such a8 N8Ls can be usad to

obtain the subscriber information related to that phone number] bTE
s
Combinaton orders are also used v obtain| | Four b7E
agents told us that they received| as divected by the
FISA Court in 2008, Of the four agonts who said they recefved
| Jordy bwo told us that the information was helpful. One agent

told us that thy

Il B

Two agents told us thy | was not useful. | | b7E

| The othier sgent said he never

attempted to utilize the information because his subject moved sut of the
courdry. B m
As we noted in our March 2007 report, agents were not always aware
when QIPR added a business record reguest tothedr pen vegister/trap and
trave request. Wo spoke o agents who submilted both initial and renewal
requests for pen register/ trap and trace orders inn 2008, Many agents who
submitted oitiad requests could not tell us whether OIPR added a business
record {o thelr pen register/{rap and {race réequests ar whether they received
subseriber information pursuant to the order. Agents who submitted

# Telgphone Applications {5 an investigative tonl that alss serves as the condyal
repository fow all telyphone data collected during the course of FRY investigations, )
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renewal applications were more lkely to be aware of the addition of the
business record. I an agent is nol aware of the addition of the business
recard reguest and the provider does ot proeduce the indormation required
in the court order, then the agent does not know to enforce the Section 215
order, {U}

B. Modifications and Notations to Combination Orders {U)

The following section desertbes the nwnber of Bection 218
applications and orders modificd by the FISA Courl. We identified
modifications or notations on four combination orders, {4}

The FISA Court handwrote modifications or notations on four
combination applications ard orders in 2006, With regard to one
combination order, the FBI had informed the FISA Court that il received
records in response to, but beyond the scope of, the FISA Court order but
had not provided the additional material to QIPR when the FBI seught to
renew the order. The FISA Cowrt medified the order to require that the FBI
provide the material to QIPR by a specific date. {3}

The second combination arder contained a handwritten correction o
the expiratinon date of the Court’s order. Although the applicalion correctly
stated the order would expire in 90 days, the month of the expiration date in
the order was incorrect and the FISA Court modified the order so that the
menth correctly reflected the 90-day duration of the order. {1

The remaining hwo combination orders requestad| | b7E

[ ‘Phe

Court’s handwritten notations on the two combination orders reference the
Cour's opinfon. 1) T
o
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CHAPTER FIVE
OIG ANALYSIS (U)

In this chapter, we provide our analysis of FBI requests lor Section
215 orders processed in 2008, In addition, as required by the
Reauthorization Act, we discuss bureaucratic and other impediments to
oblaining a Section 215 order, FISA Court modifications to the applications
and erders, and the use and afiectiveness of the Information recetved
pursuant to the Section 215 orders. {U)

L Delays in Implementing Section 2185 Authority and Gther
Impediments to Use {U}

The Reauthorization Act divected the GIG fo identify bursaucratio or
procedural npediments that negatively affected the FBs ahility o obdain
Section 815 arders. In this section. we identify the provessing time for
Seciion 215 reguests in 2000 and then compare our findings for 2006 to the
fndings in our previous report, which covered Section 215 requests from
2004 ihnmg‘{h 2005.32 We then distuss the causes for the delays. (U

A.  Pure Section 215 Processing Times in 2006 (U)

I order to calotdate the processing tHme for vach Section 218 reqguest
in 2006, we sought to determine how §ng each requeést was pending at an
FBI Bedd office, FBI Headguarters, and QIPR. Initially, we expected to
wlentify the relevant dates through the FBI's FISA Management System
{FISAMS] and OIPR's OASIS case management database, the FISA {racking
systems used by the FBI and OIPR, However, we learned that the dates
vecorded iy the FBI and OIPR tracking systems were not always relable.

For exampla, Section 215 regquests wore not abvays entered frdo FISAMS
when they were actually initiated in the FBRI field offtce, Other requesis wers
initiated at FBI Headguarters and entered into FISAMS at an arbitrary
future date. When this sceurred, FISAMS reflected the date the request was
entepad (nto the system as opposed 1o the actual initiation date. For
example, FISAMS irxdicates that one partioular Section 215 request was first
irdtiated more than 2 weeks alter the FISA Court signed the order, FISAMS
also indivates that another Section 215 reguest was initiated after NSLB
senl a completed draft application to GIPR. {U)

Strfarky, OIPR's tracking system does not always contain accurate
processing dates. For G‘mm_pic_ QASIS reflects the date on which DIPR first
receives an application from FBI Headguanters. However, FBI Headguarters
erroneously sent three requests to OIPR before the Section 218 applications

& The first Bection 218 request was approved in 2004, (U]
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and orders were drafted aid approved by NSLB. As u result, these three
requests were retumed to NSLS for drafiing and approvals. QASIS shows
the date that QIPR received the misdirected request and not the date it
received and began reviewing the draft Bection 215 application and order
approved by NSLBA® (1

Therefore, the dates we relied upon to identily the processing thme for
Section 215 applications in 2006 reflect infonmation from our interviews of
FBI and OIPR staff, contemporanecous e-inails, and the FBI and OIFR
tracking systems, {U}

As used in this report, the "processing time” for ) request includes the
number of days that slapsed fram the dade the agent Initiated the Section
215 husiness record regquest to the date the refuest was signed by the FISA

Caurt or withdrawn, We did not include the time required to serve the order
on the recipiont in our processing time ealculation because that infbhrmation
was notl avadlable for cach reguest. (1)

Chart 5.1 illusirates the toial processing {ime for the 11 of the 15
approved ’36’{“{3{)11 215 m Cimt:w pff(}(‘ﬁ‘:é‘%{*{i m 2008, ’”{‘iw chiart provides the
I_’}r(}(\m}c,} 5 1 i » s The ohavd dnes not
intlhude

1

Wi wddition, i 2006 netther the TR
information that tracks sppHeaticns related ;
began to include  reforence o spphcodions related ¢ T ral
after the QIG gquestioned hose OIPR could acowrately track and report the total tuanber of
Section 215 applicedions in its semb-anral peports to Congress i Lif: recordbeeping system
aid nod include applications related S 1

1,01
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CHART 5.1
Processing Time for 11 “Pure™

Section 218 Requests Processed in 2008 {U}
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Chart 5.2 tlustrates the total processing time for the six withdrawn
requests processed in 2006, {U]

| CHART 5.2
Processing Time for Six Withdrawn “Pure”
Section 218 Requests Processed in 2006 (U}
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Souree, FBL and OIFR {th

NALR and UIPR attorneys told us that the experience both agenoies
have gained in handling Section 215 requests resulfed in efficiencies in the
review and approval process. By 2005, NSLB and QIPR had assigned
specific attorneys to process the husiness record applications in their
rogpective offices. The dedicated FBI and QOIPR attornevs developed &
procedure and a working relationship that allowed them 1o process business
vecord applications more efficienthy 7 {U)

H Tha process hes stove changerd ad both the FBI and (PR, In early 2007, the FBL
desided not to dedicate g spenific atterney to Section 215 reguests and pow sssigns routing
regniests to ane of four designaled atiomeys ol either provide a preliminary draft of the
Inssiness record applcation 1o OIPR o assist a colleague in deing so. Inaddition, in
October 23007 the OIPR attorney assigned 1o Sectiomn 2 13 reguests loft GIPR and OIPR
sagignied the Section 215 resprmsihilitizs to two other attornevs. (U}
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Hosvever, we found that several requests were delaved at FBI
by the substantive unit at FBI Headquarters, or assigried {o the wrong NSLB
attorney. We also found some processing delays at OIPR as well. We
ciscuss hoth types of processing delays in the following section. (L)

B. Pure Section 215 Processing Times 2004-2008 {U)

The FRI and OIFR processed 21 pure Section 215 reguests in 20086,
In this section, we discuss only 17 of the 21 applications | |

| The provessing time

for thuse requests ranged from 10 days to 608 duys, with an average of 169
days for the approved orders and 312 days for the withdrawn requests,
These statistics are not directly comparable to these In our previpus report
because we have inchided the time spent preparing the application in an
FEI Secld office in aur caleulations for 2006, 1K T

However, if we exclude FBI field office time, the 2008 processing thmes
average is 147 days for approved orders and 231 days for withdrawn
requests. Chart 5.3 lustrates the combined FRI Headguarters and OIPR
processing time for Section 215 requests from 2004 through 2006,
excluding FBI field thme. Charl 8.3 shows that the processing time for
approved Ssction 215 reguesis has decreased each year sines 2004,
although the processing timme for withdrawn reguests rose in 2006. {U)
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CHART 5.3
FBi Headquarters and OIFR Average Processing Time
for Section 218 Requests from 2004 through 2006* (U}

e

gy

Humber of Processing Days

Year Subavitted

Spurce: FRI and QIFR (1)
*Nete: Ohart 5.3 ;j_u_\m the forre Seetion 2158 orders ivgeeassesd tn 06 and aionerd e;i

2007 and sxchudes . ’ bl
i | ?33 1L . ' H ' b3
'15 .l U' F: b7E

Eleven Section 2185 orders were processed in 2006 and approved by
the FISA Court. The average processing tune at KBl Heaﬁqzxariu‘& and GIPR
for applications that re*‘:«nm‘d i orders from 2008 through 2006 is
shustrated in Chart 5.4, Chart 5.4 illustrates that PBI Headguarters and
OIPR processing time decreased significantly from 2004 to 2005 and has
remained relatively constant in 2005 and 2006, Processing time in OIPR
mereased slightly in 20069 ()

Wy did not compare they Averagy processing Hme for withdrawn reglests betwesn
the FBI and OIPR berause the FBI determings when and # 1 withdraw a request. {1)
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FBI Headguarters and QIPR Average Processing Time for SBection 218

SEERET
CHART 5.4

Orders from 2004 through 2006* (U]

Number of Processing Days

Soyroe: FBLand OIPR {1

*Note: Chart 5.4
FOO7 and sxclud

irpdudss the four Section 215 orders processed iy 2006 ansd signed in

57

We identified the same réazsons for processing delays in 2006 as we
described in our previous report ~ some FBI emplovees’ unfamiliarity with
Section 215, too few respurces, the multi-layered review process, and
gubstantive lssues regarding statutory interpretation. (U)

We discuss both the procedural and substantive delays below, (U]

C. Bureaucratic and Procedural Impediments {U}

1,

Qur review determined that FBI emplovees” unfamiliarity with Section
215 requests was the primary cause of the delays that occur from the thime a

FBI Employees’ Unfamiliarity with Section 218
Reguests and the Approval Process (U}

case agent initiated a Section 215 request until the time the request was

assigned to the NSLB attorney responsible for business record applications.

(U}
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As previously noted, in erder 1o indtiate & request an agent must
complete a Section 215 request form found on FISAMS which automatically
directs the request through the proper chain of approvals in the field office
and then to the subsiantive desk al FBEI Headquarters, At FBI
Headguarters, an NSLB supervisor assigns the reguest to the NSLB attorney
responsibie for business records. The NS&'ﬁ attoroey then drafts the
Seclion 215 application package, which is reviewed by an NSLEB supervisor
before it is provided to OIPR. An OIPR linc attorney and supervisor review
andd edit the Section 215 package before the “inal” version is sent to NSLE
for final review and signature. (U}

Most of the FBI ageots we intarviewed said their Seetion 215 request
was the first sulsnitied from their resgpective ficld office. Agents told us thai
because their supervisors were less farniliar with Section 215 requests than
with other more comunouly used investigative tools such as national seeurity
letinrs, they teok more time o review and approve sach request. Aceording
o the data we eollocted fn this review, the average processing time for
Section 215 requests in FOI Held oflices in 2008 was 30 days. (U]

in :3{}(}(1 WELE ciﬁidyer:i bmaus{‘ thf?y wgm m}t pmpc: iy mut&d dii.er ti}ﬁ_}; WE‘N*‘
approved by the field office and sent to FBI Headguarters, Several requests
were dﬂawd hecause FBI Headguarters did not assign the Seclion 215

request to the designaied NSLB attormney. For examypl equests 5]
were dekaved batween 2 and 8 weeks becaunse FBI Headguariers sent the '
request directly to OIPR instead of routing the regquest theough the

designated NSLB altorney 49 {;‘8{ K

Ancther Section 215 request was delayed or misdivected at four
different points before it was withdravwn. The substantive desk at FBI
Headquariers did not assign the request to NSLE for approxinaiely
2 months. NSLB assigned the request to the wrong attormey, and therclore
the request was delayed for an additional 11 mmonths, The same reguest
was then sent {o OIPR helore NSLE reviewed, drafted, and approved the
application. One month after the reguest was refurned (o OIPR, {he request
Was %siﬁ;ncd tc) the a;}pmpm‘ate N‘S’Lﬁ ’{ﬁ“{'i)“ﬂt\" wi'm was tht*i’l told by the

ﬁaubsmntiw df"‘:&{ mihdww the rcqu{':m. i})r Liw "Sm‘*imn 21 1 F’ {_}fﬂﬁr
approximately 10 weaks later. (U]

B As of July @007, the FII FISAMS inchaded an automated work flow for business
revords requests. The FBI stated that the dedicated work flow shouwld reduce the routing
grrors dissassed above, U
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2 OIFR Resources {U)

According o e-mail traffic we reviewed, several delavs in subrndtting
Bection 215 applications by OIFR were ativibutabde {0 the fact that during
2008 business record applications were assigned to a single OIFR attorney
who had other responsibilities. As of November 2007, OIFR had two
atforneys assigned (o process business records but bolh attorneys have
ather responsibilities, (U}

3. Multi-Layered Review Process {U}

Since our last report, the multi-layered review process for 218
&ppiimﬂmx% im% m}t t*h:mneci A% a nwui{ %f*rsiicm 31% rt*quesm nmv b{*

at F’Inl. Eis&a.dqt.m'iem am:i at {)}.PR._ iLf]

For the most part, the nuli-layered review process {8 sclf-imposed
because the ondy statutorily required review is that of the FISA Court. The
ather muliiple levels of review leading to submission of an appleation {o the
FI8a& Court were establistiod by DOJ and the FBL QIFR reviews all Section
215 appiications becanse OIPR attorneys present the applivations to the
FISA Court. According to OIPR, the FISA Court Rules of Procedures provide
that the Attormey General determines who is permitied to appear before the
FISA Court, and FBI atforpeys have not boen authorized by the Altorney
General to praciice befors the FISA Court for this purposs. I turn, the K831
requires that its NSLB attorneys draft the applications because Section 215
provides thai emly the FBI Director or his designee may apply or & Section
215 order ¥ {17}

At the field level, the multiple levels of approval are sfodlar fo those
required tor other investigative tools, inchuding NSLs and other FISA Court
applications. {U}

We found that inefficiencies caussd by the ¥FBYs and OIPR's mudte-
layered review provess are magnified by the general nature of the Section
215 request. Because the standard for a business record request is
relevance, Section 215 applications do not contain the detailed facinal
aflegations bund in other FISA applications thal require a showing of
probabie cause, a highar cvidentiary standard. In order to belter
wlersiand the request, roviewers at the FBIL OIPR, and the FISA Courl

4 The Divector of the FH has delegated 1o the following FET officials the authority
to apply for o Section 2185 order: the I3 Genersd Counsel; the FIM Depuly Director; the
Exevuitve Assistant Director for National Security: the Assistant Dirsctors and Deputy
Asaistant Divectors of the Coundertertorism, Cﬂui'itﬁ‘i}ﬂ?f‘iilgﬁi'it’c, and Cyber Divislons: the
Deputy General Counsel i Nabonal Sexurity Affairs; and the Senior Counsel for National
Recurity Affairs, {II




often have questions aboul details of the investigation that are not always
included in the initial application. Many of the questions may have already
been asked by other reviewers, gt the answers are not incorporated into
the application because of the low standard of review. As a resull, the
review process carn be slower when different reviewers ask similar questions

about the application. {Uj
D. Substantive Delays {U)
In addition to delays inherent in a nult-layered review process. many

of the delays are also atiributable to the issues presented by individual
Section 215 requests, Of the 17 approved and withdrawn Section 218

reguests preesssed in 2000 and described in the body of this re-;mx‘i;Dvm‘a

delayed because they raised substantive lssues regarding the nature of the

records an aised concerns regarding whether the appiication met the
statutory reguirenents. :{&K T '

1. Nature of the Record ()

I:)f the reguests were delayved berause they involved unigue
substantive issues, inoluding |

P

.a'%| |re{:;1_1ﬁtstg raised a question as {o whether a| |

|were bustness records within the meaning of Section

215, This reqguest also raised a concern about the relevance of the request
fo international terrorism becanise the PRI did not kuow i

Iy another casg, a ol

request for records from an| Faised an issue i3]
regavding whether it was appropriate to use a Scction 215 request o
determine if a company was an entity on which an NSL could be served.

Another Seetion 215 roguest for] |
rajsed concerns berause of s scops and| |
e

Each of thesd__ Jrequests raised new issues that took significant
time o research, negotiate, and resolve. On average, the total processing
time for these[ kequests was 162 days. 8¢ T

Z.  The Statutory Reguirements (U)

o addition, we found that FBI Headguarters or OIPR atiorneys raised
concerns thaf_Jof the 17 applications did not meet the statutory
requirements, When NSLE or OIPR attormeys have guestions about 8

48
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reguest, they may contact each other, their supervisors, or the case agend.
The resulting dinlogue can affect the timing of the request. [8{ i

8

8l Iz nstanees, the requests were evendiually withdrawsn
W@ for lack of predicate, witl withdrawn at NSLE

'8 withdrawn at QIPR afer the FISA Couri declined o sign two different

versions of the regques

he FISA Towrt granted Section 215 orders Tor Ty

applicatons, % 1) 8]

#.  Requests Withdrawn at NSLB {1}

As noted above, of these requests were withdrawn at NSLB.
Before the reguests were withdrawn, the FBI discassed the case with the
case agent, and either the agent decided to withdraw the reguest on his own
inftiative or FBI Headguarters told the agent the request would not be

approved, One case invelved a reguest for information| |
i |and the case agent agreed to withdraw the request on his
own initlative. With regard to the reguests | |

the agents did pol agree to withdeaw the vequosts vnti] after FEI
Headquarters told them that their applications would not be approved. The
average processing te for thes Jroguests was 398 days. B T

b.  Reguests Withdrawn at QIPR (U}

The single request withdrawn at OIPR was withdrawn by the FEI after
the FISA Court declined 10 approve the applicalion on two peeasions. The
former Acting Counsel lor Intelligence Policy told the OIG that pursuant to
the FISA statuie, only the FBI is permitted to withdraw a FISA request, The
former Acting Counsel cited Section 104{el{ 1) of the FISA statute, which
provides that the Director of the FBI may reguest that a FISA application be
reviewed by the Attorney General if the Director states in writing that the
FISA application mests the requirements in the statute. The former Acting
Counsel stated that as a practival maticr this provision requires that OIPR
either work with the PBL until OIPR determines that the FISA request meets
the statutory roguiremnents or the FRI consents to withdraw the request. 48

{

5 Cady two other Sectionr 215 requests wers withdrawn, Both were withdrawn adter

the agent loarned thal the provider did nol maintein the records reguested. A reguest for

information | fwas withddrawn at NSLE while amequest for
| [way withdrawn ot OIFR. 8
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Thix policy may aceount in part for the processing time of requests for
which OIPR identified concerns about whether they met statutory
requirements. Of the 17 pure Section 2186 requasts pmaessed in 20008,

QIPR raised statuiory eoncerns regarding .. bl
= b3
Y b7E

“ _ Do average, these requests were processed in
416 days. 53 )

E. Expedited Requests (10

Twa of the requests processed in 2006 were expedited by the FBI and
OIPR. These two requests show that when the FBI identifies the need {o
expedite a Section 215 reguest, both the FBI and QIPR can expedite the
tagk. The two requests, | WETE b7E
expedited because of & SETIONS scoury Uteal and were proceased in 10 and
17 days, respectively. 381 T

¥.  Unremarkable Applications {U)}

I:l‘.eques;{.s did not seck sensilive records, raise statutory b7E
questions, or fvolve exigent ciroumstances. [ fvere signed by the FISA
Couit)| lwas a request for] |

[ vrithdrawn onee the agents learned the providers did

nol maintain
[ | G average, these raguests
ware processed in 113 days. §8] T

. Modified Pure and Combination Scction 218 Orders [U)

As required by the Resuthorization Act, we siso reviewed how many
fimes the FISA Court modified Section 2195 orders. We examined
information about the number and types of modifications for both pure and
combination Section 215 orders discussed in the body of s report. We
reviewed cach Section 215 pure and combination order for handwritten
changes signed by the FISA Court judge. In addiion, we reviewed OIPR
doctunents and e-mails and asked OIPR officials about revisions to Section
215 applications made at the request of the FISA Court. {13

We found thal the FISA Court medified four combination and five

pure Section 215 applications and orders. We determined that six of the
nine maedifications were for substaniive reasons. {U)
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As noted in our first Section 218 report, QPR considers modifications
to be Bmited io the hanchwritien changes to orders miade by FISA Court
judges at the hearings in which the orders are signed. OIPR does niot
consider revisions o applications and orders miade at the request of the
FISA Court atter it reviewed read copies to be modifications. In this review,
we consider each handwritten notation or required revision {o a Section 215
submission {o be a modification. {U

Al Handwritten Modifications (U}

The FISA Court made handwritten modifications to no pure Section
215 orders inn 2008, 1t moedified four combination orders. Two of the
handwritten modifications {o combination orders were substantive, One
reguirad the FBI to provide OIFR with information 1o be sequestered with
the FISA Court by a specified date. OIPR had previcusly notified the Court
that it received records in response to, but beyond the scope of, ane of the
Court’'s previous orders in the same maller, bul had not sequestered the
information with the Court privr to reguesting that the application be
renewed. The second handwritten modification corrected the axpiration
date of the Court’s order o reflect the 80-day duration requested in the
application. Although the application correctly stated the order would
expire iy 90 days, the month of the expivation date in the order was
incorrect and the Courd modifind the order so that the month correctly
reflected the S0-day durstion of the erder. (1)

The other two handwritien modifications were made to combination
orders| | Thase orders were
signed The same day the Louil ixsued an opinion nolding that | |

| The

Court's handwritten notations referenced the Cowrl's opinion. 5% 7
B. Revised Applications and Orders (1)

After reviewing the read copies of the 11 approved pure Scotion 216
orders discussed in the body of This report, the FISA Court required
revisions {0 5 of the applications. ¥ Four of the five were substantive
revisions, {U]

One revised application and order related to {he reguost f‘t‘)rl |

£ XK Cigrdude
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I another case, the Court required that an application be revised t \
deacribe the reguesied records morg precisely. The reguest was fo o1

o

r_r':

Fl D3
| S | b7E

[Section 215 requires that

orders describe the records requested with “sufiicient. pfm’imzi i permit
them to be fairly identified.” Ses 50 U.S.C. § 186 1{LI2HA). alp

Athird application and order was revized {o extend the time for the
provider to produce the records from 20 to 30 days, (U]

; i A 3 bl
A fourth application was revised to includs g 53

8K o " b7E

Sl
Revision to a 8fth applcation was a stylistio change that we did not
frnd o be substantive. {U)

HI. Use and Effectiveness of Information Obtained from Section 215
Qrders [U]

The Reauthorization Act also divected that the QG analyze the use
and effectiveness of Saection 215 as an investigative (ool In this section, we
describe how the indormation produced pursuant to pure Seclion 215 orders
was used in the mvestigation for which i was requested amd whether the
information was disseminated to the intelligence commumity or used in any
criminal procending. {U)

A, Use in Investigations {U)

The FBI received vecords in response i of the 11 pure Section 215 b7E
orders processed in 2008, approved by the FISA Court, and discussed in the
body of ihis report. 3 FBI agents told the OIG that the records were used fo
assist foreign govermments with cowntertarrorism investigations, support
future FBI investigative requests, and investigate feads, Most of the agents
we interviewed said the records obtained fell in the last calegory and that
the records typically previded negative information, moeaning they did not
provide additional investigative informsdion but helped olose @ lead. Agents
alse stated that investigatory efforts that result in negative information arc
important and not unusual. :,S( et

1% We do ot nohudy . . bl
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3 . Lo tal b3
B - -

1 R7E




SECREL. T

1. Asszist Foreign Govermments ﬁ): i

Two Section 215 requests were indfiated by the FBI alter receiving
requesiz for assistance from foreign governments, In each instanee, the
foreign government ssught to prosecute suspected {errorists and requested
FBI assistance to gbtain evidence. These applications vequested records of

bl
Foth agentis said thal they provided information wom the > zf’m
recornds abtained pursuant o the Seclion 215 arders to the foreign
governments., Both agends stated that they provided the information
pursusuit to the Designated Intelligence Disclosure Officials’ authority for
lead purposes only, In sddition, the case agent whoe provided a summeary of
sent the sumenary o FBL -
Feadiuariers and anolher el oot winen was conducting a related ek
inveatigation. Nelther agent said the records were useful for their FBI
x ?.).‘._- .’-:_: - 1-\. ol
invesiigations. & o
2. Support Additional Investigative Roguests (U)
8} [ bection 215 requests were initiated to gather information to b1
rt Biirire 1 abg fru dnindynatinn: | . B3
o b7E
& . rS |I
| [The agent received "
—SI bt told us that because of the additional H
Sl '_ records and the sizd | he has niot yet been able to review
= the records produced. The second Section 218 request foy | g
[The agent working on (3 X
the matier said the records were usehd becanse they vontained information
... thatenabled him to ] | g
& hich saved him thine and decreased the risk of compramdsing the .
investigation. 18§ i
3. Investigate Leads {U}
e Rection 215 requests were submitted in order o investigate i
’15_? Heads.  Of the Poiests, agents received records in response t‘d |§_|f‘g o
gy _the remaining Ferquests, the providers did not maindaiy records e 1Y
a.  Reguests for which Records Were Received (U)
8 FBI agents said that records from (i Jection 215 requests were i
used to vestigate leads. Three agents said e records oblained were zul
. __helphdd and two sald they were ot The agents who requested '
51 liold ux that the records .

were not helpful. These agents said that while they used the records to
follow and close leads, the indormation was nnt what they had hoped to

i
5
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ove the asent who rectiested

I eantrast BRI agents wlin rennesterd rfr*nvri.ql |

Eold the OIG thai the records were helofal i closing leadds | |
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b. Requests for which No Records Were Received

W

Sertion 215 reguesis for

which Cnrds were received were

leguests for]

::‘.{‘:cmiing o the agent,

and the Section

210 ToGUeSt wak mtated over & ontas alwr e wmne period for which the
information was requested. &% N

B. Dissemdnation (U)

We found that the FBI disseminated fnfonmation obtained from pure
Section A, dabove. )8}: iy

€. Use in Criminal Proceedings (U)

We did not identify any use in a oriminal procesding of records
obtained from the Section 215 requests processed in 20084 (1)

9 As noted in our proviows report, the FISA stabiue requires that the Sttorney
Genersl apprave the use of FISA information in Urininal proceedings # the informnation is
obtained from electranic survelllance, phivsicnd searchiss, or pen register /trap and fraces.,

The FIBA statute does nol reqguire that the Attorney General grant use approval for

business records. {1

QIPR atiormeys raised soveral comesrns regarding the lack of use authority for

business records, inchading the fact that use authority may ensore that coordination

among rmembers of the intelligence community socurs and sensitive sturcss are not
vornpromised. o contrast, the FBE General Counsel satd she wes not concerned with the
tack of use avthority for business records because these records have an independent
existencs and may be olilained In masy different ways. 1D

a4
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IV. Effectiveness of Section 218 {45}

15
Oy
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3 (al
i)

With regard 1o Section 215 uses desoribed in the body of this report,
we foand that Section 215 can be a valuable invastigative toel, but often is
impractical because of the time i takes to oblain such an order. {U)

Al Use of Section 215 Orders {17}

Section 215 can be an impraciival tool because of the lengihy tme
nvolved in developing, reviewing, and presenting the reguests {o the FISA
Court. While no FBI agent we Interviewed idendified any harm to national
security because of delays in the Section 215 process, many agents linked

the value of Section 215 orders as an investigative tool {o its officiency as

well as its effectivencss. As discussed below, several agenis told us that
they have other investigative {ools available to them which in some caxes
can produce the same or comparable dormation more quickly, {U)

1.  Other Investigative Optious (U7

FBI agents told us that i delays in obtaining Section 2186 orders
cansed thelr nvestigations (o stall, they would seck the information through
other means. Agents {old us that they have other investigative {vols
available to theny to obtain certain business records maore guickly and with
much less effort. Furtherinore, one Special Agenit in Charge of an FB field
office stated that i many nstances agents are seeking information rather
than a apecific document; therelore, although the infbbrmation may be
included in a particalar business record, the agent would lHkely seck
comparable information using other faster investigative techirdques, {U)

For speed. agents said they generally altempt to obtain infermation

through voluniary compliance or an NoL. Both business record requests

and NSLs can be issued in national securily investigations for transactional
records based on a relevancs standard.  Undike business records, NSLs can
be authorized by the Speefal Agent in Charge i a field office and do oot
require FBI Headquarters, GIPR, or FISA Court appraval. Thercfore, an NSL
cany be fssued and the transactional records retuwrned in a matier of weeks,
I our review, we found that seven agents requested Section 215 orders[ |

- 55
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NSLs however are not available for all business reourds. NSLs may be
issued to entities such as telephone companies, finannial nstitutions, and
crechit ageneies o produce Hmiled categorios of nustomer and consumer
transaction information. Section 215, in contrast, is not kmited to specific
categories of transactional records and can be used to obtain terns which
are not available through NSLs such as| |

| {§{ Ay

Another hrvestigative todd that oan be quicker than & husiness reoord
request is 4 grand fury subpoena. Agenis conducting national security
investigations with a criminal nexus do not have to seek FRI Headguarters
or NSLB approval to eblain a grand jury subpoend becanse they are issyed
under the signature of the proseontor supervising the grand jury
investigation, However, grand jury subpoenss also have Hmitations in
certain contexts. The primary limitation is that the investigation must have
a eriminal nexus, In addition, idonmation presented {o a grand jury may be
miade public i subsequent court procesdings and with hmdted emeptifpm
grand jury subpoenas do not obligate the reciptent to maintain the scorecy
of the investigation. For examuple, |

told the OIG that they ¢hose not © wse grand _jtir}r &11_.1123‘;”}08:111;5; in

order to roaintadn the secrecy of the investigations., ﬁ}\’ T
2. Effect of the Processing Delays {U)

According to FBI agents and supervisors we inderviewed, when
working on a national security investigation an agent identifies the
information required and then determings the fastest lngal way to obiain
that information. Some agents stated (hatl a few months may be an
acceptable delay for business records because they can condinue working on
other aspects of their investigation during that thue frame. However, agents
stated that an lnvestigation is Hkely to stadl with a delay of 6 months to a
year in obtaining records, and that i this occurred Lhey would look for other

means o obtain the nformation. One agent noted that 8 S-month delay v a

particular eoneprn with a preliminary investigation because although
extensions may be granted, a preliminary investigation is expected sither to
become a full investigation or be closed in a S-month perind. ()

Omie avent told vis that while he was waiting for a Section 215 request
for | he obtained the equivalent informabion
through public souwrves such as Guogle. The agent also told ux that if he
had received the information throngh the Section 215 order, he counld have
used the time be invested in researching public databases to work on other
leads and Investigations. {§( 3i5
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Another agent said she was too frustrated by her experience pursuing
a previous Secticn 215 order o submit anctber. Insisad, the agent decided
to fnvest her time |

The agent told

us that she thinks it ikely that she obiained the same information that she

would have with a business record reguest although she said she eould not
e certain, The agent stated that the| bvas
time consuming, i}ut that she would not use a Section 215 request unless
she needed something specific that she could not abtain through other

means. ¥ i

In contrast, the agent who meeivedl_
I [iold us that secking (T SoOUON 210 Grooy saved e,
The ageni stated thay |

|
I3 ) |
B. Value of Section 215 Orders (0}

businvab r(‘of)rii cmd li is rwt wcnmbln b 4 aﬂmthe,r 1zwmm,atwe if:u;}l &t’tuaz}
215 van be an nvaluable tool. As noted above, seven clg(.,n’tb tt)ki s tmy
eould not have ebtatned the vecords for thelr fnves :

provision. In each case, the agenis were tolg

| Although no agent suggesied that the records

ubiainad pursuayd {0 the order resulied in 4 major case development., many
stated that every invesligative tool In an FBI agent’s ool box is important
and that when it is the only teol that will produce the information, it is
invaluable even if the process is burdensome. i

Y.,  Swnmary {U)

We determined that the processing Hme for Seetion 215 raquests in
2006 was similar to that in 2006, with an average of 189 davs in 20086 for
the approved orders and 312 days for the withdrawn requests. Shtlar
reasons to those we identified in our previous report explained the
procedural delays in 20086, inclhuding the FBUs unfamiliarity with the
Section 215 process, toe few respurces to handle requests expeditiously, a
multi-layvered review proogss, and various subsiantive issues regarding
whether certain applications med the stalutory requirements. We also found
that FBI agenis geperally aftempted (o gbtain records through other,
guicker investigative processes, inchuding voluntary complianen, NSLs, and
grand jury subpochas. When providers require & eourt order, howover,
agents must obtain orders through the Section 215 review process. We also
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found that when the FBI identified emergency ciroumstances, the TR and
OIPR were able to provess a Section 215 request quickly, (U

In 2006, pure Section 215 orders processed were used primarily o
exhaust nvestigative feads. However, the FBI used Section 215 orders o
obtain information {o assist loreign governmernds and to support other
investigative requests. %) T ”

i

We did not identily any nstance iy which information obtained fromy a
Section 2186 order was used o a criminal proceeding in 2006, In addition,
we found that the FBI disseminated information obtained from pure Section
218 to foreign governments in two instances in 2008, % T

in sum, we found, ke in o previeus report, that Section 215 orders
can be a valuable investigative tool o obtain rcem‘tls tftmt are nc&i awmdblf:
through other means, However, Section 215 order - ; weritly
because of the time it {akes to oblain the order.
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| CHAPTER SIX
IMPROPER OR ILLEGAL USE OF SECTION 215 AUTHORITY
AND OTHER NOTEWORTHY FACTS (U)

The Reauthorization Act alse divected the OIG to identify “anwy
nofeworthy facts or circumstances relating to orders under such section,
intluding any Hlegal or iinproper use of the authority.” In this review, we
did not identify any iegal use of Seelion 215 authority. However, we
identifiad two instances where the provider produced records that were in
respanse to, but were outside the scope of, a FISA Court order. Thess twa
cases raise concans about the FBI's identification and handliog of such
additional material, (U}

Alao discussed in this chapter are tweo additional “noteworthy facts”
regarding the FBUs use of Scotion 215 authority in 2006, The first relates {o
the FBI's use of a national sscurity letter {o obtain informsation about a
suhject after the FISA Court rejected a Section 215 order for recards

conceming the same subject based on Birst Amendment concerns, bl
b3
>

I Two Instances in which the FBI Received More Information than
it had Requested in Response to & Section 215 Order (U}

Through our review of FBI and OIPR documents, we identified two
in response 10 a Section 215 order. One instance securred i connection
with a combination trder and the siher eccurred pursuant to a pure Section

215 order. The FBI delermined that the matter that inwolved the
combination order was reportable to the President’s Intelligence Oversight

Beard {108}, The FBI determined that the malter that involved the pure
Section 218 order was not reportable to the I0B. (U}

As discussed in detadl o our March 8007 Section 215 repurt, the FRI
is requirad o report any improper use of Section 215 authority ¢ the 108,
In 1976 the IQB was created by Execulive Order and charged with reviewing
activities of the U.S. intelligence community and informing the President of
any activities that the I0B belisves “may be undawlul ar contrary to |
executive order or Presidential Mrectives.” See Executive Order 13863.5¢
The Bxeoutive Crder also reguires the FBI's General Counsel to report to the

50 For mgwe information about the OB, see the OWF's repunt titled Report to
Congrass on fmplementation of Section 100 of the USA FATRIOT Act, pages 280-24 March
2006} '




OB an at least a quarterly basis intefligence activities the General Counsel
has "reason to believe may be unlawial ov contrary 1o executive order or
Prestdential divective,” which are refeyred o as "[OB vielations.™ (U}

A, QCasel {U}

As previously noted, combination orders are business recard requests
attached to pen register/irap and trace requests. We found that fnone
matter invelving & combination order, thy | b7E
| that was not requested o the Seod '
apphication or anthorized by the FISA Court order.
been authurized and received pursuant (s a previous combination ordey for
the subject. Netther the FBI agend who had requesizd the pen registerfivap
and trace order noy GIFR, howsver, was aware that the| |
had bren provided pursuant to the previcus order, As a result, the renewal
application specifically stated that it did not seek]
because the FBI had requested that information in & previous order but had
not received 1. Despite the fact that the renewal application did niot seek
and the court's order did not authorize production of

| lcompany continued to provide the] hiter

the renewal order was executed. M hig

The agent told the OIG that she did noet know the | b7E
was heing produced pursuant to the renewal order vl approximately
2 monihs after the order was signed by the FISA Cowrt, She said she first
leamed that the Bl had received with respect to elther
order when an analvst in her fleld office Informed her that the FBI was
receiving pursuant {o, but not avthoriged by, the pen
rogistor/trap and {race order. Aller the analyst reported the matier to the
agent, both NSLE and OIPR were informed. 38 Ti

The agent told us that the providay | bT7E
| [Accordingto a
techinician

L P

The FBI concluded that “information was impropery collected” and
reported the ineldent to the I0B. The FBI also stated that the matter was
veportable berause records of are statutorily protected. b7E
OIPR reporied the incident (o the FISA Cournt and provided the material that
was not requested by the FBI or anthorized by the FISA Court to the FISA
Court fur sequestration. % f'_T'J
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An FRBI Electronic Communication {(BC) approved by the FEI Deputy
General Counsa stated that the mistake was made by the provider and nnt
the FBIL. While we agree that the initial eivor was made by the provider, the
FBI continued {o recefve and refain unanthorized informaticn about a US.
person for approximately 2 months. In this instance, the FBI continued to
collect information about a U.S. person without review by the agent 1o
ensure that it was authorized by the court order, (U}

procedures that require FEI agents or technicians {o review business
records for pen register /irap and trace information) when they are first
produced to enswre they have received only whst is sathorized by the FISA
Court order, In addition, the FBI does not require agents {0 review court-
ordered matevial before it is uploaded into FBI databases. {?{ Ti

This matier also Hustrates the peed for better communication

between OIPR altorneys, NSLB attorneys, and FBI case agents. As noted
g above[ hgents told us that they were not aware that OIPR had attached
r a request {of 5] |1o thedr pen register. Othor agents we
interviewed stated that they were not aware that OIFR or NSLB attomeys
had added requests for subscriber information to their pen register/irap
arud trace requests. Our Mareh 2007 Sections 218 report alse found that
agents were not aware that OIPR added requests for subseriber information
o their pen register/trap and trace requests. If agents do not know that

S Uur coneern ds not Bmited to the business record portion of the c‘o}?ﬂlhi;':?j:ﬁm_
arder, bt sbwo gondies o nen yegister fivan and fsosveciatds wbern dhe serords ar

a1

M )

=8
3] This case gave us gonoern that FBI agents may be unkmowingly &
receiving in other casey that has ot been authorized by
the FISA Court. 'We therefore mterviewed each of the[ Jagents who 18]
;g received combination orders forl lin 2008, | !s'a.i-{i that
e they received| [as directed by the FISA Court. other (8
8 agents {including the agend in the matior desoribed abovel told us they did
L not know the FISA Court order had inchuded a reguest for|
wl | [ndd they did not thitnk they reeetved 8. One agent told us that
he knew the irdormation was requested, bad that he thought he had to
enforee the order in ordey {o receive ﬁ, o
gy
Because business records produced clectronlioally pursuant to
combination orders ave not first reviewad by the agents hefore they are
- provided to FBI techniclans, agonts may be recelving] |
¥! when it is not anthorized and also may not realize that they Tave] 5]
- fehren it is authorized. Moreover, the FBI does not have 8]

L
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business record requests have been added, they will not know they should
be or are receiving subsariber orf | The lack of

knowledge may contribute to 0B violalions and the fathure to identify 108
violations. In addition. agents may unnecessarily issue NSL for information
previously ordered 10 be produced by the FISA Court %3 ﬁ{ T

B. Case2 (U}
Iu response to a pure Section 215 order processed in 2006 and signed
by the FISA Court in 2007, the FBI recetved information beyvond the fime

periad avthorized by the order. (U]

The Section 215 order at issue required a company o praduce racords

| __ [ The agent subtwnitied the
Section 215 request after the company refused to provide the business
records on a volundary basis, Although the arder required the produciion of
docurnents for a specified S-month period, the company produced the
records for 2 additional months. J8}p;

According to the FBI case agent, he realized that he recetved
additional records beyond the scope of the FISA Court order a few days after
he recelved the records. On October 2, 2007, the agent seni an EC to NSLB
and the FBI nspection Division reporting the matier as a potentiad 10B.

The agent stated that he also reported the matier (v OIPR. The agent tokd
the OIG that he reviewed the records and vreated a copy of the data that did
not include the 2 months of the unauthorized recovds. {1

We discussed this mafter with the FRI and OIPR. The FBI informes

IGR., When we asked for documentation of this decision the FBF reporiad
thal it had none becaunse i had determined that the cident should net
have bean reported to the NSLB as a potential 108, We also asked whether
the matier had been reported to the FISA Court. OIPK staled that i bad nat
yet deternined whether the matter was @ complisnce incident that should
be reporied to the FISA Court. {3}

5% We found another matter involving & combination veder for peo registerftvap and
trace and subseriber information. The day atter 2 FIBA Court order expired, the provider
vonttinued iy practice of faxing to the FEI agent a Matof the phone numbers collected as a
result of the sayveillance order. The agant did net recall H he recetved subsortber
inforation as reguired by the FISA Cowrt order,  Beoause we conld not determine whisther
the tax included subscoriber infrmation, we did pol irwdude this matisr in our ansdyvsis, {13
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FBI officials stated that the FRl's receipt of 2 extra months of records
is not reportable to the I0W becanse ihere is no statute prohibiting the
comnpany rom veluntarily pmdm.mgl to the FBI and thus RIE
the incident did not viclate any statule, nor did it viclate any Executive
Order. The FBI stated that because there is o such viclation,  should be
able to treat the additional 2 months of records as a voluntary production
mndependent of the FISA Couwrt order. &) i1

We disagree and believe that the production of these additional
records should not be considered as voluntary and independeant of the FISA.
Cfmrt L“s'i.‘t“lt'fi' Witfmmt fur‘ti'lt,r iiiquiw 'F i’z‘st 'ti't;e- prx;)vi{it':r r‘t:fu&td {0 pmciace
not m ‘_if:_»k i.he: _pm\qda_r wh_{:itmr. tlm ai_z:ir:htmnal 2 m’:zrxms nf m(:(}ré:s were
produced inadvertently or volundacily, Third, the collection inchades
information of U5, persons who are not the subjects of any FBI national
serurity investigation. Therelore, we believe that if the FBI wants to keep
and use these records, it should either: (1) obfain written confirmation from
the provider that the records were prothied voluntarily, or (2] obtain a 15
order from the FISA Court for the production of the additional records. i
the provider states that the production was not voluntary and the FIGA
Court declines to fssue an additicnal crder, the FBI should revigit its 10B
determination and seguester the additional records with the FISA Court 53
{th

FBI officials also suggested to us that they should beable to tread sy
non-statutorily protected records obltained pursuard 1o, but ouiside the
scope of, a Section 215 order as a volusdary production of records
independent of the order. We are troubled by this approach because

N b1

(5 b3
b7E

%

‘8]

¥ I ils response to ur report, the NSTY stated that in Both matlers disoussed in
this Section “Ue FBI tonk the steps negessary to svsure st the over-produced indorsnation
woutld oot be used.” However, 1hiz & only partially accurade. As discussed ghove, o Cass
2 the agent indtially isolsted {he additfond maderial. Howsver, the FB later coneluded that
it should be able fo use these additional records undsy the theory that thoy should _bf_‘
treated sindlio W materiads that ave voeluntacdly produced. We disagréee with this analysis.
Beeause of our coneerns that the FBI should not uss e materin! without etthey pontacting
the provider about the material or sdeking an sxpanded PISA arder, we made the
recommnerchaiion discussed above, We look forward 1o the NEDYs and Fi's speeift
response fo that recommendation and how they intend to treas sueh matertal. U1
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FRI oificials expressed the view thal

)

5]

However, we are concerned by the dok of any comnprehwnsive
polny mennrializing this position and providing guidance o case agents,

B

in sumnary, we found two instances fo which the FBL received more
information than it had requested in response o Sectiopn 215 orders. In one
ease the FBI did not discover the incident for 2 months,

|f5:|

[ The FBI reported the maiter to the

1B, and OIFR reporied the matter to and sequestered the material with the
FISA Court. X8} .,

Inn the other nstance, the FBI guickly discovered the incident after the
FBI had reeeived the information from the provider. However, in this case,
the FBI did not consider the matter to be reportable (o the IO because the
records were ot statudorily protected, and QIPR has not made a decision
regarding whether this is a compliance incideni reportable to the FISA
Couwrt, {40

We recommmend that the FRI develop procedures for reviewing
materigds recetved from Section 215 orders 1o ensure that it has not recsived
information that is not anthorized by the orders. (L)

Furthermore, we rectmmend that the FBI develop procedures for
handiing material that is produced in response 1o, but oulside the scope of,
a Section 315 order. The procedures should ioclude the FBIs jfustification
for handling any class of matorial provided in response to, but oudside the
scope of, a Section 215 order differently from other classes. We believe the
FBI should not base the procedures for handiing such material soledy on
whether the material is or is not statutorily profecied. Instead, the
procedures shoudd also address such factors as whether the material
contains non-public afbrmation about ULS. persons who are not the
subjects of FBI national scourity investigations, arsd whether the underlying
Section 215 order included particularized minimization procedures. in
addition, these procedures should be incorporated in the minimization
procedures required by the Reauthorization Act, a subject wi discuss
further in Chapter Seven, {UJ)
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CHAPTER SEVEN
MINIMIZATION PROCEDURES (U)

The Reauthorization Act required the Attorney General to adopt

minimization procedures for business records obtained pursuant to Section
215 orders. BO SO, § 1861gHIL The Act also directed the OIG to

seamine the minimization procedures to determine whether they “protect
the constitutional rights of United Siates persons.™ See Pub. L. No. 109-
177, 8§ HIBA. In this chapter, we desoribe our review of the mintimization
procedures adopted by the Department, (U}

IA’

Minimization Mandate (0}
The Reauthorization Act defined mintmization procedures as: {U)

{Al specific procedures that sre reasonably designed in ght of
the purpose and technigue of an order for the production of
tangible things, to minfmize the retention, and prohibit the
dissemination, of non-publicly avallable information conceming
uncousenting United States persons consistent with the need of
the United States to oblatn, produce, and disseminate foreign
intelligence information; ¥ {1}

{B] procedures that require that non-publicly available
information, which is not foreign trdelligence informadion as
detined in section 1801{e}{1] of this {itle, shall not be _
disseminated in a manner thai identifies any United Stales
person without such persun’s consent, uniess such person's

% Porsign Intelligenece information is dafined sl

{1} information that relates te, and # concerning a United Siaies person is
necsssary b, thee ability of the Lintted Stales 1o protect agunst ~

fa) artuad or potentisd sitiwk or other grave hnatile acts of 3 foreign
power or an agent of & forsign power;

b} sabotage or international errorism by a foreign poweer or iy aget
ot foreign power: iy

{3 clandestine intelligonere activities by an intelliperwe service or
rietweork ol a forelgn power or by an agend of & foveign power; or

{3} information with respeet (0 & forelgn power or foreign terriiory that relates
tor, and # concerning & United States povson s neceasary o -

{&} the national definse or the seeurity of the United Stades; or
{t} the conduct of the forelgn aliates of the Utiled States.
SOU.SC §180UHg. {1
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identity is necessary o understand foreign Intelligence
indormation or assess #s importance; and {U]

{C) notwithsianding subparagraphs (A) and (8], procedures
that allow for the retention and dissentnation of information
that is svidencs of & orime which has been, is being, or is aboput
to cormmitted and thatisto bo v omiﬁc{i or disseminated for law
enforcement purpeses. 50 U.S.C § 188LgH2). ()

The mindmization procadures were required 1o e adopied by the
Attorney General within 180 days of enactinent of the Reauthorization Act
[hiat Is, by September 8, 20061, 50 U.S.C § 188HgH1). (U

As noted above, the Act also reguired that the OIG examine “the
minindzation provedures adoptad by the Attorney General . (. and whether
such nmmnmimm procedures protect {he constitutional n,,:,hi,& of United
Btates persons.” (L)

11, Draft Mindmization Procedures U}

Several months after enactment of the Reautharization Act, the Office
of Intelligence Policy and Beview (OIPR} sid the FII ~ both of whorn had
been developing mrdmization procedures related o Section 218 orders ~
exchanged draft procedures, The draits differed in fundamental raspects,
ranging from definitions to the scope of the procedures. Al 4 mesting held
on August 21, 2006, approximaiely 2 waeks belore the statutory deadline,
FRI and OIPR sliicials were unabie to reach agreement on ndnimizaiion
proceddures. Prosent at the meating were the FBE General Counisel anidd the
former Cownsed for Intelligence Policy, along with attormeys from thair
respective offfces and representatives from the Depudy Attorney General’s
Office, the Criminal Division, the Gffice of the Divector of Nattonal
latelligence, and the Central Intelligence Agency, (U

Unresolved tssues included the time pertod for rotention of
information, dedinitional ssues of "ILES. parson identifving information.” and
whether to inchude procedures for addressing material received in response
to, but bevond the scope of. the FISA Court order: uploading information
ito FBI databases; and bandling large or sensitive data collections, (U]

For example, the Reauthorization Act calls for mindmization
procecures that prohibit the dissemination of non-public U.&. person
information in a manner that would identify the 1.5, persan in certain
eircumstances. However, OIFR and the FBI could not agres on a definition
of “11.5. person identifning information.”

8]
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In an efiort to meet the statutory deadline aller the August 21 meeting
the former Counsel for Intelligence Policy suggested that the Attormey
General adopt sections of the Attorney Ganeral’s Guidelines for FBI National
Security Investigations and Forsign Intelligence Collections of October 31,
2003, (NSl Guidelines) as interim mindmization procedures. According to
OIPR and Bl attorneys, the suggestion was adopled for several reasons.
First, it allowed the Attorney General to meed the statutory deadline.

Second. compliance with the NSt Guidelines in thuir entirety was already a
prerequisite to obtaining a Section 218 order. Third, the suggestion allowed
the parties {o continue eiforts io vesolve thelr differences in other forums.
(L}

Durtng this period the FBI and OIPR also were discussing some of the
same lasues with respedt o updating the minimization procedures for full
FISA erders. FBI and OIPR attarneys told us that they believed that the
minimization procedures for full FISA orders could supersede or at lpast
serve as & moded for the mindmization procedures for Section 215 business
records since the discussions regarding full FISA orders required the
resohution of broader and more complex issues. 70 (11

In addition, the Qifive of the Dircetor of National Intelligence convened
a working group composed of representatives from the mtelligence
comnuily to discuss, among other things, the lack of consistency n their
guidedines for national securily investigations and the nesd to develop
cormmmon definitions for terms including "LLS. person ;d(*nmying,
formation,™ U

e fnchied fp Section 215

5
0 As of carly February 2008, the Department bad not inslized the updated
minimization procedures for full FISA orders| -
:'. o i|

7 &z of early Dacenber 2007, the workitg group el not defined "11S. person
dentifying information.” (U}
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1. The Interim Standard Minimization Procedures {U)

On September 5, 20006, the Attorney General signed the Interim
Standard Minndzation Procedures {{nteriin Procedures) and fled the
procedures with the FISA Court. The Interim Procedures adopted four
sections of the N8I Guidelines and stated that the sections are  be
“econstroed” to meet the statutory definttions of minhmization procedurss
containgd in the Reauthorization Act. {U)

The four sections of the N8I Guidelines inohuded i the Infarim
Procedures are: (1) Respect for Legal Rights; {21 Determination of United
Stafes Person Status: {3} Relention and Dissemination of Information; and
{4} Definitions 7 1)

The Respect for Legal Rights section states that the N8I Guidelines do
not autharize Investigating or maintaining 1.5, person information solely for
the purpose of monitoring protected Mt Amensdment activities or the
Iawiful exercise of Constitntional or statoiory vights. In addition, this
section requires that investigations be conducted in conformity with
applicable authorities including the Constifution, statutes, execulive ovders,
Departiment vegulations and policies, and Attorney General Guidelines, (14

The Determination of Uniled Stades Person Status section deflnes a
"United States Person” as including U.S. citizens and aliens tawlully
admitted for permanent residence. The seclion also provides guidanee in

| determinine g person’s statusd I bl

|jEj p3

The Retention and Dissemination of Information section containg
three subsections: Informmtion Systems and Databases; Information

Sharing; and Special Statatory Reguirements. The Interimn %L(m{iard
Minimization Procedures adopt only the fitst and second sections,? (U]

The Infermation Systems and Databases subsection requires that the
FBI retain records of investigations in accordance with & plan approved by
the National Archives and provides for OIPR oversight of information
ebtained in the course of a national security investigation. (U]

B Bee, respectively, NST Guididnes Parts LB3 LG VILALL and B and VIE {0

# The Special Stedutory Requirements section requires that FISA-derived
informaiion be disseminated pursuant te the mindmization procedures approved by the
PISA Court and as specified In the FIBA statute. Although not formally adopted in the
Interim Standard Mininszation Procodures, this vection — as with every section by the N8I
Guidelines - governs the nse of Seclion 2 15 dertved Diformation because pomplianes with
the NSI Guidelives o thsie entirety & sdesady 3 provequisits to obtudning a Section 218
order, (U

H7E |
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The nformation Sharing subsection idendifies the Department's policy
to share information with relevant agencies unless there is a speeific
provision miting such information sharing. To that end, the section
provides that the FBI may disseminate information withdn the Department,
with other {ederal, state, and local entities. and with foreign authorities
when the information relates fo the recipient's authorized responsibilities
and is consistent with national security inderests, (U}

The Delinition section of the K&t Guidelines defines terms such as
“foreign intelligence,™ “international tervorism,” and “publicly avallable.”
However, the Guidslines do not define “U.5, person identifving intorination.”

{t

We asked FRIand OIFR officials whether they balicved the tterim

procedures met the minimization requirements of the Reautliorization Adt.

We specifically inguired whether the interim procedures could meet the
statutory requirements when adherence to the NS Guidelines was already a
statutory requirement for obtaining a Seetion 218 oxder, the NSI Guidelines
were 1ol specific, and the NSI Guidelines appliad o all documents the FBI
ocolfected in the course of a natlonal security investigation and were pet
“designed i lHght of the purpose and techmigue” of Section 215 requests, as
required by the Reauthorization Act. (U}

OIPR and FBI attorneys responded that they believed the inderim
procedurss met the statutory requirement because the Reauthorization Act
did not requive that the mindmization procedures be "new™ or “in addition to”
existing requirements. (U

When we asked how an agent would defermiine, for example, whether
the disclosure of U5, persan idendifving information s neeessary o
understand foreign intelligence or assess s importance, the FBI General
Counsel stated that the determination must be made on a case-by-case
hasis. The former Counsed for Infelligence Policy stated that pursuant to the
interim procedures the FBI emploves disseminating the isdormation would
make a judgment call. The {ormer Counsel for Inlelligence Policy also noted
that this was ong of the wwesolved {ssues and that he hoped thess fssuss
would be addressed as the FBI and OIPR updated the mindmisation
provedurcs for full FISA orders. {U})

We alse asked the FBI whether the retention plan approved by the
National Archives reéquired FBI agents to examine records recetved pursueni
to a Seetion 215 order upon receipt to ensure compliance with the order. As
discussed previously, we belicve such a reguirement could prevent the
reteition of U8, person inforpiation that was produced pursuant to but not
authorized by a Section 215 order. However, we were told that the FBI does
not have & current retention policy for counderterrorism cases and until
stch a policy is developed, the FRI will rely on a default refention policy
which addressos only the duration of retention and deses not address the

8O
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need to review the material, According to the FRI's defoult retention policy
for counterterrorism cases, the FBI will retain information oblained during a
national seourity jnvestigation fm:I before the fasue of further ' Bk
retention is re-evaluated. ¥ I '
e

V. OIG ANALYSIS {U)

As discussad above, because of a series of disagreements about how
the FBRI should retain and disseminate business records obtained pursuant
0 a Seetion 215 order, in September 2006 the Department issued “interim”
minimizgation procedures for business recovds produced parsuant 1o Section
215 orders. These infavim minimization procedures use general hortatory
language stating that all aclivities conducied in relation to natienal security
investigations must be “carried oul in conformity with the Constiiution.”
However, we believe this broad standard does nol provide the specific
guidarnes for mindmization procedures that the Reauthorization Act appears
0 condemplate. (U}

Whern discussing the issue raised by the Reauthorizatipn Act of
whether the minimization procedures “protect the constttutional rights of
United States persons,” OIPR and FBI attorneys asserted that most
governmnent requests for business records do not radse constitutional
converns. They noted that the Supremie Court has held that individuals

pver fo third pariies, See e.g., Uniied States . Miller, 425 1.5, 435, 442-444

{1978 Srdth v, Marylund, 442 U.S. 735 {1979}; Couch v, United States, 408

1.8, 332, 335-336 (1973]. Yei, not avery business record obtainable

through a Section 215 order falls vnder this rubric. For sxample, a request

by the govarnment for business records created and maintatned by a sole

proprietar may raise Filth Amendment concerns. Bellis v, {nited States,

417 118, 85 (1974).7% Business record requests also may affect First

Amendment rights of individuals, In addifion, the Supreme Court also has

not ruled on the appropriste privacy interest {o be alforded to[ | b7E

| ST

Moreover, the Resuthorization Act reguired the Department to adopt
“specitfic procedures” reasonably desdgned "o minimize the refention, and
pratibit the dissemination, of nonpublicly available information concerning
unconsendiing Uniied Stales persons eonsistent with the need of the United

We believe that the interim procedures do not adeguaisly address this

bl
oy b3
s DT7E
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reguurement, and we reconmamend that the Department continue its efforts to
construct specific minimization precedures radating {o Section 215 ovders,
rather than rely on general language (o the Attnmﬁy General's N8I
Guidelines, (U}

First, the oterim procedures do not provide specific guidance

eparding the retention of U8, persott Information. The FBI ackuowledged
i}}cﬁ. s practice vwnder the NSI Guidelines sechions is fo vetain all
infonmation abtained in the course of a national sepurity nvestigation foy a
perind of However, the Reauthorization Act requires the
Department to adopt “specific provedures” designed o minimize the
retention of non-publicly available information concerning nnransarting
United States persons, consistent with the need of the United Siates lo
obtain, produce, and disseminate foraign intelligence information. The
Depariment’s fatlure to distingnish the retention of U.S. person indormation
from any other information oblained in the course of national seeurity
invesigations appears inconsistent with the language of the Reavsthorization
Agt. Moreover, while OIPR proposad vetaining the business records
[ Jand the FBI recommended retaining them fé‘fzi_l_—n_F}““ fstesin
guidedines stmply follow general archives practices and allow the
information to be refained without further evaluation for }ﬁ( Aif

Similarly, the interim procedures do not contain provedures that
prohibit the dissemination of ULS. person information unless disclosure is
neessgary o understand or address the Importanee of the intelligonee
information. The FBIUs assertion that agenis can make this determination
pn a case-by-case basis coniflicts with the statutory requiremments that
specific minbmdzation procedures be developed o address this concern. (U}

5]

igrores the Reauthorization
ATTS slatulory roquireinenl mal the Depanunent adopt provedures “that am
reasonably designed i Hght of the purpoese and technigue” of business
records arders © ninimize the retention and prohibit the dissemination of

LS. person information,” We believe that standard procedures shouid be
specifically adopted for in accord with
the requirements and intent of the Reauthorization Act.7® &s( m

19
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develon appropriate standard minimization procedures for business records.

Pursuant to the Reanthorization Act, the Department should replace the
interin procedures with firad standard minimization procedures that
provide spectfic guidance for the retention and dissendoation of U8 porson
information. In addition, we recomumend that the FBI and OIFR mionitor
Section: 218 requests to ensure that {2 request mplicates the rights of ULS.
persons, that speeific and particniarized minimization procedures be
inclhuded i the Section 215 application and implamented in a manner thal
protects the U35, person's constilutionsl vights. {U)

1
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CHAPTER EIGHT
CONCLUSIONS {1}

As reguirved by the Beanthorization Act, the OIG conducted this review
of the FBI's use of Section 215 requests {or business records in 20086, The
Reauthorization Act required the OIG to examine how many requests were
prepared by the FBL how many applications wers approved, dended, or
maclified by the Forcign Intelligence Surveillance Act (FISA) Courd; whether
bursavcratic or other tmpedimonts hindered the FBUs use of Section 215;
and the effectiveness of the FBl's use of Section 215, The Act also directed
that the OWG examine any fmproper use of Section 215 authority and
identify any noteworthy facts or circumstances concerning Section 215
requests. Finally, the Act reguired the OIG to examine whether the
minindzaiion procedures adopied by the Department protect the
constitutionad rights of U, persons. As reguired by the Reauthorization
Act, cur review covered Section 215 requests processed in calendar vear
2006, {1h

We found that in 2006 the FBI and OIPR processed a tofal of 21 pure
Section 215 applications and 32 combination applications. All but six of the
pure Section 215 applications were formadly subsattted to the FISA Court.
Each of the 47 Section 215 applications {15 pure requests and 32
caanbination requests] formally submitied to the FISA Courl ware
approved.?® {15

The six pure Section 215 requests that were not formally presented 1o
the FISA Cowrt were withdrawn either while they were pending approval at
the FRIs National Sccurity Law Branch (NSLB) or at the Gffice of
Intelligence and Policy Review (QIPR} because they lacked sullicient
predivate or the provider did not mafntain the records reguested. The B
obtained a wite varfety of records using Section 215 orders in 20086,
including eredit card vecords | |

I P

Unlike {n previous years 8

X

S Four of the pure Section 215 applications processed in 2008 were signed by the
FESA Court in 2007, 1)

84
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We determined that when FBI agents submiited Section 218 reguests
processed in 2008, they encountered similar processing delays as those
identified n our March 2007 report. These delays were caused by
unfamiliarity with Section 215 orders, top few resources to handle requests
expeditiously, the multi-tayered review process, and substantive issues
regarding whether the application met the statutory requiraments,  Overall,
the average processing thne for Section 215 orders i1 2006 was 147 days,
which was similar to the processing Hme for 2005, However, the ¥FBI and
OIPR were able {o expedite certain Section 215 requesis in 2008, and when
the FBI identiied two emergency vequests the FBI and OIPR processed both
Section 215 requests quickly. {13

We uncovered no evidenice of harn to nationtal security In any speetfic
cases caused by the delay in obtaining Section 215 arders.or by the FBI's
inability (o obiain informatdion that was requesited in Section 215 requests.
However, agents expressed frusiration about the amount of time and effort
involved i obtaining a Section 215 order and stated that they would first
pursue the information through other more efficient investigative techniques
such as voluntary compliance and national security lellers. {10

We again examined how the FBE in 2006 used information obtained
through Section 215 orders in national security fnvestigations. Aside from

SECUION £ 10 Orders Were used Primarny to exnanst mestigative: ieads, ]
although in some instances the FB obtained infonmation (o support
additional FBI investigative requesis and to assist foreign povernments
pursuing eriminal investigations of non-U.5, persons, The evidenes showed
no nstance where the infux mamn ohi;imﬁd fwm & SSet:inm 215 arder
described in the body of fhe report res invesdioative
devslopment., Howsver

2 )

We did not identify any fllegal use of Section 218 suthurity. However,
we 1&1&1’3!.111&,:3 uvu Iﬂ&iaﬁl&‘bh whgm fhg I*"’ﬁi xu,uv{:d mi@rrrmi;mn lna{lwrt(:uiiv

ahd not reaim& for 2 1110}[}{37153 th.ai: It WS (.:):mtmmms}y ret:emng mfc&mnticm
that was not authorized by the FISA Court order. The FBI reported this
naatier to the I0B, and OIPR reported the matier to and sequestered the
material with the FISA Court. U}

In the other instance the FBI recognized the matter quickly and took
steps to immediately seguester the additional material. However, i this
case, the FBI did not consider the matier to be reporiable {n the [OB
because the records were not statutorily protected. QIPR has not made a
decision regarding whether this is a complianes incident reportabls o the
FISA Court. {18 :

55
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We recommend the FBI should develop provedures that require FBY
emplovees o review materials received from Section 215 orders to ensure
that the material they recelve pursuant {0 a Section 215 is anthorized by the
Section 215 order. (U

Furthermore, we recommoend that the FBI develap procedures for
identifying and handiing maierial that is produced pursuant to, bt outside
the scope of, Bection 215 orders. The precedures should include the FBEs
Justification for handling any elass of such material differently from other
classes and should constder factors it addition to whether the material is or
is not statutorily profected, For example, the procedures should alsg
address such factors as whether the material contains nore-public
information about U8, persons wha arg not thie subjects of FBI national
sexarity investigations, awd whether the underlying Section 215 onder
invluded particularized miniodzation procedures. These procedures should
be incorporated in the minimization procedures reguived by the
Reauthorization Act. {3}

Citems. The fivst involved a

Yoo yeal We found the yequest

fo e noteworthy because tie FISA Court

twice refused to approve Section 215 applications fod

Hing First Amendment conoerns

The second nofewoarthy item Ci)!l.(lfil‘ififj{‘l.l

><

Finally, we exarnined whether the interim standard minimization
procedures adopted by the Deépartment for Section 215 orders are
consistent with the requiremenis of the Reauthorization Act. Because of
differences betwesn the FBE and OIPR, the Department’s interim procedures
merely adopt the general language contained in the Attorney General's
National Security Guidelines, However, these general standards do not
provide specific guldance for minivdzation procedures that the
Reautherization Act appears o contemplate. We belteve that these interim

86
ki
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guidelines do not adeguately address the indent and requirementis of the
Reauthorization Act for minimization procedures, and we recomnmend that
the Department continue s offorts to develop speciie standard
minbrigation procedures relating to Section 2158 orders. {8







UNCLABSIFIRD

PURECTOE OF MATIONAL INIBLLIGERGE
WASHENGTON, D 20518

“The Honorsble Glenn &, Fine

Iaspecor General
United States I}epmmmt of Fustice

Y30 P&ansyix ania Avenue, MW,
Washington, .0, 205330

Dogr M, Fines

L0 Thank you for providing us a copy of your drsdt séport dated January 28, 2008 dded,
* 4 Review of the Pederal Buvean of Investigation”s Use of Seation 315 Orders for Buginess
Records in 2006, We T peviewed the subsequent dialt provided to us on Pebraacy 18,
We appreciste the opporiunity 1o comment, and note that this comtuent: addrosses the draft dated

?ﬁhm@? 19, 2008

{U} As you 1ot :ix; '}*{}ur m;}m %@im ’*'i*’ (}i‘{&‘“i» we as; i&’% *sakﬁahk tm’i ti‘w Feﬂarﬁi

cﬁses %h{e m{s}m}azwn Ubt,m}ed tﬁmﬁ g%} this m’»‘mi;ga&m w:‘&mqm, cmmm be obrmnﬁ@ i‘i} 04‘1&’
ineans; We thank ym mi: the extensbve revdew your offics has sonducted of the use of this

suthorify

Siacerely,

M. MeConnel

DWCLASRIPTED
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UK. Department of Justive

National Sepurity Division

Washingron, DO 26530
March: 3, 2008

The Honorable Glerm AL Fine
laspector General

Unsitedd States Department of Justice
950 Pennsvlvania Avenug, NW
Washtngton, DO 20530

Dear Mr. Fine:

Thank you for the opportunity to respond to your report entitied, “A Review of the
Federal Burean of Investigation’s use of Section 215 Orders for Business Reconds in 20067 We
are pleased thet your report recognizes the importance of this valuable tool to the Federal Burean
of Investigation’s {FRI} conduet of national security investigations.

As you find 1 yow report, FBI agents depend on Section 215 orders to support FBI
national scourity mvestigations and v follow through on investigative leads. The process for
ohtaining these orders was designed {o protect the privacy and civil Hiberties of Americans snd
ensure that applivations comply with statutory requircménts. ' We appreciate your finding that this
parefid, messured approgch-—while resulting in some delay—-bas not caused any harm to the
national security. In order to help ensure that the Department takes full advamtage of this
inportant tool in the future, the National Security Division (NSIX) has sngmented the pumber of
attornevs handling Section 215 applications, and is collsborating with the FBI to increass the
efficiency with which requests for Section 215 authority ave prepaved. Indeed, a3 you nots, the
FBI and the NSD were able to work together to obisin Scction 215 authority expeditiously
2006 when circumstances required inunediate collection,

¥ our report also discnsses {he interin minimization procedures adopted by the Atterngy
Genersl to govern Seotion 215 requests.  As you note, at the Uime these procedures were adapted,
the Departmant was in the process of revising s standard minimization procedurss for other
types of FISA collection. To allow Department attomeys the time to produce Section 213
mintmization procedures consistent with that révision while ensuring that Americans’ privacy
and civi] Hbertics interests are protecied, the currend interio procedures were adopied. The
taterim Standard Minimization Procedures spply the requirements of four seations of the
Anorney General’s Guidelines for FBI National Sscunity Investigations and Poreiga Intelligence
Collections (Uctober 31, 2003} 10 records obtatned parsuant fo Section 215, Since their
aduption, the Foreign Intelligence Survesllance Court {(FISC) has ordered the government to
follow these mnimizatiof procedures i pumerpus Section 215 orders. With the réviston of the
procedares for other FISA collections now complete, the Department will camunence work o

A-Q



replace these interim procedures with standard minindzation procedures specifically wilored 1o
coilection under Section 215,

Finally, we are pleased that vour report contirms there were oo tHogal uses of Seetion 215
autharity tn 2006, Your report does note twa instances i which a third party over-produeed
ceriain records in respouse {0 & court-authorized Section 215 request. As you disvuss in your
repad, the FBI did not solicit the additional business redords in aither case and tharelore cannot
be faulted for the recipients’ production of records beyond the scope of the cowrt order. Indeed,
i both instances vou identify, the FBI took the steps necessary to ersure that the osver-produced
information would not be usad.

Thank vou for your efforts and for the opportunity to convey our conuments on this report,

Sincerely,

Kenuuth Lo Wainstein
Assistant Altornuy General

i



1.8, Department of Justice

Federal Bureau of Investigation

Mfee aof the Director Washington, DO 30553

March 5, 2008

Honorable Glenn Fine

Inspector General

United States Departrient of Justice

Q50 Pennsyhvania Ave. NUW, Suite 4706
Washington, D.C, 20830

Re: Office of Inspector Genpral Report: A Review of the
Federal Bureaw of Investigation’s Use of Seetion 215 Orders

Dear My, Fine:

The FBI appreciates this opportunity to respond to the findings and
recommandations made i a "A Review of the Federsl Burcan of Investigation's Use of Section
218 Qrders” (215 Report), & report thal was Congresstonally mandated by the USA PATRIOT
Tmprovement and Reauthorization Act of 2063, This letter conveys the FBI's response to the
findings and recommendations of the Report, and request that # be sppended to the Report.

We are pleased that your office has conchuded that the FBI did not engage in any
illegal nse of its authority to gather third party business records during national securily
investigations. We also appreciate your findings, with which we concur, that "Section 215 can,
be a valuable investigative tool” even though delays in obtaining such orders have, at times,
undereut that value, Finadly, we appreciaic vour conclusion thal emergency requests weire
handled very quickly and that the average provessing tine for business record applications was
reduced sghtly during 2008 as compared to 2004 andd 2003 becavse “FBIL and OIPR attorneys
developed a provedure and working relationship that sllowed them to process bustoess records
arders more efficiently.” We are hopeful these processing times will continue o fall in the
CONNG yoRrs,

Thank vou for the opporfunity to respondd 1o the report
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Derijed From: N?iCG
Rea: on: 1.4 775775 CLASSIFIED APPENDIX 1 (U) .. ... ... ..
/4

Dec ussify on:

I Background (U) SRS

On May 23, 2006, the U.S. Department of Justice (Department) filed
an application with the Foreign Intelligence Surveillance Court (FISA Court)
seeking a Section 215 order requiring the production of certain records to
the National Security Agency (NSA). Specifically, the application sought
telephone call-detail records, also known as telephony metadata, relating to
all telephone communications mamtamed by certam telecommumcatlons
prov1ders The records were sought {g o

concerning the activities o
ersons in the United States and
. lication. si

telephone call-detail records as part of a larger surveillance and collection
program (“NSA program”) authorized by the President on October 4, 2001,
in response to the September 11 terrorist attacks. For several reasons,
including the public disclosure of one aspect of the NSA program in a
December 2005 New York Times article, the government decided to seek
collection of the telephone call-detail records under the authority of FISA
and cease collection under the Presidentially-authorized NSA program.

PSSO NF—

This appendix summarizes the May 23, 2006, FISA application, the
FISA Court’s May 24, 2006, order authorizing the collection, and the
subsequent modifications to and renewals of the order. The facts and
circumstances surrounding the events preceding the application, as well as
the implementation of the order approving the Section 215 request, are the
subject of an ongoing OIG review of the Department’s and FBI’s involvement
in the NSA program. This appendix addresses the 2005 Reauthorization
Act’s requirement that the OIG examine the FBI’s use of Section 215, one of
which was the Section 215 application for telephone records from certain

telecommunications providers. ESASIZSW/NE}_

II. The May 23, 2006, Section 215 Application (TS/SI/NE)

The records sought by the FBI on behalf of the NSA in the May 23,
2006, Section 215 application were all telephone call-detail records, or
telephony metadata, maintained as business records by certain
telecommunications carriers. The application sought the production of
metadata on an ongoing basis for the duration of the period covered by the

1
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Court order. This metadata essentially consists of routing information that
includes the originating and terminating telephone number of each call, and
the date, time, and duration of each call. Telephony metadata does not
include the substantive content of any communication or the name,
address, or fin i subscriber or customer. According to
the application, e telephony metadata provided to the
NSA was expected to involve communications that were (1) between the
United States and abroad, or (2) wholly within the United States, including

local telephone calls. (FS/SHNF)

The purpose of this bulk collection of data, as expleuned in the
application, was to allow metadata analysis, which the
significant tool available to the U.S. government in ’
According to the application, the call-detail records provided to the NSA on
an ongoing basis would be placed in an
“queries” agamst this archive to identify

(b (b)

application, the telephone numbers selected by the NSA to query the archive
would be known telephone numbers for which, “based on the factual and
practical considerations of everyday life on which reasonable and pmdent
persons act, there are facts giving rise to a regsona :

: amber is associated wi
The application stated that the identification of any
such number believed to be used by a U.S. person would not be based solely
on activities protected by the First Amendment to the Constitution.

(FS75H/NF)

The FISA apphcatlon stated that the Section 215 order over the course
0 he collection of telephony metadata pertai
telephone communications {(approximately
records per day), including records of communications of U.S.
persons located within the United States who were not the subject of any
FBI investigation. The stated justification for this broad collection was the
NSA’s determination that a data archive was needed for the NSA to perform
to find known operatives and to identify unknown operatives of
some of whom may be in the
United States or in communication with U.S. persons. The application
stated that the primary : e ability to
identify past connections - was possible
only if the NSA “has collected and archived a broad set of metadata that
contains within it the subset of communications that can later be identified

> .
{b)1). (b)),

e telep Qo
{b)(1). 'b}é

(B)(1) (D)(3)

2
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as terrorist-related.” According to the application, the NSA estimated that
only a tiny fraction (0.000025 percent or one in four million) of the call-
detail records included in the archive were expected to be analyzed. The
results of any such analysis would be provided, or “tipped,” to the FBI or
other federal agencies. The application stated that the NSA expected to
provide on average approximately two telephone numbers per day to the
federal agencies. The application also stated that the FBI would handle
tipped information in a manner consistent with The Attorney General’s
Guidelines for FBI National Security Investigations and Foreign Intelligence

Collection. (FSASHNE)

The FISA application proposed restrictions on access to, and the
processing and dissemination of, the data collected. The restrictions
included the requirement that queries be approved by one of seven NSA
officials or managers, and that queries only be performed with telephone
numbers for which there was a re ble. articulable suspici at they
were associated with| In
addition, the application stated that the NSA’s Office of the General Counsel
would review and approve proposed queries of telephone numbers
reasonably believed to be used by U.S. persons. The application also
pointed to several mechanisms for oversight of the use of metadata,
including controls on the dissemination of any U.S. person information, the
creation of a capability to audit NSA analysts with access to the metadata,
and the destruction of collected metadata after a period of 5 years. The
application also stated that the Director of the NSA would inform the
Congressional Intelligence Oversight Committees of the FISA Court’s order,
if granted, requiring the communications carriers to produce the call-detail

records. (FSASHNF

III. The May 24, 2006, FISA Court Order (TS/SHNF)

The FISA Court approved the Department’s Section 215 application
on May 24, 2006. The Court found that there were reasonable grounds to
believe that the records sought — the telephony metadata — were relevant to
authorized investigations being conducted by the FBI to protect against
international terrorism. The Court’s order also incorporated each of the
procedures proposed in the government’s application relating to access to
and use of the archived metadata. This included a requirement that any
application to renew or reinstate the authority for the bulk collection include
a report describing (1) the queries made since the Order was granted; (2) the
manner in which the procedures relating to access and use of the metadata
were applied; and (3) any proposed changes in the way in which the call-
detail records would be received from the communications carriers.

(FS/5HNF)



i
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The Court’s order was accompanied byMsecondary orders to the
telecommunications providers directing each to produce the records
identified in the order and to continue producing such on an ongoing daily
basis for the duration of the order, which was set to expire on August 18,

2006. (FSFSHND

IV. Modifications to and Renewals of the May 24, 2006, FISA Court
Order (TS/SHNF

On August 8, 2006, the FBI presented to the FISA Court a Verified
Motion for an Amended Order authorlzmg the use of the telephony metadata

.l." ¢‘., (1€

hreat o ’.. errorisiy posed b
b)H)( {(3)

The terms of

he prior Ma application .and Mz Orde

The proposed

modification would allow the NSA also to query the archive of telephon
metadata for information associated with
ersons

in the United States and abroad. The government’s motion asked that all
other provisions of the FISA Court’s May 24, 2006, Order remain in place.
The motion was supported by a declaratlon of the Director of the National
the use of telephone communications
The Court granted the government’s
motion for an amended order on August 8, 2006. (FS+SHNF

On August 18, 2006, the FBI filed a renewal application requesting
that the FISA Court authorize the continued collection of the telephony
metadata authorized in the May 24, 2006, Order, as amended by the
Court’s August 8, 2006, Order. However, the August 18 application
modified the prior applications in a few respects, including a request that
the FISA Court increase the number of individuals at the NSA authorized to
approve queries of the telephony metadata from seven to eight, and that the

=hele
(b)(‘) (b)(3)

e August 8 application
also included the report required by the FISA Court’s May 24, 2006, Order
describing the queries that had been made since the May 24 order was
granted, the manner in which the procedures relating to access and use of
the metadata has been applied, and any proposed changes in the way in
which the call-detail records would be received from the communications

carriers. (PS/SHNB

The Court approved the government’s August 18 application the same
day it was filed and issued the accompanying secondary orders to the
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communication carriers. The August 18, 2006, order was set to expire on

November 15, 2006. (FSASIANE)

On November 14, 2006, the FBI filed a renewal application requesting
that the FISA Court reauthorize the collection of the telephony metadata
authorized in the August 18, 2006, Order.

(b)(1). (b)(3)
and that the NSA expected to provide an average
proximately jiillitelephone numbers per day to the FBI, an increase of
rom the estimate provided in the May 23, 2006, application. The
November 14 application also included the report required by the FISA
Court’s May 24, 2006, order describing the queries that had been made
since the August 18 order was granted, the manner in which the procedures
relating to access and use of the metadata had been applied, and any
proposed changes in the way in which the call-detail records would be
received from the communications carriers. (FSASHMNE

The Court approved the government’s application on November 15,
2006, and issued the accompanying secondary orders to the
communications carriers. Since that time, the government has filed five
additional renewal applications — on February 7, May 3, July 25, October
18, and January 10, 2008 - each of which was approved by the Court.

(F/SHNE)

In June 2007, the government presented a proposed modification to
the telephony metadata collection that sought to add additional foreign
powers to those against whom the collection was targeted. This
modification was approved and incorporated into the Court’s July 25, 2007,
Order. The government anticipates filing the next renewal application for
the collection of telephony metadata in April 2008. FSASHNH
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The Department of Justice Office of the Inspector General
(DOJ OIQG) is a statutorily created independent entity
whose mission is to detect and deter waste, fraud,
abuse, and misconduct in the Department of Justice, and
to promote economy and efficiency in the Department’s
operations. Information may be reported to the DOJ
OIG’s hotline at www.justice.gov/oig/hotline or

(800) 869-4499.
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