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CHAPTER ONE 
INTRODUCTION {U) 

Tht~ USA PATRIOT Jr:n.pronement and. Heauthoriza.t.ton Act qf 2005 
(Reauthori.7.11.tion Act or the Act) directed the Departn1ent of ,Justice 
(Depaitment or DO,.J) Office of the lnspect.or General ((HG) to conduct --ii 
C(nnprehensive audit of the effectiveness and use, including improper or 
illegal use" of the F'ederal Bm:eau of Investigt-1tion's {FBI} investigative 
authmi.ty that was expanded by Sectwn 215 of the Patriot Act. 1 Sec Pub. L. 
N ·1 oo ·1,,.,.,.,1 ~ 106111. ~ • 't' iot·• 0 l t::: ' ·f ·t·1--- - p<:> 1· r'ot· · A 't' "'ll ·)""''' -i·1··-1,._. 1r1:.i·1 to "'C'"'lr O. ,;r I • ~ ·i., ,J(.<. . .. - , ,;, V O .• e .. ""~- 1. . (, . o. <. """" • ,. . ;) '"" "-· " 

' ~ ' ' 

orders from the Foreign lnte.!li_g:i;mce Survdllm1ce Court {F'ISA Court) for "any 
tangible things/' indud.tng hoDks, records, and other items from any 
business, organization, f)r entity provided the item or iterns are for an 
authorized investigation to protect against international terrorisn1 or 
dandestine intelligence activities. The Reauthorization Act also required the 
OIG to review tl1e FBI' s use of Section 215 for tvlo thnc periods - cakndat 
years 2002 through 2004 and 2005 through 2006. 2 (U) 

On March 9, 2007, the OlG issued our first report, which reviewed.. the 
use of Section 21.5 in 2002 through 2005.0 This is the OIG's second repott 
reqn.lred by t11e Reautho.r.ization Act. This report exan1ines the FBI's 
.requests for Sect.ton 215 (ffders in 200(i l:n addition, as required by the 
Reauthorization Act. this report. examines. the mi:ni11lization procedures for 
bu.$iness records whieh the Reauthorization Act requ.tred the Attorney 
Gen.eral to at.iopt tn 2006. {U} 

" 111is repori. i:n:dudes inf-ormat.ion tl1at the De:partrne:nt of ~Justh.x~ ennsir.kr-ed b'.l be 
dassiiled and therefore c<n.ikl not b{~ pt.ibhdy rdeased. To create U1e public vernion of the 
n:ipurt, tht~ OH} redacted (deieted} the portions of th(': report U1at the Deµarb.nent considered 
to be dassific<l, nnd Wt~ indicated where those redactions ,.vere made. Jn addition, the OJG 
h<J;;; pnt,"'id(.·tl i:::,)p(~S o( tl~x~ fql! dassH'icd n-::port to th\~ Department, th(: Din:ctM of National 
Int.elligenc-e., and Cungt·(,?:>~- !Dl 

' The tenn ~US:\ PATRIOT Act" i~~ .tn <Wro-riyrn for tht~ :Unttfrtr; (1.nd Stn:~rtr1thenift_(J 
America by Providing Appr:opri«lf:.' Tools Hi~t}uir<:.'<:t t<> lr1i~'r<X'pi w·id Ohstn,ctTfi.'ffOrfontAd td' 
2001, Pub. L. No. 107-56, 1 i5 StaL 272 1200 ll. It is conm,on.ly rek.:rn.•d to i:i.s ·'th.t, Patfi<)t 
At:t." {lQ 

'., The USA PJ-\1'RJOT lmprovermmt wl.d lk.rmthorization Act o.f 2005 (ReauthoriiaUOJ'.l 
Act or the Actj nho dtn'i::ted the OIG w ctmdnet revie\vs on the use ,1nd effectiveness o.f the 
J•'UI's US{'. t>f national ~ecu1ity lettei:-s {N$1J. another inve:;.;tigatiw authority that was 
expanded by the Patriot Act. 111(~ OIG revie,,vs of the FBJ's ust~ ofNSL a.utlmrity .ate 
cm1:t.ained in seprn:ale r~ports, 'fhe O[G's fir:~t report on NSLs. issued in Ma.rch 2007, 
rcvie-.V<~:l t1w FH!'s i.iSt'. of NSLs in 2003 tJ1rough 200!'L 111e OJG is issuing a second :r:ep<rrt 
<.m N$L$ th~\t t~X,tlnirK& lh:~ F'Bfs and Department's <)OJ:Tective acHnns taken in response to 
.,iur iin,t NSt rqxHt and the F:Bl's u:;;e of NSV;,. in 200-6. Tri . .idditl(m., · th~ otG- is totnpldJng 
;,1 third report on U-1e FBfs use. of "e.."'1,gen.t tettf:"..rs," {Ul 

;:t Although we w-ere only required to review 20{)2 through 2004, in the first revie\v, 
we elected to include data from 2005 in that report. (U) 

1 
~ 
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J. The Patriot Act and the Patriot Reauthorization Act of 2005 (U} 

Enacted afler the Septe1nber 1 L 2001, t:errmist attacks, the Pat1iot 
Act states that it: seeks to provide federal authortt:ks "-with the approp1iatc 
tools required to intercept and nbstr-uct terrorism," Several Patriot A<:t 
provisions, induding Section 215, were originally scheduled to sunset on 
Dccernbcr 31, 2005, On Mardi 9; 2006, the President stgn.ed il1to lav,r the 
ReauthoriZation Act, which, among other things. made p<:~rmanf~nt or 
exiended several Patriot Act provisions. Hmvever. Section 215 was not 
made pennanerit but was e:i,._iended for 4 years tUttil December 31, 2009. 
The Reauthorization Act also resulted in several snbstantive changes to 
Section 215, \=vhich we discuss in Chapter 'T\vo ofthis report, {U} 

II, Methodology of the OIG Review {U) 

In this revkw, of the use ofSectiorl 215 orders, the OIG exan1ined 
documents obtained fron1 the FBI and the Departrnenfs Ofllce of 
Intelligence Policy and Review (OIPR) relating to each instance of the FBI's 
use or attempted use of Section 215 authorities du1ing 2006,4 In addtUon. 
we reviewed Dcp:arhnent reports coneerni:ng the FBf s use of Section 215 
a ut:hotities. (lJ) 

In this review, the OIG conducted over 130 int.ervie:vv-s of FBf. 
Department. and other officials, The OIG also visited FBI field offices in Nev,r 
York City and suburba:n Maryland to n:.~view invesugative case. files frou1 
whid1 requests for Section 215 applications originated and to interview FBI 
employees, including FBI Special Agents in Charge ($AC), Assist.ant Special 
Agents in Charge:, Chief Division C<)unsds. Supervisory Special Agents, case 
agents, and intelligence analysts.'5 \Ve also conducted telephmtt~ interviews 
of l'TH en:1ployees in sevetal other field offices \\.-vho had initiated Section 215 
requests. ·· (U) 

The OJG also interviewed senior FBI ;lnd OIPR offictals who 
partk.i:pal:ed in implen1enung procedures and ptot:essirtg requests for 
Section 215 orders, i:ncluding O[PR's former Acting Cotu1sel and fonnet 
Counsel for Intelligence Policy. the FBI General Counsel and the Depuiy 

4 Until faH 2006, the Offret ofhih:Jllgence Pohcy Rt!vie:~w (OIPR) ,1.--as a separ~\t.e 
<.:ompone:.nt of tbt:'. Dep,~rtment ln ,M8rch 200{:L thf; R.r.'.,luthorl:wtion .Act autl:1JJrized the 
cn~atfon ofa Nalii:>nal Security DivffiiOn {NSD) within the Department. In September 2006, 
lt{mneth L Wainstetn was t:onflrmed as the.-fi:rstAssistantAttorney Genf'.i\)1 for the NSD, 
nnd shortly after th,'l.i; OlP:R w,,s moved to the N$D, OIFR's ,an<l NSO's fntdllgcn(i~~ fwu:.:tloM 
will be reoq:/;.u)it;ed tvithin NSD'~ pfo.nn~·d omct:~ of Int<::llig-emx•, Because thereorg<miz.~Uon 
is nut yet i:complete, we relei' to OlPR in this repott {U} 

5 FBI Jldd ofllcms are ,l.lsn referred to·as "divJMons.'' "ll1e Chief DiViskn'1 Cf,nt1sd is 
th~ ('hid' legal ofllcet' fr:ir· the field office. (tr) 
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(ienera.l Counsel of the FBI Olllc.c of General Connsd's National Sccu1ity 
L~1w Branch (NSLB). other atton1ey,is and personnel fnm1 NSLB .and OIPR 
and oftkials .responsibfo for adrniniste:1ing the F'l3I and OIPR Section 215 
ir1chno· system8 'LT) . c ... i . b ......... ).,. . ~ i.:.. ~ ,. ~ 

Ill. Organization of the Report (U) 

This 1:epo.rt is dividt~d into dght chapters followed by one unclassified 
appendix and two classified appcndict~s, After this intrnducti.on, we desclibe 
in Cha,pter 'T\vo U1e legal background related to Section 215 authority and 
the processes for seekin ... ~ Sectimt 215 orc.k'-fs and for retain:ing and 
disserntnati11g records :re<~eived pursuant to those orders. (U) 

1:n Chapter Three, we provide an ovt.~iew of the instances in which 
the FBI sought to obtaitl Section 215 orders in 2006, including the nu1nber 
of FBI requests, the nu1nbe.r of ()tders obtained, and the type of infonnatJon 
r{_~qrR0sted. {U) 

In Chapter Four, we provide a detailed desctiplion of the F:Bfs 
requests for Section 215 orders processed in 2006. We describe the :records 
requested; the purpose of the reqtw.<;ts; the processing titne for the requests; 
whether the applications wen~ granted, modifled. or withdrawn; \Vhethtr thG 
reeotd~ were produced; and if so, how they were used. {U} 

l C.1· · 'l · Ji''·r · .·, 1 ,,~. t· · • .&; ct·•· ... ,,,. ·~ d·· •.: .,.·lt ·', ·J'.t1 · <)00·6 n dap et . l\ e, Wf. 1-re;:;en . otu 11.n . 1:ngs ad . athuy s11:> o . 11e ,,,, 
applieat.icms and orders, including their processing tin1e, Foreign 
Intelligence Surveillance Court rnodmcaUons. and their use and 
effectiveness, (UJ 

ln Chapter SL-...::. we identify any i1npr0:pt~r. lllegal or noteworthy use of 
Sec".tion 215, and in Chapter SeVt!t1 we>. ex.arnii'1e the tninimv_.ation prot~eclutt~S 
adopte<I by the ,Attorney General jn response to the Reauthortzatkln Act. (Ul 

Chapter Eight contains ou:r eondusions. (U) 

The Unclassified Appendix to the report contains the. c:onunents ou 
the :rt.port by the Director of National Intclligt:nce, the Assista.nt Attorney 
Genen1l for the National Sectuity Division, and the Director o.f the F:SL (U) 

The two Classified Appendices desc1be. other uses ofSection 215 
orders to co1lect,__ _________ _. ~ bl 
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IV. Summary of OIG Findings {U) 

Our rcvtew determined that. similar to the findings of our first report 
on Section 215 ordexs, the FBl and OIPR processed va.ri.ou.s FBl requests for 
the use of both .. punt and "combination" Section 2.15 orders in 200(L6 In 
2006, the FBI and or PR processed 15 pure Section 215 applications and 32 
conihi..natiou applications which were for.rnatly submitted to the FIS.A,,, Court. 
t\U 47 Section 215 applications subrnitted to the. FlSA Co1.utwere approved)' 
The Section 215 applications reqnested a variety ofi.nfnnnation. •. i.:nclud1ng 
credit card records,! ___] 
I I® Wi 

Unlike in ure\>ious vearsJ I 

>< 'U'1 

\Ve also ctetennined that chuing the period C(J',lered by this repmi FBI 
agents encountered simci1ar processing delays for Section 215 appHcattons 
as those identified in on:r previous report. These delays \\>ere catrned by 
unfarniltarity with the SL·-cti<m 215 ptocesst too few resources to handle 
1'equests expetUticn:.tsly-, a mu1U··layered revie\·V process, and various 
substantive issues regarding whether certain applications met the. statutory 
requirernent.s. Overall, the aV"era.ge processing time for Section 2J 5 orders 
in 2006 was 14 7 days, which was similar to the processing tinies :for 2005. 
However. the FBI and OlPR were able to expedite certain Section 215 
.requests in 2-006, and when the FBI identified two cn1ergm1cy :requests the 
FBI and OIPR processed both Section 2.15 requests quickly. (U) 

Similar to ou.r previous report, we. exam.ined how the l1'Bl has used 
infonuation obtained frorn Section 215 orders in national. securtty 
investl atlons. Aside fron.1 the_! ________________ _ _____ .... we. found that tn 2006 SectJ9n 215 orders tvere used plimarily 

-'~'1 , .. ' 

to exhaust investigative lrads, although in sun1e instances the FBI obtained . 
::=iliiou 1n SIJJJI}Ofl addilinoal FRI invrsli>Wtille Ifll!lt'Sts and tol I rsi 
~'U'1 

' ' 

-~~~-~···.··-·····-··-·--··--

G Pure Sedion 215 requests are not associated \-..1th applicatif.lns for the use of any 
otb{n- Hm,iign lntdligcnce. .Sun.>eilla-nee A.ct WlSA} author.ity. Comb:lnattr.in Section 215 
request(> "'U't~ business record n~que$ts added to or cotubine<l with a FI$A apptkat.ion for pen 
rngtster/trap a.nd tra_cr. orders., {U) 

7 Four of the pure Sect.ion 2J 5 applicatitms processed in 2006 were. signed by the 
FISA Court in 200'7, HJ) . 
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\Ve did not ide.i:1tt(v any Illegal use of Sec.lion 215 auU101-1ty; Hmvever. 
our review identified two h1stances in whk:h the provider r>roduced records 
that were in response to, but outside the scope oL Section 215 01-dets, In 
one of these hvo instances, the FBI quickly determined that it had 
inadvertently received infonnation not allthtJtizcd by the Section 215 orders 
and took appropriate steps t-0 address the niatter. fn the otlier case. 
approximately 2 n10nths passed before the FBI rec{)gnized and addn .. ~ssed 
the matter. As a result, we reconllnend that the FBI develop and frnplen1ent 
procedun.$ to ensure that FTU en1ployces check that they are not n.Teiving 
or using inforrnatio:n that is not authorized by the Section 215 order. (UJ 

Our review also identified that the FBI reported only 011~ of the t,vo 
matters to the President's lntelligcnce Oversight Boa.rd (IOB) .. 8 The FBI 
deter1ntrn:d that only one of the twn instances: involved statutorily protected 
niaterial and that only the jnstance involving the statuH)tily protected 
material was reportable to the IOB, 11,e :FBI alsQ deten11.ii1ed that the non-­
statutorily protected material should be considered as vohmtality produced 
n:mteiial even though the provider had refused to prodHcc the 1naterial 
without a court order- (U) 

As a result. \VC reconunend that tht~ FBI devcdop procedures for 
identifying and han-o.ling mate.lial thnt ts produced tn response to, but 
outside the scope oC Se<;tton 215 orders.· The proc:1-:;:dnres should include 
the FBl's justification for handling any class ofsuch material differently 
from other classes. \Ve believe the FBI should rwt base the procedures for 
handling such material solely on whether the material ls or ts not statutorily 
protected. For exa1npJe, the procedures should address. additional factors 
such as whether the material contains non-pubHc lnfonnauon abcm:t U.S+ 
persons vvho are not the su~jects of FBI national security h1vestigalions, 
and whether the underlying Secuon 215 order tnduded paxticuh-i:.rized 
minimization prncedures. {U} 

-r1:,.,,. "l ~" 'd"'nt·1'f•-<•d• t ....... ,o ot· h·"r ··n J1'e"no i•t1,.r'' ·1··"'"· .e.~ rr1 ·•·~ ... ,.,, .r-. 1d r· ·l ,.,.~. VV ~- q S, .. , l . ,._, ... J~, .. ·"" •. • ,, . • { L -~" l .. l , ,::>c:>U )j, i• J;:-..\., \\•~ .. -- .tOUJ. • ... . 1,cs.l .. 

the FBI had issued national security letters {NSL) for .information abou~ I,. 
is 

I 
I . . btter thx~ FlS/\ Coqrt, citing First lunendment •,.:i ·

1 

· · concerns, had tv .. 1ce declined to sign S~\cUon 215 <Jtders in the same 
investigation. We q:uestioned the appropriateness of the F'Brs ts.i:n.ting these 
NS.Ls after the Court's decision bccau$e NSLs have the Sµ_me ff'trst 
Amendtnent caveat as Section 215 n~quests and the FBI issued the NSL.-::; 
based on the san1e tactual predifate, w•itho.ut further rnvie:•wtng the 
underlying; invcst1gati9n to ensun~ that it was not pr~1niscd solely on 
protected First Antendment t:onduct, ~ 'U= ', 

I f ·-----------
fl rn 1976 tlie lntdiigence Overnight Dua.rd !IOBI was cn.:.ih:xt by Executive Order 

ah<l ~harged -wtth revie•-1.•1ng activities ofthe U .. S, int.emgemxt cornmtmity ,ind tn.fon:nlng the 
l~esidt-:nt of s'lny <)div:H.ies th~t thi:.'. JOB bt~ll.(~Ve$"i,w.y be uoJawfol or .cmitrary to i:·xocuUV('':'. 
orde-r rJr Presl<kntial Ditei::tivi:$." oe(~ E.,..ei::uUvc Onk~r 1286:fJ.. {Uf · 
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The se.cnnd i10H:~wortJw issm_ 
---------------------'101 

L------------------a:;;.._...;;a.....;.ij.\.----------------

Finally, as directed by the Reauthorization Act, we also exa.1nlned 
whether the inteiim n1ili.in11zation procedur<.~s ad1)pted by the Departrnent 
for Section 215 orders ptub.:!ct the constitutional tights of U.S. persons. Vie 
concluded that the standard rnin1mi:zation proc.cdun::s adopted in Septen1ber 
200H, which are interim procedures, do nut adequately address the Intent 
and Ininim.ization requtJ:e111ents of the Reauthorization Act, and we 
recommend that the I)epartnwnt devdop specific standard minimization 
procedures relating-to Section 215 orden,. (U) 

'S' r, I 

;S 1 
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CHAPTER TWO 
BACKGROUND (U) 

Introduction (U) 

11lis chapter provides a brief desc1iption nf the legal background 
related to Section. 215 a.uthmi1y arid the process for obtaining Section 215 
orders. RJ) · 

II. Legal Background (U) 

Pursm:tnt to Section 215 of the Patriot Act; the FBI may obtain •·any 
tangible things," including books, records. and other itt~tns from any 
business. organization, or entity provided that the ite1n or items are frff an 
authorized investigation. The tangible things a.rt.~ available "frff au 
inve.stig~Jtion to obtain foreign intdligcnce infonuation not concerning a 
tJn:ited States person or to protect against international terrorism or 
clandestine intelligence adivHJes. provided that an iri-Vestigation of a United 
States person is not conducted solely upon the basis of act.i:vities protected 
by the first ame:ndn1ent to theCot1s.tti:ution.'' 50 U.S.C. § 1861. Section 215 
did not create any new investigative authority but. instead expande.d extstil\g 
authority found in tl1e Foreign Intelligence Stm.mi.Honce Act qf 1978 (FISA). 
le::() 1 r S' (-' S ]8. {)1 · ' (l_J.J· .. 1 u ..... _,. ~ . . .. . et se.q. _ 

f1SA tequires the FBI to obta1n an order from the Foreign lntdligence 
Surveillance Court {FISA Court) i.n order to conduct electronic surveillance 
to collect foreJgn intelligence infonnntton}' In 1998. Congress an1ende<l 
FISA to auth01ize the FBI to apply to the FISA Court for orders compelling 
four kinds of businesses to "release records in its possession" to the FB£; 
common canie-rs, publ:it ttccurntnodation fatcilities, physical storagt~ · 
facH:ittes, and vehidc- rx.tntal fi,1cilities. 'I11e amendment did not forther define 
"records." This provision, which w~1s codified at 50. U.$.C. § 1862. bccarnc 
k.!10\vn as the. ''business records" provision and was the provision expanded 
t)y c_.,. 't· - 21"' ,-f the ·n,.,,trL-,,t" A,..t· (tj (1"":J . _ ,.;)•~--C .l011 ,J (, .l.V • .t: ~.,_ ,,:, . "-· ., ' 'V 

The 1998 business records amenchnent required a FI&\ application to 
specify· that the records ·were sought for an invesugatton to gather foreign 
intelligence infonnation or an investigation ccn1cerning i..ntenmtional 

9 OlPR prepan::s ,m.d presents applk:atiruts for Ser:tiou 215 orders to the F'tSA Co1..ut 
on bd'wlf of thz~ FBI. According t(i the FISA Cotu-1 Ruk~s of Prm:.>t~dures .. th<~ .Attorney 
General detennines who is JWJ'mitted to appe,u· before the FIS.A. Court, and !<'HI attorneys 
have not been authorized fo appt:ar before the Court for this purpose, {UJ 

\j) 50 u,s.c. § 18-!3~~!hH2HH} (i9~)8}. fl$ ,1.JU.~'.ndc:i:l, 50 TJ.s,c. § 1861 (2001). (U) 
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te.rroris1n, and that there were "spedfic and articulable facts giving reason 
to believe that the person to whom the records pertain is a foreign power o-r 
an agent of a fo:reigli power.'' SO lLS.C .. § 1862 (2000 etl), Th:is langu~~e 
meant that the FBI was H:mited to obtaining inf<Jrmatior1 regarclit1Ji a specific 
person nr entity the FBI was investigating and about. whom the FBI had 
individualized suspicion, hi addition, the amendment prohibited the entity 
cornplytng with the order from. disclosing either the existent~ of the order or 
any tnformatlon produced in response to the order, (U) 

Subsequent to th(! 1998 ftISA amt;ndrnent creatlng this investlgatt:ve 
authority and prior to passage of the Pat1iot, Act it:i October 200 L the !?BI 
obtained only one FlSl\ 0rder for buSiness rec<ir<ls, This ,order \\."t-ts obta.ined 
in 2000. (U} 

Section 215 of the· Patriot. Act significantly expanded nw. scope of the 
FBI's investi_gatim.:~. authority pursuant to the business records. provisjon of 
FISA and lowered the standard of proof required to obtain this type of 
business record, The p(~t·tinent pa.rt of Section 215 provides: (tJ) 

'The Dtrector of the F'ederal Br1reau of lJ1v·csUgatJon or a 
destg11t~ of the Director (whose rank shall be no 1ov1e:r than 
Assistant Spt~ciaLAgent ln Charge} n1ay :make an application for 
an order requiring the production of any tangible things 
(induding books, :records, papers, docu.ments. and otht':J' 1te1ns) 
for an investigation to obtain foreign iriteUigen.ce information 
not concerning a United States person ut to protect against 
internattnnal terrmisn:1 or clandc.st.in.e intelligence <lCtlviUes, 
provided that such lnvcstigation of a United States person is not 
conducted solely upon the basts of acttvitles proti::cted by th.e 
first arne11d1nent to the Constitution)! 50 U.S.C. § 1861(aHl), 
(U) 

\Vltile the 1998 langttage li1ni.ted the reach of this type of investigative 
authmity to four types of entities, the ne-:tv language di.ct not explicitly limit 
the type of entity or b:t..l$iness that cml be- compdled by an order. Section 
215 of the Patriot Act also e...x-panded the categories of dncum~nt.s- th.M. the 
FBI can obtain u.ndc.r t11e l:n.tsiness recnrds provision of FIS.A, because it no 
tonger was Utnited to "records" and provides that the FBI may obtain m1 
order for "the production of any tJ1n&Ji.ble things (including hooks, records. 
papers, documents. and other iteu1s)." Id. (U} 

n "Utiih~,d Sttttcs pernon" ls defined as a citizen, legal permanent restdenL an 
unincorporated assoclatJO:q ln ;,vbtdt n N~n1h$t;'V'lti~ll rmnlb.:_~r" (if mc,nhern. :1re c1hzens or 
kgal pt_'.nnanent res~dents, Qr corporations fricoqJ~>r:a.ted in the U1iited StaH.'s ai:; long H& 

such associations or corporations ari'.!- not tht' .. rnsdv~s ''foreign ~\V{;rs.~ f:iO lLS,C. § 180.l(I). 
{U) 
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Section 215 also lowered the e\1dentiary threshold to obtain such an 
order. .. ~ a result. the nun1ber of people whose information could be 
obtained was expanded because the FBI js no longer required to show that 
tl1e ite1ns being sought pertain to a person whom the rnr is investigating, 
Instead, the items sought need only be requested .. for an authmized 
inv-estigation conducted in accordan.cewtth. Io.pplicable law ,Jnd gutdeHries! 
to obtain foreign intelligence irtfotmation not concertling, a United States 
person or to protect a.gainst international tecrnrism or clandestine 
intelligence activities." 50 n.s.C. § 1861(b)(2J, Thi,$ standard, referred tn as 
the relevance standard, pen:nfts the ttBI t.o seek infot:n:1}1:tion co.ncern1ng 
persons not nect?ssa.rily under .fnvest.tgation but who ar:e connected in sorne 
way to a person or entity under investigat:lon. {U) 

The Reauthoriza.t.ton Act forther amended Senion 215 by requiring 
that an application establish "reasonablt grounds to believe that the 
tangible thin.gs sought are relevant to an autho.rit.--ed investigation."' Id. At 
the sarne. time. the Reaut.hmizatJon Act provided fr.>r a presump1ion of 
relev,11Hx~ for four specitkd e.ntitics or individuals: forr.i.gn pow-crs, age,nts of 

. foreign powers, subjects of auU101ized countetterrorisn1 or 
cotmter.·.tntelligence investigations, and individufils knf)vv,1 to associate with 
subjects of such investigations. Id, 'When an application involves one of the 
four t~ntities or individuals r-eforer:iced fn the 11resnmption, the applicant 
need not establish reasnnablc grounds to bdieve the requested. iterns arc 
ndevanL (U) 

The Reauthorization Act inc1nded other suhstant.ive amm1.dments to 
Section 215. For 1.:~xan1pk, the Act specif1caJJy authorized the collection of 
certain ~,H .. >;nsitive records, including libnuy, medical, educationaL and tax 
ret.u1n records_ The Act also required that ar1 application for tlwse S(.::nsittve 
records 'be approved by the FBI Director or a spt~cified designee, and spt~cilk 
con.gressionaJ reporting, 12 ln addition; the Reauthorization Act specifically 
provided that Section 215 orders must. among other things. contain a 
particularized description of the itetns sou,i~ht and prnvi<le for a reasonable 
time to assemble thern. 'l'he J\ct also estabiished a detailed judicial review 
process for recipients of SecH.•t1 215 orders to challenge their legolUy before 
a B'ISA Court judge and extended Section 215 for 4 years 1...mtil 
Deeernber 31. 2009. (U) 

:-'\.dditional changes to Section :215 \Vere adopted \Vith the e11.ac:t.tt1e11t t,f 
the USA ,PATRIOT Act Additionof. I?eau.l.hmizing Amendmenis Act qf 2006. For 
exa:rn.pJe, the ~1006 am.e11dn1ents provided that a. recipient of a SectJ(m 215 
order rnay petHton the FISA Court to modify or set asclde the nondisclosure 

rn As permitted by the Reau!h<:trization Ad. the FBI Director delegated approval 
au.tl1ortty frw these re.cords to the Deputy Director and the F<.:xecuhve Assistant Director for 
the FBfa Natl.t)n~l St~cmi.ty Bi·an.dL {Ul 
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requirement aH:er 1 year fronl the issuance of the onk~r if certa.it1 Hndtngs 
· · d 1 ·, (!JI) me 111a. e. .. . 

m. The Process for Seeking Section 215 Orders (U) 

As \Ve des(':tibed in our M:a.rd1 2007 report r-eg11rdlng the use of 
Section 215 orders fn1m 2002 thtough 2005, the process to obtain a Section 
215 order generally involves five phases: FBI field nfnce initiation and 
1·eview. 1:tB! 1--Ieadquarters n:'view, OIPR re\ievi, FlSi\. Court review. and .FBI 
service of the order. {U) 

The process to obtain a Section 215 order nornmUy hegtns vvhen an 
FBI c.ase agent in a field office prepares a business records request forn1, 
which requires the agent to _provide, mnong other things, the folktwing 
infon11aUon: a brief suntrnary· of the investigation, a specific de:s.c1iption {Jf 

the ikms requested, an ex.pla:nation of the rna.nner in which the requested 
Ren.is are expected to provide foreign inteHige:nee infonnatlon. and the 
identity of the custodiiln or owner of the tequE~&t:ed items. ··n1e request fortn 
must be approved by the squad's Supervisory Special Agent the Chie.f 
Division Counsel, and the SliC at the FBI field nllic~. The apprnvalprocess 
is automated tlu·ough the FI3I's fi1SA Mana,~ernent System (FISM'IS). which 
sends electronic notifications to each individual responsible for taking the 
ne.,"'\.t actton in order to process the business record in. the field ofllce, Atler 
the approvals are completed i.n the fleld ofiice,. the. FISAVIS notifies the. 
"subshmtive desk" (in the Countcrterrorisrn Division or Coun.te.rintell~ge.nce 
Division) at 1''131 Headquarters. (U) 

At FBI Heaclquartet'.S, the busiuess rccotds rt.."t1uest fonn is reviewed 
and appnwed by hnth the su.bstantive desk and the Oftlce of GenetaJ 
Counsel's NSLB. Once tl1e F'IS.A.MS delivers the reqnest to the substantive 
desk it is assigned to an NSLB attorney who '\Vorks with the case agent and 
other FBI personnel to obtain rhe information the NSLB ath:>rnev believes ls 

.. · ... 
necessary to include in the draft app1katiot1 and order. The dx,--aft 
application paekage is then review(jd by NSLB supt~nisors arid tbrvltlrded W 
OIPR. where the request is .assigned to an OIPRa:ttorney. (UJ 

13 USA f'.Al1UCJI' Act. itd.dftk.mal. R.eCRtthmiz.ing Amendments Act qf 200D, Pub .. L Ni). 
109-178. The Court ma:y grant a petition to modi.fy or set asi(h:: a petiti•rl tf tfo.:: Court 1lnd.$ 
therz~ i~ tJr:, rea,..on to btJiC\'{: ll'ktt di$C.'.li)&VH~ tn<1J (ind~ulgt'.1· the uatimial security,. Interfere 
\.Vith a (:rimhiat co1.mtert,~rrorisrn, or eo'Llttterinterngetice i:nve~1t.1gation, info-r::fo.re ,~---:Ith. 
diplt1mt'\t:ic relations, {ff e . .ndmlgcr th~ lifo or physical safety any 11t>xson, Hm,;:evct, if the 
At.tr>rney General. fkputy Attrii.:le)' Cenctal, nr FBI Dkeetor ct~rtH'ies that the d15eh:isure 
m.-:ry ende.nge:r the nath:mal seeurity M interfore With dlpfo1ha:Ue relat.ion:s, the certmuitlon 
wi.U he treated as conclusr..ie 11:ri.kss the Court finds that such ;;t certi.fkation i;..vas made hi 
had faith.. W} 
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The OIPR attorney works \Vith the NSLB atton1ey, case agents, and 
occasionally FBI inte1Ug1:~nce analysts to obtaH1 the jnformatJon the OIPR 
attorney believes is ne<,:essary to include. in the d.ta.tl application and order, 
An OIPR supervisor then. revjews the draft appHcation package, The 11.nal 
application package ts. returned to the FBI for an accuracy review and 
a.dditiona.l edits 111a:y be n1ade. based on tht! FBl's review of the final packag-e. 
Upon. completion of the final. version, signatures of designated sen.tor YBI 
personnel are 6bta1ned. and an OIPR att.on1ey pn!pares the pa.ckage for 
p~:sentation to the FIS.A Cuun, (UJ 

\Vhile the fin.al sigmxtm'es are collected, OJPR sch(}dules the case on 
the FlSA Court's docket for a heating and provides the FISA Court "tvith an 
advance copy of the apphcation and order, whid1 is called a ··read'. cnpy, 
The F"ISi\ Court, through a PISA Courtlegal advisor, may identity concert1s 
and request changes to ihe docurnent.s aft.er revie\ving th<-'~ "read'' copy, 
OlPR and the FBI then address the Court's questions or concerns m1d n1ake 
revisions to the (lpplication or order. If the F'ISA Court. deems it nel.'Cssary. 
OIPR then forxnally presents the application p$.:d,~~e to the FI$/\ .. Court at 
the scheduled hearing.1·'1 If the PISA Court jud;~t~ approves the application, 
the judge signs the ordi::~r. At the hcming, the judge may rnake handwrltte.n 
changes to the order and, if so, \Vill sign the order "t-Vith the handwri.Hen 
modificaUons, {Ul 

The order is then entered into the FlSAMS ,,1.nd served by- the FBI field 
otnce nearest to the provider designated tn the order. .Among other things, 
the order sets fo1th the ttrne period for producing the ttt:.<.ms, {U) 

IV. How Section 215 Informati()n is Collected, Analyzed, Retained, 
and Disseminated (Ul 

The FBI continues to collect, auaJy.ze. and retain Section 215 
in.fonnation as described in. our pn.wfous report., In brief. a Section 215 
order is served by the JtBl ofllce neare.st the custoi:.Han ofrecords nanied in 
the Court order, The records are either provided to the FBI tn. hard copy or 
in, electronic fonnat. Upon receipt the records n1ay be uploaded tnto the 
Auto:mated Case Support (ACS} systeut the FBI's electronic case file systen1. 
or reviewed and analyzed ·by the case agent or an FBl analyst lf the: records 
are prov.ided in electronJc format~ they may be uploaded into the ACS 
system by a technician priorto an agent's. revi.ew-. If the records a.1-e 
_ptovided tn paper fonnat., the agent rt1a_v .review them and if the case agent 
determines no further invesu:gatton is \Vnrn-1nted, the agent may sto.re the 
infonnt1tion with tlw ri:st of the. invesUg"-tUvc (:ase file. \Vhether provided in 
paper or electronic fom1at, the case. age11t may \V:dtc an FJfottronic 

l-. $l)n:,e appUcat1011s ,<J.TT~ signed by the Fl$A Co-t:11't wHh•tJtf~:q_nlring an 01PR 
.ttti:1-rney to ,lpfn~,1.r at. the sched11led b<;-::1ctng. ~ 'U' ,, 
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Conmmnication {EC) stunmari?Jngthe ir1fonnatlon obtained for purposes of 
doctnnenhng the existence of the records eloctmnicaHy in the ACS system. 
{U) 

If Ute information warrdnts tlissen:unatlon within the FBI, the a,gent 
prepares an J~C to the relevant fiekl office or offices, Tf the .tn:fon:naUon 
warrants dissemination outside of the FBl, such as to an intcllig~ncc agency 
or foreign goven1ment, the agent provides the records to the appropriate FBI 
office for approval. Records provided to a foreign gov:errn:nenl for intelligence 
pnr}mses are vetted through the Designated lnteJligence DI$closure Official 
and rec.ords provided for use. in a c1iminal proceeding are. ptocessed 
pursuant to the Mutual Legal Assistance Treaty, ($( •m 
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CHAPTER THREE 
OVERVIE\V OF SECTION 215 REQUESTS 

PROCESSED IN 2006 {U) 

Introduction (U} 

As part of the OIG's rnvtcw of the nse and effecttveness of Section 215 
authorities, the Reat,thorhm:tion Act directed the OIG to examine the 
following: (U) 

• Every business rccnrd application subtnitted to the FISA Court 
i.nclttcUng whether: {a} the FBI requested thttt tht. Depart1nent 
of ,.Justice submit a business record application to the FISA 
Court and the a,pplication ·was not submitted. and (b} whether 
the FISA Cm:irt gtanted, 111()dified, or denied any busrn .. ess 
record application; (U) 

• \Vhcther h1.rreaucraLlc or pn:.1ce<luraJ impedi111cnts prevented the 
FBI from "raking full advantage., of the FISA business record 
provisi.ons; (U) 

• AJ1y notcwnrthy facts or circumstances concen1ing the business 
record requests. inducting arry illegal or h:nproper use: of the 
authQrity: (U) 

• The eflectivcncss of th<". business record requests as an 
;lnvestiga:tive tool," including: fo) what types Dfrec.ords arc 
obtained and the ttnportance of those records ln the tnh:-1lig(:nce 
activities of the FBI and the [)OJ; {b) the :t:nanner in which the 
information obt•1ned through business record teq1.1ests is 
e6llected, retained, analyzed, and disseminated by the FBI; kl 
whether a.nd how often tJie F~BI used inforrnaUon obtained frrim 
business record requests to produce an ''ana:lyticaJ intelligence 
product" for cllstribution to. an1ong others; the intelligence 
con1111unity ot federal. state, and local governments; an.d (d} 
whether and how often the FBI provided i:nfom1utfon obi:aint~l 
from business record requests to law enforcement authoriti,~s 
for use in criminal procet~dings;. and (U) 

• \Vith respect to 2006, an t't:~amlti.ation of the rnir:rtmi1..aticm. 
pro<:(1dnres adopted by the Attorney General pursuant to the 
.Reauthori:1,ation Act Hnd whether "~ud1 t'ninimlza:tio:n ptocedu:res 
protect the constittltlonal rtghts of United States persons .. 15 {UJ 

l~ The Reauthorization Ad ,1l$Q dh"t;.'':dtd thr~t l:b<t OlG \':X~\nune the fustifl(\lUOn fl'.W 

the folh1n: of the Attorney General to issue hnple1ilenting pt·Gc:edm:e!\l goven:ri.:ng r~quei;;ts fo·i­
{Confd.J 
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In this chapter we prnvitk an overview of FBf .requestc,:; for Section 215 
orders that were processed in 2006. Vle desctibe tl1(; i1un1lx~r of requests 
submitted by FBI a_g(:~nts, the nm:nber of Section 2.15 orders obtained. the 
type of infonnauon requested, and tht rn.1mber q[ requests th.at were 
withdrawn. (U) 

II, Two Uses of Section 215 Authority (U) 

In 2006, as in pr.ev:kms years, FBI Headqui1r'ters and ()IPR subnlit:ted 
to the FISA Court applications for two c.Hffote:nt ldnds ufSec:tion 215 
authcnity: "'pure" and "co1nhfnatton" Section 215 applications, (U) 

A "pure" Section 215 application ts a tettil used by OIPR to reftc:r to a 
Section 215 application for any tangible tten1 that is not associated with 
applications for any other Fl&'\ authoti:ty. For exa_mpie. a SecU.on 215 
request for driver's Jicensc tcco:rds fr<lm state <lepmirnents nf rnotor vehicles 
would constttute a pure Section 215 request. {U} 

A ""cornbination'' application is a tenn U8e<.1 by OIPR to refer to a 
Section 215 request that is added to ()r combined with a fTSA application for 
pen register /trap and trace -orders. w 111e use of tb.e cqn1.binaU011 request 
evolved fro111 OIPR's detern1ination that FISA pen register/trap and trace 
orders did twt require pto\liders to turn over subsctibet infonnation 
a.ssocl,'.-3.ted with telephone ntunb(~rs obtained through the onlersJ7 {U} 

A. Pure Section 215 Applications (U) 

\Ve reviewed all pute Sectkm 215 applications that NSLB or OlPR 
processed in 2006 for submission to the FlSA. Court. In this sectiot1, tve 
describe the number ofpure Section 215 requests: th(~ nutriber of pure 
applications fonmilly subntittcd to and approved by the FISA CotlrL the 
nun1ber of U.S. and non-U,8. persons that were the sUbje:ds of these 
.1:ppltcation.,$; the types. of records obtained; the FBI fit~ld ofllces that 
requested Sec!tion 215 applications; and the types nf investigations that. 
generated Section 215 requests. (U) 

-------·-··--···-----------------------------
buSine8S recotds applkl=t.tions ,md whether such delay ha:i'med tlati<it1a.l security. \Vf-..'. 
~1.d<ln:~.st.ed Ulis requ(~st in nur Man.:h 2007 Scdfon 215 report, fU} 

w A pen reg1$ter ts a ::_;urvei.Uance devit-e. that captures the phone numbera <ltaled on 
outgoing tdeprwne calls; trap and trace devi.ces c.,i.pture tht~ numh1::.rs identlf:vtng inc.olnl:ng 
{\ll1$. (U) 

'' We discuss the m:-igti1 of combination requests ut r.nore detail iu Ch~tpter 'Ilm.-c of 
our March 2007 n~pcrl. {U) 
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l. Number of Pure Section 215 Applications (Ul 

ln 2006, the F'BI or OIPR processed 21 request...~ for pure ScctH.m 215 
applicat1fins. Of these:, 15 were fonuaHy $1lbmittecl to the FISA Court for 
approval - 11 were $ubrnltted ln 2006 and 4 were submitted in 2007. t,s Tfo:.: 
six .adcbUonal requests. were "v.tfthdra\vn." \.Vithdrmv11 applications are those 
which are either not pres{'~nted or not forrnally presented to the FIS/\ Court 
for approval, 1~ (U) 

Each of the 15 fom1al subrnissions processed in 200H was approved 
bv th<.:" FISA CourL Table 3. l iilust:rat<;"S this infonnauon, {Ul 

l5 {U}. 

Numb<:r Df ,'\.pplicatil)n,~ processed du:r,ng 2006 and \Vl:thdra,v11 {U} _______ G {!J} 

Total ap_F.~-~~~~-~~--pr~ces.sed during 2006 (UJ ..... -................................ -·····-····J ....... ~! ... J\!LJ 
Source: OtPR i:\nd FBI (UJ 
$Note: Th~ 15 applic-atkins prn<.:ess~d during ZOOo ind ude 4 U1at the r.~ISA Court. approved 
in 2007, The six v..-ithdra,vn appHcafams p,-o<,essed during 2006. indude l)ne that. was 
withdrawn in 2007. (O} 

In total, between 2002 and 2006, 36 Sf)ctJon 215 applications were 
processed and fom1a1ly submitted to t11e F'lSA Court. I..:ach of the 3G was 
approved. a.s JndJcated in Table .3.2, {U) 

.t8 Of PR fonn,,lly sohrn:ittt:,d :int<:)rim standard .niinimi?...:'1:HO.o r.n-ixcdures to tlw FlSA 
Court ln. 2006', Although this ~!1bmission was given a bu$lrit~$,;; rtX:•rd docket number, H 
w<i.~ H(Jt ,.1 St:<:tion 215 .,1,ppJkaU(}n: and th~irtfon·: W(l di.> not: 1;;-01.mt it ~ts a business recurd 
application. We discuss Uw interhn sta.nd .. u·<l mi.nin.1.iz;;\Uon procedures trt Chapter Seven of 
th.is report. (U! 

iB Orn:• of the six withdrawti applictttious \V<.ls prcse:nJt0:;d w the F'JSA Court twtce a$ a 
«nia<l" enpy bdore H was w1JbdT,tvm. We dtscuss th<s~ reasons for the \vithdra:wn 
appUc:a;U11ns in Chapte1· F'ottc fU) 
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TABLE3.2 
Pure Section 215 Orders Issued by the 

Foreign Intelligence Sl.UVeillance Court (U) 

Total ni.1mbe:r of applications O (UJ O {Ul 7 l[J) 14 (lJJ 15 (U) 36 (Ul i 
$t.1hmH.t.ed to and approved ! 
by the l•'ISA C<)urt 1V} I • ·---'---........ ··-· .. ··---,......--_......._ __ ..........., .......... _............c____,_ ___ .......,.,._--HH-Hl 
Source: O1PR and FBI fU} 
~Note-. The 15 applications proct~&sed dt.uing 2006 fr1dtu:k, 4 that foe FISA Court apprDvtd 
in 2007. (U) 

2,. Subjects of Pure Section 215 Applications (UJ 

\Ve con1piled the n1ut1ber of U.S. and t1m1-U.S. persons wh.o ,~,t~re 
idcntJHt~ct as the subject of the Sectio.n. 215 request and the underlying '.FBI 
investigation. vVe relied on the lnformati.on provided in the Section 215 
applications for this infonnation.20 Table 3.3 shows the results for 
appUcauun.s processed in 2006, [DJ 

TABLE 3~3 
Number of U.S. Penons and Non-U .S. Persons Identified as Subjects 

in Section 215 Applications Processed in 2006~ {U) 

---------------.::~-~-------~S:1 
The number of persons .referenced in Table 3.3 is greater than the 

number of applications approved by the PISA Court because Section 215 
,SJ applicattor s ,._ 1e n.1ore than one suhjed; and ...-,.g~ counted each subject 

separately f the a 1kations requested business records for mnrc 
than <)ne subJect-.,.-....,....,...--... 1pp.licattons :requested business records for 

Octrfrerent suq1ec.s. ... :ui 
Moreover. Table a.3 does not present thefnll tmiverse of U.S. persons 

and non--U.S. persons named as subjects or othenvlse affected by Sectio11 

.iu As previously stated, the. 1-l'ISA statute ddlnes a ~uril.tcd State,., person' as a 
dttzen, legal per-:n:1an<:nt re.stdent. unin.(X,irporated a&sodaUon in ,v'hlch a ··substmWa:l 
ntuu.b~r" of rnembers are ciU.ien:s Of legal pentmnent re:sicfonts, oi~ cmptm:1.Hon$ 
incnrporated in t:he lJnit:ed .Slirt<~i~ tis long as such asst)chiliotia or rnrp6rations ~re· nM. 
faemsdves "Jhreign powiirs," 50 U,S.C, § 1801(1.). (U) 
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215 applications pt'<)f:e&~;~d in 2006 for hvo reasons. F'lrst, Table :33 does 
not include individuals who were th{7 subject of a Section 215 appHcaUcm 
but not the su~ject ofan FBI investigation (a. '•non-subjecr-·1. \Ve did not 
lnclude the nu1nber ofnon-su1~ects hecause Sectfon 215 applieaifons 
requested records ofnon~suhjects. but ·cte:ntified 
whether the non-suqjects were lLS. or nnn-U.S. pc:rso:rn~L'-H ~ ,ij'i 

Second, Table 3.3 does not retlec.t the m1n1ber of U,S. persons an,....d_. __, 
norH rs nersoos about wham l11fummOOJ1 was mllcctt:tl as a result %k (U, I ,.Si 

ln our March 2007 report we reported that in 2004 (the first calendar 
vear in which pure applications W>t:."re submitted to the FlSA Court] I 

I With these important caveats, Table. ;3.4 shmvs the ...._ ________ ....., 
number of su~jects that were idcntillc"rl tts U.S., and non-LLS. persons for 32 
of the 36 Se-cli-on 215 a;ppllcauo-ns processed fron1 2002- U1rough 2006 mid 
approved by the rqsACourt. ~ iUi 

TABLE 3.4 
Number of U.S. Persons and Non-U.S. Persons Identified as Subjects 

in Section 215 Orders Processed from 2002 through 2006 (U) 

Non-:u.s. PernMi (U) 
~-. .......... ~~ ............... ~ ........................................ .,,, ~..,,._---

Total ----~---~-----····--~-------
SDUH.:e: OIPR and Fm {Ul ----------------
*Note; CY 2006 i:rn.-.ludt-$ HK~ fmir ~kdion 215 orders · n:.it:est~ed l.1:1 2006 and si :ined in 20D7 
ond oYcludo~ il'(~ I }$K'-!-U1·--------------------:·.,J·:1 

---------------1~ fU! 
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3. Types ofRec-ot'ds Requested in Section 215 
Applications (U) 

\Ve also identi:fi.cd the types of business records that were sought in 
Section 215 applications processed 1n 2006. Table 3.5 shows the t)}'}t"-S of 
records requested, as v.rell as the rrnn1ber of n~quests for each type of rtcord 
in Section 215 a · ltcatiOns )rocessed in 2006 and a· to\".t~d b the FISA 
Court. exdudin .----.......... ---...,;,;_"""""""".......;,;.;'"""""-----------i.:!'l"""'T-.---.'1""""""'i------=-:i-----__J;.S '.1 a· .e . , ·. s10ws e smne 

.__.....,,.-------,.----.,---.-,--,------,,,--,---.,,,. 
information lor the tv:ithdrawn Section 215 applications processed in 2006. 
~,u· 

', .1 

TABLE3.ti. 
Types of Re.cords Requested in Pure Section 215 Applications 

Processed in 2006 and Approved by the FIM Court* (U} 
\:',.~ .. -~~-~ :.-.." •··· ~--~-u· :.r--------.,,,,=-,"=-~=, .. =,.,!I_,--• ,. ·}, ... , ___ ------~-----~-----~-------------------

' 
1----------+"' .......... ·lh··-----································· .......... ·. "'"-- ... "" .. ·"'"' ......................... . 

?-------~===•~.{S}~:-u-, ··--··························---1 t 
~ :~rr-
, --------.======-~ 'U ,.. ------,·r:rl------+--------

----···--·············--···· 
J,__ ________ L_;,.,c,____:!i!•~H.,,,.,.,, .. ,,,v.,•••••-"•.V'•'-"'"••• ••• •-i--•• ------ • ------------------•--------------••-- •• ------............. - ........... " 

'J, Total ! 11 fU) ______________________ ............. __________ _____ 
$,:.ii.U'C<::': OtPR ,and FBI fUl 
·~Note: 'J:;;tble 3.5 indudes the fout S(•d:km 215 o:rde.rs . nxx·ssetl in 2006 t'ln<l stJued :in 
2007 and exdu<les fa 

'Ul 
l I 

TAB.LE 3.6 
Types. of Records Requested in Pure Section 215 

Applications Processed in 2006 and Withd:ra-wn* (U) 

----··-.. ----------·-··--...... , .......... -................ ____ _ 
----i--------.. - ... .-................... __ ~ ........... ;ur 

H•----""""""----.•lfr- ,-:-:------·---+---µ....-----·-· __ ..,..a.;.i~u·1 ··---.. --------------------+-------------~ 
' · Total 

'"'-""-"""'' o,-- w· .,._._... •··-- ,.... """"''"""""""'" "'~"""'"" _____________ .......C............; 

Source: OlP.R and Fm !lJ} 
*Note: Table 3.6 indt1des .a.n applic,Jtlon processed i.rt 2006 but withdraw-r1 in 2D07. (U) 
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In total. 16 different types of records were requested tn the Sect.ifln 
215 nrde.rs processed beti.:vt:~Wi 2002 and .. 2006 k1l'ld approved hy the FISA 
Court.. The iype.s of n~cords art~ illustrated in. Table 3.7. (U) 

TABLE3.7 
Types ofRe<::ords Requested in Pure Section 215 Orders 

between 2002 and 2006 and Approved by the FISA Court* (U) 

Q\ · '.i I V.,L Ii.: 1 

1-----~i s I ------'-'~iSJ··---·---··-·· .. ·-··--·--· 
. (S' ... ·:·~1··· .. ·······- ··•--····---··------·---····--··-·-----·-··---·---·--+---....... __ _ ,__ ________ ---.,.;, ~ 

:T 
t (SJ ·--------·----------·--·--------····---·-----""I "------... ,w- .. ----------

!,.I----"'"------___,, .. ,-~ ,~,i'. :'......{S_l __________ . _________________ ._...... I . 
' (~]§ '"' :t---------...,,-i-------1 

1s·1 (~)· --------------·---·· .. ·· .. ··· ...,.. ______ • ..... 0 . 

. I '1 

(S) ~-------------.~•.•-···-·-····-················-·--·······-·--··· .. --..... -...... ----------t 
,~ I 

(S} -------r~----:,·,--s ·.1 ____ _ 

1sJ 
i..t-----_.;_.: ----...c.---------------i-------~ 

. ISJ 
(S} 
(SJ 
{S) 

{SJ l 

($! 
{S) 

(Sl 
(Sl 

!Sl 
(SI 

!Sl 
(S) 

t-L----,t-:.{$;-r-·) , S :1 -----------·-..................................... - ...... ____ _. ........ _.......... .!S!.~ 
·,JI Total (S) 1 ,.__ ______________________ ................... __ ,___ __ .................................. ,_ ... J 

Source: OlP:R ,111d 1"B1 (U) 
~Nott): 1~ibk B. 7 1i:'H:h.1~:...U:1.L:;..1.a;uJi:...:::i!~~..:.u.a.s:~~.l:i.t:iw::t~!l1..l.U.:.~U:.i.J.Ul.!JL...SJ.;lW~J,1. 

2007 and (\~dudt!~ th 

4. 

'U\ 
l I 
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FBI Field Offices that Submitted Requests for Section 
215 Applications (U} 

The OlG also analyzed how rna.ny FBI Jid<l offi.ces $t1bm:1tted requests 
for pure Se<:tion 215 applications. We deten:nined that0fthe F'BI's 56 
field offices Dcrcent) applied for the 17 ptJre Section 2-15 otders 
processed in 200G. A tota.1 ofQ"'B! field offices c::J?ercent.) have requested 
Section 215 orders since 2002.22 ,:~ :u: · :s1 

~ As discui-,{,led in mir first Sectitm 215 report, tht:te 9lt'n:: no Sectiotl 215 orders 
~tppn:ived in 2.002 or 200{:t The Hrst $<"'-Ction 215 <)rder ,vas approved in Miiy 2004. (U) 
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5. Types of Investigations from which Section 215 
Requests Originated (U) 

\Ve also exami:ned the types nf investigations fron1 which pure 
requests originated. The pure t:kchon 215 applic;1t:ions ongtnatf':d from 
either colrnterintelligent::e (CIJ, ctmni.erterrorism (G-0, or cyber 
l··n· V"" st1· ciat' 1• •"'·•1s ·1,1·h·1 ... ,:, 8 "''h{·)·•····~ .j 11<>-· t·,·1p~'S' 01: 1· D11"•c,.·t1' ~•·-1•·ic)U '' I-::t'(}11'l nrl'·11·(''ll l).ll.,..,,'' .. . . \:.-.-}, .. --~( .. . '\_.J J . 1.., ·~ f:. . ..., ~ '\:-0 c._~) ~- -.. 0: . ¥~ t.) l..t. :t:_; . .,. '\.A Y '-:-""~- · .f~,5- i, . · ·.S. . ll''\ , . . l. '-..-

Section 215 applications ·. :rocessecl in 2006- and a . · toved hv the. FISA Cott rt 
orii~inate.d, exdudi.n~ 

r_......., ______ ....... ...,~,..__, ___________________ __JJ~• 
',JI 

TABLE3.S 
Types of Investigations that Generated Pure Section 215 Requests 

Processed in 2006 and Approved by the FISA Court (U} 

j Cl (lJ) 

B. Combination. Section 215 Applications and Orders in 2006 
{U) 

In this section, we describe the nurnbet and types of applications for 
combination orders that ·were submitted to the FI.SA Court in 200{5. A 
c:omblnation applicatio11 is ~1 t.em1 11s<.~d by ()IPR to refer to a St~ction 215 
request that was added to or co:mbined with a FISA t'tppltcation for a pen 
register/trap a.nd trace. ·the use of the con1binatlon request evolved frnn1 
OlPR's det:em11nation that FlSA pen regtst.tT/trap and trace orders did not 
require prtividers to ttu11 over·sttbscriber tnfonnation associated with 
telephone nu:n1bers obtained through those orden,. As a result, ScctJon 215 
requests were added to pet\ register/trap and trace orders to ${.."Ck 
subsc1iber infonnation. OIPRalso used con:H)ii1atioh orders in 2005 and 
2006 to (}bt:ain I I 

I I ..... __________ pn ($i: ,r·, 
,i_., 

After passage of the Reauthori1.:.:'lH•n Act on March 9, 2006. 
eon1binat.f.on orders became unnecessarv for subscriber infonnation and 
OIPR temporarily ceased using <~ombinafi(}n orders ... ! _..,......, _______ __, 
Section 128 of the Reauthorizatim1 Act amended the FIS.A statute to 
-----------------------------------~-----~---------------------------------

i .___ ________________ _____,~ =:U! 
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authorize subscriber information lo be provided in resp·onse tu a pen 
register/trap .:U1d trace order, Therefore, comblntttion orders forsubscriher 
inforn1ation were no longer necessary, In addition .• OIPR deter:mh.1ed that 
substantive an1endments to the statute unden:nined tbe legal basis for 
which OlPI{ had received authcniza:tionl · lfr:orn 
the FIS.A, Court. "J11erefore, OJPR decided not to request ... ! _______ ....., 
pursuant to Section 215 until it te-briefod the issHe for the f+]SA Cm.u:t)!.--r 
As a. result, in 200G corr1bim1tion orders wtte subrtlitted to the FI.SA Court 
only from ,January L 2006, through March 8, 2006, (S.1 ,:TJi 

t., Number of Combination Applications Submitted to 
and Approved by the FlSA Court (U) 

From,January 1, 2006. through March 8, 2006, the FISA Court 
approved 32 combination business teL'Ord a:pphcations, Of the 32 
combination applications, 7 w•crc new requests for ccnnbi.nation .. nrders and 
25 were requests to renew or extend previous orders. fU} 

2. Types of Reeords Requested in Combination Orders 
(U) 

\Ve detennined that t~ttch business record application attached to the 
pen registt~r/trap and trace applications included arequesi for subscriber 
infonnatiun for the telephone numbers captured .in the pen re.gtste1· /ttar 
and traee. Some of the_ busine_ss ,record 1_ ~equests also .lnr.:lud_ ed requestsn ; ,., , 

The 32 combination a Jlkalions re nested subscri'6er ;J } 

information ,___---:s:::r------------------------,,,0:f those 
phone n1.:.1.1nbers. 

3. 

-'TJ'1 
o I 

Number of U.S. Persons Identified as Subjects in 
Combination Orders (U) 

As with the pure Section 215 orders, we idcnttlled the number oftLS, 
! ~ ,

1 
and non-U,S, :>f'Xsons identified as '·subJects·; in comhinatfon orde.rs. \V~:.r-, 

, .. ' found that u~jects. \vere named in the f12 cornbinr1tion orders. Of tht:L.....J 
subjects vere "U,S, persons" anc.Owere "non-U.S. persons ... ~ :m ,:Si 

·~·1 1S I '.' 
11..:, •• 

:H OIPR t1rst briefed the Wsue to tl:1t~ FtSA Court in Fe:brua:r 
ort-z:ati.on Ad, 

.__.!~ ,'TT'1 
I• o 
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4. FBI Field Offices that Initiated Requests for 
Combination Orders (U) 

\Ve determined thaQFBI field offices submitted a2 combination 
applications approved by the FISA Court froutJanum.y 1, 2006, thnmgh 
March 8, 2006. (~ 

:'U', , r 

5. Types of Investigations from which Combination 
Orders Originate (U) 

Of the 32 con1biila.tfon orders w·c: revie:1vved, 25 were issued in 
counterterrorism cases and 7 were issued in counterintelligence cases. {OJ 

'}2 ,?...· ~ 

~;ijj 
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CHAPTER FOUR 
SECTION 215 REQUESTS PROCESSED IN 2006 {U) 

In tltis chapter. we discttss the F'Brs requests for Section. 215 orders 
processed in 200G. Vie first describe pure section 2.15 requests and identify 
U1e types of records requested and any delays in the processing thne.25 If a 
Section 215 request \.Vas withdrawn, we identify the reasons for the 
\.Vi.thdrawa.l and at what stage it. \Vas withdrawn. If a Section 21 G ,. 
application and order was presented to the FISA Court \Ve identify whether 
the Court grm1ted, n1odified en- den.ied tbe requ~st If a Section 215 order 
•=·s 16 ~. 1 •d ·'11°·:t r"'"')r· d 0 '"e-r· ,, r'~('"•1'·,.,.,.,·-1 1c--.., ·r·-1•,,c, ·,~If"t1'1 """' d ~ '(' .. it)"'· hc)W .;.1,~" y,,,_,, ,~st (. <.> . '- ...... ,... '" H . "· ..... ·"'-·· ·• e'- I.,? ·'"' ··'a'···. i., .... ,_ . CS ....... ',., u~e 

0 (I -· ·, · · c :t \V"'' then briefi\, disr1 'S Se t·o · ~"> 15 · ~)'' · · t· · 1 ... cl..,-r-s :rec r swneus .. c ......... ········ , ;,. ... ,:>.l.,'k•;.,..,Cl,Jl$.,,. ·COUhIHalDI Ol '-''·· 
{lJ} 

l. Pure Section 215 Requests (U) 

ln this sectiot1 we! discuss 11 of the 15 p111"e Section 215 requests 
process.ed in 2D06 for whith Section 215 ordcts wi;-·~ .......................................... -.... ............... __ 
requests that \V('.re witl:u:lrav..:n. \Ve do not disn1ss 

A. Requests for which Section 215 Orders Were Obtained 

l. Requ,est foJ bx" 'U' 1
1 .... -------------~ 

0

L 1

1 

The Section 215 rcoucst ,v11s processed in 188 d,-ws.. I 

(U) 

:S i 

'S\ ' ; 

~'; 
' > 

1·~'1 i'-; 

:i5 \Ve (io not ctts{::uss- every del~y in pi·o(:i;;S$lng, only those whid1 had a signifkant 
and idenlifi.ahle dfect on 1.heoven\Il prnc<~ssing time. (U} · 
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Afler reviewing th<~ read application and order, the fi'lSA Gou.rt 
tequestcd Utat OIPR clarify the specialized :minimization procedures and 
indicate that the specialized minirnization procedures wen~ tn addition to the: 
tnte-rtm standard rninimization procedures adopted· by the Attorney General 
in Septenlbe.r 2008. {U} 

<' Si ' ' 

2. Request fo, I iS! 
-------------;:::=====:::::.__:_...., 

An FBl a.-rent snbn1itt(•d a S,"'ction 215 n•qnest fo1i 7 ···-•,. ),.,·" - .. .. , " .. : .. -'~• ' :s:1 ln ,gt co:unterint.e:Uigen~e .investigation. 
,Jr 

I;~• ::.,_ r! 

?Ji .Minimlzatlon pnx~edures fo:t'rit at".(.-ess, retent.iott ~u1d disseuunatim:i ofliushiess 
recDnfo. 1he Atton1ey Gem·)l·ars it1:teriiJ1 standard rninitl:liz:thot:1 JJrt)ecdures appli<.:ahlc Hi all 
hus!ness retxirds tJmt wcrt~ issued it~ Sepktnber 2006 are discussed ln Ch~ipt.er Set,en, (Ul 

r ("I! 

·,J,I 

bl 
b3 
b7E 

bl I 
b3 j 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 'S' , I 

\ ' 

I 
I 
I 
I 

~,Ui 

This Section 215 request \.Vas processed in 175 days. The case was 
delayed initially for altnost 2 months at the field oHlce because the a.gent 
thought the request was pending at NSLB when it was actually awaiting 
approval by .a field offi.ce supervisor. Once the requ.est was drafted bv NSLB 
and sent to 01PR. the two offices <lisa reed as to wh.ethe 

According to the ;;:1,_~ent. the i:nformatfon received pursuant to tht":: 
Se,cUon 215 order did nut further th~ counte1intelligence investigation, (U) 

3. Request fo~,__ _______ ___.!ts( :u:1 

An FBI ,, en.t submitted 8.. Section 215 re uest in a counterintelli ·t"..nce 
investj0 atto:n 

Jlti111ately, the FBI did neitlteL According to the F'Bl General 
""""""'-;,o;-,.,o-· t_1_n_s_c·,-a-· c~ditional ntullmization procedures were not necessary because of 

the li.m.ited manner tn whjch the FBI intended to use the infonnatlon front 
this Section 215 request. {,,_~ 

~ ,m 

2'7 A full FlSA is a req~iest for a~1th1:1rtty to condud el~tn)i,.ic sutveillarH:t: ot 
physical searches and is lnor(~ detailed than }l Se<;U<m. 215 requt.'st fxicause the applicatit)tl 
must t:;sta'blish probable cru1st fr) be.'.Je.,w, ,nmmg other thtngs, thattbe target ts a fbrelgn 
vo·wt'.r 1)r an agent of a forelb,rxt power. {UJ 

25 
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ilitet revlew_tng the read a.pphcatton. and order, the FISA Court 
.requested that OIPR explain the relevance of an aspect of the reqnes.L 
According to OIPR e-mt-iils, the OIPR ~1ttorney had previously r1sked NSLB 
the smne qucstJon and was able to <:-,Xl)fain the rdevance to the F'lSA Court 
The ,,ourt <•x·•n!Pd Jhe Sectlon 215 request. AccQnling to the case agt':ut, the 

f:iroduced an ad<.Utfonal 2 mon U-ts o.f records not · 
_a_t_1t-l1_o_r_lz_:e_d_t_w_tl_1{:'-~-FISA Court order. ls( !u, ', 

J I 0 

The agent toJd the CHG that he made a copy of the! jrecords 
that did not Jnclu:de the two additional mnnths ofc=] produced to the PHI 
hut not. authmized by the FIS/\. Court order. 'Ihe agent then seah:~d the 
l !records that he had originally received fn:Hn the provider into an 
envelope. ~ i U 1 

I . 

The aacnt stated that he sent the redacted co· v of the records to FBl 
___________________ ...,... ________ T_11_e agent stated 
that the additional records ar1d the size oftht,__ ____ __.hacl delayed 
bis evaluation of the portion of records appnJpriately pt"oduced pursuant M 
the Court order; ho\.vever, he stated that he expected that these records 
would be u.sefu.L ~ 'UI 

I I 

The FBI informed the Ol(x that it had determJned that the receipt of 
additional records beyond the scope of the. FISA Court order was not 
reportable to Ute Intemgence Ovetstght Review Boatd (JOB) and that the FBI 
would consider the additional material to be a volunt;::ny produdinn by tl:w 
provider. OIPR had not yet decided whetlx:r the incident was reportable to 
tl 1;,ISA (.' ·t· 28 {r H .,1e r . .,our.. ~.1, 

bl 

4. Reauest forl I b
3 

-1 __,.........,...._.._ .......... _______ __,l--. --------' ,S:1 b7E 
..... ___________ __,fSi 

An FI-',!". "--'l,,~u.s.....z.i.i.~wl.lJ.=.l...!,ol,...1,,-'l..i...l.~.i.....'""'-la.~w.!.1.J=;;iJ,o..Jl.lt..i,..;~=u.u~IJ..U-.i....l~.alf 

investtgatio J,. . 
.----------'-----------------------------.....,,.) I 

::,s \"l<~ tliscu.ss this t:ollectio1) of additiomtl records again in Chapter' $ix; (UI 
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This Section 215 re.quest was processed in 120 days. The requcs_t __ _ 
raisl..>:d ( ucstions conc.e.rnin · the a:· 1ro · riate use of a Section 215 orde 

-:s:i 
·'~'; 
·: .. r 

t{) 

.'~'1 
, .. ' 
-:s:1 

'S'1 ----------------------------------~.' As a :result uf the Section 215 orde 

·. ent submitted a Section 215 recuest tn a con.ntertenmisrn 
investigatior 
\.Vho was a m~)1~1...,_ r-,_ -.. =--.-:p,:,,:1")',:'e-:::,:rsm-0~1~1-. """l'nr--------------~:---:,;,=~-:--1 

possession of weapons, ex:plosives. an a se < ocumen s. ------~.__ ____ ___, 

case ae:ent, the FBl o ened a terrorism Hwesti aho1 

· :'le UnHed States intendi::xLto 
ln:'1:rn'lrnrrnrr:-""Trre-rnm:iCT".""m"TI:1['£';1:'.'U'l:rrrm_r""Tinrn~1 he was going to be cfoportt~d 

wanted to arn~st the subject on forgery- chargt~s ste1:rnning fron1 the use of a 
fraudulent identification · ortedlv issued by the fordgn govemmctrt) 
foun< ._ _______________ _.,Si 

Accm:dfng to an FBI ai1alyst. pursuant to the Mt.tual Legal AfiSi.Stat1cr-. 
Treaty requirements, the FBI provided the fon;ign pnHce with the fraudt1knt 
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identification and other evidence to be used t.n a Jotential crirn.inal 

he NSLB att(in1ey decide to su. mit a. Section 2 I 5 requ.est ~--
........,.f.s}:..,..,_' __ ____. 

· ;·u1 

11liS- Section 215 request. processed in 125 d~t rs, raised 2 snhsta.ntive 
lssues, The fi.rst 'tvas a le.gal question as to 1.vhet.he ;vere 

..._ ______ __,!According to e~rnail con1muntcati.(nl:S \.ve reviewed; the 
NSLB attontey ass.igned to this ca•;il:l;..::il.a.L:W...UWJ:...ll...J&!:a.s...:umli;!l;~~Ll:l!:....u.L __ ....., 

establish probable cause stnce th-.------...aa...----------....... ------------------......... ;Si 

L,-... _-_-_-_-_-_-_-_-_-... - _-_-_-_-_-_-_-.... _~,~r:. 1:e:; ~: .. :. :::a:=i:t:a:._-n:=rn:,. t-:y-_ -r-1c->t;-t-~cr __ "':"t.r"'.'t1-:-t-;tT1-l_::::::~o-_ -uT_,....a_f:_X~~e-,I~Jt~'.S :1 

an NSL fo but decided i1(J · to issue an NSL ,s) ..._ _____________ ___.. __________ ____, 

because of concerns that the 

--------=====:::::-.... 
;r,· 
',J _I 

The seccmd substantive issue wt1s wr1ethe vas asl:>-tlciatcd 
\vith a terrnrtst organization and the efore whet~r"T=r"'l"l!~l'r"I"!- -were relevant 'Si 

... 1_:o_r_1_r_1,_1t_:i_o_n_a_l_s_·t_~c_:l_1n __ · ... tv ___ iI_1_v_c_st_'i_g __ a_t1_·c_Jr .... ____________________ , S ,
1 

j ' 

____ A ____ c_c_o_rc_h_·n_-......_to_U_1_e_f_-~B_-J_I_a ... 1 ... e_n_-.__ _________________ __,, =-Si 

l~'BI determined were of -otenUal intern rencc o.r national se.curttv valu 

value to the United States. ~ -:r: 

'..\!'! A &~cu.on 2-15 (1r\lfT may he isS\:HY! for a tangibk~ thi:ng tlw.t i~ al&) i:,ht;:U.:nahk 
pursu.mt t<i a grand jury subpoena or c<.rnrt order directing the producthm of records m:· 
t,mg1hfethings. 50 U.S.C. § 18Gl \c)t2l(D}. !tJ) 

,'S1 
I . 

'S'1 I : 

________ I'S 
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6. 
Request fo~ .... ---------------' :s:i 'S • ; I An FBl agent subn1H.ted aSectJon 215 request for records related to 

'U' . ' ·, I 

.131 
j : 

I by sev~!tal non-U.S. persons in a 
_c_o_u_n"""i_e_n_·(-T_ro_r ... i-s1_1_1 _c_as_c_'\_T_h_e_&_"'._ct,,.._1_01_1__.. 215 request was generated at FBI 

I·Ieadqnarters at the request o:f a for""• ...... ~""""" ....................... ......, ..................... ......,,. ...................... ..___ ... 
.,..JJiLU.::il::i:.l.1.ll::...U.u::..l:illl~~Jill.:...J..t:.U:.U~WL----------------,___1 ='SI 

'S '1 
I ' 

This request was processed in 72 days. After reviewing the read 
application and order. U1e FlSA Court requested that OIPR revise the,.------. 
i-f Pllli catian and otd,•r ra llllln' fllffi s<:l~ ick nl jfu flu: u:rutds rt:1m,·si<:<l I rs\' i 
Section 215 n.~,quires that orders describe the rccotds requested With 
"suffi.('::i!.:\nt part.iculartiy to penntt tJ1e:tn to be fairly identifted," 50 U.$,C. § 
186 l(b)(2){A). l&) 'U' 

. I 
1 ' 

The case agent told the OiG thathe 1·_Jruvide 1 1Si wtth a summ&u:y of the records fot lead pu£1JOses o .... v-er-· ...... -1-t-10-r .... 1 .... · 1 .......... -, ... o-r_e...,t ... · 1-e-. -
ckfendants pled guilty and 4 months after the trial·was originally scheduled 
to begln, According to the case agenL so.me nf the dela.v .in obtainiJ o: the 

Because a. summary of the records \Vas not providGd until allcr tJ1e 
triaJ began and a month or two before the defendants pled guilty, the agent 
told us that he did not think the records were used at the tr:taL The agent 
also told the OIG that the investigator frorn the fhn.Jgu govenunent asked to 
meet \vi.th DC>.J ofikiaJs to discuss hmv the Mutual Legal Assistance Treaty 
process could work faster in th~~ future. The agent tol<l the OIG that the · 
records produced ln response to the Section 215 order were not relevant to 
any FBI l.nvestlgatk.rns oflJ.S .. persons, ~ 

7. Request fo~ I,: s i 
An FBI agent subrnitted~--=-.M,...:1--.:,:;.:.i.-~-~~i..w.11-~=~~ 

.-.....::;if.;;.1v.;..;e:;.;;-,s;.;;t:;.::i :i;;a.;;.;t:.;;;io;;..;;· 1.;;.1 ..:o.;;;.f..;;a;;..· ·.;;;;u.;;.;-5;.:;.' ,;..' .i.:.;D.:.er;;.;s:..;o,;,;;;.1;;;.:1 ========-=======-====-====-=-=-==f 

=Si 
·"' 
' ,::i I 

'S'1 
'.t~II ...... ---------...----,,...---,,---------:-------::---,,-----,,.,..,,.,,..,.,...-------' .~. 

ntuned relativp>,l,/IJ,....:u:;.;"'""'-ll,"--'"!,,loolo.fl,;,=~~ other FBI _________ _. 

investigations, One of the subject: • as believed to be 
associated 'tvith a ten-nrist organization. 

---------------="Si 
_____________________ ..... :s) 
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'1111s Section 215 request Vv-:as proce,s~ecl in 212 days, According to the 
NSLB attorney who handled the matter, the a1&mt who submitted the 
request established the relevance of the:I lforthe U,S, 
subject and his relativt~s who were also subjects of other FBI .investigations, 
but did not irovide anv information to estabHsh ther~">;Jevance of the records 

.,;;..;;;=.;;..;;.;=;..;.;;;;.;;;;.;;....==.;;...;;......;.;.;.;;..;..;....;.;..;._,.\ .... -,-"""""'e"""'rs-·u_·· -a-. -ct-' ....;t_1.;..;c....;.;..;. • ..;.;.;.;;.,· ". a:tton1f..W fo inc u · e 'Si 
t~cause the subject \'l.i'as in 

L;t,..._eT"e-.p""T"""{_n_1E-~-c-o-n~tr-1c,...>.t~: \:\i-/J-:-.1:""I': .-f1:~~~~~~~~~~--,-,i:-. -n,...1i~s-e""'l(,....Ja corn .. x~nJ I 
I I After discussion,s between the NSLB attorney and ml OIPR 
snpervisor. OIPR subtnitted to the B'ISA Court an appl.i.caHon for the .names 
and ar dated --...vith · ·· · 

This request ,uas further delayed ,vhen it '-~tas not properly entered 
into the fISAMS, OIPR added and then rcmctt--ed deU1iled facts fn:>m a 
related FISA applfcaUon, the assignt~d OIPR attorney went cm vae1tion, and 
OIPRrnodified the Section 215 teu1plate to confbrtn to the requiret:uents of 
the newly enacted Rcautho1·izatio.n Aet.. fU) 

·s• :. ,I 

,Si 

.----"""h-]"""'t""'"'C'"'"SO.._--'-Ol="l-"-St""-~ ....;t(-"-)_t-'-h"-i$;....' ;....&_. ~-ct_'iO-"-n_.· _2_1_.s_· _o_rd_. e_;.d.._. --------------~fl 

i;Sir--------------i~--------------------.J 
trhe agent told the OIG that the ---------------info n nation received froni the S<:\dion 215 order dtd not sht)W <:~vide:nee of 

terrorist activiti(~s, but that obtatntng the tnfonnaU011 helped close a lead, 

r I"' 
·,J,I 

~,u· 
\ .1 

8. 
Request foJ~ __________________ ____.l :s:1 
(Bl ·'H'I l . 

'• I 

An FBI agent subnlitted a Section 215 request in a c.ounterterrorisn1 
inve,'3Uga.tton of a. U.S, pe.rson. 'fhe case agent was tnvesUgattng a subJect 
who conducted business with a company that was linked to a gnm:p 
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The &"t~tion 215 request \V}:ts ptoc.esscd in 604 da.ys-. Ac--cording to an. 
NSLB attorney's e--man, the draft appHcatfr:m was s-ent to OlP.R 1 year before 
the OIPR attorney began con1municat.ing 1A.1th NSLB abcmt the request. The 
former Acting Counsel for Intelligence Policy told the OIG that on several 
occasions during the first year the Section 215 application Willi pearling at 
OIPR, she spoke to the FBI Deputy General. Counsel regarding the st.at.us of 
the applf.caUon. In an 0-1nail to NSLB from OIPR, the OIPR.attomey 
expressed conce:i.ns Uiat the appl.icaUtin lacked a nexus to te;:rror1s11L OIPR 
reon(::sted s.dditJonal h1fot1.11ation te~ardintt the! reo:uest such as anl J,si 

I . 

:s:, 

hi res c.)nse to the Section 215 or-de.r the a ·ent received record~ ... -,--_ ... l.s) 
owever. 

the aL_1tmt did not receive infom1at.ior ;s:; .-------'o...._ _______________________________ -..,s·1 
' ' 

9. and 10. Requests fo, * (TJ1 

!~l:S:1 An FBI agent suhrn.itted ..... _ ..... ~cction 215 requests fo1i._ ___ - ___ .... l.
8
, 

'"l ts part nf a counter.t.errorisn1 investigation. The requests were ; ;1 

dee1ned urgent based on UH.~ scri•us and cted1ble nature of the q1na1 
. S, .reported. Because (}f the threat, the FBI investigated h1dividuah{ I :_ S ',i 
, : .______,,....,..__,.._......,._~:on tact -with krtown contacts of a tetrt)rist organiza"'"t1"""· o-r-1.-;t .... 't-1e-, _ _. 

sut~jecL..<.; of llie Sect16n 215 :requests were a U.S. p<:~rsm1 and a rn>n-U.S. 

31 
~---~ I u ) 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

J" ', ,..,, 

erson. 111ey were b.cit ·. 

wanted to understa\al· ~l.lo.l.:l....&.:~l,,!..i.la.:.u.\iti.Jw!Ji,!..~~~LL.l""-1,,l,....i.J~..i,;2;1~~..s...2..JJ.1.LU.l.aU.....li.lo.-­

s ecUk tirnc eriDd 

The Section 215 request fo vas processed in 10 · Lr---------~ 
days, The Section 215 :re . uest fo .vas rocessed i.n · 17 
da: s. 

is:1 

,;Si 
=Si 

·'S'1 
I ' 

,S) 
'S'1 
' ' 

'S'1 
I r 

S' '· ! 

reqt1i .. •sted full FISA orders for the information, but NSLI3 s-u1r 
Section 215 orders instead. 

t:ien 

______________ modified thnse requests to conform to the 
business record application a:nd subrnitled the Section 21.5 applications to 
NSLB. ~;U:i 

'l11e agent received no records in n~s Jonse to the Secti n 215 m:ders. 
Accordin · · to the , (J'(:r . 

· · · · · , . and t1e age11.t had initi:ated isSectl0t1 215 ,;Si 
request approximate y G m{1:tths afrer the time pt~lir)d he was investigating. 

lS),:u:1 
.11. Request fo~ .... ----------~ ;u:1 ----------. 

'S' . I 
I ' 
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. ;n snbi 1f.tted a edlori 215 r~~qt1estfo ·L-----r--------,µ ,:Si :~ 
'nteUigence investi ations 

JJ 18 U.S.C. § 2709 authoriZes NSLs for sHbscrihf!r infonmtrn>1t ,md toll Nllin/£ 
records. infbnnaUon, or decfrpnk: eonnnunicatfon tr.,:m{;acfams n~con:ki. · (U) · ··· 
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This request was processed in 137 <lays. After revie½'ing tbe:read 
application and order, the FISA Court. requested that OIPR extend the Urne 
for the provider to produce. the recnrds frmn 20 to :.10 d;1ys. {U) 

Nevertheless, . Ute case a,.Esent stated Hmt the infctrmation \Vas useful 
--Jf'-_.c-.a-1-is ..... t~ it cJosed the lead a.nd corroborated other infon:naUon, -~ 'TJ'; 

I ' 

B.. Section 2 Hi Requests that were Withdrawn {U) 

In the foHow1ng section, we dcsc1ibe the stx: \vithdrawn Section 215 
requests, \Ve discuss the type of records requested. the. processing time, 
and the reason the request was v.ithdra~'lt. Basc<l on our h1tervie\.VS and 
document re-view. we identtfled two pri!:nary reasons for t.he·v1i.thdrawal of 
FBI requests for Sec~tion 215 applications! the rw;p .. 1,est. Jacked sufficient 
pn~dtcate or the provider did not tnai.ntain the records reque.sN:~d-34 \Ve also 
identify whether the request \3:as \\>i.thdrav.rn at NSill or OlPR (U) 

J I"' 

',J .1 

L Request fo~._ _________________ l si 
___ ..... .1.1..1.-1...i-i..1...-..i::~u. subinitted a Section 215 r,,..... ......................................................... """""" ...... ....., 

\..1 connt.e:rtetrorisru case, ----------·,J, :-s+ 
r r, ! 

'·,J,1 

l~J. !~\ -~ ______________________________________ ____J,~, 

,H We use the tertn "priui.ary- reason~ bt::camw two t1westigations d:1s11ged co,.u:se 
tvhik NSLB or O!PR att(}rneys were: tV'O:rking With.FHI agt1:\t~ t<) dtvdop suf.fo::ierit 
information tu stipport the rtquesL We corisider the cb,mge of course fo he a se:condarv 
renson b(;cmrne both cases r-...hanged course before the Ff3.r°f~aS<\ agents pwvld.ed the · 
infon:nation required by NSLB or OIPR to submit the Section 215 r,'.quet~t w the .FIS.A Court. 
(U! 
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oco1gions. On both oceas.ions; the ~~t:SA Court indicated it \VOuld. not sign 
the orrler because of ffinrtAn1endment concen1s, ~ ,U) 

Request fo~----------------' •:S :1 

bl 

S'1 b3 
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b3 
b7E 

An FBI agt)nt submitted a St'Ction 215 reques..,.· ......................................... """"'---------. 
.--c_,o_u_n_t_:e_rt_.e_s_.t -o_n_ .. -_s_n_1 _in_. v_'e_ .. $_'t .... jg;a;..,'a_t_.i(_)1_1_o_f_a_· r_1_o_n_~ {_.J_,s_:, , __ P._. _m_'s_o_1_1 ·---------------'II•: S :i 

'This Section 215 rt~quest was withdrawn t'tom NSLB by theFBl aft.et 
426 days, P1ior to it being withdrawn, the NSLB attorney sent several 
e--mails to the agent requesting additional 1nfonnaUon to s1~pport the 

\ ... ,. . . ' 

34 
~T' ~ ' ' 

bl 
,S) b3 

b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

~,.U) 

Counsel and Deputy Geutral Counsel for .NSLB ''legal~v killed" the Section 
21 (::!. . ..,(' V.,i .,) request.,_,:; ~,,'UI . 

I ' 

3~ Request f~ bi 
An FBI agent subntittecl a Section 215 teouE~st in a t01.1nterwrro.iism 

__ ir_.lv_.'C_~s_'t_.til.._i:,;_1t_i(_)I_l_C_lf_: a_--_l_J ._s_ ..... r: __ )e_"r_s_o_n_ . ....._ ! ____________________ ,. .I ! ~ '1 

!'-i 

lhe ,__ _______________________________ ___. 

FBI agent e-rnaile<l FBI Headquarters and confirrned that he \Vas pursuing 
the Section 2 l 5 business record request. (~ T' 

l"'f 

This Section 215 rt:~quest was v.1thdraw.r1 from NSLB by the FBI aftet 
608 clays, TI1e case agent told the. OIG that FBI Headquatters informed hlrn 
that the case would not be approved because the subject was a naturalized 
U.S. citizen and there was no connect.ion to a foreign power. Although this 
request was intHa.11y provided to OlPR v,rithout prior approval by the NSLB 
attorney, it subst~qucnUy was re-routed to and later withdrawn at NSLB. {U) 

=Si 

4. Reque~t; fo~ I ;: s i 

;s·1 , ' 

An FBI agent submitted a Section 215 request in a counterterrodsm 
investigtttion of a: U.S. person. '111e subject v.ra.s being ..,.·-..,r,,.;i:,;i....z.i..i.li,J~.:liol,...~-=~----. 
of a b tsiness ''01 ., :it - t 1 . - · , - 1t o • a forei -n - o , ~ 0 

The FBl case agent told the or G that he generally 
_p_u_rs-,~-u_e __ ......,i_n_a-_n-c""".i,-a ... _.,..infonnation using NSL..-s. but decided to- try the Section 

215 request since he had nut previously used this investigative tooL ~ ·m 
. t•; 

This Sect.Jon 215 request was ,vithd:rmvn from NS.LB by the FBl affer 
160 days. The request wa,.":< withdra:wn after several e-mails from the NSLH 
at.tornev to the case ;titents.37 In the f''·tnails, the " · ' 

N '"'l:::, 

several concerns rcctarclin the re uest, indud:in 

3" ln addition, an e--ma.H fmm the ~tsslf:.~ied NS1.J3- attorney indicates that the FBI 
Deputy Gtmcn,,J Counsel questioned ,vh1.:t:her the Jnv(l&tig:mon t\ras properly opened. (Ul 

::;, NSLB w.as in i::o:t1tatt With t\\'fl <':::lS{~ ag~nts ht~<~1use the t~ase was reassigi'k-d <.vhik 
the application was pending. {tJ) 
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ftventuaUy, the case agent. to whom the investigation had been tra11sforred 
asked to w'ithdraw the requ:est b(!cause ht;~ did nnt see: the need for the 
re-cords requested. ~ ;UJ 

5. Reques~ forl .... _________________ ..... l:s1 
An FBI f-l,_~ent subn1itt:ed a Section 215 request in a cyber--terrarism 

investi,gation of a not1-U .S. nerstmJ 

This Section 215 request \V<:lS withdrawn from NSLB by the FBI a-11:('.r 
186 days \Vhen the agent lea:n1ed that the provider dtd not maintain the 
records requested. (U) 

6. Request fo~ 
________ j ·q• 

, .. ' 
I .S' '. ! 

•Si 

A.n FBI a ent subinittt."·d a Section 215 req. uest fo . fl . 

s · art of a counterintem 1'e11ecLi_=n=v=e=s"""-1"""oa"'"-·"""'l"""o=n"""' . .----t------J '. .:i 1 

;r,· 
', .i _I 

This Section 215 .req_l..test tvas tvith<lrav1n from OIPR by the F'BI after 
58 days when the agent learned that the provider did not rnaintain the 
records for the ernpluyees of the fo.1-eig11 p<cu~ent cornpan:y, ~ /Ui 

' . 

II. Combination Seetion 215 Requests (U) 

As previously discussed. a.s a. result of the Mardi 2006 
Reauth01izaUon Act. cmnhina.tion otdt":ts for subscriber infonnatioli became 
unnec<~ssa.r · and OlPl{ ceased preparing <>ombinat.ion order! ! , Si 

rhcrefore, in 2006 combination orders were st:i.biruUed to 'me · , ...._ ______ _. 

FlSA Court only from .Janllary l through March 8. 2006. Below we ptesf~nt 
a b1i:ef overview of the use of combination orders. Wr;_\ also des.tribe. the 
~-1•. · difi.cations or handwritten notations by the FISA Conrt to those nrdets., 
Jcm.,'U\ 

I o 

A Use of Combination Orders fU) 

',J _I I 
J /"I' 

---------------------------------
36 
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Combination appHeations are drafted at OIPR and after they are 
signed by the FlSA Court, the orders are sent to the field otlke nearest the 
custodian of records fot service. 111e rnost conunon co,mhi.nation on.k..r is for 
subscriber information, \vhid1 identifies the person t.vhose phone was used 
to CQntact the su~ject of an investigation. The subscriber infm111ation is 
only for records that are rnatntajned by the c01nn1unication provider upon 
whom the order wa.<:> served. If the phone numbet of interest belongs to 
another provider. otl1er investigative tools su:ch tts NSLs canbe used to ---------, 
obtain the subscriber inforrnation related to that phone nurribed I 

...._ ___ .... I~ ,u:1 

Cmnbinaticm ordt.1rs are also used to obtain Four 
agents told us that they rer:eived __ .,.,....__,,. _ ___,.,,........,..,,... .... as directed by the 
F'ISA Court in 2006. Of the four agents who saI they received .... I --...6 

I I onlv two told us that the information was helpful. One Merit 
told us that th I 

.__ ______ ___,,l ~ J: 

1\vo at!ents told us the! I was not useful. I 

I The other agent said he nev<:T .__ __________ .......,, _____ __. 

attempted to utmz.c the infnnnauon. because hls subject 111.ovcd out of the 
coun:hy. ~ 'TJl 

l I 

I 

As we noted in ou:r Matd12007 report, agents were not ah-vays aware 
tvhen OIPR added a bt.tsiness record request to their pen :tc{:gister/trap and 
trace requesL \Vt~ spoke to agents who subrnitted both initi.aland renewal 
requests for pen register/trap and trace orders in 2006. Many agtmts '<vho 
subn1itted initial requests could not teU u.s whether DIP.Radded a business 
record to their pc:u .register/trap and trace requests or whether they receiV(:d 
subscriber inforrnation pursuant to the order. Agents who submitted. 

c'f;/ Telephone Applications is an invest~;ative tool that also serves as the centrnl 
:repositoq for ,\H tckphone diihl C{)lketcd dm'ing the course of FBI inve,.,,t.tg,1tions, (lJ) 
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renewal applications were rnore. likdy to he a"vare of the additi.on of the 
bustn.ess record, 1f an a~ent is not asvare of the addition of the business 
record requ.est and the provider does not produce t11e infonnation required 
in the court order. then the agent does not know to enforce the Sectlon 215 
order. {U} 

B. ~lodifications and Notations to Combination Orders (UJ 

The follovdng sf:ction desc.tibcs the .nt1111ber of Section 215 
applications ai-1d orders modified by the F'ISA Court. We identiflcd 
mutiiflca:Uons or notations on four combination orders, (U) 

The FISA Court hanchvrote modtl1cations or notations on four 
combination applications and orders in 2006. '\Vith regard to one 
co1nbi.nation order. the FBI had tn:fonned the ftISA Court that it rec:e.lved 
recoHls in response to, but beyond the scope of, the Ii'ISA Court order but 
had not provided the additional material to OIPR \Vheu the FBI sought to 
renew the order, The FISA Court rnodified the order l-0 require that the FBl 
provide the material to OIPR by a spectflc date. {U) 

'I'he second combtnntton order contained a hc:.u1dwt1ttt'\n COlTt.X:tJon to 
tl1e expiration dote of the Courf s order. Although the application correctly 
stated the order would e,'fpi:re in 90 days, the rnonth of the expiration datt~ .in. 
the on:Icr was incorrect and. the FISA Court modified the order so that the 
month correctly mflected the 90~day du.ration of the otde1~. (UJ 

The ren1a:inin - two combination orders re·• nested 

...._ _________________________ ____, The 
Court's ha.udwtAitten notations on th~ t\\>"l;} combination orders reference the 
Coutts opinion. ~ 'U', 

1 ' 
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CH.APTER FIVE 
OIG ANALYSIS (U) 

In this chapter. we provide out a11a1ysis of FBI requests for Section 
215 orde:rs processed in 200(5. In addition, as teqnirt'd by the 
Reauthorization Act. \.t-C rliscuss bureaucratic and other tumec.Urnents to . . . . . . . . . . . . . . ~ 

obt.ail)ing a. Section 2 lfj order., FISA Cnuti modifications to the applications 
and {ffders, cu1d the use and dle~Uveness of the inforrmttion received 
pu1suant to the Section 215 orders. (U) 

I. Delays in Implementing Section 215 Authority and Other 
Impediments to Use {U) 

The Reauthorization Actdtrected the OIG to identify bureaucratic or 
procedural hnpcdirnents that negatively affected the FBI's ability to obtain 
Sectk)U 215 orders. In ti.½is section, we identify the processing time for 
Section 215 requests in 2006 and then cornpare our :findings for 2006 to the 
Ond1ngs in our previous report, which covered Section 215 requests from 
2004 through 20(}5.:'19 \Ve then discuss the caHses for the delays. (U) 

A. Pure Section 215 Processing Times in 2006 (U) 

ln order to calculatt" the processing tin1c for each Section 215 request 
in 2006. -..ve sought to detennint: hOvi.r long each request W71S pending tit: an 
FBI fidd office, FBI Headquarters. and OlPR InttiaHy, we expected to 
identify the relevant dates tf1rough the FBrs F1SA Mar1agen1ent System 
(F't:SAMS) and OIPR's OASl:S case management database, the F'ISA tracking 
systen1s used by the FBI and OlPR However, \Ve learned that the dates 
recorded in th~~ FBI and OlPH tracking .systems were not always .rellable. 
fi'or exan1ple, Section 215 requests were not always entered into :!:"!SAMS 
\:vhen they were actually initiated m the FBI fteld office, Othe.r requests \t/ete 
initiated at FBI Heaclqmtrters and enteted into FISAMS at an arbitrary 
future date. \Vhen this occtnTed, FISAMS reflected the date the rcq1..xest wtts 
entered into the system as opposed to the actual inJtiatio:n date. F'or 
ex:mnple, FISAMS indicates that one pmticular Section 215 request was tlrst 
initiated rnorc than 2 weeks aft.er the FISA Court signed the order. FISAl\{S 
also indicates, that another SedJon .215 request was inifiated after NSLB 
sent a completed draft applieatton to OIPR. {U) 

SimHarlv, OlPR.'strack}rnt svsten1 dof:s not always contain accurate 
..,, 0 " • 

processing dates, For r:tx.ampk. OASIS reflects the date on which OIPR first 
receives an application from F'B! Headquarters. However, :F'.f1I Headquarters 
ermneonsly sent three requests to OIPR befote the Section 215 applie:ati<ms 
----___ ., ........................ . 

:i\) The fl:rst $(x:tion 215 tequ~st .. vas approved in 2004. (tJ1 
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mid orders were drafted and approved by NSLB. As a result. thes<:'. three 
requests were retun1cd to NSLB for drafting and approvals. OASIS sJmws 
the date that OlPR recetved the n1JsdJrected n~quest and not the date it 
received. ~nd began reviewing the draft Sectinn 21.f> app:ticatton and order 
approved by NSLB.<tc (0) 

·TI1erefore, the dates -..ve relied upon to identify the proces1sing time for 
Section 215 applications in 2006 relkct tnforrnation ftorn our :interviews of 
FBI and OIPR staff. conten1poraneous e-mails, and the FBI and OlPR 
tracking; systems, {U} 

As ust.>{l tn this report, the "processing tirne" for a request in.dudes the 
nunibcr of days that elapsed fro.m. the date the ngent initiated. the Section 
215 business record rd1t1est to the date the request was signed by the FlSA 
Cou1t or \8:ithdrav,m, \Ve did not tn:dude the time requJred to serve the order 
on the recipient in our prrn'.:,l!ssing tirne: takulation l::iet~;:tuse that fn:fon11atim1 
was not availabk fo:r each request. {Ul 

Chart 5. 1 illustrates the total processing t:imt~ :for the 11 of the 15 
approved Section 215 orders pr<.Jce:SB(Jd tn .2006. The ch.a.ti ptovides the pr~cessr•;:.~ foe each eniihr lumlw•d in tb~ m:ocess Tbe chat± does or 
.fntJude 

. :5'1 
. _ . "

1
~ In ndditi. :on ·.it'. 2(J06 mm,cr, the _"flt'• rn11· !;ll'R's Jn,rk, !lit ,wolen15 w; !Id,,' , , · 

mtonnabon that ti ack,;;. apphcatwns nJated J)H R , I", 

bt::gan to inck1de H r~fonmc(~ {() HpplkHWro.-~ .:d~~tc<l l(._ __________ in 2007 ·,J,I 

Mier the OIG questioned hov: OrPR muM a,,cur.atdy track and .report the total nu:m:be.r of 
Sedi-011 215 ,.~pp1Jcation$ u1 its sem.l,-an:nua.l reports to Co.11.gress if the re<:ordkeeping syste11i 
did nm. indude apnlicatiorts related td I ~l . 

· r · ·,:Si :TJ1 
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CHART 5.1 
Processing Time for 11 ~•Puret; 

Section 215 Requests Processed in 2006 (Ul 
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Chart 5.2 illustrates the total processing time for the six -..vithd.rawn 
requests processed in 2006. (UJ 

.... 
0 

700 

600 

l.OG 

CHART 5,2 
Ptoeeqing Tixne for S~ Witbd:rawn. '~Pure," 

Section 215 Requests Prucessed in 2006 (U) 

Source: H:H and OIPR (U} 

NSLB and O!PR attorneys told us that the experience both agencies 
have gained in handling Section 215 .requests resulted in t~fliciencies. in the 
review and app1·oval process. By 2005, NSLB and OlPR had assigned 
specific a.ttcJr:n.eys to process the bushwss .reco:rd applications in their 
respective offices, The dedicated FBl and OlPR attorneys developed a 
procedure arid a working relationship that alknved them to process l:Jus1nest,; 
.ff~cord applicaJio.ns n1ore efficiently.'11 (U} 

-n Tlrn prnces):: hoi,.;, J:tfoe<~ cJ-m,1g"<'>"l ,;-:iJ both 1Jw fBl ;:1:r1d OTPR, tn eHrly 2007, the FHl 
ded<.led not tc; dedicate a spec.d:k attorn("J to :i:k<:Jion :;n 5 n.:qu(')::t& and m:nv asi;.igns routine 
:requests to one of fou:r designated atorney~ who e~ither provide ~1 prelhninary draft of the 
businesis record application to OIPR or assist a colleague in dolng so. In addition, in 
October 2007 th{l OtPR ;atton1t.1y assigned to Section 215 requests kft OJPR ar1d OlP:R 
assigned the. Section 215 re$pf.iflsibi:Htkis to two other attorneys. (Ul 
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f-lmvever, we fourid that several requests wen:-: delayed at FBI 
Headquarters in 2006 betau8e they were pten1aturdy sent to OlPR. hdd up 
by the substantive unit at FBI Headqumters. or assigned to the wrong NSLB 
atton1ey. Vile also fnund S()me protessing delays at OIPR as well. We 
discuss both types of prntessing delays in the following sect.ion, (U} 

B. Pure Section 215 Processing Times 2004-2006 (tr) 

The VBl and OlPR processed 21 pure 86:Uon 215 requests in 200tk ~s) 
In thts section, we discu~s only 17 of the 2J appHcatlons.! I 

''11:ie ptocesstr1g Urtie ------------,-------------for these requests 1·anged fro1n 10 days to 608 days, With an averag(~ of 169 
days for the apprmred orders and 312 days for the '-'tithdrawn tequests. 
These statistics are not din~ctly comparable to those in our p:revir)us report 
because we have included the time spent prepa:1ing the application in an 
FBI field oflice in our calculatious for 2006, J8l: T'i 

' ' 

However. if '-·ve ex.dude FBl field office time, the 2006 process:tng Hme 
ave.rage is l 47 days fur approved orders .and 231 days for withdrn.\vtl 

' . 

requests. Ch.:,ut 5.3 Hlustrates the combined FBI Headquarters and OIPR 
processing ttm-e for Section 215 requests frmn 2004 through 2006, 
excluding FBI field time, Cht1rt 5.3 sho1.vs that the. :vro<:essin,:g tlme .for 
approved Section 215 requests has decreased tach year sinct1 2004, 
although the processing titne for withdrawn reque:sts rose in 2006. {U) 
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CHART 5.3 
FBI Headquarters and OIPR Average Processing Time 

for Section 215 Requests from 2004 through 2006* (U) 
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Source: FBJ and OJPR (U} 
•Noh;: Cha.rt 5. 3 iQ.C.'.-1.lJJ:LeS..Wl Uil!JJ.:...::iec.t:lal:1..:.!..L::.:l..ilDael:s.J::ll::i::l~s.st:::i;:L.Jn...illi.lb...atl.:L.S~~~ 
2007 and ,exchids, 

--------~ 'TJ\ I I 

Eleven Section 215 orders \Vere pft,cessed. in 2006 and sppn.>Vf.:X.l by 
the FISA Court 'The avernge processing time at PB] Headquarters and OlPR 
for applications that resuht~d in orders from 2004 through 2006 is 
illustrated in Chart 5.4. Chart 5,4 illustrates that FBI Headquarters and 
OIPR. processing tirnc c.kcreased significantly from 2004 to 2005 and has 
remained relatively constant in 2005 and 2006. Processing time in OIPR 
increased slightly in 2006.42 (U} 

il \'i.,'r:, did not: c.(nnp.-:i:r('. tbti ,W(in:tf!,t) j}n)(:(•~$:in;g thri(! for wittidr""Vitn teqi.1est:s between 
nw fBJ and OlPR b{•r:m,sr;< tht:' FBI -t'k.itetnritits- wh<:.'n .-vid if to withdta:w a requ~s,L fU) 

44 
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CHART 5.4 
FBI Headquarters and OIPR Aver~g.;i Proee$Slng Time for $ection 215 

Order$ from. ~004 throµgh 2006* (U) 

"N(lt(i; Ch,:i_rt SA iri ·1Hdfis tht\ ft'l'Ur S<x:tion 215 orders ')1x1cessed in 2006 and s}-c'im~d in 
2007 and exdu.d 

r----------"""'"'~------------------1';-3-i------

We identified the same reasons for prt)Cessing delays in 2006 a.s "ve 
described in our previou.Bc report'" some t+-Bl employees' unfamiliarity \vith 
Section 215, too fet\<' resources, the multi-layered reviev.r process, and 
substantive issues :regaxding statutory· interpretation, (U) 

We discuss both the procedural and substantive delays bdov;r, (U) 

C. Bureaucratic and Procedural Impediments (U) 

L FBI Employees~ Unfamiliarity with Section 215 
Requests and the Approval Process {UJ 

Our revie\v determined that FBl t~1n:ployees' unfamiliarity with Section 
215 :requests w'as the primary cause of the delays that occurfrom the time a 
case agent initiated a Section 215 request until the time the request v.'as 
assigned to the NSLB attorney responsibk for business record applications. 
CU) 
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As previously noted, in order to initiate a request an agent rnust 
compk-te a Section 215 request fonn found on FISA:.\15 which atrto·ma:Hcally 
dkects the request through the proper chain -af approvals in the field -office 
an.-:1 then to the substantive desk al FBI Headquarters. At FBI 
Headquarters. an. NSLB supen.riso.r ,:tssigns the request to the NSLB at.to.mey 
responsible for business nx:.o:rds. TI1e NSLB attorney then dr.afrs the 
Section 215 application package. which is reviewed by an NSLB supervisor 
before it is provided to OIPR. An OlPR line attorney and superVisor review 
and edit the Section 2.15 package before the ~rtnal" version ts sent to NSLB 
for final n.~view and signature. (U) 

Most uf th(~ FBI age:nts 'We interviewed saJd thetr Section 2.15 request 
\\'as the first s:iib:mHted from their respective field office, Agents told us that 
because their supervisors were less fruniliar with Section 215 requests than 
with other rnore commonly usf:d investigative tools such as national security 
letters, they took more tune to review and approve each request. Accord.lug 
to the data vie collected in this review, the average processing time for 
Sectlon 215 req1u>:sts in FBI field ofl1ees in 2006 was ~)0 days. (U) 

\Ve also determined th0)f the 17 Section 215 reqqest,s pn)cessed ,:Si 
in 200G were ch.Jayed becaUs<t tht~Y were not properly routed after they were 
approved by the field oftke and sent to FBl Headquarters. Several requests 
were delayed because F'Rl Headquarters did not assign the Section 215 
request to the designnted NSLB attorney. For exan:1p11 jequest._.:;. (S:1 
,v-ere. (k.layed bet.ween 2 and 6 weeili:s because FBI 11t~adquaiters sent the 
rcqnest dire(:tly to OIPR tnshwd of routing the request through the 
designated NSLB attorney,43 (Si :r: 

Another Sect.ton 215 request was delayed or misdin~ted at four: 
different points befo.re H. ,:vas withdrawn. The .substanttve desk at FBI 
Headquarters did not assign the request to NSLB for approximately 
2 months. NSLB assigned the tequest to the wrong attorney. aud therclbre 
the request was delayed for an additional l l months. The _s.a1ne request 
was then s.erit to OlPR before NSI.J3 reviewed. drafted, and approved U1e 
application. One month after the request was returned to OIPR, th~ requQst 
was assi,gned to the approp1iate NSLJJ attorney. who was theri told by thtJ 
substantive desk not to \.,)"()rk on the package 1mtn further notice, The 
snbst.antive desk withd1tw the re.quest for the Sect.ton 215 nrd.er 
approximately l O weeks later. (UJ 

~;i As uf ._July 2007, the FBI FI SAMS induded an au.11m1ated work flmv for business · 
records requests. The FBI stated that the dc-dhl.:1:ted W<Jrkfiow should reduce the routing 
errors di~K'.USS<.~d above. (Ol 
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2. OIPR Resources (U) 

AceorcUng to e-rnail traffic we reviewed, several delays in suhmitttng 
Section 215 applications by OIPR were att.ributable to the fact that durtng 
200G business record applications were assigned to a. ~ingle OIPR atton::iey 
w:ho h;,1.d other responstbihties. At~ of November 2007, ()IPR had two 
attorneys assigned to proc..---ess business records but both att011lt~ys have 
other responsibilities. (U) 

3. Multi-Layered Review Process (U} 

Sinc-e our last report. the rnulti-layered review process for 215 
appUcatious h.as not eh,ingecL As a result, Sectinn 215 requests tnay be 
dda __ ye.d at any one of several levels, \Ve found delays at the field otJice level, 
at FBl Headquarters. and at OlPR, (U) 

For the most pru:t, the multi-·1ayered revte\v process is self.•1t11posed 
because the only statutorily required review is that of the FISA CourL The 
other 1n1dtiple levels of review leading to submission of an application to the 
FlSA Court were {!stablishcd by DOJ and the FBI. OJPR reviews all Section 
215 applications because OIPR attorneys. present the applications to the: 
B'ISA Court.. Ac.cording to OIPR. the FISA Court Rules of Prncedures provide 
that the Atton1ey General determines who .is pen:nitted to appe~rr before the 
FIS-A Court. and B'Bl attorneys have not bet~n autl1f)ri?,ed by the Attorney 
General to practice be:fon:'- the F.ISA Courtfbr this purpose. In turn,. tile FBI 
requires that its NSLB attorneys draft the app:lica:tinns because Section 215 
pmvf.des that only the J<'BI Director o:r his desi,g:nee may apply for a Se.ctton 
21 b order. -14 (Ul 

At the field level, the nmlliple levels of approval a.re similar to those 
requin~d for <)ther investigative tools. including NSL.:, a:nd other F'ISA Court 
applications, (U) 

\Ve found that incftkicnrJcs caused by the l<'Bfs mid. OIPR's n1ulti~ 
layered review process are rnagnifi.ed by the g.eneraJ .m-1.t.nre of the Section 
215 request Because the standard for a business .record tcquestls 
n:leva.nce, Section 215 ;;1ppHcaUons do not contain the detailed factual 
allegations found in other r'lSA applications that require a showing of 
probable cause. a. higher C\,idcntiary standard. ln orde.r to better 
understand the request, reviev~1ers a:t the. F'Bt Of PR and the FISA C()urt 

,a The Director of the Fm bas delegated to the following ftHl offidals tl·1{~ a:uthorHy 
to apply for a Sectkm 215 ordt~r: the FBI General Counsel; theFDl Deputy l)irector; the 
£~\.-X:X'.uUve Assistant Dirnctor kir Nat!onn.! Security: the Assistant Dirt~ctors and Deputr 
Assistant Di.rectors ofthe 0.1Ltntertcn·orism. Co1.mtertr.rt.dHgl:nce., <-..nd Cyber .Divisl.Ons: the 
Deputy General Courn:~el for Na.W:.it1~u St->cu:rity Affaii's; and the Senfor Co1msd fot National 
Security Affairs. (U} 
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often have questions about detciib <Jf the invt~sugauon that are not ahvays 
included in the .initial application. Many of the qnestions may have ah11ady 
been asked by other revkwets, but the answers art: n()t incorporated .Into 
the application because of the low standard ofreview. As a result, the 
.review proc{~Ss c~:m be slowt~r \Yhert different .revie\vc~rs ask si.mil..u- questions 
about the applicaUon. {U} · 

D. Substantive Delays (U} 

In addition to delays itiher:ent in a n1ulti-layete:d review process, many 
of the delays a.re alsci attributable to t!i.e issues presented by individual 
SecLlo:n 215 requests, Of the 17 approved and withdrautn Section 215 
requests processed in 2006 and dcscribe·d in the wdy of this repmt,O·ven:.~ 
delayed beca.t.1.se they raised substantive issues reganUng the nature of the 
records anQ .. 1.i.sed concerns regard.Ing whether. the appiicatlon 1net the 
statutmy requirements. ~ 'TJ=', · 

I I 

1. Nature of the Record (U} 

.__ _ _.bf the requests were delaved because they involved uni{11le 
substantive issues, indudiI1;g I 

--------------------~ J:St": 'rT'1 I " I 

/~ !request raised :a. qnestion as to whether al I 
,__ _______ __.I were bustness records "'-'Vithin the rneaning of Scdion 
215. This .request also rajsed a concern about the .relevance of the re uest 

I 

I ---------:s:1 . nano· er case, a 
,__ __ ____,,--------,-----,,.---.------------........ request for records fromm1 ___________ ___,aised an issue 
reganfi:ng whether it was appropriate to use a Section 215 request to 
detenntne if ;-i company was an entity on wh.kh an NSL could be se1ved, 
Anutl1er Section 21.5 request forj I 
rais.{~d <:<mc.e:.rns because of .lt:-l scope andj ) 

I I ts) ;Ui 

Each of thes~equest.s raised new issues that took significant 
ttme to research, negotiate, and resolve, On average, tl1e total pr0<;essing 
tirnc for these.c=}equcsts \Vas I 62 days. ~ ,TJi 

2. The Statutory Requirements (U) 

In addition, we found that FBI Headqaarteris or QlPR altotn€tys ra.ls(Kl 
concerns thaQof the 1 7 appucat.ions did not 1neet the statutory 
requirements. \Vhen NSLB or OIPR attorneys have questions about a 
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:request. they may contact. each other, their supervisors, or the case age11L 
'l11e resulting dialogue can affed the timing of the request. J8( ;u·

1 

, .\~:
1 I nstances the re ue,sts were .eventually withdrawn 

)i., ~,ck of predicate, wit .___ _____ ___.withdraw'n at NSLd ... ______ _.L S '; 
·:S) l_Jwith:dra't\7'.11 at ()IPI~_after the F~t:SA. c·;o:t1rt deC:tined to si-4311 iivo difiert~11t ~ '" 

Yf'r:ions of Hw request l : S :1 

.._ __ ...,_.,.,... _ __,~_he FIS/\ Court granted Section 2 Ib orders lor thd I · - --· ~- -~ Si appications, .ts( :u:1 -------. , 

a. Requests Withdrawn at NSLB (U) 

As noted above,! t)f these requests \Vere \.Vithdnrnm at NSLB. 
Before the requests were withdrawn, the FDl discussed t.hc case \Vith the 
case agent and either the agent decided to \\-itl1draw the request on his own 
initiative or FBI Headquarters told the agent the request would not be 
approved. One case involved a re.quest for information! I 
j land the case agent agreed to ,vithdraw the request on his 
own initiative.. \Vith regard to the requests. ..______,,-------,-----,,,--...,.,,..,,.,...,,..----__, 
the agents did not agree to withd.raw the requests until after FBI 
Headqttm1:en; told the.m that their applications 'I.Vould 11.ot he appn.wed. 'l''he 
average processtug Urnc for thcsq !requests was 398 days, ~ i'Ui 

I . 

b. Requests Withdrawn at OIPR {U) 

The single request wtthdra\vn ~Jt OlPR was v..1thdn1\·vn by tlw FBI aJlt~r 
the FISA Court declined to approve the application on two occasions. 'Ihe 
fonner- Acting Connsel for rntemgence Policy told the OIG that pu:rBnant to 
the F'ISA statute. only the FBI is permitted to withdraw a FISA request. The 
form{'% Acting Counsel c:Ued Sei:tlon l 04.(e)( 1) (Jf thi:; FISA statute, which 
proVides that the Director of the FBI rnay request that a FI&.\ application be 
revk~wed by the Atto:rn.cy General ff the Direct01' states ln wrtti:ng that the 
F'lSA application 1ueets fhe requirements in the statute. 'I11e. former Acting -
Counsel stated that as .1 practical matter this provision requires that OIPR 
either work with the FBI until OIPR dete.nnines that the FISA 1-equest meets 
the statutory requirement...,;; or the FBI consents to withdraw the request. 46 

(U) 

1.:. Only tv:o oU:i.e.:r Section 215 requests \v~re withdrawn. Hoth t>lere ,vithdrawn. afrnr 
the agent kar:r1<!d that tl1<! rm:wkkr did not.m~iintain the rL-corrl.s requested. A rnrp.mst for 
lnform.aUon I !was \\1.tbdnrtvn at NSU1, while .a n.~quesUor 

!was ,Nithcu:awn at OlPR, ~ -----------------------------':-Y+---------
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Tb.is policy rnay account in part fo:r the ptocessing tiI:ne of requests for 
\-Vbieh OIPR. identified concerns about whether they met statutory 
requirements. Of the 17 pun:~ SectJon .215 re uests. rncessed in 2006, 

Ii. 

._.,.. ______________ ._ n average, these requests ·were processe in 
416 days, ~ :U) 

E. Expedited Requests (U) 

'I\vo of the n .. '{Juests processt.xi in 2006 wen~ expedited by the FBI and 
OIPR, TI1ese two requests shtn.v that when the FBl id:t~ntHles the need to 
expedite a Section 215 rtqutst, both the FBI and OlPR can e...xpedite the 
task.. _TI1e t\vo rt~quest.s, I . . . . fvc:rc . 
expedited because of a senous sec:nnty threat and were processed to 10 and 
17 days. respectively,~ iTJi 

F~ Unremarkable Applications (U) 

,..___....,~equests did not seek sensitive records. n,lse statutory 
questions, OT involve e.,'{jgent crn::u1nst;..u1c<.":s. ·en:--: signed by tlle FISA 
Court. was a re uest for 

withdrawn once the a:6 ents learned the 
not maintain 

--------------------we rc processed in 113 day..-s~ ~- iUi 
On average, these requests 

II. Modified Pure and Combination Section 215 Orders (U) 

As requtred by the Remtthorlz<t:tion Act., tve tHso reviewed hov./ n1a_ny 
th11es the B'~ISA C01.1rt uwdified Sectinn 215 otde:ts. Wt!. examined 
information about the uumbe:r and types of nlodHlcati(ms fm- both pure and 
combination SecHon 215 orders discussed in the body of this reporL \Ve 
reviewed each Section 215 pure and combination order for handwritten 
changes signe·d by the FISA Court judge. In addition, we reviewed OIPR 
documents and e-mails and asked OIPR officials about revlslon.s to Section 
215 applications made at the request of the J?iSA CourL (U} 

\Ve frmnd that the FISA. Court modified four combination and ilve 
pure Section 215 applications and orders. We determined that sjx of the 
nine modifications were for substantive reasons. (U) 
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As noted in our first StJction 215 rcpo.rt, OJPR considers t.nodUkations 
to be limited to the handwritten changes to orders ntade by F'ISA Court 
Judges at the hearings in wt1icl1 the orders ~u·c signed. OIPR tfoes not 
consid.er revisions to applications and orders mnde at the request -0f the 
FISA Court after it reviewed read copies to be n::mdifkatlons. ln this review. 
we consider eaeh handwru.tJ~n notation nr required revision to a Section 216 
subntission to be a modification, (U) 

A, Handwritten :Modifications (U) 

The FISA Court rnade han(fonitten rnodifkatfons fo no pure Section 
215 orders :in 2006, H modi:ficd .four combination ordenL '1\vo of the 
handwritten rnodifkatiorn, to cornbinatton orders were stibstantive, One 
required the FBI to pri1vide OIPR v.1th i.nfonnaHon to be sequestered \Vith 
the }ISA Cuurt by a spcc:ificd date. ()IPF< .had previm.1sly notified the Court 
that it received records in response to. hut beyond the scope of: one of the 
Court's previous urders in the satne niatter, but had not sequestered the 
information with the Court prior to tcquestl.:ng mat the tlpplication be 
renewed. The second han:ehvntten modttka.t:ton corrected the t~"X:piration 
date of the Cuu1i:'s order to reflect the 90--da:y duration requested tn the 
application. Although the application correctly stated the or<lerwould 
e.~qJire in 90 days, the mottth of the c\.:.Pi.ration date in the order \.\-=as 
incorrect and the Court 111odified the order so that the n1fmth co.rreetly 
reflected the 90-day dt1nition of tl1e order. (U} 

The other two handwritten n:wdiflcatio-ns \.vere made to cmnbinaUon 
orders_,.. _____ _,__ __ ......, ___ ,_ ____ ...,... TI1ese orders were 
signed t1e same ay t 1e An.nt issue . an op. nion :wlding that! 

The ,__-----------------------------' Court's hanchvritten .notaUo:ns :referenced th,~ Court's OI)inion. ~ . Oji 

B. Revised Applications and Orders (U) 
' 

After revie"\v.ing the re.ad copies of the 11 approved pnn) Section ~i 15 
orde:rs discussed in the body of this report fhe F'ISA Court required 
revisi{)ns to 5 of the a:pplkaUons. 47 F'our of the five were substantive 
n~visions. (UJ 

One revised application and order relakxl to the request forl I 

"' We dn noj 1-y: __ .11.~.uctel ... ____________ _ r- · ·:-f1 .... ______ .... 
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In another case; the Court required that an: applicatton be revised to 
describe the re uested :records more )recisd '· ~rhc re ucs · was fo 

~1 
.5·1 . ' ....... ---------------------.------------' ____________________ Section 215 requires that 

orders describe the records. requested Tuith "suft.kient pmi.tc-~9-1·try- t9 pfnnit 
thcrn to be fairly identiJkd," See 50 U-5.C. § 1861(bl{2l{A). ~ •U) 

A third application and otdi~t was revised to exknd the time for the 
prcNidcr t<) produce the records from 20 to 30 days. (Ul 

A fourth a.r)plit~atto,n was revised to t:ndud 1...._ __________ ____.I , f-l,.S) 
. ~ 'TJ·'· ,__ __________________ _. !:s:1 l •r1 

Revision to a :Ofth applica.ti0n \W-lS. a. stylistic change that we did not 
find to be .substantive~ (U) 

Ill. Use and Effectiveness of Information Obtained from Section 215 
Ord~:rs (U} 

The Reauthorization Act also clitectcd that tht~ OlG analyze the use 
and effectiveness of Section 215 as an investigative tooL 1n this sedlon. \Ve 

describe how Uie inforrnation produced pursuant to pure Section 215.orders 
was used in the investigation for 1,vhid1 it 1.vas .requested and whether t.he. 
information was dJs.sem.inated to the inteUJgetice cornm.unity or used in any 
criminal proteeding. (U) 

A. Use in Investigations {U) 

The FBI re<..~eived re.cords tn response t<Df the 11 pure Section 215 
o.rde.rs processed in 2006, approved by the. F'ISA Court. and discussed in the 
bmly of this rcport.4.S .FBI ,lgents told the OIG that the :records \Vere used to 
assist fordgn govcnu::nents With counterkrro.risrn investigations, support 
future F'BI hwestlgatlvc requests< and investigate leads, Most of the a,gents 
,ve .interviewed said the recotds obtained feH in the last category and that 
the records typically provided negative in:fonnatton, rncaningthey did not 
pn.H,ide additional lnv"e$t.igativetnfonnation but helped close a lead. /\gents 
also stated that investigatory efforts that re$ull in negative inJonuation arc 
hnportant and not unusual J;i,( :r: · 

-------------------------------------------~---

- -t1l We do rwt lncludJ I 
NV l.__ --------~~-:~-------------' ,:Si 
y--..._ (U1 
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1. Assist Foreign Governments ~ (U 
1 

1\vo SedJon 215 .requests were initiated by the FBI aflet receiving 
requests fen: assistance from foreih,tri governments, In each instance. the 
foretgn governrnent sought to prosecute suspected terrorists and requestt:~d 
fi'Bl assistance. to obtain eviderice. TI1ese a ·. lications re ueste:d records of 

t . f 1 ::S) -------~·3ot...1 agents said that tJ:u~y provided infonnation . rom t 1e 
records obtained puts11;1i1t to the. Section 215 orders to the foreign 
govcrnrm:.rlts. Botl1 agents stated that they prcntided the infonna:Uon 
pursuant to the Designated tntelligence Disclosure Officials' authority for 
lead 'Jur )oses onl '. In addition the case t · Jent who provided a sumrnary of 

_(:mt the sun1mary w.FBI ... 
~-r,::e-:::a=q~u~a~1 :r.:e::,::·,rs:::::,_~. a~1~1<-:,:r-::a::-:1-::":10:,:"'l. er-1::--:,e:-::s:-,. ~1e:::,,: -::,r_ -:o=. 1~c~e~w~· .t::-1':"'::tc::-s::!, . was conducting a related : S ! 
investtgation. Neither agent said the reC()rds were useful for their FBI 
investigatfons. ~ 'TJ'i 

o I 

2. Support Additional lnvestigative Requests (U) 

----~ecuon 215 requests were tnm . .ated to a:ther infonn.a:tion to 

a r--"------------------------,~------,-1 The agent receivt··d L...t----------------___,,....,,..-,,---.,..,......--,-,--__. 
. ut told us Hrnt because of the additional 

iS ·1 d ··1 h h 1. hl 4 , i S ,
1 

. recorr s an _ t 1e sfz4 I · . e . ns not yet t)een a. · e tO rev1e:1,v 
· ' the records produced. Thi.:~ second Section 215·request. fo. 

;S'; 
! t" 

·s• '· ! 

,·si 
' ' 

. C agent \VOr . 'lg on:s :1 : S :1 

the matter said the records were useu because the contained information 
that enabled h.tm to lin.1.t_.__ _____________________ __, ·s, 

i S I I }vhich saved him ti.me and de(:reased the tisk of compronustr~g the '· ! 
~ V • 't·j~Iat·' 1 ~ ,.n. t..S. 0 <. l(.H • ~ ,u:i 

3, Investigate Leads (U) 
'1""t 
';J ,I 

'S' ', I 
1..--....... ........1t--, _,r_.J'_io_. 1_1..,~l 15 1~111:st~ i.ver-e.. ~l~~~1it1~d in order to .tn":-st~g~1te p· 

~quests, c1gcnts rec.en ed records in response tc -\'P, 
the rernaini .. 1,__ __ .f .... ~t uests,. tht. providers did not maintain records for ,,:,! 

~,U1 .__ ___________ _. ,:,_I .. · 

·'.S) 

a~ Requests for which R~ords Were Received (U} 

(S) · FBl agents said that·records frorn U1d !t-~dion 215 requests were 
used to investigate leads-. Three agents said the records obtais,.i·;i.;;·'.......i,:.1:.1..1..i.....---, 
helpful and two said t.hev were not. The agents who requestc 

iS) I !told us that t ..... 1_e_r_e(-~(-)f_s_· _. :s:i 
were not helpfnL These agents said that wtrlle they used the records to 
foUow and dose leads, the infonnat.ion was not what they had hnped to 
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:0kl the OlG that the ret'::6tds \vere hel ::ifrtl in dostn~1' leads. 

b. Requests for which No Records Were Received 
(U} 

,-..-= ..... '-"---""""'-........................... .-....... "-t"x:ords were received w-ere 
r-----===""-==-t, _____________ f-='c""'c.;;;o7rding to the agent 

and. the Sf:ction 
.__......, ...... ---------.-............ ....-...................... r-11_0_1-1t-· ·-1s-,.-, ....-------1-n_e_p .... eriod for which the 

'U·' • I 
) ' 

B. Dissemination (U) 

We found that the :B~Bl dJssemlnated infonnaUon obtained frorn pure 
Section 215 orders to foreign govennnents in two instances. discussed in 
Section A. above, )s:( :Ui 

C. Use in Criminal Proceedings (UJ 

We did not identify any use h1 a. cr:'unin.al proceeding of records 
obtained from the Section 215 requests. processed in 2006.49 {U) 

4!l As noted in our prevfous. r<~port, the .FlSA st;':ltue .requires that the Atton1ey 
Gencrnl a1'.'lprove the use of I"lSA 1nfonn;:1tlon tn crl:m:tna:l prr.H.::eed:in,!2,'s if the infon1lation ts 
obtained from de<:tri:mic s1,.uveillance, physi<:a! searches:, or pen rep)s.ter/trap and tract~s, 
The F'l&\ {ltatute does not require that the Attorney General grant use approval ior 
business records, {Ul 

OJPR ;,1.tt<>nKyi:> rnJs~~d St>'<Wal (:prwerns mg~m::li:ng the la.ck of use at.ttbortly for 
bm,u:.i.~ss remrds, tndi..H.tlng the fact that use authority rnav ensure that <:0<>rd1rwtton 
nmotig rm~mbers of the int~mgcnct~ corilmtiUity occurs Md sensitive sourtei~ an: r)()t 
rnmprnmi.iied, In coutn.i.st, the flH G<~neral Counsd said she was nnt t;oncerned vvith the 
lack of us<:'. authority ft)r bnsir1e5s n,:ords be<"'...a.use these records havt~ an independent 
existerict:i imd may be obtained in many different w~y$, (lJ) 

C:Sl 

'S'1 
' ' 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

~;Ui 

JV. Effectiveness o{ Section 215 {U) 

· us sec :wn {' oe5 nl 
ur 

, 'Si . ' . 

,..__ _______ ____.! i(~} 
,.__ ____ ___.,: S I 

\Vith regard to Section 215 uses dcsoibcd in the body of this report, 
we found that Section 215 can be a valuable investigative tool, but oilen is 
impractical because of the time il takes to obtain such an order. (U) 

A. Use of Section 215 Orders {U} 

Section 215 c~m be an impractica.l tool because of H1e lengthy thne 
involved in developing. tev1evnng, and prcs{~nting the .requests to the F'lSA 
CourL While no FBI agt~rtt we itltl~rviewed idetrtified aDy hann to nauont-tl 
security bt.>-caus{! of delays in the Section 215 process. many agents linl{ed 

. the value of Section 215 orders as an ltW<:sttgative tool to its efficiency as 
\Vell as its eff-ectivenes:S. As discussed below, .several agents told us that 
they have other investigative tools available to them. which in son1e cases 
can produce the sarne or cornp .. uuble iilfiJnnation mote quickly, {U) 

1. Other Investigative Options (U) 

FBI agents told us that if delays in obtaining Section 215. orders 
caused their Inv"f:stlgations to stall, th.ey would seek the fnfonnatiori through 
other means. Ag,ents told us that they have other investigative tuols 
available to then1 to obtain cettaln buslness records m.or'e quickly and with 
much less effo1t I<unhertnore. 011e Special Agertt tn Charge of m1 FBl lkld 
office stated that tu 1nany .instances agents are seektng infonnatJon rather 
than a specific docu:rnt)nt: then~fnre~ although the information may be 
included in a pm·ucular business n..,''COn:.l, tlle agent would likely seek 
con1pa.rable i.nforn1ation using other faster investigative teclwiques, (U) 

For speed, agents said they generally attempt to obtain infonnation 
. through voluntary compliance ot ;..m NSL. Both business tecord requests 
and NSLs can be issued in national secu1ity investigations for ttansadional 
records based on a relevance standard. Unlike business n:-cords. NSLs can 
be authorized by the. Special Agent in Charge in a field oflke and do not 
require FBI Headquarters, OIPR, or FlSk'\. Conrt approval, Therefore, an NSL 
can be issued and the transactional record,'3 returned in a matter of weeks. 
ln. our review. \Ve found that seven agents requested Sect.inn 215 orderst.__ ..... 
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I fffiii,u•; ._ _______________________ ~ l I 

NSLs however a.re not available for- au business .records. NSI.s: tnay be 
issued to entities such as telepho.ne co.m.panies. financial institt1tions. a.n.d 
eredit agencies t(> produce.firnited categories of customer and consunter· 
transaction infon:nation. Section 215, in contrast, fa :not H:mited to specific 
categories of transactl:0nal records ~nd can b~ used to obtain iterns which 
are not available through NSts s.u.ch as I !($} 'D"' .___ _____ ____, 

~:I, 
r ·1 

Anothrr invcsttga.tiv\':. tool that can be quicker than a bustness tecnrd 
request is a grand Jury subpDena, Agent..s conducting natioi1al security 
investigations with a criminal ne:&'118 do not have to seek FBI Headquarters 
or NSLB approval to obtain a grand jury subpoena because fht~Y are issued 
under the signature of the prosecutor supervising the grand jury 
investigation, However, grand Jmy subpoenas also have Hn1itations in 
certain contexts. 'I11e pritna:ry limitation is that the .investigation n1nst have 
a crirninal ne.xus. In addition, infdnnation presented tu a grand jury may be 
made public in subsequf)nt conrt proceedings an.ct with lhntted exceptJnns 
grand jury ~:nbpuenas do not •bliga:te the rec! Ji.ent to rm.untain the secrecy 
of the inv ;sti ·sati n. For ex.am 1le 

tnld the OIG that they <:hose not to use gn,u1djury subpoeµas in 
-•-rd_e_r_to ... maintain the secrecy of the iJ:1VGStif:,•1ittons. iSr 'U 

, . c:, 7«.._ ! I 
I . 

2. Effect of the Processing Delays (U) 

.Accordu1g to FBI ag~u:ts and supervisors we .interviesved. when 
,;,vnrklng on a national security investigation an agent identtfieS the 
inforrnation required and then detennlnt~s the fastest legnl way to obta:fn 
that information. Some agents stated tha.t a f6vv months rnay be an 
acceptable de.lay for buslness records because tl1ey can continue working on 
other aspects of their investigation during that tinw frame. Hoi.vever. agents 
stated that a:n 1nvesttgauon is Hl:n~ly to strdl with a delay of 6 rnqntlJ$ to a 
year in obtaining records:, and that if this occun-ed they would look for nther 
n1eans to obtain the tnfonnatton. On(! agent noted that a 6-1nonth dday is a 
particular concern t\.1.t:h a prelimina.ty investigation because although 
extensions may be granted, a prdirninary investigation is expected either to 
beco1ne a full investigation or be dosed in a 6-month period. (U) 

.. c.or I One m5ent told us ibat while hf, was .t:•~lting for a ~ection 215_ req~1~st 
ti .... --------~-------..... - he obtan1ed the eqx1ivalent. informd.tion 
thrnugh public sou1·ees such as Cn(Jgle. The agent also.told us that ifhe 
bad .received the: information through the Section 215 otdet, he could have 
used the th11e he invested in researching public databases to wod< on otl1e1-
leads and investigat.tons, ('ls.:( ·'U'; · · · ~,, 
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Another agent said she. ?las too frustrated by he:r eq1e1ience pursuing 
a previous Secti(n:1 215 order to sub1nit another. Instead, the ai1ent decided 
to invest hei· timd I 

I The agent told -------------------------------U 8 that she thinks it lil<ely that she -0btain.ed the same inforrnatim1 that she 
would ~-~~ve ;:'ith,: hl.ts:n,,es_~ rec~rd re[uest although she said she could~ot 
be ce1ia1n. lhe ,1,.,,ent .stdtcd thd.t. the_ * Lvas 
t.tme cnnsun.ling, but that she w-ouki. not. use a. Section 215 request unless 
she needed something ~pecific' that she could n(rt obtain through other 
means, JSl: :u) 

l:n contrast. the agent who receivecd 
told us that seeking t""'l1"""e""'S .... e"'""-x""".J::"'""m'"""n-.. "'"2'""1 .... b-or-a-0---x-sa---'\:-·-e--B ...... _ ... t_u __ n_e_. -

.... ,l...,'h_E-_i "'-':\g-_e-·'I-1t--s-~t_a_i-ec..,,.l_tl.,...1a~ I 

\ 1:llo!u, 
B. Value of Sectibn 215 Orders {U) 

Accordtng to FBI agents 1J.re interviewed, when they need a particukit 
business record and it is not avail.able by rtt10ther ttwes.tigative tcml, Section 
2-15 can be an invaluable tool. As noted above; seven agents told us they 
could nothave obtained the records for thei.r iDYrsne:,mons WittwuJ the 
provision. In each case, the agents were told! I 

Although no agent suggested that the records 
.... (_)_Ji~:a~.1.t-1-ec:_p_u_1_·s-u_a_1~lt-t_-.o_the order resulted in a 1najor case developn1ent. 111a11y 

statc·d that every invt~sUgat.tve· tool in nn FBI a.gents tool bC}X is tmportant: 
and that when it is the only .tool tlu.tt will ptod.uce the in.:forrnatio-n. it is 
invaluable even if the process is butdensonit,~. (SI (Ui 

v. Summary (U) 

\Ve ckt(~iTilined that the processing time for SedJon 2.15 requt\sts in 
2006 was sirnila.r to H1a:t in 2005, With an av<tta,gc. of 169 days.in 2006 fot 
the approved orders and :112 days for the ,vithdraw:n requests. Sin'.'lila.r 
reasons to those we idenhfted in our p:revi.ouis report explained the 
procedural delays tu 200fi. including the f'Br s unfon1iharity with th.e 
Section 215 process. too few resources to handle requests expeditiously, a 
multi--layered review process, and vmious substantive issues regarding 
whether certain applications met the statutory requirernents, 'We also found 
that FBI agents generally at.t(:.mpted t.n obtain records through other, 
quicker investigative processe~; including voluntary compliance, NSLs, and 
gra.nd jury subpoenas, When providers require a court onk~r, however, 
,.\gents must obtain orders through the SectiDn 215 review process. \Ve al.so 
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found that when th(! FBI identified emergency ctroimstances, the FBI and 
OlPR were able to process a Sectiun21!5 r<:tqm~st quickly. {U} 

In 2006, pure Seetton 215 ordGrs·proc~ssed were used prtniartlf to 
exhaust investigative l~ads. Ho,vever, the FQl used Section 215 oro.ers to 
obtain information to assist foreign governments and tn support other 
lnvestfgative requests, ~ 

'.lJ) 
\Ve did not identify any lnstance in which i.nfrH111atton obtained from a 

Set--:tion 215 order was used ln a crin1inal proceecli:i:~g in 2006, In a.ddit101L 
we found that the FBI disse111inated infon:nation obtained fro1n pure Se<:tion 
215 tn forefo11 a.oven1ments in two instances in 200€3~ ~ U, 

<:> ,., I I 
' ' 

In stun. we found, like .fn our previous report, that Section 215 orders 
can be a valuable investigative tool to obtain tccn.rds that are not avatlable 
through other means. However, Section 215 or· -- 1ently 
becaus.-e of the time it takes to ob. tain. the (ff_ der., ____________________ ____. ___________ s+ 
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CHAPTER SIX 
IMPROPER OR ILLEGAL USE OF SECTION 215 AUTHORITY 

AND OTHER NOTEWORTHY FACTS (U) 

The R.eauthori1,ati0n Act also directed the OIG to identify "any 
noteworthy facts or ctrcun1stancc~ relating to orders under such section. 
inducting any illegal or irnproper use ofthe authority." ln this revie1,v, we 
did not identify any illegal use of Section 215 authority. However, we 
identU-ied t\:vo instances where Urn providt~r produced records that were in 
respo:nse to, but wete outside. the scope of: a F'ISA Court order. These two 
cases raise concerns about the FBrs ldent:Uk:ation and handling of such 
additional n1.aterlal. {Ul 

AJs-0 discussed it1 this chapter are two additfonal "notewmi.hy facts" 
regarding the FBI's use of Section 215 authority tn 2006. The flrst relates t<) 
the FBI's use of a naU.onaJ security letter to obtain information about a 
subject after the F'ISA Court n~jected a Section 2HS order for records 
con.cen1ini1 the sarne subject bast~d on First. Amendment concerns,I __ _ 

L 

X lllL _______________ ......, 

Two Instances in which the FBI Received More Information than 
it had Requested in Response to a Section 215 Order (U} 

Thn:rugh our review· of FBI ;:u1d OlPR documents, 'N't identified two 
instances in which the ff'BJ rcceiv<ld more information than it had requested 
in response to a St~ctlon 215 o.rde.r. On,~ in.stance occurred tn connect.ton 
with a con1binatton order and the other occurred pursuant to a pure Section 
215 order. TI1e FBl determined tb:at the matter tllatln:volved the 
combination order was report.able to the Presiclenfs Intelligence Oversight 
Board {JOB). The FBI det,enninGd that the matter tlmtJnvolved the pure. 
Section 215 order \Vas not reportable to the IOB. (UJ 

As discussed iit detail Ju our Ma.rch 2007 Section 215 report, the FBI 
is required to report any hnproper use ()f Section 215 authority to the IOB. 
In 1976 the IOB was created by EX(}Cutive Order and charged with revi.ewtng 
activities of the U.S. intelligence con11nunJty and infonning the President of 
any activities that the IOB believes "may be unlaw[ul or contrary to 
executtve order or Presidet1ttal DirectJves:' See Executive Order 12863J)O 
The Executive Ortler r1lso teqnin:~s the F'Brs Geriert1l Cmmsel to report to the 
-····························-·····-·····----

r,n For n:11xe information ahrn,)t me tOB. F.>e<~ thl:'.! b(G'$ report tl.tk:d Report {n 
C'.<mgmss mt li-nplenientat:ion qf&ic.tion. 1001 qf th<'! U&l PATWOJ' Act, page)'., 20· 24 (March 
2006). HJl 
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IOH o:n at least a quarterly basts .intelligence activities the General (;.ounsel 
has "reason to believe may be unlawftll or contrary to executive order or 
PresidenuaJ ciJrective:; which are referred to as ··10B violations." (Ul 

A. Case l [U) 

As previously noted, eomhinat.tonordern are business ~eqrd requests 
attached to pen reg1.stttr" /trap and trace requests, Vle found that tn one 
matter involving a combination order. thq l !that was no._t_r_e_q_u_e_s-te-,d-i:t_1_t_h_~-Se-.~.--(-±-io_n_2_1_5 __ _. 

application or authorized by the PISA Court order. I ~ad 
been authorized: and received pursuant. to a previous combination ordtT for 
the subject.. Neither the FBI agent.who had reqtmstcd the pen regjster/trap 
a.nd trace order nor OIPR. however. \.W1S aware thattlw! I 
had been provided pursuant to tht."s previous or<liJL As a re$:tdt; thG renc1.val 
application specdlcally stated that it did not seek! I 
because the FBI had requested that ii1fonnation in a. previous order but had 
not received it, Despite the fact that the renewal application did not seek 
and the court's order did not authorize production of! I 
I !company continued tn provide the! t1ft.er 
·the rcne\.val orde.r \Vas executed. ~ !Ui 

'The agent told the OIG -Umt she did not know the!!,-1 ____ ....,.. ___ _ 
~vas being produced pursuant to the renewal order until apprnxlmately 
2 1nonths after the order was signed h the FISA Ctn.ui. She. said she: first 
learned that fh:e FBI had received mth respect to either· 
order wlwn a .1 an, st ·n h ,r fieL. o K:e in orm ,. . .. er hat the FBI was 
rece1vu1.~------.----........ -pursuantt:o, but not authorized by. the pen 
register/hap and trace order. After the analyst reported the matter to the 
a!lent, both NSLB and OIPR wer-<~ h'.l.fi.1r.med, * 'U. 

·"' . ', I 

The ai!ent told us that the nrovitle11 I 
I 

IAc •.• · .~; ,ff t.n a 
tec:hnicim~ I 

l~Lm 

The FBI concluded that "information was iJnproperly collected'' and 
repo.ti.ed the incident to the JOB. The FBI also stated that the rnattet was 
reportable because records of! I are statutorily protected .. 
OIPR reported the incident to (he FISA Court and provided the material that 
was not requested by the lTT3I or authorized by the FlSA Court to the FISA 
Court for sequestration. 00: i Ji 
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An FBl Electronic Communication (EC) approved by the FBI Deputy 
General Counsel stated that the niistake was rnade by the prm-1de.r and not 
the FBL \Vl1ile \~re agree that the ti1ttial error was 1nade by the provider, the 
FBr continued to receive and. retain n.nanthor:i.Zed infonttation aboitt a U.S. 
pe.rsnn fen:- appr.oxin1ately 2 months. 111 this instnnce, the FBI continued to 
collect infonnation about ~i U.S. petson \Vithout re,li.ew by the agent to 
enstu--e that it was authorized by the cm.Ht t)r<ler. (Ul · ... 

',.,, 
,i:i! 111.i.s (..~a,_,:,,e gave us concern that FBI agents may be unknowingly 

rece~~1g ~1 other ;ase~ . . ... ·,. " . I.that ~:ias not b:~cn.a~ttJ~ortx~d by =S! 
thel lSA Couti. \\e therefore mtervtewt,d each oi the0.:igents who 
received t.~ombination orders fox in 2006. 17said that 
they receivcd _________ as directed by the FISA Ccm'rL"'C:]other ;S 1 

agents {including the agent in the matter described abovd told us they did 
not know the F'ISA Court: order had included a requJ~At for! I 
j land they did not think they received it. One agent told us that 
he .. ~ knew.the information was requested, hut. that he thmtght.hc had to 
criforce th.e order in order t<J.teceh'{~ r1 l8r 'U'i 

• f1-,1 \ I 

·,J,I 

Because business records produced etectronically pursuant to 
combination orders are :not: first 1·eviewed by the agents before they are 

, provided to £<'Bl technicians, agents may be reccJvtngJ I 
S l . . ......_ __ ___,.1--___.,1·, .. C ') 

, i v/hen it is not author:tzed and also may not realize that they have ..i 

· I ~vhen it is authm:izt.."{f, Moreover. the I•~BI does not ha: .... :vc---. --·:s:1 
proceth1res that. require B~BI agents or technicians to review hu~,iness 
records (or pen regtster /trap and trace inforrnat.icm) when they are first 
produced to ensure they have received only what is authorized by the }'ISA 
Court. order, In addition, the FBI does not require agents to review court~ 
ordered nmte:rial befon:~ it is uploaded into FBI databases. (,Z •Ui 

'J11ts .mat.te.r also Illustrates the. need. for better co1nintn1tcatio.n 
betwten OIPR attorrteys, NSLB attorneys, and FBI case. a:ge:nts. As noted 
aboveJ hgcnts told us that tbey w~n) not aware that or PR had attached 
a requestforFST ______ ____,to their pen register. OthtT agents we 
interviewed stated that they were not aware that OIPR qr NSLB atton1evs 
had added requests for subscriber infon11atjon to thelr pen reglster /trap 
and trace requests. Our March 2007 Section 215 report also found that 
agents were not aware that OIPH added n.Jquests for .subscrtber infonnatJon 
to their pen register /trap and trace requests. If agents do not knmv that 

·a•w-••--•-•ss-s __ , ____ _ 

Our concern is nnt limited to the business record portion of th.<~ c<m:1hfn,.,..:· ---.... 
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business .reco.rd requests have been addecl, they \\lill not know they should 
be <)rare receiving subs(:riber o _,,,_....,.......,........,......--......... ......,....----.1 The lack of 
knowledge may contribute to 1013 vi0latim1s anc the ta:Hure to i<lentify IOB 
violations. In addition. ,:.),gents may unne.e~;$satily issue. NSL for information 
previously ordered to be producc:<l by the flSA Courts2 ~ iUi 

B. Case 2 (UJ 

ln response to a pure Section 215 order pr0cessed in 2006 and signed 
by the FISA. Court in 2007. the JtBI received i.nfonnation beyond the tu:nt 
period authorized by the onler, (Ul 

111e Section 2 If> order at issue re.quired a company to prod nee records 

-------------------....... -_ ... I 111e agent snbn1itted the 
Seei:ion 215 request after the comp;1.ny :refus(xl to provide the business 
records on a voluntary basis, Although the order required the production of 
documents for a specified 6-1nunth period. the corupany produced the 
records for 2 additional rnonths. ~} , UJ 

Acco.rdtn.g to the FBl case ~,gent, he realized Uut tH~ received 
additional records beyond the scope of the flSA Court order a few c~ays after 
he received the records. On October 2, 2007, the a.gent sent an EC to NSLB 
and the FBl Inspect.inn Division reporting the rnatter as a pHi:ential IOB. 
The qgent stated th.at he also reported the rnatter to OIPR. 'fhe agent told 
the OIG that he revi.ewed the records and created a copy of the data that did 
not include the 2 rnonths of the unautl1odzed rf~cQrds. (U) 

\Ve discussed this tnaf.ter \\1th the FBI and OlPR, ]11e FBI in:forn1e<l 
the OIG that it had deter.mined that thts 1:natter was not reportable to the 
IOR \Vhen we asked for doemncntation of this decision the FBI rtJ)Qrtfd 
that i:l had none because it had determ:inecl that the incident should not 
havt"'. been reported to th{~ NSLB as a poteut1al ron, \Ve also askeo whether 
the rnatter had been reported to the FISA Cou:rt. OIPR stated that it had not 
yet de,tenntned whether the matter was a con1pli~)nce incident that should 
be reported to the FISA Court. {U) 

52 We found another niatl{~t· inv6ki:u~,t a (XltribinaHon m'.der for pen rcgister/tn1p and 
trace and subscriber inform8-tion, The day .after .a. FISA Court. ordtT expired, the provide:r 
continued ii.s practice of faxing to U,e !!'Bl agent a list of the phone numbers <::olleded as. a 
rcsttlt of the $:tttveillance order. The Ment did not n:;-caH ff he fOC(~fved >'Alh$i:.:dbcr 
in:lont1atim1 as required by tliti FlSA Court -order, lJ1:.'c~m~e \Vt rnukl not detenr.drHt whtith~r 
the fa ... x iriduded subscribel· information, \.Ye did riot. inchtde this matter in om· an;::-tiysis, HJ} 
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= OEOJm'r: 'l~' 
' ,· 

FBI offida..18 stated that the·FBl'!:i! receipt of 2 extra months of n.~cc>tds 
is. not reportable to the IOB because the.re is no statute prohibittng the. 
c<n:npany from volun:tatiJy prtH.ludn~ I to the FBI a11cl thus 
the inc.tdent did not violate any statute. nor did it vtolate any Executtve 

. . . 
Order. The fi~BI stated that because there is no such v10lation, it should be 
able to treat the additional 2 months of records as a.voluntary prr.K.luctio.n 
independent of the FISA Court order. (5) 'U'; · 

. . l I 

We (lisagree and believe that the pro<lttctio.n of these additional 
records should not be considered as voluntary and independent of the FISA. 
Cou.rt on:.1er without further hiquhy. First, the provider refused fo produce 
any records to foe FBI \Vithout. a court order. Second, the YBI has chosen 
not to ask the provider \Vhcther the additional 2 months of records were 
produced inadverk.'J1Uy or voluntarily. Tilird, the collection includes 
infonnatlon of U,S, persons who are n-0t the subjects of anv FBI national 
security investigation. ~rherefore, we believe that if the FBI wants to k~-ep 
and use thest~ records, it should either; ( 1 J obtain written confinnation frorn 
the provider that the records were produced volunta1i.ly, or (2) obtain a. 215 
order from the FISA Court for the production oft.he. additional records. If 
the provider states that the product.ton was not voluntaty and th(~ FISA 
Court declines to issue. an additional on,:ler. thA FBl should revis.it its IOB 
detenninatlon and sequester the additional records \\1th the FrSA Court ss 
{U} 

FBI offiei.als also sug;gested to us that they should be;abk to treat any 
non-statutorily protected records obtained rmr5uant to, but outside the: 
scope of, a Sectinn 215 order ils ;,'.l voluntary production of records 
inde >endent of tht~ nrder. \Vt are troubled b · this a )roach because 

____ ....... •-••••••••-••• .. •-•••w••••••• .. • 

t>:i rn H~ respom,t~ to <)ur r;;.porL the NSIJ stated tt1at in both matters: dfacus.sed in 
tbfa Se(:fam ''U1e FBI took the steps necessary to er(stm~ that tbe ovei>produce4 in:l'on:nation 
would rwt be used." lfo'\.vever, this fa only partially aci,:ur,;tte, A~ discussed above; in Case 
2 the agent initiaHy is:o.latcd the additional material. lfowe.ver. the FBllater condlided that 
it shoufd be able to 1Jse. these additional records und.~r the theory that thi:y $hOuld be 
trM.tcd sintllnt to material~ th~lt art v1:1h1tH;:utly pra:H:tttx!. We dis~igre~ with this analysis, 
Because of <1ur coneems that the FBr sh(m1d rwt use the mnt.e'.rial \vithouteith(~f contacting 
the ptovider about the m.aterial ot seekit1g an exp.-lltd{~d Vl&'\ onkr, ·we rnade the 
recon1n1eml.1tion discui,t•ied above, We look fo1w,trd w the NSD's and FBfs specif:K 
response to that recomm.endatton and how they intend to treat s:u-ch 1naleri,1L fUI · 
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.--___ F_B_I_o_ffi_··_c_i::c_¾l_s_e_;.x_~, _r_e_s_s(_-~.c_l_tl:_1_e_v_'i_e:\_N_t_l .. _.a _______________ '. S :
1 

owever, we ate conc(trne · Jy : 1e ac t or any co1npre 1e11sive 
p r:y memorializing this position and providing guidance to case agents. 
~ !Ui 

In sumniary, we found two lnstances in whid1 the FBI :received mote 
information than :it had requested in n':sponse t() Sectio,l-'-',.,_._.""'-,l,,1.1..lr,;1..1..1,.j.:.......u.i.,One 
case the FBI did not discover the incident for 2 rnonths. 

The FBI. reported the n1atter to the 
~-:"'!"i:': -. -a.'."""n...,_r--,,o,:., "ll"'l"l'~r'."""e'."""p'."""o'."""1T",e'.""";c,..· ~tr--1e'.""" .• -m~nt~· ... '.""":e'."""r~t-o-a'."""01--,.1 _. sequestered the material with the 

F'iSA Court, ~ iTil 
I • . 

i:n the other inst..Jncx':. the FBI quickly dtscov~~red the incident. after the 
FBl had n~ceived. the inforn:1ation fron1 the pri)'Vi.det. However, i.n this case, 
the FBI did not consider the matter to be reportable to the IOB because the 
records were not statuto1ity .protected., and OIPR has not made a deciston 
regarding whether th1s is a compliance .incident reportable to the !<'ISA 
Court (Ll} 

\Ve recommend that. the FBI devdop proeedures for reviev,rtng 
matetial.s received from Section 215 orders to ens:u.re that it has not received 
information that is not authorized bv the orders. (lJ) 

Furthennore., we recdni.mend that the FBI develop proccdut<{s for 
handling materi.-)l that is produced in te$pbi1i;;e to, bt1t outside the scope of. 
.a Section 215 order. The prtHx:dures should iudttde the FBl's justificatkm 
for hancUing any dass of rnatcrktl provided in reSp(>nSe to, hut'outside the 
scope of, a Section 215 order differently from other classes. \Ve bdieve the 
FBJ sh{)uld not ba-se the procedures for handHng s:i.:.tcl.1 rnatcnal solely on 
whether the tnaterial is or is not statutorily protected. Instead, the 
procednres should also address such fl.ctors as whether the rna.te1ial 
contains non-public i11fonnation about l.L$. persons who are not the 
subjects of FBI national security investigations, and whether the llnde.rlying 
Section 215 order included pmticularizcd minimization procedures. fn 
addition, these procedures should be, incorporated in the minhnizatton 
procedures requlred by the Reauthorization Ac:t, a subject we discuss 
further tn Chapter Seven, {U) 
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15) I 
1iI ponsideredthe $et1fk,n 215 reqtiest fo · 1s 

1 ___ ___,!s.cttssed earlietJn thig r~port at fiages 33 to s,i to be a. noteworthy 1 

item, rn thi8 .cru>e, the '.F'.ISA Court had twice decl1.i1ecd ttY apprtwe a 8"1Cti!'.m 
2:15.:tpplieatttm haszc:d m1 l!'inrt:Arnem:l:nlm::ttconcer:n" ·· 1• .· , tbe trtn 
sul:n,eqti",utly l1111ued NS!,., for :1nibnnt1ttort abt'.ltit the • ·· e,1 tcl10tigh Is ) 
the iiitatute a;uthotiitng Ure NSLi'i (Icmtimred · the s/il.:me l! • ·. st· lHnefidti'.let}t · 
re.litt;rlctinn ,u;; $-,ietknt. '.llJ:i ,1,od the.itCs at.tfb.mizlt11ithe NSL'i! retl¢,l •n the 
sat:!1<1 fa,ds enntau1edJn.tht1Sertlhtt 215 ,i.m:\!lea.ttqx,s. 'Wt th:erdb:rtides,Tlt>e 
this ca/tie in 111ore d.etall it,.this sedioti. !Ja1 .. \!JI 

L The F~I. :tnvestigatiol:l ttil 
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(S) 

~·{U) 

,·, ,·. '. '' .. ,, .. , '. ,.,,,,'' ,: 
When the.· F'Btl,'I Sei::t.1on 2.15 <1JiJiUrcatJ011 Wl/k"I se'1t to O!PRfm: .:r¢vJ.et\r, 

U1e ,'tSSi!,);W:li Cll?R .attott)ey mttf1'1Jly· rmsi::<til::ttS,f~H,\!1di:1l¢;¥lt ,;p:w:ect:J1$ Witb 
. . . . regard to tl'te Se,:tion g; I$ applk;'J,t:tgt1/'" ';l".l:1e N$l,i;• <~U•tl1flY t1,:111aifed tl1e 

· O!PRattonmy ontwg 0£'C:atxl~1'/l% J!!tatltig tl:lat sh,s tl:tt>~ght Ut.atthe unde.dyitt:ig 
FBI tnvcsttgation of the f. ···· · · ·· · ··· ~,;ras legiii:rnat1:,, ~· .. (U) 

According tu the dIPR mttifrite:;)'\ QlPRt1i:f.:ot11t:ys hi.:td diften,nt V1<sw1> 
rcgatritt1g how the r'ltst Aniend111enL:;rffected 'Hl.issediOl'l ~ l 5 ap}1ncatto11 
and that these dli,,cusswns defofed Hie aubrtti.i,sfon of the applimt!:tci:n. 51'J (Ul 

5t Se,~tiNl it(:, s!,ll:1/:S th.rt {11e tuf ¢@ a1111lyf(ll' >ll:l <lr4er i,w th1; .. prndt.Ji'lnt1 dt 
h,tsineaa 1·ecot¢la "for arr li"iVt)>'ltlga&fop ,. '. ' t•.!)'rdt¢t;t:,ii$*liJSt.j;it;:,;1,a1:top.:il t1uTQi'li!JtiJ.CW 
cl,;1,rd0St\P,\l lPfel\i!!]e•JC<'J tlt:otHt1t!C,\l; /)t~t<l.et!. tl,;,;.tsj;ch irW<iS{!galill'!1 <}[ a.l;lnl.~i.$1;ate,;, 
pilt$<)n•ttt1.(,t c(lriJh:1ded 1,,;;!eiyµpt,1i thehit~le,·or acdvtttes·prote,;t;1dbt the rf!i'.li.t ,l¢<t<.\!idmei:lt 
(>t !'he Co11st1tuti/1n: 5Ci U.$,C. Bi H\fi\HaHU, WJ 

w We 11.-ske<l Uie fOi!n;i(ftAellrii;tG•t¥1i!l;t"ffor tnt,,fili!enc{; !',,t\cl.hiii,, tlt~ I;'imt 
Arne,;d,mint. concen,s W¢re• l'estilved;. ,it,d •s.b,:. told ps M,~L. theiul!.iai applk"Hl\!1sw,1a 
submitt~d afh,r a m~dtng I1ct.vee,1 !he tbrmt:r Co1mse! of lnte!flitence f'blic;rand the Pot 
GenernJ C<:>unst,t I'!<:>wev;w, 11either tbeJ,m,ie, G\)trL<$'<tl.ft\t Jntt>tiigence P,:ilicy u<tl' i:he ifJ;:il 
(3¢n<,,'.al CO.lii:l&el i:i,nd Hv,y raialted au&.h a mea!ii,,g.. tJJJ 
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2, Th~- FlM C;()tttths Q~ec;ti-0~. to tfu\\ SI•;ett~~. 2.iS 
AppliQ~fion on l!'i/1".$~. Jl:mendment G:tlll,lJt\'.1$ rm 

'1110 $1:ctio11 .. z 1• 1'.!;~q1iest was presetttei:l to the tl$A Chnr~ as a read 
popy apptlcati•n in l!¢bttl.stt.Y a:rv:l M,tt\,]l 2:00f:L Ot1.1x,th occasions tl1ft C,,1Jrt 
dedlnert tn approve the. g.pplkatipn !1.t·1d p:icq.er. ~·-. (lT) 

The VISA co•!lt de.dined. tn appt6ve the firstappJt,:auon. OlPR a11d 
NSL1'3 e,n'i.ails state that the F!SA Cnurt diJCide;:lthat "the fr,ictm were too 
'ti1.in' iu:1l'.i t.hat this request :i:U\plicatetttlte ut:tget's Flr,'>t fur1,,r1drimritrlghts. •· 
(tr} 
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The;, FBI Gettetal eottn.!J.el .ind d';:c t¥ri'R atton1ey &igrierj the 1/itK,'Ol'tu 
St'Cltlon. 215 applic<-'itton ~trtd tw,,, OIPR. att<1rn4iys ptes,1t1terl tt to Ul<> 11/SA 
Court 1:l.$ a read cop1r applicat!m1. ~ (U} 

'the i;,.harig,~s. fo the $eidtor1 215 · appiieixum:, 4td 11!lit pctsuJ1,de the F'lBA 
Court Accr>rob:lg to art !!lfrtJail to W~Jro.m one oJ t11e. Ol\~18, attorntys who 
attempted. to {:qnvtrwe the f)om:t ttift t~•w a:ippHep:l;ir,n,va$ not µx-el'.lteaJt,d 
i.olely on prnt,;ct,:d Flt$tArmnidn1erit a•fiviues, thi') Court's t,<>nce1°n . 
stemmed fibt11 J'hie 1\ict. u,,1 t lbt: tarifct was an ! 

i . ·. . . . ·.· . . .· . . . . . . . . . . . . . . I tiuttlicr, tlie OlPR attt>rn:w: sw,d tl:µ,4,t U1e 
reviSioti .nf th~'l Section 215 a.Rplic,iilon.to focus •ll th~.... ... I 
failed to appease ftie. Court's.co11cet:J:h<5. l:>eqattse "we c.i;µ1't s,iy·that is 
terrorist"C_(}i'llte~te<l ... ! thqugbt tl1e,j ~Qt 1J$ ovet thil 
top. He dn:ln't l'/qy !.t." ~ (U} 

1"he .<)IPI{atfon1.ey's <M:!cV.ilL ais• ::.tatf~ tliat the Co~rt "m:vltitt1 ttsl,a:ek 
if we leurn more a'!:11:mt !;lt{!) . . . . .. . . ' ¢Jv:ltfeiil:' HowL-Ver, the qrse ~ent 
to.Id N$t,l'l {a.ucithe OlGl iJta ,t •WJ'i:~ were np ai1~Utional laets to ,¾id to the 
·a.pp1J:caHnn bcc,1c1,1sc th~, onfot was.mt<mcteato. 0br-diit hacli:g;ound 
informatl.otL The OIPRattm.1my afa:o tnld the OH} that the H.pp!Jc,1rn:u1 
presettted th« Ihcts in th,;if 11.mst.fa:,,01:afale light and. thenJ\v:as ttotl.u:t(g else 
tlK1.t she eou.kl add to rmtke the apprlcaHon. i,,tn11:i:g~\t. ~ {U) 
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the I I su¢Jl a,;;c=J l:leeSUfil';l Qf tlv; CQtn:rs .· ;.t;,.:~ed. 1'1t<.t A,,wnctment 
tXmct,11'\S· Tlw: (,enend Counsel resp,mile.:l tivitshe.d!.d not '\new the 
Jttdge'ti derdal of the 215 [applkattanl to t,e ., htiklingthatthe In.ve;;tifii\<in 
is tint la.wfnlly qpened!' and tbat neither the· ETSA Court nm: (HPR hml . 

,•rrlt\fffI jhg~ :tm•rase.·~,r.1. dns~:~: $$· '. 

...,,_ __ _,,,.,,.,------,.----,---,,-,,-----,-1$he dld tl()t betteve th1,ttthe 
Sect.ton 2.15 request ,vas favie,d .,ole;fy on. pn:itect~id F'trst A,m,1ridn,ent 
activity, )(_ (U) 

fovr diivs Iat{'.r Jtm NEt;JB Jdtoi:n1I ' e,maHed the t11se airent :td asl\:ei;f 
hitrt t<J jti::r ohtiiJn 
mfnrntatlt\n tp iiltlp , s . the 
·: :cttt obtained the 

• s ~ • l'ocTaJil,af1 1tti lia.tttte, ~ e4: We 
as e t :;e castt agei,t w 6 w:totc t i<J . . . . . . . . . . . . \l,11cy· he 
destsrH:ied Ure i1tateiials as ''pro0Taliban in t,a.tttre," The <\¼toril stated that 
the mat,wtals inducted.a pnstcr afmembel's.of an Afghani group who. died 
fighting the Soviets .in ttie S•vietd,f!lihan Wai, h'l the 198£);;;, The ca;,e .i;g¢11L 
said th;;"tt the g1xmp W<1S. stipp<)rted.by the Utlite.d•States tl~tril;i;iJ th~war but 
had i,Jnq, evotved «nd becnn'IJ,o the Ttlllha.n. thm:e:fote, beeat:tse tht gn:ru;p 
was a. pnxfoqci.snr fr> the Ttuibai1, he mo,t1.gl'lt tt ,tcppt•f1iittKe tH dmn~c:tt11ize 
thl'i postes a.s "prn~Talthan tn nat1.h·e. w Ji(. {U) 

~;L '\'ht; !)'Bl {lenen4 (;<,µu!'lel.tq14 t\ie Ql!} fh~t tl;i,f FlSA (\Hi,rt 4<.its l.l~t h8'ite.thc 

.IS) . 

\ 

•~rith,,ril)'. t,} d.ciee ;);t'l ll'Bf h;tv'1$tlg'.,ilis)tl. (U) 

.____ __________________ _____.I,,, 
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We %51':.ei:t both the lftll Gt)neral Co,111,setand the former C,wx1,,,el t1>r 
Jntellig,IIJ,ce P{!!i.ey whether, ln light o( th • "' 'l:''ston, they PI•d 
rtWiewed the undetlyil1g itt,it~sttg;ttion G't . 0 ens1:1rethatJfwjs 
not being: q()W:lU(lted itlviolaJ:ion nfJb(: f rst ·.·. rrten, xnertL cave.:,L 'fl'te JrB! 

G.·•.·:r•·:LC::::r.•.tp:·d· ·.·.;·s .. t1_1.":t .. s.n .... ~ .... d.i'.·.{···' .. ·.n.·.o •...•. l.;.·.:.·.e •• N.· •.•.'··.e. -~ •• '. t.}1·e.•.··.· .. ·.• ..... l···l.l. ~.ei:.1 ... y.·IU: .•. '.1g·5·:·L·'···n .. \.)C·S····Ugatl.m1 o:f\s,--,,-=-=m-... --.----,.,·-o,!- ecause, fm the .reasons stated ah<ive, ;,hr .. beJiwed the.re 
was e oug ... ·n .· rnatiun to pt·{1di.e11t.c tfoj il1w;sttgi.ttton.. She sa.id she 
tl!s~t:ed with t. ·h. e (;nul'tarn:l. 1.•.totl.·•.·. tlr,g iri J'ljtt ci)lUi's rtilitlg ttltered het benef 
that the tm1estigattonwas appt!1p,ia,te, {51·· IU) · 

In (:<Jntrast, th6 former Cm1nsel fot frlt(:lligetwe . PrJlk:y stat{:d. that 
OIPR shouk! lHl.Ve esll:iliilliled tl1t,. untlerlyu1gll1v,ii!itlg.,tkn1 .after the Cot!St'.s 
decls1on regarding the Section 2J5request. How.wet, he said thatwU'.h the 
increase in naUonal sceurtty invel'!ttgatwt1$ ai.'.\d 'f!'lSAtc;quests, OlHR had tmt 
bet;U) able to fully serve imch an ov(lr,;.t,ght rn}!'l}111 {tll 

Jti aq~tt\i;m, the foi:n:wr Actfo,g Coups~1}!t1rh':;t,.,JligeJ.1ce Policy $1:il.Jilbtl 
thi:i.t thenr 1$ 1:1.. history (if stgr1Hkant ]')tn;,hba(il,{ frmn the: :!<'BI· wnt~rr QIP'~ 
quemttfms .1gentt a):l(Jut tht~ ass~'J:'ti,::,f1S ·• 1r:wlu\'.;li;:d htF!SA. applicttttori.s, 6~ 11~ 
0. J.PR fJ.ttqrney assig?wtl 111 S,1cU<:n1 215 · requ.est\!.. r~Ji:;o fold us that. ;:;he 
"'""i'' ' 'l" " '~•••nt,s ••1· " I('"'I'~ "'"" '""·! M~~ ''"""'"""£••# f•es~ \·1•1"'"1"•'11<,t .j, ......-~,. __ '.Ult, __ J- ~QV"'."--F. i-:, u=, \:., L: J.:J;- ·: -,~ _,-.;-tq,~ne.t.1;·. t_;;1:~~~. _.t.: ~~',t.L::HM1:Ja: L::t:.t1..;s- , ,~. ~f\,;,. .-l;t'·-!f,6 

hWesttgatiorts as foct flrtdthatHHt FBI Wl'l'dld tei..pond rmotiy.il' she 
qu4'stloned those asl!!e:rtl.orll!!, {Ul 

· We also asked the 111~1 . (Ie:neral CdLi:issef ,vltetht'W tt. w,,s approp:!'l:ate to 
lsime NSLs. la thl& .Investigation. ba!'lect on the same factt1atp:1:edfcatc., .as· thz1 
Section 215 ap}}tkattm, given that th.e sl:lc,t1Jk1r:Y prom&tflns au:tbotitin$: NSL." 
and $(:Clion215 reqtnisti (;;,ntatRthe san,e ttu:st, A1tK";:1.dmei1t eavey;,;L1>7 'tl1e 
l<'el Gl'\netal C:oilnsdtold the OlG thaLahe beUeve.itli,it. lt was approprl.ate 
tp issu.e N$t,s heca,Jse she d:iS:f.'tgteed ,vtlh the B'l.S:A Com . ,ind beca:ttS~ tht, 
FBI v.r.lc& responslfale for lmrei.tigai:in,g th,.t;;;;,...,===='1'""1=:n=:--tl"< .ifh,.-0!:her ... 
stiqjects (lf national scctirlty investigations. , .. tci siax,e rn . , . 3'L Woctld 
------------

·~ ,,m,"l,rdl\,!{to the fo~-rne, C,mnw,1 for 1p:tl"cl!$g_1:¥w1c !!¢1.ky, he h.iaetl hl!l ,,ox1¢¢1Ji1> 
ab•ut. Of PR\,· lm1bility .ti) hlli'lll lt'\ over!l/;g1it rt,,k. if;..~t<::. 2.QQ.j; 01' e,1dy 2005. 'Thi) former 
Acting Coittiselfo, h1teJ!Jg.e-i1t:e Ptrlicy tokl 11s tlw.t, at of N\l#.m1,er ioor (JIPJR'tle\l<ll~oo, "' 
st:rate@" for revl@wing natiornd seturlty !.rtve,stlgatlt•ns atld ha<t .llegwx ctR\dltictir~ mttl<1nal 
;;ecnr.ity n,1rl<..ws, t\c,x,rdh!,\; fo an.O!PB. utu:.>mt)y, ()il''ll has ,,,,,ui¼lc:ted.all 15. ,;f lhdr 
plam)cd na.tfnnal s;:m1rlfy mv1cw11. at app1'1,,1dm,llfoty 1,t fa~t<i .offt<.~,s ,uid $'BI flea&qtta,1.e.ics, 
{ll) 

IS\i.•. The !'i.>n)l«r Acµrtg t:ouni,ek a!sr, s1.,¢~i f1J.ttU'1l1;1J: ,\ger1tJ', .,m:i. un<if.!t ScigJ,llkant 
p1'eiisu1'!> · tt, tespqrtd to m,uo,;aj $!:<;urity th1:e!'.l:<; Jin.ii tl,>'!t lWt11e~l\11t&· an~ &l'lt't)f tl,l.t KBl 
agmtts hm.vc b1t.(tl,\ <tCQ!,!$'-ld of. failli,g t,:i i()(toJify t.l\,;i;;C th,(:ii:ts, ffJl 

w TheF!'.Jrr;.v,'F'"'"V't:ttfa~NSl~~ ... --.-.-.. -.. - .. -.. -. -. -. --.-. --.-. -. --.-.--.~l (S) 
pursuant tn.t}i,:,; Rtgf1.t to Firi,uw6:U P,fo,1q,1)!c! U<frl'¼/, I;J 0,1:;;c. §;tv114, l.,'/N¾t ,~iim';s1 d1ct 
th¢ indM<it1al.Jssuii>g the Nst oor!itl' !.hat thefriv,"~'•tMrtls. "rmt<l<l(l.dtt<:t~d $&le.ty· <1nthe 
bas!s 0L1<:li~1titts pmtccted hy tl,e Ji'b:,st Am,,ndm,mt tn the CrmstltuU.ttn ,1¥:the• Uti!ted 
States:· l'Sl· ... IU) 
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The Jlir.n,er Ctlll!Vi!.ll. for lnr:eUI~~1ncir J\,ltey statii4 that tnve!;!tJgatt9t!S 
based qn .~ssu@f!'flon wlth suh,j,!cl:s Qf qthei- nat!orm1 sec1Jrity ~nvesttgatJPIJ$ 
are we~k, r:iuf ~arn· xwt tleC¢ssadly Ul.:~ithntci;tt, ~ HRJ. seated tltatwh.~:ll OIJ;R 
receives cases that app,1ar. to be baser! sole)y on. asB00t,.1tl.oH; OIPR fl.rst 
attempts to idei:1Ufyspecl!l.: etmdt.d, bythelilt.bJect ~,:ttd.' . ' '· (S) 
. ou '"° · e l!'BI -J itk th, tt 'w; , <tic mr,tr l" wro if" 

vVe etmsklerctl tliis. u1atter to. bJ:l mstewottlty be,catxfic tr,eJHSA Co:utt 
twio~\ :reft1sed to attthotize SectiPtl 215. orderfl based 0:n. c0i1¢ei::rw tl.at tl:;e 
ip:ve,i,t~gatl;on, was . pt~1n~ed on. protc.i:;t#d lr:lxst t\tne11dtne,nt activity, and . the 
F'BJ s1,1hfiequ~~nt1y issw~d N$Ls to obt.~tn j1~':>nncyJ'iol ~iased · · · (S) 
on•the sau:1e b1d;uaj.predJc~itewithouf.Jltstt<:1Vl,fl;W.it,g: Utt tihdm,),ytri;& 
in:vei-;tfgaUon to eJ:,sur:e it did. not vl:o!ate the B'trstA111e11rh1te11tdweat ~. (U) 

Sectl.oh 215 allotw,;the l¥Bl toe s:eeka huii\ineJ1s .. tecor(ls ,wdet for a 
i:iattnnal@ecurityinvesttgttl:on bra.U,S, ptirnt)t1 p:rbvKd.ed thtit the 
.lnvestlg1, forn ts. "not 61niinctec1. ilioldy \11,ctn thi:T bat,;ts of• hdivttte!& pn,t¼::t(id 
by ·fue first anicmdmElnl, c,fthe.Cottstilutfon/ Si:~t·50 t1$,C,. ~ 186l(a}fll. mid 
{a}(2J(B). 3urtiwrly,. the :Rightro l<'itl:&.rlCJa!PI"Nacy Act(RFPAl. 1.2 U,S.(L g 
3414, alk\\,'lil the FIJ[ to Jsst:ie .NSt,r,. tn obt.$!it1 l111a,nqittl reczyrds for a. t,atk;nal 
secmi1:y Im•e;,tig,tHqn of 4 . U, $, pers9n pr,Ari(led t\ia.t; tl::ie h1ve,;t.tg<1.ti0n }s ~m>"t 
ctmd1.cted $Olely upon the bt~is ofactiv!tf,ts prot,,cti:,d by tlic•fui;;t 
rui:1endnient nfthe Ctin11Ht,1n011," {U1 

lh this ttl,lJ~Ct, b,Jth .FBI. m1(l OlPR p~tsor,11e1 had tt1ifec(l. Fitst ~~ 
t\J'ne11dnm1,t conc~rnsregard!tJ$fhe predi.t:a~e for the b)NC$ti~tiOH 0~ I (S) 
___ ··-· ..-il)efore and after the tlrstSecti~,rl 215 rend. a.pplfc,itkm was 
submitted to tl1c FISA .Ckm:rL t1nc,e .the C0utt exprcsi;;cd 1,lrnfa~r cmm~J:tr1s 
a.t1d rejected t!i.c s1:it~cestiir1•c · app>lk<ttf,,ns, W('i 1;Ielltwe .. Ji wiu, fliGtttt,ht:iJt upon 
fut~. f"Bl axxd oll>R .re-evaluate th,~ JXl.\%$1:igatl,m hefi;1i-e S(\Cl;ti,\1.f{ ,tddruon;:;X 
ll.fon11JlJtQiiabonil· ········································· .. !;i,si~1g JI!$(~,$, !;:tstea,cd; the var Jsm,,ed. NS!:.$ 
l:.W:lileiJ. ,m the se,me .iactu~l ptedJ.G;i.tl':: GQn:truned. tn th,: S~tjrm 2J o: , 
ap~Ii::ttio~:is a,ntj wtt!~o~1t a~dli~l1~t:)~ i1•·dhrr.ni!1t~on:,~bo.1,~t :r1e! . , . _. . . . .l1s1 
aci;i,v1t,e&, clesptte .tlk. Courts ItJe,Jiqn. Oil two· qcuxsions ol, req~e.;ti foi <, 

Section 2.1$ order,. {$( (lT) 
II 

.,i. (S·). ..__ ___________________________ ..,'.(S) 
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(S). 

{S) . . . \\!e. also em:isidered.th 
Iasuiid thtnh · 200(> t•be a t:t 

IS) 
>< (IJ''c-----------------~ 

'tlm r""· -&.u' """'"""'"""'"""'.....,"""'"""'...,...._....,,,.chid¢ s~1;1£t1.oar1.t arnom,t,<, of 
!nfo1mati• • ot l:be subjei;:t Qf aJ1 rnr 

, 1ete i,re car, n:pp . ca 't: elsiil .liberty m19 . pi"i'l>'a.py · cC!nGen,s~ 
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CHAPTER SEVEN 
MINIMIZATION PROCEDURES (U) 

The Reauthorization Act required the Atlon1cy General tQ adopt 
minirnlzatlon procedures for business records obtained pursuant to SectiOn 
215 orders. 50 U,S,C. § I86l!g)(l). The Ad also directed the OIG to 
exarnine Ure ntin.imiZation procedures to determine \Vhether tht~y "protect 
the c.onstttutiona1 rights of United States persons,~ See Pub. L. No, l 09 ... 
I Tl,§ 10fk\. ln this chapter; we describe our review of the minin1iz.ation 
procedures 11dopt.ed by the DepartrnenL (U} 

L Minimization Mandate (U) 

The Reauthorization Act defined minimi.7...ation procedures as: (UJ 

(Al specific :ptocec.h.tres that are reasonably- designed in light of 
the purpose and technique of an order for the production of 
tangible things. to 1ni:n.imize the retention, and prohibit the 
dissen1inatton, of non-publicly available infonnation co:neerntng 
unconsenting United States persons consistent With the need of 
the Unlted States to obtaln, produce, and dissen:ti.nate fopdgn 
intelligence infonnatton;!68l (U) 

{Bl procedures that require that non-publicly available 
inforrnation. w:hitb is not foreign inteUig-ence information aS: 
deftnect in section 1801 (e)(Il of thi.s title, shall not be 
disseminat:ed in a :r:uanner that identifies. any·United States 
person without such p<:--:rso1Ys consent, unk&<s such pen;on's 

(:~ F)>rc:lgt). 1t)telltgettl~t1- ti1for1nath)t.] js <.r~fi1Je'-~- ~1$-~-

{ l) information that relates to, and.if co.11c~ning; a.United Staie$ person ts 
necessary to, the ability of tl1e United States to protect against .. · 

fa} actual oi- p.otet:rtial i'ttUttk or othe:r gn\ve i-wstile acts nf ,l fore1-_~t1 
po-.ver or an agerit of a foreign JXY\.V{~r; 

{bi sabot.age or int<~rnatkmal forror:ism by a fornign power •t' an ngt~nt 
or fon~ig:n powt~r: nr 

(c) da.nd('.stine tntd.l:lgt'..nee activities by .1n intdli.gence se:rvfoe or 
network of a frirdgn pmver or by an agent q( a fcweign ptn:ver; or 

{2) infortnation ,vi:th respect to a threig:n power ot foreign teni.Mry that n~lat.t)s 
to-. nnd if conM-rn:ing a United States p~~s-0n is, ne<;essruy to --

(a! the naHnruil defrn'!.c or the stx:urity of the Untt(id Staks: or 

(b} the conduct nf the fo:re.:l:gn -,.tffaits of tiv: Ui:l:ited ShlteB. 

50 U, S, C, § 180 l(el, (UJ 
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identtty is necessnry to understand fr)reign tnte:Uigence 
ink>rrna.tion ot t--lsSess its importance: and {OJ 

{C) notwithstanding subparagraphs [A} and (HJ, procedures 
that allow for th<.~ retention and dissert:un.ation of ink1rn1ation 
that is evidence of a crime Which has been, is b(~in,g, or is: about 
to comnutted and. that is to be retained or di$setn.:irn.'lted for law 

l' ·. · . . t.':.() tr S {'·> § ·1 s· f' J ' .}(2)· (( j\ en.i:c1rcen1ent purposes, ,:J u ..... _;, . ) Uf ,. .,, 

The minimization procedures were required to be adopted by the 
Attorney General within 180 days of enactment of the Reauthorization Act 
!that is, by Septcu1ber 5. 2006), 50 U.S.C § 1861(g)(l). (U) 

As noted above, the Act also required that the OIG ex-amine "the 
mini.mizatlon procedures adopted by t.ht~ Attorney General, , . and vihether 
such rninimi?..ation procedures protect U-li..~ constituUona] rights of United 
Statr:s 1x:n.ons," (U) 

JI. Draft Minimization .Procedures (U) 

Several months after enactment of the Reanthoriza.tionAct. the Ofllce 
of lntdltgence Policy and Revie-w (OIPR} and the FBI - both ofwhoru had 
been developing ntinimization procedures re.lated to Section 215 orders .,, 
e..xchanged draft procedures. The drafts differed in fu:ndarncntai respects, 
rangtng from definitions to the scope of tl:te pmc<:~dures. At a n1eetlng held 
on Aug'ust 21., 2006, a.pproxinmtely 2 weeks before the statutory deaclline. 
FBI and OIPR officials were tlilablt~ to reach agreement on 111:inimization 
procedures, Present at the meeting were the FBI General Colu1sd and the 
.fonner Counsel for lntelhgence Policy, along with attorneys Jron1 their 
n'!spective offices and n::presentatives fnan the Deputy Attorney Gencral•s 
Offlte, the C.rin11nal Division, the Office of th{.~ Director- of National. 
lntelligenec, iu1d the Ce:ntral Intelligence Agency. {U) 

Unresolved ts.sues included th~ tirne -pertod frff retention of 
infonnation, deO.nitinnaJ tssues of ''LLS. pc'>:.tson identiiytng Jnfonnation," and 
vihether to include procedures fo1- addressing material received in response 
to, but beynnd the scope oL the FISA. Cou1t order; uploading inibrrnaUon 
into FBI databases~ and handlil1:g large or sensitive data cnUections, (U} 

For cxa.tnplc, the Reauth..<itization Act eaHs for nlinhni.za tiun 
procedures that prohibit the disse:tnination of non-public u~s~ person 
infonuation in a 1nanner that would identify the U.S. pers.-0n ln certain 
circurnstances. However, OIPR and the. FBI could not aoxee on a definition 

... 
.:.;.().:..f...;"l;;;.J.:.:,S::;.;~'...;1P.:.,;e;;;::,r..:;;s~o;,;;.;11:...:i:.;;.cl:.;;.e;;;,.:n:.;;tJ;.;:.[:fv...,;r:1;;;,;··n;.;;L{[:L.,;i:::,rl:.::,fb.;;;,:. r::..:n.:.:1=a;.;;.:tt:.::;o.:.;;n;;;..·#-==l=====-==========~I ·s· 

' I 

76 
~,U\ 

bl 
b3 
b7E 



I 
·~'U' . . • I 

·, ( 

I bl 
r r, ! b3 
·,J,1 

b7E 

I 
I 

bl 

I ,Si b3 . ' 
;('· b7E 
',J.1 

I eSi 

I 
bl 

I 
b3 
b7E 

I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 77 

~ Jul, . ' 
l I 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

~;Ui 

ln an ettort to :meet the statutory deadline after the Au.gust 21 tneeting 
the fon11er Counsel for Intelligence Policy suggested that the Attorney 
General adopt sec:ti011s of the Attorney General's Guidelines for FHl National 
Secu1ity Investig-ations and Foreign lntelligen~e Collections of October 31, 
2003, {NSI Guideltnes) as lnterim n1tnlmizatlQn procedures .. According, to 
OlPR and FBI attorneys, the suggestion \:Vas adopted for several reasons. 
First, it allov;ed the Attornev GenetaJ to rncet th<:t statutorv deadline. 

. ~ ·. . ~ 

Secoild. cmnplia .. nce with the NSl Gt1ideUnes in thei.r entirety was already a 
prerequisite to ohtain:tn.g a Section 215 order. Third, the sugg'estion allowed 
the patties to continue efforts to resolve their differences in other forums. rol . 

Du1ing this period the FBl and OIPR also were disct1ssing some of the 
same issw.:~s --wttb regpec.t.tQ updating therninh.11izat:ion procedures for full 
f'lSA ore.le.rs, FBI and 01PR attorneys told us that they believed that the 
minirnization procedures for full F'ISA orders could supe-.rsede or at least 
serve as a n1odel for the mln1mization procedures for Section 215 bustness 
records since the discussions regarding full F'JSA orders required the 
resolution, of broader and more con1plex is.sues.70 (lJl 

ln addition, the Oflke of th(! Director of National lntelligenc<:~ convened 
a working group co.mpo:s-ed of representatives from the tt1telJige:nce 
c<m1munUy to discuss. among other things. the lackof consistency in their 
guidelines for national security :investigations and the need U> develop 
comrnon deflniUons for terms indudtng "U.S. person Jdentil)1ng 
:i.nfonn.atton."71 (U} 

'""j PmiicuJarl?t'fi mjnJrnizatlon mocs:::durns Vl!Te iJlrlrnkr! to SN:'llou 'lJ 5 
""a""'p..._pl""'i<c..,.'a ... t"""'io""'n"'"J _____________________________ ....,! , 

l....__ __________________ ,---__ l=S! 
;<() As of <'.arly l<~ehrumy 2008, the De~1rtme.nt had not finalized the undated 

minimi?~"'-1.ti{m pr<icedures for .fu.u FlSA ord~rs,I ---------------------------------- :s:1 

71 .. A:1 of t"..)rly Dt;;ceni'b<:r 2007, tlw· worktng gro-t.1p had not ddirno:d "U.S. person 
id~•nlifying inforniu.Uon.." (U} 
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ID. The Interim Standard Minimization Procedures (U) 

On September 5, 2006, the Attorney General signed the Interim 
Stm1dm·d Miiti.In.ization Procedttre-s (lnterint Procedures) a.nd flled-U1e 
procedures w'ith the FISA Court The Interim Procedures adopted four 
sections of the NS[ Guidelines and stated that. the sections are to be 
"construed* to meE',t the statutmy ddlnitions of n1inimization procedures 
contained in the Reauthorization AcL (UJ 

The four sectiot1s of the NSI Guidelines included in the Inttrtm 
Proct.'i.iures are: (1) Respect for Legal Rlghts; {21 Deterntinatio:n of United 
States Person Status; (3) Retention and Ot:sst:mination of hifonnatJon: and 
(4) DefinitJons, n {lJ) 

11:ie Respect for Legal Rights sectton states that the NSI GuideUnes do 
not aut.hmi.ze investigating or maintaining lLS, person icnfon:nation solely fo_r 
the purpose of moniit)ring protected First Am.cndn1ent activities or the 
lav,,rful e.'\'ercise of Constitutional or statutory :rights. In addition. thls 
section requires that invest\~ations be conducted in confonnity v.1.th 
applicable authorities including the Constitution, statutes. executive orders. 
Department regulations and policies-, ~md Atton1ey General Guidelines. (UJ 

The Dctcnn.inalion of UrHled States Person Status S(x.:tion deflnes a 
"United States Person" as including U.S. citizens and aUens lawfully 
admitted for pennanent residence. The section also provides guidance ht 
dei-ennlnit,a a uersou's statJJS I 

I I 
,,..,I 
,J,. ._ ________________________________ _. 

The Retention and Dissemination oflnformatlon section contains 
three subsections: Information Systents and Databases; Information 
Sharing: and Special Statutory Requln.m1ents. 111e Interim Standard 
MinJmization Pmceclures adopt only the Ht'st and second sectio11s, 73 (U) 

The Informat10n Systems and Databases subsection niquires that the 
FBI retain records of investigations in accordance with a plan approved by 
the National Archives- and provides for OIPR ov,:::rsight of i11fun11ation 
obtained in the. course of a national s(~curity invesUgation. (U} 

n &tt. re~ipe-ctivdy, NSl Guiddfn<.~-" Pacts LB,-& LC; VTI,At ,:1x1.d B: and \tft (U) 

rn The. Specta.l Stah.th>ry Reqtlii-etueut~, $-tdio1'i requil e& tht\t FrSA--derived 
information be. dissernlnat(.·d pur..'HJarrt to U1e 1ninirnhrntinn fWOl.'edures apprnved by·the 
F'ISA Cnmt and as speci:tled :in the FTSA statute, Although not formally adopted in the: 
ln.tt'.l·ln1 Standard Minimization Procedures, this secU011 -- as with every sedion in tfa! N$I 
Gu.ideHnes - goven1s the use of Section. 215 derived. i.t':lformation becaus~~ complf._\J)Cf; with 
the NS1 Gui.ddh1ts ht thNr enlirdy 1$ nh-ea.dy ~t pn.•requi-6.ite t(I obtaining a Section. 215 
on.ler-. IU} 
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The lnfon11a.t11'>11 Shartn,~ s.uhsecUon .idertt.ifies the Depa.rtment:s pt1licy 
to share infonnalion '\.vJth relevant agencies unless there is a specific 
provi.si.()n Umiting su.ch infom1a.Hon sharing. To that end. the section 
provides. that the F.'BI may disseminate inforrnation with.in. the Department. 
with other federal, state, and local entities, and with foretg.11 authmiUes 
when the tnfon:nation relates to the reclpient's autlwrized responsibllities 
and is consistent with national security inten.$tS. (U) 

'l'he Definition section of the NSI Guidelines defines terrns such as 
"foreign intelligence," "international ter:rorism," and "publicly avaHable." 
However. the Guidelines do not define "U.S. person identifying inlonnation,'' 
{U} 

Wf, asked FBI ai1d OIPR oflkials ·wheU1er they bclicvc':d. the:. interim 
pr0<:edures u1ct the thihimizatlon requirernents of the Reauthorization AcL 
\Ve spccilkally inquired whether the 1nterini procedures could n1eet the 
statutory require111ents whem adherence to tht NSI Gt1ideli.nes was already a 
statutory requirernentfor obtatnlng aSection 215 otih::-:r, the NSI Gl.iideHnes 
\Vere not specific, and the NSI Guidelines applied fo all documents the FBI 
collected in the course nf a nationnl security investtgation and were not 
"designed in light of the pu11,ose and technique" of Seetton 215 requests. as 
required by the Reanthorizati-011. Act (UJ 

OIPH and FBl attorneys responded that they believed tl1c intt'.Iirn 
pro-cedtt.res met the .statutory requirement becaus<:: the Reauthori.7.atimi Act 
did not require that the rninimization procedures be "new" or "in addition to"' 
existing requirerner1ts, {U} 

\\!hen ,vc askett how ar1 agent Vv"l1uld deter:n1ine, for exan1pk, \Vhether 
the disclosure of U ,S. pt.-rson identifying infonnRtton is nc:cessm·y to 
understand foreign intdligertce or assess: its importance. the FBI Getleral 
Counsel stated that the detennination must be 1nadf...~ on a ct::tse:-by-case 
basis, The fonner Cnunsel for Int:eUigence Policy stated that pursuant to the 
intectm procedutcs the FBI ernployee d.LsseminaHng the infon11aHon Vimuld . 
make a Judgment calL 'l'he fonner Counsel fnr Intelligence Policy also noted 
that this was one of the unresolved issues and that he hoped lh(~st. issues 
would be addressed as th.e FBI an<l OIPR updattKl the m:i.ni:rnization 
procedures for full FISA orders. (U) 

Vie also :asked the FBI whether the retention plan approved by th.e 
National l\rc.htves requited JTBI agents M e. .. xamine retnrds n~c.dv(td pursuatrt 
to a Section 215 c,nk.t up<m teceipt to er)$ure 4X1mpHance \Vith the oRk:r. As 
discttssed previously, we believe sttd1 a requirement could prevent the 
retention of U.S. person information that was produced pursuant to but not 
authorir.,ed by a Sectio:n 215 order, However. we were fold that the FBI doe.s 
not have a current retention policy for coun:terterro.rism. cases and until 
such a policy is developed, the ii'Bl wm rely on. a defaultretent.ion policy 
whid1 addresses only the duration of retcnlion and does not address the 
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need to review the nmtert;1t According to the FBrs default. retention po Hey 
t-or counterterrorism cases.. the FBl wm retain infor1-r1tt.tion obtained du:t'ing. a 
nntf.onal security lmresUgation f01i !before th~: issue of further --· 
retention is re-evaluated. tS] 'U·, 

. ' l I 

IV. OIG ANALYSIS (U) 

As discussed abo\'e, because of a series of disagre.emcnts about how 
the .FBI should retain And disserninate busin(~ss record$ obtained J)iirsuant 
to a S{~ction 215 ordey, h1 Septe-rnbet 200$ the Dep.-.trtitH:nt issued "inte:t'ir11" 
minhnt~aHon procedures for bustn.ess .records produced pursuant to Sectton 
2 l 5 orders. 'These inte1im minimization procedures use general hortatory 
lan&tuage stating that au activities c{mductcd in relation to national security 
investigauons rnust be "carried. out in confor:rntty with the ConstituUorL" 
However, t-ve believe tltis broad standard does not provide the specific 
guidance for rninimizatton procedures that the Reauthorization Act appears 
tt) c0:nten1plate, (U) 

\Vhen dis<:u-ssin,g the ts..sue raised by the Reauthorization Act of 
whether tb.e n11.n1mtzation procedures ''prot<~ct the constitutional d.ghts of 
United States persons;" OIPR and YB.I attorneys asserted that most 
government requests for business r<:;cords do not taise txmstitutional 
concerns, They noted that the SnpttTl:1C Court .has held that indivlduals 
have no legH.tmate i:>..xpectath:m of privacy for infonn;-'tiOn voluntarily ttrrned 
over to third parties. Ste e.g,, lkiited States u, Mill.er. 425 U.S, 435, 442-444 
(1976}; Smith v. !vfaryland, 442 U.S. 735 (1979}; Couch v. United St.ates, 409 
l , S 3•::i9 9 3·~ ,:,,){'· ( n:)7';;!) ve•· 11"' ... "''f"'':t"'r b"l ''1·11"' ~s re·"'ord ob"'·,,,i,1""·l)le ), , '- ..;)..,, ._;t · ;J···._:J,a() . i.,;. ,~ .. I ' .. 1., V\, . ._:_.,,:;,_ ·J , . . S .,:,1$ . (;.. t.<;Ul ~ ... , 

through a Section 215 order falls um.kr this rubric For f" •. xample, a request 
by the gow:rnment f<Jr huslrwss records created and maintained by a sole 
prop1i.etor may raise fifth Atnendrnent ccmterns, HeW.s u, United St:a.te'.c;, 
417 U.S. 85 (1974),1,1- Business record requests also may affect First 
Amendment rights of individuals. ln acld1tinn, the Supreme Court also has 
not ruled on the a_ppruprinte privacy .interest to be afforded toj l 
._ ______________ _. ~ :u:1 

Moreover, tht:t Reautl1arization Act r(-quired the Department to acfopl 
"specific procec.h.u·es" reasona:bly desigr1ed "to minitrlize the retention, and 
prohibit the disseininatlon .. of nonpuhHdy avail.able information co.ncerni.ng 
unconsenting Dn:itt~d States persons cons:istt.~1t with the need of the United 
States to obtain, prod11ce, ai1d disseminate fore1gt1 mtelUgence inthrm.atton." 
We belicvt that the inter:irn procedures d9 not·t:adequai:e.ly a:ddtess this 
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requirement, a.nd we recommend that the Departn1ent continue its efforts to 
construct specitic tnlnlntizatiOtt procedures relating to Section 215 otdcrs, 
r;:.\ther than rely on gexu~ral language in the .Attorney Genca-ars NSI 
Gui.detin.es. (U} 

First, the interirn procedures do not provide speciik guidance 
regardlng the retention of U.S. person infonnation. ':Che FBI adutnwledged 
that its practtce under the NSI Guidelines sections is to retajn aH 
fnforrnaqon O:htaiT'\d ln.. the. ct:)urse·. of a. nati(Jna.l s:ect.nity investJgation fru- a 
perio-d uO ____ ____,_,... However, the Reauthorization Aet requires the 
Depart:111ent to adopt "spectftcproce.dures;· designed to minhnize the 
retention of non-publicly available info:nnatton concert1ing·u:nconsenting 
Urll,·te,i· Stat•"s p""rso11s cons1sti:>•nt w·ttl·1 *h·•"'· tlt"'"'d of ~-t1• U·11it.:•IJ, st· at··~s t· o . "'- ~ v}-.ol . \... . ~ . ~ ~ ... - . , . -~ .~-....: . "'" -. . . t ·"-·· . . __ .,.:,.•. . . . tl x,,, . ~ '-'c...: . _<; ~"'< . . 

obtain, produce. and dissernlni:)te foreJgn lntelltg"enc~ iu:fonnattorL TI1e 
Departrnenfs faJlure to disdngntsh the reitntion of U.S. person lnfor.mation 
from any other inforruation obtained in the course of national security 
investigations app{.~ats incon.sistent with the languag<~ of th(.~ R1.:\a.1.1tho1.t~~at10-n 
Act Moreover, while OIPR prnposed retaining the· busi:nes.s records! I 
I I and the FBI recomrnended retain.h1g them. fo1i lthe interhri 
guidellnes shnply follow general archives practices and allow the 
infonna.t.ion fo be retained wit11out furthe-r ~valuation for! I~ ,.u:

1 

Sintllady. the interim procedures do not contain procedures that 
prohibit the djsse.mination of U.S. person infonnadon un.less disclosure is 
necess .. -u:-y to understand or add.te'$S the Importance of the tntelligt.uce 
infonnation, 111.e FBl's assertion that agents can make this detennination 
on a c.ase-by-case basis co:n!litts with the statutory 1·equire-me-nts that 
specific rnini.:rn:i.zation procednres be developed to address this eoncen1. (U) 

ignores t e Rea:nt .. nrb'.,\tinn 
......,,,c.,..,· _""'s"""'s""'.""'a=u"""'. ·"""x""'n=y,,...1"'"'·e,..,_q=u"""'1""'n""'~1=11.,.,,e=r=1 .... """'. 1""'a=, :"""'."""'· ·"""e,... .. ......,.,e=p""'a"""rt""'r~nent. adopt procedure.s "that are 
reasonably designed in light of the pin-pose and tt.'Chnique'' of business 
records orders to n1intmize the retention and pxohJbit. the dtssemination of 
U.S. person infin,natton:' \Ve believe th}1t standard rocedures should be 

·:Si specifically adopted fo1·.....,____,,,.......,,...,...-,,.,....-.,..,....__,,.----,,.,.....___,,.......,......,..""""""'-in accord with 
tlie rt~quire.ments and intent o the Reaut 1orizaHon Act,"b "· · 'U'; 

l I 

:Si 

,_____ ____ ______.l'•Si 
O.i~ 
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As a result v,re recommend that the FBI and OIPR continue to \Votk to 
develop appropriate standard minim1zatjon procedures for business records. 
Pursuant to the Rea11tl1ortzaU.on .Act, the. Depart:rh('Xlt shou.ld replo:ce the 
ihternn procedures with final stand}ird rninlrnization proct~dutes that 
provide spee:ifk guidance for the retention and dissemination of U.S, person 
information. In addition, we reeormnend that the FBI and OIPR monitor 
Section 215 requests to ensu.re that lfa request implicates the rights nf l.LS. 
persons, that spec1fie: and pa.rtlcuia:ctzed minitnizatio.n procedu.re:s be 
tnd.uded in the Section .215 applicatinn and implemented ln a. manner that 
protects the U ,S. pcrstin's constitutional rights, fU) 
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CHAPTER EIGHT 
CONCLUSIONS {U) 

As required by the H.ea.n.thnrizaHon Act, the OIG conducted this revtew 
of the FBI's use of Sect.ton 215 requests for business .records in 2006. The 
ReauthorizaUon Act required the OJG to examine how .tnahy reque$ts \·ve:re 
prepan,'<l by the FBI; hm.v many applications 'Nern approved, dented, or 
modified bv the Forci:tn Intellil!ence Survdllam::e Act (FISA) Court; whether 

✓ ~ ~v 

bureaucrnUc or other u:npedh11ents hindered the FBfs use of Section 215; 
and the cffecttven~ss of the :&'BJ\;. use t1f Section 215. The Act also din:ct<:xl 
that th,~ OIG examine any -1n1pn)pe.r use of Section 215 authority .:cu1d 
identJ61 any noteworthy fq.<ts or circ1unstm1ces concernt.t\g Section 2J5 
requests. Finally, the Act required the QIG to (tXamine whether the 
mintr:n.izaHcm procedures adopted by the Departn1ent protect the 
constitutional rights of U.S, persons, As required by the Reauthorization 
Act our·revi.ew covered Section 215 :requests processed in calenda:r year 
2006. (U) 

\Ve found that in 2006 the FBI and OlPR processed a t()talof 21 pure 
Section 215 applications and 32 eontbina:tion appli(:ati.()ns. All but six: of the 
pure Sectton 215 applications were formally su.bnrltted to the FISA Ct)urt. 
Each of the 47 Sectio11 215 applications fl 5 pure requests .and 32 
cmubination requests) fonnally submitted to the FISA Court were 
aI)p·ro·\1"""d 7 & ('rJ) ,. . . . ,., .~ ·• . ~~ . 

The six pure Sectton 215 reqtiests that ~vere not fonually presented.to 
the F1SA CourL ·were withdra\vn either \Vhile they were pending a.ppro:va1 at 
the FBl's National Security l.i-tW Bttuich {NSLB) or at the Office of 
Intelligence tmd Polil~Y Revi.e\v (OIPR) because they lacked suflkient 
p.redtcate or the provider did not 111aJ:ntaJn the reco.rds requested. The FBI 
obtained a ,vidc variety of records usin 1 Section 2 l 5 orders in 200H, 

~ 
---- iUi 

, ,..
1 
.-----l __ r_n __ li __ k __ e __ i __ n __ · r.._:.Jr __ e __ vt ___ . o __ u __ s __ ' ... v. __ ,ei __ 1r __ s-1..,l _________________ -----1J ,: S 1 

;J' 

X 

---·-·-----···-·-------·····---·······---
:l!'l Fbu:r nf the pure Stxtion215 applieauon.s processed .in 200H were -'iigtled by the 

FlSACourt in 2007. !U) 
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\Ve deterrni.ned that when FBJ agents submitted Section 215 requests 
processed in 2006, they encountered s:irnilar processing delays as those. 
identified in our March 2007 report, ·n1ese delays \Ven .. " caused by 
unfauniliarity with Section 215 orders, too tew rt.sources to handle requ~sts 
expedi:tiously, the 1nnlt1-laycred review process,. and substanuve.i$sues 
regarding whether the applicaH•n n~et the statutory reqnirements, Overall, 
the average processing ti1ne for Section 215 orders in 2006 tvaS: 14-7 days, 
which was silnilar to the prncessing tinw for 2005. However, the FBI and 
OIPRwere able to expedite certain Section 21.5 requests in 200H. and when 
the FBI idenU:hed two crncrgcncy requests the FBI and OIPR procx~ssed buth 
Section 215 requests quickly, (U) 

\Ve uncovered no 1:~v:idence of harm to national S(;~cutity in any speetfic 
cases d1used by the delay tn obtatning. Section 215 ordersot bv the FBJ's .... .... .. .;, 

inability to obtain infoimation that was reqnested in Section 215 requests. 
However. agents expressed frustration about the amount of tinie and dfott 
invol.w~d in obtaining a Section 215 order f\.Od stated thaf they would fk,st 
ptu·s1.u~ tl'.1.e in(orrnati<>n through other more efficient investigative tech11iqlles 
su(:h as voluntary C(unpliance aJ1;d naUo:naJ secutity letters, (Ul 

\Ve again examined huw the FHI in 2006 used information obt.airn:~d 
throu·'h Section 215 orders tu nattona1 secnrit · i.nvesti atic:ms. Aside frorn 

~- ectJon :...,. , ca- ers were use(. pnn:mruy o ex 1aus. m:vest.tgat1ve ea. s, '.s:1 

although in son1e instances the FBI obta.tned infnnnatkm tn support 
add it.tonal FBI investigative requests and to assist foreign govenunents 
pursuing crirninaJ investigations of non-U,S, persons, The evidence showed 
no i.nstan.ce \Vhere the information obtained from: a Section 215 order 
described in the body 01--·.w...1.w...1.~"""'-J,....a...=w..u..i..~ ...... ..i...a.-~....Ll.,li~~.:;.i;,i;,i~-----

\1/e did not idenUfy any illegaJ use of Sectlo.n 215 aut110rity. However, 
\Ve identified two instan.ces ,-vhere the PBI received information inadvertently . . . 
that tvas not authorized by th.e FlSA Court onkr. I.n one instanc.'.(.~, the FBI 
did nnt realize for 2 months that it was continuously receiving information 
that was not authorized by tht FISA Court order. The FBI repr)rted this 
nH.ltter to the IOB, and Of PR reported the. matter to .. md sequestered the 
111aterial with the flSl\ Court {U) 

ln tl1e other instance the FBI tec~ogp:iiZed the rnatter qui(>.kly and took 
steps to inlmt.'diatdy sequester the additional xnaterial. However, in this 
case. the FBI did not consider the UliJt.tcr to be teportable. to the IOB 
because th~ records were not t;;tatutorily protected. O!PR has not made a. 
decision r(:gardtng whether this is a cornpl1a11ce ineident reportabk. to th(" 
FIS/\ Court. {U) 
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\Ve :recommend the FBI should ckvelop procedures that require FB1 · 
employees to revi:ew n1aterials received. fron1 Sect.ion 215 orders to ensure 
that the material they receive purstrnnt to a Section 215 is authorized by the 
Section 215 order. [Ul 

Furth{~rmore, we recornmcnd th~1tthe FBI devefop procedun~s for 
identifying and handling rna.t.erial that iS produced pursuant to. hut outside 
the scope oJ. Section 215 orders. The procedures should include the FBl's 
jttsti.ficatiun for hatu.:Illi1g any class of such rnatcria1 differently frorn olhet 
classes and sbould consider factr,rs in uddition to whether the rnatelial is or 
is not statntoiily protected, F'or ex.-unpk, the procedures should also 
addTess such factors. as whether the matertal contains non--public 
infonnaUon about U.S. persons who are not the sui:zjects ofJ:<1::3[ naticmal 
security investigations, and wheU:1er the underlying Section 2..15 ord.er 
included particularized nili1ilnization procedures. These procedures should 
be inc()rporated in the n1tn.imi1.,ation procedures required by- the 
R.eauthnrizati.on Act. {U) 

';Ye jdentiHed two other·:::rmte:wnr. th. v" r.::UlS:. The first in.volv~• . 
, • , rr•rn ws \Ve found the n~que:s , ., 
', ::i I ! to be noteworthy because U-te FISA our · ', ~ '1 

twice refused to approve Section 215 applications forl I , • , 
btin!! First Amendment concernsJ . ',J,1 

The second noteworthv itern concer:nedl ------------..................................................................... ___ ........ ____ ........., __________________ _,,~, 
,J,I 

xiflL ____ __. 

Finally, \.Ve exanlirwd tvhethct the inteti:tn l3tandard u1iniI1uzaUo:n 
procedures adopted by the Departn1et1t for Section 215 orders are 
consistent with the requirements or U1e Reauthorization AcL Because of 
difierences hetv..rE:en the F'BI and OIPR. the Department's interim prucechtres 
merely adopt the general language co.ntained in theAttotney Genera.rs 
National Security Guidelines, However, these general standards do not 
provide specmc guidance for minh:nizatHm. procedures that the 
Rt~authotization Act .1ppcars to contemplate.. We\ believe. tbat the,se interin1 
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guidelines d() not adequately address the intent and requtret.nents of the 
Reaut11orlza.tion Act for minimi.zatton procedures. and we recornmend tl1at 
the Depa.rt.n1ent continw .. ~ its efforts to develop specHlc standard 
n:unilluzauon procedures :relating tci Sceuon 215 orders. fU} 
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PiBtt)\tt ot·N.·rrroN/\J .. rNtti.LtGf:NGt 
\VJ-.SHJNGTOi--<, DC N5ll 

The HonotAble Gforuf A. Fine 
fosJ)e,ef•.r .Gt:ner~l 
Utute<l•St1te..~ Depattment · of Justke 
95{)J)ennsy1vanfa Avenue, N.W, 
·1~1 •t.i • · · · ··n c·~ 20· <-·3:n 'f"t a5uit):gl:0U~ . , . · · +. .), V 

Deaf"Mr. Fini,: 

• {\J). Thank you for providing us .a copy of your draft repoxt dared J~tiary 28, 20Q8 titloo~ 
., A Review of the Federal B~au: of Investigation's Useof Section?.15 Orders for Busiooss 
Re-cords in 2006. ;, We .,iiYf Qt~g xe,:fowed the s.11hseque:nt dtaft provide({ to :us on February 19. 
We. ap-preci~tethe OJ)JXlftllrtityi(,•cum:ment, and notethat.thisc.onltmmt addra.-;;~s•the draft dated 
February l 9. 2008- · · · · ·· ·· · 

(U}.As you noleiu your re{:it1rt •. Section 215 on.~-s ate M invaluabh tool tbe FederaJ 
. Bureau of lnvestigadon. uses.to ohtain lnfom1atkm in natiomtl s~.curit:y investlgatio.ns, In. 1.nany 
case-s, the infon:oa.tfon tibmined. througb. tllis · i1lvestig4ti ye tedmiqm~ csr1;1iot be Qp~aine(i by orJ1e.r 
tile.ans:, We thank you for the extensive review .your office h:a.~ conducted of tile. use of thi~ 
. authority; · 

a ·~~ . 

•· ,t{·.•··· ....... •.· .. l.• .. ·•··· .. · ... 
. ·. ·.- ·... . .· . . . ·.•. 

J.M, Mt-CnmwH 

. 'm.fCLASS:tl? fEJ:) • . .. . . . . . . . 
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U.S. Department of Justke 

National Security Division 

March3, 2008 

The Honorable Oknn A Fine 
lnspe0tor Gene-ml 
l.Jnjted States Departn1e11t of Justice 
950 Pennsylvania A venue. NW 
\Vashington, DC 20530 

Dear !\-1L Fine: 

Thank ycm fi)r tlw oppiJrtunity tu resptmd to your rep01t etititJed., •'-A Review of the 
Federal Bureau of Investig_ation's tise ofSectiori 215 Orders for Business Rc<-'On1s in 20h6." We 
arc pknse{l that your rep6rt recognizes the importance ofthis valuable tm)l to the Fed.era.I Bureau 
of Invex-;tigation's {FBI) conduct ofnationat security investigations, 

As you find fa your report, FBI agents <le-pend on St."f.:tion 215 orders to .support FBl 
national security investigations and to foHow thrnugh <.m investigative leads. The proce~s fbr 
obtaining these orders was designed. to protect the pti,/acy and civil liberties ofA.merkans and to 
i;:nsure that applicati(m~ c<:nnply with itatutury requirements. \Ve appreciate ymJr finding that this 
careful" 1m~asuxed approach-while resulting in some de,J ay··-,-,has not cause<! any hann to the 
national security. In order to help ensure that the Department takes foll advantage of this 
important tool in the future, the National Security Division (NSD) has augme-nted the n.urnht:.,-r of 
attorneys handling S ccHo:n 115 a.pplig1tio.ns, and is coH.aboniting with the FBI to. 111crease the 
efficiency with which rcqiiests for Section 215 aut110dty ate prnpar¢d, Inde<.,s.d, as- you note, the 
fBl and the NSD ,vcre able to work together to obtain Section 215 authority expeditiously in 
2006 'i-Vhe-11 drcmnstances required immediate collection, 

Your rcp~)rt also discusses the interim mmim ization procedures adopted by th~ Attunwy 
Generfll to govern Section 2J 5 request.$, /\s you note, a( the lime these procedures were rulo'pted, 
the Department was in the proce.~s nfrevisi:ng its: standard minhtiization procedures: fur ofaer 
ty1,es of FISA collection. To allow Department attorneys the time to protluce Section 215 
ltiinimization procedures ctms1ster1t with that rt:vision while ensuring that Americans• privacy 
and civil hln:rties internsts uro protected; the current ink~ri1J1- proce{.iures were .adopted. The 
lnterim Standard Minimiz:atim'1 Procedures apply the requiretnenlR. of four sections of the 
Attorney General's Guidelines for FBl National Security Investigations and Foreign Intelligcocc 
Collections (October 31, 2003} to re{;ords: obtafoed pursuant tn Section 215, Since their 
adoption, the Foreign Intelligence Smvdltat1cc Court (FISC) has ordered the govem:ment to 
follow these minimization procedures in numern1rn Section 215 orders., With the revision of fue 
proce<lure-s fiJr oth{._.'f PISA collections .m.1w <.'-<Jmplete:, the Departtnent 1;,vill corrun.ence work to 
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re.place these intetixn procedures with standard minh.niz:ation procedures sixicificaUy tailorc<l to 
coHec.tion under Section 215, 

Finally, we are pleased that your report confirms there were .110 -in egal uses of Section 215 
;1uthority in 2006, Your report does note tvlo instances in 1J/hkh a third 1-,arty over-produced 
certain records in f(!sponse to a ,..:-ouri'-authorized Section 215 rnquc.s;L As you discuss in your 
report, the FBI did not solicit the additional business records in dther case and thetefore cannol 
be faillti:xi for t.h<~ recipit;:nts' prorluc,hm of reconl:s beyond the scope of the court order.. In.deed, 
in both instances you ident.ify, the FBI tonk the steps: necessary to ensure that tbc ,wer-pn)dliced 
infom1ation would not be used, 

11im1k you tbr your effmts aiwi for the opportunity to convt.iy our comments on this report 
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Sincerely, 

/k..~~ v~~ 
Kcrnttth L Waimtein 
Assistant Atton:1ey General 
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Honorable Glenn fine 
lnspe.ctor General 
United States Departmelit of Justice 
950 Pennsytvru1ia Ave, N.W, Suite 4706 
W ~shingto]i, D.C 20$3{1 

U .s. Department of Justice 

Federal Bureau of Investigation 

MMch5, 2008 

Re: Offic~ ttf Inspector Genctal Rep(Jrt: A Review of the 
Federal Bureau·oflnvestigation1s Use of Section. 215 Orders 

Dear '.\.Jr_ Fine: 

The FBI appreciates this opportunity to respond to the findings and 
recnmm.endation.s made in a 1'A Review of the Federal Burcm,1 of Investigation's Use ofS~tion 
215 Orders" {215 Report), i:t r!;:por:t that was Cong1'essionaUy n'l.andatt.'(i by the USA PATRlOT 
lmprnveit)etit and Reautho.dzation Act. of 2(H)5. This ktter conveys the FBI's response W the 
findings and recommendations of tbe Report, and I :request that it he appended to the Report 

We ll!e pk·as~d that your office flas concluded that the FBI did not engage in any 
iikg<1l use ofit~ authority tq gather third party business records during national security 
investigations. We also appredate yot1r findings, with which we concur, that ''Se-ction 215 can 
be a vah .. iablc invesligativetfml" even thOU£h delays in obtaining such orders have, attimoo~ 
unde.rcut that value, Finally, we appreciate your c1:-,nclusion that emergency :r~quests were 
handled very quickly and that the avera.geprocessing time fot bt1siness rccofd applications was 
reduc~d slightly dudng 2006 as compared to 2004 and 2005 because ;'FBi<!lnd OIPR ~rtt-0:m~ys 
developed a procedure a11<l working relationslup that allowed th~:in. to process business records 
Qrders more efficiently, 1• We are hoi,cf ul these processing times 1.viH corHi:mre to fall in the 
conung years, 

Thank you for the opportunity to respond to the re_porL 
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< I I ;,,, TOP SECRBT//OOMINT//STELLARWl:ND//:NOFORN 
Datf: 10-.r _ J, _ '1 . 
Clas :,ified By: S3(pJ~tfT7~ · 
Deri ;ed From:~N~S!,l,:IC~G...__ ____ _ 

Rea: ,,>n: i .4 _ __..C.,,=:.,.--,--,...-r---::----r"cLASSIFIED APPENDIX 1 (U) 
Dec assify on: !J / Jt:J./ ?/j ,, 

I. Background (U) 

On May 23, 2006, the U.S. Department of Justice (Department) filed 
an application with the Foreign Intelligence Surveillance Court (FISA Court) 
seeking a Section 215 order requiring the production of certain records to 
the National Security Agency [NSA). Specifically, the application sought 
telephone call-detail records, also known as telephony metadata, relating to 
all telephone communications maintained by certain telecommunications 
providers. The records were sought · · · · · · 

-oncerning the activities o 
~ ersons in the United States an 

te ep one ca - etru recor s as part o a arger surve1 ance an co ect10n 
program ("NSA program") authorized by the President on October 4, 2001, 
in response to the September 11 terrorist attacks. For several reasons, 
including the public disclosure of one aspect of the NSA program in a 
December 2005 New York Times article, the government decided to seek 
collection of the telephone call-detail records under the authority of FISA 
and cease collection under the Presidentially-authorized NSA program. 
('f8/SI-3W/NF) 

This appendix summarizes the May 23, 2006, FISA application, the 
FISA Court's May 24, 2006, order authorizing the collection, and the 
subsequent modifications to and renewals of the order. The facts and 
circumstances surrounding the events preceding the application, as well as 
the implementation of the order approving the Section 215 request, are the 
subject of an ongoing OIG review of the Department's and FBI's involvement 
in the NSA program. This appendix addresses the 2005 Reauthorization 
Act's requirement that the OIG examine the FBI's use of Section 215, one of 
which was the Section 215 application for telephone records from certain 
telecommunications providers. (Tg/SI SW/NV) 

II. The May 23, 2006, Section 215 Application (TS/ii/Kl') 

The records sought by the FBI on behalf of the NSA in the May 23, 
2006, Section 215 application were all telephone call-detail records, or 
telephony metadata, maintained as business records by certain 
telecommunications carriers. The application sought the production of 
metadata on an ongoing basis for the duration of the period covered by the 
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Court order. This metadata essentially consists of routing information that 
includes the originating and terminating telephone number of each call, and 
the date, time, and duration of each call. Telephony metadata does not 
include the substantive content of any communication or the name, 
address, or fin · · · subscriber or customer. According to 
the application, e telephony metadata provided to the 
NSA was expected to involve communications that were ( 1) between the 
United States and abroad, or (2) wholly within the United States, including 
local telephone calls. ('fS/SI/Nf'l 

The purpose of this bulk collection of data, as explained in the 
application, was to allow metadata analysis, which · · 
significant tool available to the U.S. government in 
According to the application, the call-detail records provided to the N 

* • • • • 11 :. • • • • • • • an ongoing basis would be placed in an 
"queries" against this archive to identify 
operatives. The queries would attempt to · 
individuals reasonably suspected of being 

(b)(1 ). (b)/3) 

e • I ll I H II I • t 
(b)(1). (b)(3) 

int e hni e n wn as " nta h 
(b)(1). (b)(3) 

application, the telephone numbers selected by the NSA to query the archive 
would be known telephone numbers for which, "based on the factual and 
practical considerations of everyday life on which reasonable and prudent 
persons act, there are facts giving rise to a re · 

- .. '_.,. her is associated wi 
(b)(1) /b)(3) The application stated that the identification of any 

such number believed to be used by a U.S. person would not be based solely 
on activities protected by the First Amendment to the Constitution. 
(TS/SI/NF) 

The FISA application stated that the Section 215 order over the course 
· he collection of telephony metadata pertai~ 

telephone communications (approximate1:ff11 
c - et recor s per ay), including records of communications of U.S. 
persons located within the United States who were not the subject of any 
FBI investigation. The stated justification for this broad collection was the 
NSA's determination that a data archive was needed for the NSA to perform 

i to n known o eratives and t · entify unknown operatives of­
some of whom may be in the 

United States or in communication with U.S. persons. The application 
stated that the primary e ability to 
identify past connection was possible 
only if the NSA "has collected and archived a broad set of metadata that 
contains within it the subset of communications that can later be identified 
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as terrorist-related." According to the application, the NSA estimated that 
only a tiny fraction (0.000025 percent or one in four million) of the call­
detail records included in the archive were expected to be analyzed. The 
results of any such analysis would be provided, or "tipped," to the FBI or 
other federal agencies. The application stated that the NSA expected to 
provide on average approximately two telephone numbers per day to the 
federal agencies. The application also stated that the FBI would handle 
tipped information in a manner consistent with The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection. (TS/Sl/:WF) 

The FISA application proposed restrictions on access to, and the 
processing and dissemination of, the data collected. The restrictions 
included the requirement that queries be approved by one of seven NSA 
officials or managers, and that queries only be performed with telephone 
numbers for which th at they 
were associated with In 
addition, the application stated that the NSA's Office of the General Counsel 
would review and approve proposed queries of telephone numbers 
reasonably believed to be used by U.S. persons. The application also 
pointed to several mechanisms for oversight of the use of metadata, 
including controls on the dissemination of any U.S. person information, the 
creation of a capability to audit NSA analysts with access to the metadata, 
and the destruction of collected metadata after a period of 5 years. The 
application also stated that the Director of the NSA would inform the 
Congressional Intelligence Oversight Committees of the FISA Court's order, 
if granted, requiring the communications carriers to produce the call-detail 
records. (TS/SI{NF) 

III. The May 24, 2006, FISA Court Order (TB,'81,'NF) 

The FISA Court approved the Department's Section 215 application 
on May 24, 2006. The Court found that there were reasonable grounds to 
believe that the records sought - the telephony metadata - were relevant to 
authorized investigations being conducted by the FBI to protect against 
international terrorism. The Court's order also incorporated each of the 
procedures proposed in the government's application relating to access to 
and use of the archived metadata. This included a requirement that any 
application to renew or reinstate the authority for the bulk collection include 
a report describing (1) the queries made since the Order was granted; (2) the 
manner in which the procedures relating to access and use of the metadata 
were applied; and (3) any proposed changes in the way in which the call­
detail records would be received from the communications carriers. 
(TS/81/NF) 
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The Court's order was accompanied by-secondary orders to the 
telecommunications providers directing each to produce the records 
identified in the order and to continue producing such on an ongoing daily 
basis for the duration of the order, which was set to expire on August 18, 
2006. (TS/SI/NF) 

IV. Modifications to and Renewals of the May 24, 2006, FISA Court 
Order (TS/81,'NF) 

On August 8, 2006, the FBI presented to the FISA Court a Verified 
Motion for an Amended Order authorizing the use of the telephon metadata 

ersons 
in the United States and abroad. The government's motion asked that all 
other provisions of the FISA Court's May 24, 2006, Order remain in place. 
The motion was supported by a declaration of the Director of the National 
Co the use of telephone communications 
by The Court granted the government's 
motion for an amended order on August 8, 2006. (TS/SI/NF) 

On August 18, 2006, the FBI filed a renewal application requesting 
that the FISA Court authorize the continued collection of the telephony 
metadata authorized in the May 24, 2006, Order, as amended by the 
Court's August 8, 2006, Order. However, the August 18 application 
modified the prior applications in a few respects, including a request that 
the FISA Court increase the number of individuals at the NSA authorized to 

t and that the 

e August 8 app 1cat1on 
also included the report required by the FISA Court's May 24, 2006, Order 
describing the queries that had been made since the May 24 order was 
granted, the manner in which the procedures relating to access and use of 
the metadata has been applied, and any proposed changes in the way in 
which the call-detail records would be received from the communications 
carriers. (TS/SI/NF) 

The Court approved the government's August 18 application the same 
day it was filed and issued the accompanying secondary orders to the 
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communication carriers. The August 18, 2006, order was set to expire on 
November 15, 2006. (Tg/!?jl/NF) 

On November 14, 2006, the FBI filed a renewal application requesting 
that the FISA Court reauthorize the collection of the tele hony metadata 

st 18, 2006, Order. 

and that the NSA expected to provide an average 

•

proximately elephone numbers per day to the FBI, an increase of 
rom the estimate provided in the May 23, 2006, application. The 

November 14 application also included the report required by the FISA 
Court's May 24, 2006, order describing the queries that had been made 
since the August 18 order was granted, the manner in which the procedures 
relating to access and use of the metadata had been applied, and any 
proposed changes in the way in which the call-detail records would be 
received from the communications carriers. (TS/81/NF) 

The Court approved the government's application on November 15, 
2006, and issued the accompanying secondary orders to the 
communications carriers. Since that time, the government has filed five 
additional renewal applications - on February 7, May 3, July 25, October 
18, and January 10, 2008 - each of which was approved by the Court. 
(TS/81/:WF) 

In June 2007, the government presented a proposed modification to 
the telephony metadata collection that sought to add additional foreign 
powers to those against whom the collection was targeted. This 
modification was approved and incorporated into the Court's July 25, 2007, 
Order. The government anticipates filing the next renewal application for 
the collection of telephony metadata in April 2008. (TS/81/NF) 
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The Department of Justice Office of the Inspector General 
(DOJ OIG) is a statutorily created independent entity 
whose mission is to detect and deter waste, fraud, 
abuse, and misconduct in the Department of Justice, and 
to promote economy and efficiency in the Department’s 
operations. Information may be reported to the DOJ 
OIG’s hotline at www.justice.gov/oig/hotline or 
(800) 869-4499. 
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