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Why TIGTA Did This Audit 

This audit was initiated to 
evaluate IRS compliance with 
Federal requirements for 
management and security of 
official and diplomatic 
Government passports issued to 
IRS employees and appointees. 

Impact on Taxpayers 

The IRS has issued more than 
2,500 official and diplomatic 
passports to its employees.  
Taxpayers have an interest in 
knowing that the IRS has effective 
security over the handling and 
storage of official and diplomatic 
passports to limit the potential of 
such sensitive items being stolen 
or misplaced and subsequently 
used for identity impersonation.  
Similarly, delayed return of official 
passports used for international 
travel increases the risk of those 
passports being misplaced or lost.  
Further, retaining passports and 
travel records when no longer 
needed increases the risk of 
exposing sensitive employee 
personal information to 
fraudulent use. 

What TIGTA Found 

IRS controls over management and security of official passports need 
improvement.  TIGTA reviewed a statistical sample of 133 official and 
diplomatic passports maintained by the three international travel 
offices responsible for managing and securing those passports.  Our 
review identified that controls need to be strengthened for the timely 
return and tracking of passports used for international travel, 
disposal of passport and travel records when no longer needed, and 
security of official passport storage and access. 

Within the selected sample of 133 official and diplomatic passports, 
32 employees engaged in official overseas travel.  In 26 of the 32 
instances, either employees did not return official passports within 
the required time frame upon completion of travel, or the travel 
coordinators did not update tracking records and TIGTA was unable 
to determine the date the passports were returned.  Further, the IRS 
retained expired passports and official travel records past retention 
requirements.   

Finally, official passports were not always stored in containers 
meeting security requirements, and access keys to official passport 
storage containers were not always maintained securely.  
Responsible IRS staff were not aware of the security container 
requirements for the storage of passports.  The IRS updated its 
procedures to clarify security requirements of passports after our 
initial site visits.  However, due to the timing of these changes, TIGTA 
was unable to assess compliance with the recent updates. 

What TIGTA Recommended 

TIGTA made recommendations to the Deputy Commissioner for 
Services and Enforcement and the Chief Counsel to formalize written 
procedures for designated travel office employees to follow up with 
travelers who have not returned passports timely and consider 
including a requirement for independent periodic or annual surprise 
security reviews of passport offices to ensure that passport personnel 
are adhering to updated guidelines for the security and safeguarding 
of passports.  TIGTA also recommended that the Deputy 
Commissioner for Services and Enforcement ensure that related 
travel files and passports are not being retained beyond established 
time frames unless there is a legitimate business need for them. 

The IRS agreed with two recommendations and plans to review and 
destroy travel records beyond the retention period relating to official 
passports and international travel, and plans to conduct periodic 
security reviews to ensure adherence to updated guidelines.  The IRS 
partially agreed with one recommendation and plans to follow 
current follow-up procedures for the return of official passports after 
travel is completed.  However, the IRS did not fully address the need 
for all travel office supervisors to review passport log records to 
ensure that travel dates and related passport return dates are 
properly recorded.   
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Background 
The U.S. passport is a travel document issued under the authority of the Secretary of State 
attesting to the identity and nationality of the bearer.  The Department of State issues official 
and diplomatic passports to individuals representing or conducting business on behalf of the 
Federal Government.  Specifically: 

• Diplomatic passports are issued to individuals with diplomatic status either because of
performing diplomatic duties on behalf of the U.S. Government or because of the office
held.  The Internal Revenue Manual (IRM) requires diplomatic passports for the top
management positions of each Internal Revenue Service (IRS) overseas post.1  A
diplomatic passport is valid for five years from the date of issue or as long as the bearer
maintains his or her official status,
whichever is shorter.  As of
March 31, 2019, the IRS had
61 active diplomatic passports
on record.

• Official passports are issued to
officials or employees of the
U.S. Government traveling abroad on official duty.  An official passport is valid for
five years from the date of issue or as long as the bearer maintains his or her official
status, whichever is shorter.  As of March 31, 2019, the IRS had 1,133 active official
passports on record.

An official or diplomatic passport remains the property of the U.S. Government, may only be 
used for official business, and must be returned upon demand.  When Federal employees are 
required to travel internationally in support of Federal activities, they are required to apply for, 
possess, and display an official or diplomatic passport.  To manage the official and diplomatic 
passports issued to IRS employees traveling on official Government business to any foreign 
country, the IRS maintains international travel offices with assigned travel coordinators in the 
Office of Chief Counsel, Criminal Investigation (CI), and Large Business and International (LB&I) 
Division business units.  Travel coordinators in these offices are responsible for:   

• Obtaining, renewing, and tracking official and diplomatic passports.

• Providing guidance on passports and other related information to travelers.

• Coordinating with a courier service for passport delivery to foreign embassies and the
Department of State.

• Updating the IRS’s Passport Tracker System, as applicable.

The LB&I Division travel office uses the Passport Tracker System to monitor passport activities 
for the majority of IRS employees.2  This system is a SharePoint-driven database that maintains 
official and diplomatic passport information and related travel records.  The Passport Tracker 

1 IRM 1.32.5.4.5(1), Diplomatic Passport (Oct. 28, 2019). 
2 Office of Chief Counsel employees are not tracked on the Passport Tracker System.  CI employees are entered into 
the Passport Tracker System when the passport is initially received, but supplemental updates are not made in the 
system.   



Page  2 

Controls Over the Management and Security 
of Official Passports Need Improvement 

System also maintains travel logs, which include details of travel such as Form 1321, 
Authorization for Official Travel, approval dates, electronic country clearance approval dates, 
and specific dates and destinations of travel.  The database can also be used to generate reports 
such as expiring passports, which allows travel office coordinators to notify travelers to start the 
passport renewal process.  In addition to the Passport Tracker System, CI tracks passports issued 
to its employees in a manual-entry database.3  The Office of Chief Counsel also tracks passports 
issued to its employees separately, using a manual-entry database.   

Results of Review 
IRS controls over the management and security of official passports need improvement.  Our 
review of a statistical sample of 133 official and diplomatic passports identified that:4 

• IRS employees did not always return official passports within required time frames upon
completion of travel.  Moreover, travel coordinators did not always update tracking
records, and we were therefore unable to determine whether passports without
documentation of return dates were actually returned timely.

• Passport and travel records were not disposed of when no longer needed.

• Official passports were not always stored in containers meeting security standards, and
access keys to official storage containers were not always maintained securely.

During the course of our review, the IRS revised its policies to clarify passport security measures.  
We believe that these policy changes may resolve some security control weaknesses identified.  
However, these policy changes occurred subsequent to our site visits, and thus, we were unable 
to assess the effectiveness of the updated policies.   

3 Official passports issued to IRS employees acting in undercover capacities that are not tracked through the IRS 
Passport Tracker system, the CI and/or Office of Chief Counsel manual-entry systems are not included in this review. 
4 We reviewed passports maintained by the three international travel offices responsible for managing and securing 
official and diplomatic passports.  We selected a statistical sample using a confidence level of 90 percent, an expected 
error rate of 15 percent, and a precision factor of ±5 percent.  We used a stratified sampling technique to evaluate 
133 passports; this included active and expired passports.  We selected 31 passports from the LB&I Division, 
91 passports from CI, and 11 passports from the Office of Chief Counsel. 
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Controls Over the Timely Return and Tracking of Passports Used for 
International Travel Should Be Strengthened 

Based on our analysis of IRS records, we identified 2,501 official and diplomatic passports issued 
to employees and appointees as of March 31, 2019.5  Of the 133 official and diplomatic 
passports reviewed, 101 passports were associated with employees who did not perform 
international travel during the period covered by our review.6  Of the remaining 32 passports, 
we determined that, in 26 instances, either the employee did not return the official passport 
within the required time frame upon completion of travel or the travel coordinators did not 
update tracking records and we were therefore unable to determine if the 
passports were returned timely.  Specifically: 

• 9 passports were not returned timely.

• 17 passports did not have associated information
to determine when the passport was returned.

The IRM states that official passports should be returned by employees to the applicable travel 
office within ten days of the completion of international travel.7  Official passports are stored at 
the travel office until official travel is required.  Part of the travel office’s responsibilities are to 
track official and diplomatic passports, record when employees checked out and returned 
passports back to the travel office, and maintain the travel files.  Maintenance of the travel files 
includes retaining e-mail correspondence reminding employees that their passports will expire 
within six months and documentation that supports the return of canceled or expired passports 
to the Department of State.  

The IRS uses a manual process to track official passport use and returns.  Designated IRS travel 
office employees typically track passport use by recording the date official passports are issued 
to, and returned by, travelers on index cards stored with the official passport.  Additionally, 
travel office employees within the LB&I Division manually update this information in the 
Passport Tracker System.  However, we found that travel coordinators were not following the 
manual process to update the records, and we were therefore unable to determine the date the 
passports were returned, including three instances in which the travel coordinators did not 
capture the employees’ travel dates or when the passports were returned. 

IRS officials stated that, when travelers receive their official passports, they are notified that the 
passports must be returned within ten days of returning from travel.  The three travel offices in 
our review stated that that they have a policy for designated employees to follow up with 
travelers who have not returned their official passports within the required time.  However, only 
two travel offices provided documentation of follow-up procedures.  Further, those follow-up 
procedures have not been formally established in written guidelines such as the IRM, which 
provides specific instructions to responsible travel offices employees over the use and return of 
official passports. 

5 Diplomatic passports may also be issued to family members stationed overseas with the IRS employee. 
6 The 101 employees included employees who did not perform international travel, who were permanently overseas 
and not required to return their passports, or whose passports and related travel documentation were unavailable for 
our review due to their separation from the IRS and related return of the passports to the Department of State. 
7 IRM 1.32.5.4(3), Official and Diplomatic Passports (Oct. 28, 2019). 
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The IRS also does not have guidance to instruct designated travel office employees to timely 
record when official passports are issued to employees and returned after overseas travel.  
Because there was no recording of when the passports were returned, we were unable to assess 
this issue.  Without accurate tracking and timely follow-up on unreturned official passports, 
there is an increased risk of passports being stolen or misplaced. 

Recommendation 1:  The Deputy Commissioner for Services and Enforcement and the Chief 
Counsel should formalize written procedures for designated travel office employees to follow 
up with travelers who have not returned their passports in a timely manner, and for travel office 
supervisors to review passport log records periodically to ensure that travel dates and related 
passport return dates are properly recorded. 

Management’s Response:  The IRS partially agreed with this recommendation.  The IRS 
addressed the need for written procedures to follow up with travelers by stating some 
travel office employees will follow current follow-up procedures for the return of official 
passports after travel is completed, and one travel office will confirm these procedures 
are formalized.  In addition, some travelers will be permitted to maintain custody of their 
official passports following the completion of international travel.  The custody of those 
official passports will be verified on an annual basis via a 100 percent inventory review.  

Office of Audit Comment:  The IRS did not fully address the need for all travel 
office supervisors to review passport log records to ensure that travel dates and 
related passport return dates are properly recorded.  Most passport 
documentation we reviewed did not have associated information available to 
determine when the passport was issued or returned.  As a result, we continue to 
believe that supervisory review is an important element to ensure accurate 
official passport-related recordkeeping. 

Passport and Travel Records Should Be Disposed of When No Longer Needed 

The IRS retained passports and travel records past retention requirements.  Our sample of 
133 passports included active and expired official and diplomatic passports issued to IRS 
employees.  We performed a site visit to each of the three IRS travel offices 
responsible for securely storing official passports while not in use and found 
that 12 expired official passports were still being stored in the IRS travel 
offices despite the associated employee having separated from the IRS.  The 
National Archive and Records Administration’s General Records Schedule, 
dated December 2017, requires that official passports be returned to the 
Department of State upon the employees’ separation.  The 12 official 
passports were retained onsite from a range of 14 months to nine years past separation.  IRS 
procedures do not include specific instructions on the process of returning expired official 
passports to the Department of State or maintaining documentation of such returns. 

We also found that the IRS is not disposing of all official employee travel records in a 
timely manner.  For example, at one of 
the international travel offices we 
visited, we observed travel 
authorizations and visa applications that 
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dated back to Fiscal Year 2013.8  The National Archive and Records Administration’s General 
Records Schedule states that records related to official and diplomatic passports should be 
destroyed after three years unless required for business use.9  Onsite officials responsible for 
passport recordkeeping were not aware of these records management requirements.  Further, 
only one travel office receives biannual training specifically focused on passport processing and 
security through the Department of State.  Designated employees in the other two travel offices 
receive standard IRS training covering issues such as handling sensitive materials and materials 
containing personal information.  However, this standard training does not contain specific 
instructions covering the proper methods of securing passports or maintaining travel records.  

Retaining outdated records beyond official use may increase the risk of exposing sensitive 
employee personal information to fraudulent use. 

Recommendation 2:  The Deputy Commissioner for Services and Enforcement should ensure 
that related travel files and passports are not being retained beyond established time frames 
unless there is a legitimate business need for them. 

Management’s Response:  The IRS agreed with this recommendation.  The IRS plans to 
review and destroy records that are beyond the retention period relating to official 
passports and international travel. 

Security Over Official Passport Storage and Access Needs Improvement 

We conducted site visits to the three international travel offices responsible for maintaining and 
securing official passports when not in use by the traveler.  These site visits included an 
observation of the security environment related to the storage of the 
passports and identified two key issues. 

• In one of the three travel offices, official passports were not retained
in a container that met the security requirements outlined in the
IRM.  The responsible business unit retained passports in an
unmounted small portable box that was made of hard plastic
instead of a lockable metal container.

• In two travel offices, passport personnel did not always properly secure the keys, used to
access the security cabinets containing passports, from public view and exposure.
During our visits to these two offices, we observed that designated personnel kept their
access keys on a hook on the wall above their desks rather than maintaining physical
possession of the access keys or storing the keys in a secured drawer.

The IRS established guidelines for protecting data and items that require safeguarding by the 
IRS.10  Identification media, such as SmartID cards, pocket commissions, and passports, not in 
the possession of the employee must be stored in a security container or an area where only 

8 Any yearly accounting period, regardless of its relationship to a calendar year.  The Federal Government’s fiscal year 
begins on October 1 and ends on September 30. 
9 These records relate to administering the application or renewal of official passports and visas, including copies of 
passport and visa applications, passport and visa requests, special invitation letters, visa authorization numbers, 
courier receipts, and copies of travel authorizations. 
10 IRM 10.2.15.1 (1-2); 10.2.15.2 (1.c); 10.2.15-2, Minimum Protection Standards (Aug. 16, 2019).  
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authorized persons with an official need are permitted.  According to these procedures, 
passports should be held in a lockable metal container that has been tested for resistance to 
penetration, is approved for storage of high-security items, and is properly mounted.  Further, 
keys to any room, area, secured area, or security container are also required to be 
safeguarded.11    

At the time of our visit, the IRM that establishes standards for safeguarding IRS data and 
materials did not specifically address requirements for passports.  Responsible IRS staff were not 
aware of the security container requirements for the storage of passports.  Further, periodic 
reviews of the security environment related to passport storage did not take place to ensure 
adherence to IRM requirements.  The IRS has established minimum security standards and 
requirements for which IRS managers are responsible.  These procedures also require managers 
to ensure that the physical security measures required for protecting life, information, property, 
and all Government assets are applied within their area of supervision and that those measures 
meet the established minimum security standards.  Requirements also state that periodic 
assessments and reviews assist security personnel and management officials in determining the 
effectiveness and appropriateness of existing safeguards and security guidelines.  

Although our initial site visits identified needed improvements over securing passports, the IRS 
has taken steps to update its guidance to ensure that personnel adhere to minimum security 
requirements for storing and safeguarding passports.  Specifically, these updated procedures 
now include passports as an official form of media identification, link passports directly to 
detailed minimum protection standards for protecting items and data that require safeguarding, 
and include methods of providing protection for various items (including keys and security 
containers). 

Because the IRS revised its procedures to clarify security requirements for passports subsequent 
to our initial site visit, we were unable to assess IRS compliance with those recent updates.  

Recommendation 3:  The Deputy Commissioner for Services and Enforcement and the Chief 
Counsel should consider including a requirement for independent periodic or annual surprise 
security reviews of the passport offices to ensure that passport personnel are adhering to 
updated guidelines for securing and safeguarding passports. 

Management’s Response:  The IRS agreed with this recommendation.  The IRS plans to 
conduct periodic reviews to ensure adherence to updated guidelines. 

11 IRM 1.4.6.1.3 (4), Resources Guide For Managers, Managers Security Handbook (May 4, 2020) 
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Appendix I 

Detailed Objective, Scope, and Methodology 

Our overall objective was to evaluate IRS compliance with Federal requirements for 
management and security of official and diplomatic Government passports issued to IRS 
employees and appointees as of March 31, 2019.  To achieve our objective, we: 

• Identified and reviewed relevant laws, regulations, policies, and procedures regarding 
the IRS’s management and security of official and diplomatic passports. 

• Determined whether the IRS effectively and consistently tracked official and diplomatic 
passports. 

• Conducted site visits to the three international travel offices responsible for securing 
official passports and determined whether passports were stored in accordance with 
passport security requirements. 

• Selected a stratified random sample of official and diplomatic passports and conducted 
site visits to IRS international travel office locations to determine whether the sampled 
passports were stored onsite, as required, within 10 days of the last passport holder’s 
travel event.  We grouped official and diplomatic passports into three strata representing 
each IRS business unit with an international travel office (LB&I Division, Office of Chief 
Counsel, and CI).  We selected a statistically valid sample of 133 of the 2,501 official and 
diplomatic passports based on input from the contracted statistician.  The sample size 
was based on a 90 percent confidence interval, a 15 percent expected error rate, and a 
±5 percent precision rate.  We chose a statistical random sample to ensure that all 
passports in our population had an equal chance of being selected and to allow the 
results to be projected to the overall population.  For all passports not present at IRS 
travel office locations, we determined whether the IRS had sufficient documentation to 
justify the absence of the passport.  The contracted statistician assisted with the 
development of the sampling plan. 

• Determined whether the IRS is compliant with Federal requirements and regulations 
associated with the security of official and diplomatic passports. 

Performance of This Review 
This review was performed at the IRS National Headquarters in Washington, D.C., and included 
work in the LB&I Division’s Travel Office and Visitors Program, the Office of the Deputy Chief 
Counsel (Operations); and CI’s International Operations during the period of May through 
December 2019.  We conducted this performance audit in accordance with generally accepted 
government auditing standards.  Those standards require that we plan and perform the audit to 
obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and 
conclusions based on our audit objective.  We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit objective.   

Major contributors to the report were Heather M. Hill, Assistant Inspector General for Audit 
(Management Services and Exempt Organization); LaToya R. Penn, Director; Seth A. Siegel, Audit 
Manager; Gary D. Pressley, Lead Auditor; and Trisa Brewer, Senior Auditor. 
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Validity and Reliability of Data From Computer-Based Systems  
We assessed the reliability of the passport data obtained by performing electronic testing of 
data elements, reviewing existing information about the data and the system that produced 
them, and interviewing agency officials knowledgeable about the data.  We determined that the 
data were sufficiently reliable for the purposes of this report. 

Internal Controls Methodology 
Internal controls relate to management’s plans, methods, and procedures used to meet their 
mission, goals, and objectives.  Internal controls include the processes and procedures for 
planning, organizing, directing, and controlling program operations.  They include the systems 
for measuring, reporting, and monitoring program performance.  We determined that the 
following internal controls were relevant to our audit objective:  LB&I Division, Office of Chief 
Counsel, and CI policies and procedures related to the review and approval of official and 
diplomatic passports.  To assess these controls, we selected and reviewed a statistically valid 
random sample of official and diplomatic passports recorded on IRS listings and conducted site 
visits to IRS international travel office locations.   
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Appendix II 

Management’s Response to the Draft Report 
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Appendix III 

Abbreviations 

CI Criminal Investigation 

IRM Internal Revenue Manual 

IRS Internal Revenue Service 

LB&I Large Business and International 
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