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Audit 2020-15709 — Federal Information Security
Modernization Act

EXECUTIVE SUMMARY

Why the OIG Did This Audit

The Federal Information Security Modernization Act of 2014 (FISMA)
requires each agency’s Inspector General (IG) to conduct an annual
independent evaluation to determine the effectiveness of the information
security program (ISP) and practices of its respective agency.

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the Fiscal Year (FY)
2020 IG FISMA Reporting Metrics Version 4.0. Our audit scope was
limited to answering the IG FISMA metrics (defined in Appendix B).

What the OIG Found

During the course of this audit, we utilized the methodology and metrics in
the IG FISMA metrics (as detailed in Appendix B) in our annual
independent evaluation to determine the effectiveness of TVA’s ISP.
Each metric was assessed to determine its maturity level, as described in
the following table.

FY 2020 IG FISMA Maturity Definitions

Maturity Level Maturity Level Description
Policies, procedures, and strategy are not formalized;
Level 1: Ad Hoc activities are performed in an ad hoc, reactive
manner.

Policies, procedures, and strategy are formalized and
documented but not consistently implemented.

Policies, procedures, and strategy are consistently
implemented, but quantitative and qualitative

Level 2: Defined

Level 3: Consistently

Implemented effectiveness measures are lacking.

Quantitative and qualitative measures on the
Level 4: Managed and effectiveness of policies, procedures, and strategy
Measurable are collected across the organization and used to

assess them and make necessary changes.

Policies, procedures, and strategy are fully
institutionalized, repeatable, self-generating,
Level 5: Optimized consistently implemented, and regularly updated
based on a changing threat and technology
landscape and business/mission needs.
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EXECUTIVE SUMMARY

The IG FISMA metrics were organized into eight domains, which aligned
with the following five function areas in the National Institute of Standards
and Technology Framework for Improving Critical Infrastructure
Cybersecurity: Identify, Protect, Detect, Respond, and Recover. Our
analysis of the metric results was used to determine the overall function
maturity levels presented below.

FY 2020 IG FISMA Function Results
Function  Assessed Maturity Level Rating
Identify 4 — Managed and Measurable Effective
Protect 4 — Managed and Measurable Effective
Detect 3 — Consistently Implemented Not Effective
Respond 4 — Managed and Measurable Effective
Recover 3 — Consistently Implemented Not Effective

Based on our analysis of the metrics and associated maturity levels
defined with the IG FISMA metrics, we found TVA’s ISP was operating in
an effective manner.

What the OIG Recommends
We made three specific recommendations to TVA management to make
improvements in the ISP. Our specific recommendations are included
within the report.

TVA Management’s Comments
In response to our draft audit report, TVA management agreed with the

audit findings and recommendations in this report. See Appendix C for
TVA management’s complete response.
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BACKGROUND

The Federal Information Security Modernization Act of 2014 (FISMA) requires
each agency’s Inspector General (IG) to conduct an annual independent
evaluation to determine the effectiveness of the information security program (ISP)
and practices of its respective agency. The Fiscal Year (FY) 2020 IG FISMA
Reporting Metrics Version 4.0 (see Appendix B) were developed by the Office of
Management and Budget (OMB), the Department of Homeland Security (DHS),
and the Council of the Inspectors General on Integrity and Efficiency, in
consultation with the Federal Chief Information Officer (ClIO) Council. The IG
FISMA metrics were organized into eight domains, which aligned with the following
five function areas in the National Institute of Standards and Technology
Framework for Improving Critical Infrastructure Cybersecurity: ldentify, Protect,
Detect, Respond, and Recover. The FY 2020 IG FISMA functions and domains
are shown in Table 1.

FY 2020 FISMA Functions and Corresponding Domains

Function Domain

Identify Risk Management

Protect Configuration Management
Identity and Access Management
Data Protection and Privacy
Security Training

Detect Information Security Continuous Monitoring (ISCM)
Respond Incident Response
Recover Contingency Planning

Table 1

The results of our review were provided to the OMB and DHS through the use of
their online reporting tool on October 30, 2020.

OBJECTIVE, SCOPE, AND METHODOLOGY

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the FY 2020 I1G FISMA
Reporting Metrics Version 4.0. Our audit scope was limited to answering the
IG FISMA metrics (defined in Appendix B). A complete discussion of our audit
objective, scope, and methodology is included in Appendix A.

FINDINGS AND RECOMMENDATIONS

The IG FISMA metrics consider cybersecurity functions at a level 4 (managed
and measurable) to be at an effective level of security. Based on our analysis of
the metrics and associated maturity levels defined with the 1G FISMA metrics, we
found TVA’s ISP was operating in an effective manner. See Table 2 on the
following page for individual function ratings.

Audit 2020-15709 Page 1



Office of the Inspector General Audit Report

FY 2020 IG FISMA Function Results
Function  Assessed Maturity Level Rating
Identify 4 — Managed and Measurable Effective
Protect 4 — Managed and Measurable Effective
Detect 3 — Consistently Implemented Not Effective
Respond 4 — Managed and Measurable Effective
Recover 3 — Consistently Implemented Not Effective
Table 2

IDENTIFY

The Identify function includes understanding the business context, the resources
that support critical functions, and the related cybersecurity risks. This
understanding enables an organization to focus and prioritize efforts consistent
with its risk management strategy and business needs. Within the context of the
IG FISMA metrics, the Identify function includes the risk management domain.
We evaluated the risk management domain and determined it was operating at a
level 4 (managed and measurable) maturity level. Based on these results, we
determined the Identify function was operating at a level 4 (managed and
measurable) maturity level and was effective.

In summary, we found appropriate policies and procedures have been defined
and are generally implemented and monitored to address risk throughout the
agency. Specifically, roles and responsibilities have been defined and
communicated across the agency. TVA has defined policies and/or processes
for software and hardware inventory and risk management. Also, TVA has

(1) utilized a risk profile to facilitate a determination of risk for a system,

(2) utilized a network access control solution to inform which assets can and
cannot be introduced onto the network, (3) defined and consistently implemented
security architecture that is integrated with its systems development lifecycle,

(4) utilized performance metrics to measure, report on, and monitor information
security performance of contractor-operated systems and services, and

(5) continued to collect, analyze, and report on the effectiveness of its enterprise
level risk management program.

However, TVA has not (1) maintained a comprehensive and accurate inventory
of its information systems (including cloud systems), system interconnections,
hardware, and software or (2) implemented its automated integration risk
management module for risk control. In addition, based on testing a sample of
systems, TVA has not consistently utilized Plan of Action and Milestones, which
are corrective actions tracked by TVA, to effectively mitigate security
weaknesses in a timely manner.

PROTECT

The Protect function supports the ability to limit or contain the impact of a potential
cybersecurity event by developing and implementing appropriate safeguards to
ensure delivery of critical infrastructure services. Within the context of the IG

Audit 2020-15709 Page 2
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FISMA metrics, the Protect function includes the following four domains:

(1) configuration management, (2) identity and access management, (3) data
protection and privacy, and (4) security training. We evaluated each domain
separately and then used the individual results to determine the overall maturity
level of the Protect function. We found two domains operating at level 4 (managed
and measurable) maturity level, one operating at level 2 (defined) maturity level
and one operating at level 1 (ad hoc) maturity level. Based on these results, we
determined the Protect function was operating at a level 4 (managed and
measurable) maturity level and effective.! See Table 3 for individual domain
ratings.

FY 2020 IG FISMA PROTECT Results
Domain Assessed Maturity Level Rating
Configuration Management 2 — Defined Not Effective
Identity and Access Management 1 — Ad Hoc Not Effective
Data Protection and Privacy 4 — Managed and Measurable Effective
Security Training 4 — Managed and Measurable Effective
Table 3

The following provides a detailed discussion of the findings for each of the four
domains in the Protect function.

Configuration Management

In summary, we found appropriate policies and procedures have been defined.
Specifically, roles and responsibilities have been defined and communicated
across the agency and assigned in a risk based manner. Also, TVA has
developed (1) a well-documented flaw remediation program and (2) processes for
baseline configurations, common security configurations, and automated tools to
help maintain security configurations for information systems. TVA has also
developed and implemented change control policies and procedures that include
determining the nature of the change (e.g., configuration), review of proposed
changes, and consideration of security impacts. We found that TVA has
monitored, analyzed, and reported qualitative and quantitative performance
measures on the effectiveness of its change control activities and has ensured
that data supporting the metrics were obtained accurately, consistently, and in a
reproducible format.

However, TVA has not consistently (1) implemented configuration management
policies and procedures across the agency, (2) implemented baseline
configurations, or (3) configured systems to follow TVA defined common security
configuration settings. Specifics of the identified issues were omitted from this
report due to their sensitive nature in relation to TVA’s cybersecurity, but were
formally communicated to TVA management in a briefing on September 21, 2020.

As a result of our testing of the configuration management domain, we
determined TVA was operating at a level 2 (defined) maturity level.

1 As described on page 2 of Appendix A, the maturity level of each function was determined using a simple
majority rule of the most frequent resulting domain maturity level within that function.
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Recommendation — We recommend the Vice President (VP) and CIO,
Information Technology (IT):

1. Consistently implement configuration baselines on operating systems and/or
ensure deviations are documented, implemented, and maintained.

TVA Management’s Comments — TVA management agreed with the
recommendation. See Appendix C for TVA management’s complete
response.

Identity and Access Management

In summary, we found TVA has an implemented ldentity, Credential, and Access
Management strategy and defined appropriate policies for (1) roles and
responsibilities, (2) access and acceptable use agreements, (3) remote access,
and (4) screening, authorizing logical access, and rescreening individuals. In
addition, TVA used automated mechanisms for the management of user and
privileged accounts, which includes access agreements and access reviews.

However, we found TVA has not (1) defined a process for assigning risk
designations for all positions and (2) completed risk assessments to determine
what access (logical or physical) would require strong authentication. TVA
management has postponed development of all plan of actions and risk
assessments for strong authentication until further guidance is provided by DHS.

As a result of our testing of the identity and access management domain, we
determined TVA was operating at a level 1 (ad hoc) maturity level.

Recommendation — We recommend the VP and CIO, IT:

2. Update the policy to define a process for assigning risk designations for all
positions.

TVA Management’s Comments — TVA management agreed with the
recommendation. See Appendix C for TVA management’s complete
response.

Data Protection and Privacy

In summary, we found appropriate policies and procedures have (1) been
defined and communicated across the agency and (2) defined roles and
responsibilities and processes to address the protection, collection, and use of
personally identifiable information. In addition, TVA has (1) consistently
implemented its data breach response plan and used tabletop exercises to
improve the plan as needed and (2) implemented enhanced network defenses
and used monitoring and testing to determine effectiveness.

Audit 2020-15709 Page 4
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However, TVA has not (1) consistently implemented encryption of data at rest?
and the prevention and detection of untrusted removable media, (2) ensured all
those required to take role-based privacy training completed the training at least
annually, or (3) monitored its Domain Name System infrastructure in accordance
with its ISCM strategy.

As a result of our testing the data protection and privacy domain, we determined
TVA was operating at a level 4 (managed and measurable) maturity level.

Security Training

In summary, we found TVA has (1) a security awareness plan in place that
defined roles and responsibilities, (2) monitored and analyzed performance
measures on the effectiveness of its security training, and (3) required
specialized training as needed for roles with significant security responsibilities.
TVA also collects and analyzes security awareness training data to improve
exam questions and training content. However, TVA has not defined processes
for conducting knowledge, skills, and abilities assessments for its workforce to
determine specialized training needs.

As a result of our testing the security training domain, we determined TVA was
operating at a level 4 (managed and measurable) maturity level.

DETECT

The Detect function enables timely discovery of cybersecurity events by
developing and implementing actions to identify their occurrence. Within the
context of the IG FISMA metrics, the Detect function includes the ISCM domain.
We evaluated the ISCM domain and determined it was operating at a

level 3 (consistently implemented) maturity level. Based on these results, we
determined the Detect function was operating at a level 3 (consistently
implemented) maturity level and not effective.

In summary, we found TVA has (1) developed an ISCM strategy as part of its
situational awareness program and (2) implemented policies, processes, and
tools in support of this strategy for this year. Specifically, TVA has defined its
processes for ongoing assessments, and monitoring security controls. TVA has
also implemented tools for the monitoring of security controls.

However, TVA has not (1) monitored security control classes and types within
system security plans or (2) defined performance measures to assess the
effectiveness of its ISCM program. Also, we identified one missing authorization
to operate (ATO) from TVA’s ATO tracker.

RESPOND

The Respond function supports the ability to contain the impact of a potential
cybersecurity event by developing and implementing actions to take when a

2 Inactive data that is stored physically in any digital form.
Audit 2020-15709 Page 5
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cybersecurity event is detected. Within the context of the IG FISMA metrics, the
Respond function includes the incident response domain. We evaluated the
incident response domain and determined it was operating at a level 4 (managed
and measurable) maturity level. Based on these results, we determined the
Respond function was operating at a level 4 (managed and measureable)
maturity level and effective.

In summary, we found TVA has developed an incident response program with
defined and implemented policies and procedures that can detect, remediate, and
communicate incidents in a timely manner. Specifically, TVA has incorporated the
use of technology and tools as well as collaborative efforts from DHS (including
Einstein 11°) to provide additional incident response support. However, TVA has
not utilized a trusted Internet connection* for external connectivity.

RECOVER

The Recover function supports timely recovery to normal operations to reduce the
impact from a cybersecurity event. Activities within the Recover function develop
and implement plans for resilience and to restore any capabilities or services that
were impaired due to a cybersecurity event. Within the context of the IG FISMA
metrics, the Recover function includes the contingency planning domain. We
evaluated the contingency planning domain and determined it was operating at a
level 3 (consistently implemented) maturity level. Based on these results, we
determined the Recover function was operating at a level 3 (consistently
implemented) maturity level and not effective.

In summary, we found appropriate policies and procedures have been defined
and implemented for TVA’s contingency planning program including roles and
responsibilities, scope, resource requirements, training, exercise and testing
schedules, plan maintenance schedules, backups and storage, use of alternate
processing and storage sites, and technical contingency planning considerations
for specific types of systems. Also, TVA has (1) defined how the planning and
performance of recovery activities are communicated and (2) consistently
communicated to relevant stakeholders and executive management teams.

However, TVA has not (1) assigned personnel to each of the roles defined in
TVA policy, (2) integrated information and communications technology supply
chain risks related to contingency planning activities in their policies and
procedures, (3) utilized metrics on the effectiveness of their Information System
Contingency Plans or recovery activities, and (4) identified or utilized automated
mechanisms to test system contingency plans where appropriate.

3 EINSTEIN Il is a federal government program that provides additional cybersecurity monitoring to
participating agencies.

4 Trusted internet connection is a federal government initiative to optimize and standardize the security of
individual external network connections currently in use by federal agencies.
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TVA management is in the process of addressing the remaining open
recommendations below from our FY 2019 FISMA Audit Report.>

e Update contingency planning policies and procedures to include supply chain
risks.

e Develop and monitor performance measures on the effectiveness of recovery
activities.

Recommendation — We recommend the VP, CIO, IT:

3. Ensure contingency planning roles and responsibilities are filled in accordance
with TVA policy.

TVA Management’s Comments — TVA management agreed with the
recommendation. See Appendix C for TVA management’s complete
response.

CONCLUSION

Based on our analysis of the metrics and associated maturity levels defined with
the IG FISMA metrics, we found TVA'’s ISP was operating in an effective manner.

TVA Management’s Comments — In response to our draft audit report, TVA
management agreed with the audit findings and recommendations in this report.
See Appendix C for TVA management’s complete response.

5 Audit Report 2019-15653, Federal Information Security Modernization Act, February 12, 2020.
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OBJECTIVE, SCOPE, AND METHODOLOGY

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) information security program and practices as defined by the
Fiscal Year (FY) 2020 Inspector General (IG) Federal Information Security
Modernization Act of 2014 (FISMA) Reporting Metrics Version 4.0 (see
Appendix B). Our audit scope was limited to answering the IG FISMA metrics
(defined in Appendix B). Our fieldwork was completed between June 2020 and
October 2020.

To accomplish our objective, we:

Inquired with personnel in the Information Technology (IT) organization as
necessary to gain an understanding and clarification of the policies,
processes, and current state.

Reviewed documentation provided by IT to corroborate our understanding
and assess TVA's current state, including:

— Relevant TVA agency-wide and business unit specific policies,
procedures, and documents (such as Standard Programs and Processes
and Work Instructions).

— Information system inventories
— Authorization-to-Operation (ATO) packages
— ATO tracker

Reviewed previous Office of Inspector General audit reports on TVA’s
compliance with FISMA in 2018 and 20192 for relevant findings.

Conducted a network access control walkthrough.

Judgmentally selected three systems based on auditor knowledge of TVA
systems that were considered essential to TVA. We also took into
consideration the COVID-19 pandemic of 2020 which has caused much of
TVA’s workforce to work remotely. For each sample system, we reviewed the
system security plan, ATO package, risk and vulnerability reports, and
change tickets to validate hardware and software inventory, system level risk
assessments, baselines, patch management, change control activities, and
security controls. Since this was a judgmental sample, the results of the
sample cannot be projected to the population.

Judgmentally selected two systems from a population of TVA identified high
value assets that required disaster recovery testing. For these two systems,
we reviewed contingency plan test after action reports and information system
contingency plans, to validate (1) those identified with roles and
responsibilities were involved in testing and (2) recommendations and
lessons learned were communicated. In addition, we reviewed business
impact analysis documentation for completeness and accuracy. Since this

Audit report 2018-15526, Federal Information Security Modernization Act, December 18, 2018.
Audit report 2019-15653, Federal Information Security Modernization Act, February 12, 2020.
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was a judgmental sample, the results of the sample cannot be projected to
the population.

During the course of this audit, we determined the overall effectiveness of TVA’s
information security program by assessing the IG FISMA metrics (as detailed in
Appendix B) on a maturity model spectrum. Table 1 details the five maturity model
levels.

FY 2020 IG FISMA Maturity Definitions

Maturity Level Maturity Level Description
Policies, procedures, and strategy are not formalized,;
Level 1: Ad Hoc activities are performed in an ad hoc, reactive
manner.

Policies, procedures, and strategy are formalized and
documented but not consistently implemented.

Policies, procedures, and strategy are consistently
implemented, but quantitative and qualitative

Level 2: Defined

Level 3: Consistently

Implemented effectiveness measures are lacking.

Quantitative and qualitative measures on the
Level 4. Managed and effectiveness of policies, procedures, and strategy
Measurable are collected across the organization and used to

assess them and make necessary changes.

Policies, procedures, and strategy are fully
institutionalized, repeatable, self-generating,
Level 5: Optimized consistently implemented, and regularly updated
based on a changing threat and technology
landscape and business/mission needs.

Table 1

The maturity level of each domain was determined by answering the related 1G
FISMA metrics and using a simple majority rule of the most frequent resulting
maturity levels, using the higher level when two or more levels are the frequently
most rated an equal number of times. The maturity level of each function was
determined using a simple majority rule of the most frequent resulting domain
maturity level within that function. Overall effectiveness was determined using a
simple majority rule of the function effectiveness results.

We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objective. We believe the
evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objective.
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GENERAL INSTRUCTIONS

Overview

The Federal Information Security Modemization Act of 2014 (FISMA) requires each agency Inspector
General (IG). or an independent extemnal auditor. to conduct an annual independent evaluation to
determine the effectivencss of the information security program and practices of its respective agency.
Accordingly, the fiscal year (FY) 2020 IG FISMA Reporting Metrics contained in this document provide
reporling requirements across key areas (o be addressed in the independent evaluations of agencies’
information sccurity programs.

Submission Deadline
In accmhnce with FISMA and Office of Management and Budgct {OMB) \Icmorandum M-20-04,

r 2 i, o Feder: T
Rﬂw all Federal agencies are to submit thewr IG memcs into the Depmmenl of Homeland
Sceurity’s (DHS) CyberScope application by October 31, 2020.' 1G cvaluations should reflect the status
of agency information sceurity programs from the completion of testing/ficldwork conducted for FISMA
n 2020, Furthermore, 1Gs are encouraged to work with management at their respective agencies to
establish 1 cutoff date to facilitate timely and comprehensive evaluation of the effectivencss of
mformation security programs and controls.

Background and Methodology

The FY 2020 IG FISMA Reporting Metrics were developed as a collaborative effort amongst OMB,
DHS. and the Council of the Inspectors General on Integnity and Efficiency (CIGIE). in consultation with
the Federal Chief Information Officer (CT0) Council. The FY 2020 metrics represent a contimuation of
work begun in l‘\ 2016 uhm the IG me(m.\s were aligned with the five func!wn areas in lhv: National

)Nrsecurtg ((‘)bmma) Framwotk) [dentity, Proteet, Deteet, Respond, and Recover, The
Cybersecunity Framework provides agencics with a common structure for identitying and managing
cyberseeurity risks across the enterprise and provides 1Gs with guidance for assessing the matunty of
controls to address those risks.

The FY 2020 metrics ako mark a continuation of the work that OMB, DHS. and CIGIE undertook m FY
2017 to transition the IG evaluations to a matunty model approach. In previous vears. CIGIE. in
partnership with OMB and DHS. fully transitioned two of the NIST Cybersecurity Framework function
areas. Detect and Respond. to maturity models. with other function arcas stilizing maturity model
mdicators, The BT 207 7 JG FISALA Reporting Metrize completed this work by not only transitioning the
Identify, Protect, and Recover functions to full maturity models, but by reorganizing the models
themselves to be more intuitive, This alignment with the Cybersecurity Framework helps promote
consistent and comparable metrics and criteria in the CTO and 1G metrics processes while providing
agencies with a meaningful independent assessment of the effectivencss of their information sccurity
programs. Table 1 below provides an overview of the alignment of the 1G and CIO FISNIA metrics by
NIST Cybersecurity Framework function area,

! Sinee October 31, 2020 ts o Suturday, it 15 recommended that the 1G metrics be submitted by Friday, October 30,
2020, The reporting deadline may be adjusted 10 account for impacts from the COVI-19 pandemic

Page 4 of &%
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Table 1: IG and CIO Metrics Align Across NIST Cybersecurity Framework Function Areas

Funetion (Domains) 1G Metries C1O Metries
Identify {Risk Management) X X
Protect ( (‘.onﬁguralim ;\rhnagctnunt) X X
Protect (Identity and Access Management) X %
Protect (Data Protection and Privacy) X X
Protect (Security Training) X X
Deteet (Information Seeurity Continuous Monitoring) X X
Respond (Incident Response) X X
Recover {Contingency Planning) X X

1Gs are required 1o assess the effectiveness of information security programs on a maturity model
spectrum, in which the foundational fevels ensure that agencics develop sound policies and procedures
and the advanced levels capture the extent that agencics institutionalize those policies and procedures.
Table 2 below details the five maturity model levels: ad hoe. defined. consistently implemented. managed
and measurable. and optimized.* Within the context of the maturity model. a Level 4. Managed and
Measurable, nformation security program 1s operating at an effective level of security. NIST provides
additional guidance for determining effectiveness of seeurity controls ? [Gs should consider both their and
management’s assessment of the unique missions, resources, and challenges when assessing the maturity
of information security programs. Management's consideration of agency mission, resources, and
challenges should be documented in the agency s assessment of risk as discussed in OMB Circalar A-
123, the LS. Government Accountability Office’s (GAO) Green Book, and NIST SP 800-37/800-39,

? The maturity Jevel descriptions outlined in Table 2 provide foundational principles that guided the definition of the
specific matunty level imdicatons and capabilities outlined in the IG metric questions. [Gs should conswder these
descriptionss when concluding on the overall effectiveness of specific functions. domains, and the mformation
mcmly pmsmm o emll

ngauum dcfmes sccum) control cll’ecuvenusaﬂh: extent 10 whlch thc commls are lmpkmcmed cmectl) =
operating as intended, and producing the desired outcome with respect to meeting the security requirements for the
mfarmution system in its operutional environment or enforcing/mediating established security policies
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Table 2: |G Evaluation Maturity Levels
Maturity Level Maturity Level Description
Level 1 Ad-hoe Policies, procedures, and strategies are not formalized; sctivities are
performed in an ad-hoc, reactive manner,
Level 2: Defined Policies, procedures, and strategies are formalized and documented but not

consistently implemented.

Level 3: Consistently | Policies, procedures. and strategics are consistently implemented. bat
Implemented | quantitative and qualitative cifectivencss measures are lacking.

Level 4: Managed and | Quantitative and qualitative measures on the effectiveness of policies,
Measurcable | procedures, and strategies are collected across the organization and used to
assess them and make necessary changes.

Level §; Optimized Policies, procedures, and strategies are fully institutionalized, repeatable,
self-generating, consistently implemenied, and regularly updated based on a
changing threat and technology landscape and business/'mission needs.

FISMA Metrics Ratings
Level 4, Managed and Measurabie, is considered 1o be an effective level of security at the domain,
function, and overall program Jevel. As noted earhier, cach agency has a unique mission, cybersecurity
challenges, and resources to address those challenges. Within the maturity model conext. agencies should
perform a risk assessment and identify the optimal maturity level that achieves cost-cffective secunty
hased on their missions and risks faced, sk appetite, and risk tolerance level. The results of this

ment should be considered by IGs when determining effectiveness ratings with respect to the
FISMA metrics. For example. if an agency has defined and formalized specific parameters (¢.g. control
parameterstailoring decisions documented in sceurity plans'risk assessments). 1Gs should consider the
applicability of these parameters and determine whether or not to consider these when making maturity
determinations.

Ratings throughout the gight domains will be determinest by a simple majority, where the most frequent
level (1., the mode) across the questions will serve as the domain rating. For example, i there are seven
questions in 3 domain, and the ageacy reccives defined ratings for three questions and managed and
mecasurable ratings for four questions, then the domain rating ks managed and measurable. OMB and DHS
will ensurc that these domain ratings are automatically scored when entered into CyberScope. and 1Gs
and ClOs shonld note that these scores will rate the agency at the higher level in mstances when two or
more levels are the most frequently rated,

Similar to FY 2019, IGs have the diseretion to determine the overall effectiveness rating and the rating for
cach of the Cybersecurity Framework functions (c.g., Protect, Detect) at the maturity level of their
choosing. Using this approach, the 1G may determine that a particular function arca and’or the agency s
formation sccurity program is effective at matunty level lower than Level 4. The rationale here is to
provide greater flexability for the 1Gs, while considering the agency-specific factors discussed above,

OMB strongly encourages 1Gs to use the domain ratings to inform the overall function ratings, and to use
the five function ratings to inform the overall agency rating. For example. if the majority of an agency's
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ratings in the Protect-Configuration Management, Protect-Tdentity and Access Management, Protect-Data
Protection and Privacy. and Protect-Security Training domains are Managed and Measurable, the 1Gs are
encournged to rate the agency’s Protect function as Managed and Measurable. Similarly, 1Gs are
encouraged to apply the same simple majonity rule described above to inform the overall agency rating
1Gs shoukd provide comments in CyberScope to explain the rationale for their effectiveness ratings.
Furthermaore, in CyberScope, 1Gs will be required o provide comments explaining the rationale for why a
given metric is rated lower than a Level 4 matunity. Comments in CyberScope should reference how the
agency’s risk appetite and tolerance fevel with respect to cost-effective security, including compensating
controls, were factored into the IGs decision,

Key Changes to the FY 2020 |G FISMA Metrics

One of the goals of the annual FISMA evaluations is to assess the agency’s progress toward achicving
outcomes that strengthen Federal cybersecurity, including implementing the Administration’s prionitics
and best practices. The FY 2020 CIO FISMA Metrics include an additional focus on the secunty of
mobile devices (Government Fumnished Equipment (GFE) and non-GFE). particularly in the arcas of
mobile device management and enterprise mobility management. As such, the FY 2020 [G FISMA
Reporting Metrics nclude updates to questions on assel management, security architecture, and flaw
remediation (Questions #2, #3, 76, and #19) 10 assess agency progress in securing mobile endpoints and
employing secure application development processes.

Furthermore, OMB has tssued updated guidance on the Tmaled lnlemcl Cormcdmn (TIC) mxlulnu
Specifically, OMB Memorandum M-19-26. Upe o ed internet Conne -
bcpt:mbcr 12. 2019 provides updated guidance to fodanl ngcncnes on use of e capnbllmes in modem
architectures and frameworks such as cloud environments. While the memorandum gives agencies until
September 2020 to implement new TIC requirements, the G FISMA metric on TIC implementation
(Question #20) has been updated to assess agency’s progress in planning for the effective implementation
of the security capabilitics outlined in M-19-26.

FISMA Metrics Evaluation Guide

One of the goals of the maturity model reporting approach is to ensure consistency in IG FISMA
cvaluations across the Federal govemment. To that end in FY 2018, a collaborative effort amongst OMB,
DHS, and CIGIE was undertaken to develop an evaluation guide to accompany the 1G FISMA metrics.
The guide s designed to provide a bascline of suggested sources of evidence that can be used by 1Gs as
part of their FISMA cvaluations. The guide also includes suggested types of analysis that [Gs may
perform to assess capabilitics in given arcas.* In FY 2019, the evaluation guide was strengthened to
melude more detailed testing steps and methodologies for 1Gs to wilize in the function area of 1dentify
(Risk Management), OMB, DHS, and CIGIE plan to continue to enhance the evaluation guide to cover all
function areas.

* The evaluation guide will be posted on the DHS FISMA websge subsequent 10 wssuance of the metrics
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Identify Function Area (Risk Management)
Table 3: Risk Management
Cosetion _L B Malurity Level
A Hoc Defined Consdstently Implemented | Managed and Nessareabic Oplimized
I Towhat extemt does the The orgmnization has not [The organization has defined a [The ceganization maintains 8 ¢ crganizalion ensures thml [The ceganizalicn uses
organizution mamiam u klefined n process 1o develop  [process to develop and compréhensive and accurate  Phe mfcamution syst scanation 1o develop sd
np ive md bind nraintain a comprehensive fmamtuin u comprebensive and |inventary of its informatian ";’"ﬁ:‘: ‘“m“* "“:‘“’"’ are ""‘f"“‘:',” ‘:’y‘:‘hz?dm
inventory af its information fand accurate investory of ¥s  faccurate inventory of its Jeystems (ncluding cloud U eE% W0 Mo m owtong PISTERIRUION S, MYEIROFY
systems {including clowd systems, fnformation systems and bnformation  mid ystems, public-fitcing :“ﬁ:ﬁiﬂ&::m“’“ 's"“n '“"e“:t’n"‘"’;:‘ﬁ‘o‘:: Z
public facing websites, und thind  fsyem intercannedions, ys e intercannedians, hwebsites, mnd thind party B 8. ugmmiandp:‘rmmﬁou

party systams), end system
interconnections (NIST SP 800-
33 Rev 4: CA-3, PM-S, and CM-
8, NIST 800.161; NIST
Cybersecurity Framework (CSF):
1D AM-1 - 4 FY 2020 CIO
FISMA Metrics: 1.1 und 1.4,
OMB A-130)

systems), and system
interconnections

bystams. The caitralized
pnventory is updaited in ® near-
Feal time busis.

B

To what extent does the
organization use standard datn
clementstaxonomy to develop
und mamlam an upLo-daie
inventory of hardware assets
(including GFE and Bring
Your Own Device (BYDD)
mobile devices) cannected to
Ihe orgamization’s network
with the detailed mformation
necessary for tracking and
reporting (NIST SP 800-23
Rev. 4; CA-T and OM-8; NIST
SP 8040-137; NISTIR 8011;
Federal Enterprise
Architecture (FEA)
Framewark, v2; FY 2020 CIO
FISMA Metrics: 12, 13,39,
CSF.ID.AM-1),

The organizaticn has not The orgmization has defined o [The coganization consaistently
klefined n process forusimg  [process for using standard data futilizes its standard dats
stinclard datu elernents'taxonceny 1o develop el 3! y Lo develop
element s'taxonceny (o develop fancl muintain = g lo<lsie fenad enimilaies an up-to-dale
nd maintam s up-to-dute hnventory of hardware sssets  linventory of hardware assets
Fn\wmry of hardware nzset cted 1o the feannected to the organization's
d to the ization's jorganizaticon's ok with  [netwark und uses this
lm\\\xt with the detatled he detailod inf ki ¥ to jnform whidh
nfoemiation necessary for necessary for trackng and fsseets cun/Cannot be
i racking und reporting. reporting. introduced into the network

[The ceganization ensures that
he hardware nssess connected
the network are covered by
veganizalion wide
ardware asset management
Wity and nre subject to
€ monilonng processes
defined widhin the
organizaton's ISCM strategy

For mobile devices, the
agency enforces the cupubility
o deny access o agency
[enterprsse services when
fsecurity and cporating system
updates have not been applied
within & given period of time
rnsed an agency policy o
[gudance

The onzan zativa anploys
aatomation to track the life
cycle of the orgnnization’s
Furrdware assets with processes
at limit the
anusbprocedual methods for
| management. Further.
dware inventones we
regularty updated 1s part of the
TN ization s enterprse
farchitecture carrent snd future
<fates
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ldentify Function Area (Risk Management)
Question Mty Dot
Ad Hoe Defined Consistently Tmplemented | Managed and Measareable OpUimized

[ To what exter docs the ¢ erganization hus not e organization has defined n e crgamizlion consistently The organizutics ensires thut e ceganzalion anploys
organizalion use standard datn efined a process for using process for using stuncerd data putilizes its stunclard data e soflware assets on the astoenation to uck the life
clementstaxonomy to develop andsrd data ente/laxancany to develop feementstaxonomy to ctwark (and their associated  [eycle of the onganzation's
and mamtam an up-to-date element s'taxanceny to develop puwd miintain an up-to-<ate fdevelap and maintain wnup-  |licenses) are covered by an software zssets (and ther
inventory of the software and and maintam an up-to<late #uwmnry of softwarc assets  fo-date inventory of software gani ~wide software associted licenses) with
associated oenses used within — piventoey of software sssets  fand Heenses utitized i the and licenses utilized in  fasset manggement capability  Jorocesses that limit the
the organization with the bind licenses utilized i the organizalion's enviroament he orgunization's ani! are subgect 1o the imanuabprocedsal methods for
detailed infarmation necessary  fosgmnization's enviromment fvith the detailed inf I i nd uses this monitoring processes defined  fasset management. Further,
Tor tracking and reporting hith the detailed information  necessary for rackng and fraxceromy to inform whidh within the organization’s sollware inventorics are
(NIST SP 800-53 Rev. 4: CA-  ecessary for tmcking and reponing can/sannot be SCM srstegy. regularty updated as part of the
7, OM-&, mid ©M-10; NIST reponting. Iimroaxod into the neswork forgan ization s enterprise
SP 800137, NISTIR S011; Foe mobile devices, the farchitecture carrent and fiture
FEA Framework, ¥2. FY 2020 ency enforces the capability [states.

CIO FISMA Metrics: 1.2 5, ko prevent the execation of
1.3.3, 3.10; CSF- 1D AM-2)? dhocized eleg.,
lackliss, whitelst, or
jcryptographic
izntion).

1. Towhat exterdt bas the e orgmization hias ool e orgenzation has The cogani zatica” s defined I'he organization ensares the ¢ CeganIZation Wlizes
organization cetegoeized and et czorized and communicated feat ezorized and Jimportance/peiorty levels Fisk-brsed allocation of ppact-level peiceitimtion for
communicated the he importanceprarity of commumicated ihe |for its mfoemation systems  fesources for the protection of  podstional ersnularity to
importance/priceity of hnfocmution systems in Bigoctmce' prority of foansiders risks from the high vnluq assets thirough puppost risk-based decision-
P ams i enabli BEng ik ialakonis and o : i hasppocting business Follaborntion and duta-driven  making.

2 & s . ITARS . 1 puriceitization.
Its misstons and business business functions, incliding pabling its missions wd flanctions and mission
fanctions. inchuding for high ffor high value sssets. Eus\ness functions, including  Jimpacts, including for high
value assets (NIST SP 800.53 or high value asscls. value assets, and is used to
Rev, 4: RA-Z. PM-7, and PM- ukde risk management
11: NIST SP 800-60; NIST SP decisions
800-37 (Rev. 2), CSF: ID.BE-3,
IDAM-S, and ID.SC-2, FIPS
199; FY 2020 C10 FISMA
Metrics: 112 OMB M-19-03)?
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Identify Function Area (Risk Management)

Maturity Level
l At Hoco Defined Consistently Tmplemented | Managed and Measareable Optimized
IS, To what extent bas the s polici e [ has The crganizalion consistently ﬁugmimiuu monitors and [The enterprise risk
organization etablished, ocedures, and strateey porfonmed an o, ioer iy s risk fanalyzes its defmed management program is flly
communicated, snd implemented fhuve not been fully defined. ide security and privacy Lnnnagunan policies, lqualitative and quantitative  fintegrated with other security
its sk 7] polici Dlistied, and ek assessmont. Risk procedures, and strategy o the [performance messares on the  fareas. suds as ISCM, md other
procedures, and Srulegy, communicated across the murmganent policies, fentcrprise, business peocess,  feffectiveness of ils risk Uusiness processes, such as
including for supply chainrisk  forganization procedures, mnd strategy and information system levels pmanagement stralegy across  fstrategic planning and capits!
management. This includes the hiuve been developed and The crganizntion uses s risk  [disciplines and collects, plunning and investment
organization’s processes and The orgeizatice has not icuted ucross the fprofile to Macilitule s lanelyzes mnd reports jcantrol.
methodologics for csegonzing  performed s orgunization-  forganization. The strmtegy determination of the aggregate finfommstion on the
risk, developing a risk profile,  pwide assessmant of security  [elearly states risk level and types of risk that effectiveness of ils risk Further, the organization’s
nssessng risk, risk bl peivacy risks 1o savess  managament objectives m [munagement is willing to fmnunagement progrmim, Duta  fnsk management program s
appetite’tolerance levels, an input 10 its sk specific snd measursble essume. Farther, the suppocting risk management  Jembedded into daily decizion
respending to risk, and pnunagament policies, I crms, lorganization is consitently  fmetrics are cbtamed Imaking across the
manitoring risk (NIST SP 800-  fprocedures, and strategy apturing and sharing accurately, consistently, and  Jorganization and provides for
39, NIST SP 800-53 Rev. 4. As appropriste, the Jlearned on the clffectiveness of fin  reproducidle forimt. oantinuons sk sdentification.
PM-8, PM-9; CSF. [D RM-1 - g ion has developed sk ent
ID.RM-3; OMB A-125; OMB un nction plan and outlined and activities to update the
M-16-17, Green Book (Principio s processes o address the  Jprogram.
76), CFO Coumet| ERM bsupply chin risk
Playbook: OMB M-17-25 NIST managanent grategy md I nccordance with the
SP 80037 {Rev. 2, NIST SP relatexd policy and [SECURE Techmotogy Acl the
§00-161: Appendix E. CSF: procedural requirements of arganization is taking
ID.SC-1 - 2. SECURE he SECURE Technology pmeaszrable steps to Emplement
Technology Act: s 1326, Act. |its action plan for apply cham
Executive Order 13873, risk management
Secaring the hyormation and
Commmunications Techrology
and Services Suppdy Clrain, May
15, 2019y
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Identify Function Area (Risk Management)

Quests Maturity 1evel
Ad Hoco Defined Consistently Tmplemented | AManaged and Measareable Optimized

To what extert does the The organization lias not The organization lias The ceganization has The onzanization's ThHE orzan (28l lon uses
organization utilize s kefined an informutson Kefined mn information feansistently implemented its  finformation secunty anced tectmologies mnd
information seawity sccurity nrchitechre and its security nrchitecture and security architecture across the itecture is integruted with  pechnigues for munaging
architedure to provide a processes for ensurme that describod how that fenterprse, bus P R development chamn risks. To the
desciplined and structured b cw/acquired architecture 1s inteerated fand system levels. System lifecyele and defines mnd et practicsble, the

thodology for 2ing dware'software, fnto and supports the cecurity engineering principles [directs implementation of ization is able to quickly
risk, inchuding risk from the hnchudme mobile upps, are e ganzati on's cotenprise e followed and inclode security methods, its informatson security
ofganization's supply chn consistent with s security architecture. In addition, the  fessessing the impacts tothe  fmechanisms, and capabilitics d enterprise architectures to
(Federal Information architecture priar to organization has defmed farganizations infarmation to hoth the Info md iigate supply chiain risks
Technology Acquisition hntroducing systems into its  Jhow it implements system security archtectisre prior (o JCommunications Technology
Reform Act (FITARA), NIST  [development enveronment, Becurity engineang Jintrodocing information JICT) supply cham and the
SP 800-3% NIST SP $00-1600 princgries und softwwre system changes into the lorgRnizat on s infoemation
NIST SP 800.37 (Rev. 2), issurnce processes for forganization’™s envaronment.  [systems.
OMB M-19.03; OMB M-15- fmobise applications, within

14, FEA Frumewode NIST SP
800.53 Rev. 4: PL-8. SA3,

SAS, SA.9, SA-12, aml PM.Y,

NIST SP 800-161; NIST 59
800163, Rev. | CSF: IDSC.
und PRIP.2; SECURE
Technelogy Act = 1326)7

s svstem development life
eycle,

In ndditicn, the organization
employs a software assurance
process for mobile

|applications,
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Identify Functon Area (Risk Management)

Quests Maturity Level
Ad Hoc Defined Conststently Implemented | Managed snd Measareable Optimized
P Towhat degree have rodes and Roles undrwmsibms Roles nndruponsjbi.l-'nis aof  |Individuuls are performing [Resaurces {people, processes, The organzation’s nsk
responsibilities of mtemal und  have not been defined and keholders have been hemlcsnndu ponsibiliti fand techmology) ure allocated 2 progr
external akeholdas invelved  jecenmumicated across the lefined and communicated hat hiave been defined in & risk-based manner for faddresses the full spectium of
in risk management processes jor gunization hicross the ceganization. across the arganization keholders to effectively fan ngency’s risk portfolio
been defined and Pk risk Ty lacross all arganizational
communicsted scross the factivities. Furthier, [mazor units, offices, and lnes
organization {NIST SP §00-39: [stakeh odders are held fof busness) and business
Section 2.3.1 and 2.3.2; NIST laccountable for camymg out  fagency mission, programs,
SP 800-53 Rev, 4 RA-1, CSF: [their roles mnd responstbilities  forogects, dc.) aspects.
ID.AM-6, IDRM-1, snd effectively
ID.GV.2: OMB A-123; CFO
Councll ERM Playbook; NIST Additicnally, the organizution
SP 8037 {Rev. 2% OMB M- utilizes an mtograted rsk
19403)? EANAZCCHE ZOVemance
stnucture for implamenting
fand oversceing an enlerprse
rick mansgement (ERM)
fcapability that monages risks
Jfrom information seaurity,
strategic planning and
[strutegic reviews, internnl
fcontrol activities, and
lapphicable mission busmess
[Arcus.
To what extent has the ¥ olicies and procecres for Policies nnd procechares for The ceganizntion consistently  [The ceganizution tars und [The org: ion emplays
organization ensured thet plans  fihe effective use of fihe effective use of hitilizes POASMs (o |analyzes qualitative and autoenation to correlate
of action and milestones POA&Ms to mitigate POALMs have heen feffectively mitigate security  [quuntitative performunce security wenknesses nmongst
(POA&MS) are utilized for ecurity weaknesses have efined mnd commumicated.  fweaaknesses. ncasures on the effectiveness  finformation systems and
effectively mulgatmg seourity ot been defined sad [These pobicies mnd of its POASM activities and  fidentify enterprise-wide trends
wenknesses (NIST SP 800.53 communicated, procedures iddress, at a rses that mfarmation to make  fand sodutions in u near real-
Rev. 4: CA-5. NIST SP 800-37 i, the centralized appropriste adjustments, as Ime basis. Furthermaore,
{Rev, 25 OMB M-19-03, CSF tracking of securicy |peeded. to cosure that its nisk 0Cesses are In place o
vi.1, IDRA-6)? pveakaiesses, pricatization posture is maintaned [identify und munage emerging
o remediation effors, vk, adkdition 1o known
mamtenance. and [security weaknesses
depend lickatice of
[P OASM activitics
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|dentify Function Area (Risk Management)

Quests Maturity Leved
Ad Hoc Defined Consistently Implemented | Managed und Measareable Optimized

2. To what extent has the Folicies and procedures for  Policses and procedures for vatem risk sssessments are  [The crgsnization consistently e organization utilizes
organization defined, system leved nisk fsystem Jevel risk erformed and spprogiriate monitors the effectiveness of  [Cyberseaunity Frnmework
communicated and bssessmerds and seaarity ssessments and seaurity ity controls are ik respomses o enawre that ofiles Lo ulign cybersecurity
Implemented its polacies and coatrol selections have not eoatrol selections sre Implemented oo o considtent  foisk tolerances are maintained Leomes with mission o
procedures for conductng been defined and Mefined and communicared. ass. The ceganization 2t W appropriste fevel. siness requirements, risk
system level risk assesaments, communicated, Fin addition, the organization  futilizes the comman 2 wid resources of the
including foc ident ifying and s developed a tailoeed set Jvulnerability scoring system, borgun izalbon
prioritizing &) intemal axd ol baseline controls and far samilar appreadh, o
extemal thrests, including pprovides guidance regarding  foammun icate the
throngh e of the common cceplable nsk assessment charactenistics wd severity of
vulnernbility scoring sysem, or pproaches. software viinershilities,
other equivalent framewoek (i)
internal mid extenal wsset
wislnerabilities. including
through valnerability scanning,

(11l the patential likelihoods
and business
impactsconsecuences of
hreats exploiting
vulnerabilitses, und (iv) security
controds o mitigate system-
level risks (NIST SP $00-39;
NIST SP 800.53 REV 4: PL-2
and RA-1; NIST SP 800.34,
CSF. Section 4.0, NIST SP
800-37 (Rev, 2))?

10, To what extentt does the The crganization has not e organization has [ The ceganizution ensres thut e coganizution employs (Through the use of nsk
organization enssre that ilefimed how infarmaticn efined how information infarmation sboul risks is robust dingnostic and reportmg [profiles and dynumic reporting
information about risks are about (1sks are about risks are commuscated in a timely and  frameworks, including nechanisns, the risk
communicated in 8 timely comnmumicated in o timely eommunicated in u timely foomsist ent manner 1o all Elshhocrdi that facilitate 0 pmanagement progmm provides
manmer Lo all necessary mternal  fmanner to oll necessary pmanner to all necessary fintemmal and extemal ortfalio view of interrelsted  |a fully mitegrated, prioritized.
und external gakeholders (CFO tensal and extomal pritermsal und exteormal ek eholders with aneed-o-  frisks ncross the organization.  fenterprase-wide view of
Councll ERM Playbook; OMB  takeholders tukeholders. oo, Furthermaore, the (The dashboard presents organ (zathonal risks 1o dnve
A-123; OMB Circular A-11: forganization actively shares  fqualitative and quantitative <trut egic amnd basiness
Green Book (Prmciples #9, #14 infarmation with partners to - fmetrics tat provide mdicsors flecisions
und #15); OMB M.19.05; CSF: sure thal sccunte. current ol risk.

Section 3.3, SECURE infonmation is beng
Technokogy Act = 1326)7 istributed sand consumed
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Identify Function Area (Risk Management)

Maturity Level
! At Hoco Defined Consistently Tmplemented | Managed and Measareable Optimized

L1, To what extert does the e orgamization has not e vrganization hus e ongzanization ensures that 1o OfgEni Zalive uses [The onganizalion wrlyzes the
organization ensure that defined a process tha klefined a process th specific contracting Binguage akitative and quantitative [imspact of material dhimges (0
specific contracting language hnchades infommation bnchudes information and SL As ure consistently erformance metrics (¢ g, fsecurnity assumnce
{stch us appropriste socurity and other busness security and oher busness inchaded in sppropriate ose defmed within SLAS) o frequ an s vendar
information security and bircas &5 upproprale for s appeopriale for foontracts Lo miti and report o, and refati onships and ensures that
privicy requirements md fensuring that contracts and uring that conrects and  pmonitor the risks related 1o inmimr mfoamntion security  Joontract velucles are updated
materind disclosures, FAR other agreements for bother agreaments for third feaniractor systems mnd performance of contractoe- fas soon as possible.
clunses, and clusses on contrmctor systans and purty systems und services services. Funther, the operated systems and services
protection, detection, and services include sppropeiae  fnchude appropeiste clavses  Jorganization obtains sufficient
reporting of mfoemation) ad cluases to monitor the risks omanitor the risks related lassurance, (through muclits, test
SLAs are included in related to such systems und b o such systems und fresules. or other forms of
appeopriate contracts to pervices. Farther, (he ervices. In addition, the fevaluation, that the seaurity
mitigate md memitor the risks oeganzation has not defined  forganization has defmed its lcontrols of systems of srvices
relnted to contractor systems its processes for engwring processes 1o ensure that fprovided by conlractors or
and services (NIST SP 800.53  Rppropeiate mfonmation Bccurity controls of systems  Jothser entitaes on behall’ of the
REV. 4 SA-4 NIST SP 800- security oversight of o services provided by organization meet FISMA
152: NIST 5P 800-37 Rev. 2 contmctar provided systems  contmctors or other entities  frecuirements, OMB policy,
FedRAMP standiard contract b services oer behialf of the and applicable NIST gusdance
clunses; Clovd Computing organization meet FISMA
Contract Best Practices. OMB requirements, OMB pohicy,
M-15.03; OMB A.130; CSF: el upplicable NIST
1D.5C-2 through 4) wance

12, Towhat extent does the The organization las not € organization has identified [The crganization consistently  [The cnganization uses [The organization has
organization utilize technology  dentified and defined its n< defined its requi imgh s un mt d lautomation to perform institutionnlized the use of
{such ns a govermance, risk requirements for an or an automated sodution that  fsol acrass the enterprise  fscenario analysis mdmodel  fadvinced tecdmolagies for
management, and complisce st oeated solution to provades 8 contralized, iat provides a centralized,  Jpotestial responses, including  fanalysis of trends md
tool) to provide a centralized, provide a centralized, erprise wide view of nsks Fu:rpn's wide view of risks, deling the potential impact  fperformance agninst
enterprise wide (portfolio) view  fenterprise wide (partfolio) cross the organization, inchding risk control and fof’ n threat exploiting 3 benchmarks to i dy
of nsks across the crganization.  fview ol 1isks aoross the hnchuding risk control and fremediation aCtvaes, vulnerabrility and the resulting  Jimprove its risk management
inchiding risk cootrol and oeganization, including sk remediation activities. dependencics, risk mpact to arganizational [pregram
remedintion sctivities, control and remediatioe ependencies, risk scores/levels, and systems and data
dependencies, risk ictivities, dependences, sk eores/levels, and musnagement fanagement dashbouards, All
soores/levels, und masagement  Jscores/levels, amd Knshboards, CoEssary sources of rsk
dushboards (NIST SP 800.3%; managanent dashboards. informatica are integruted into

OMB A-123; CFO Comncil
ERM Playbook)?

e solution

Page 14 of 45




APPENDIX B
Page 15 of 45

FY 2020 Inspector General FISMA Reporting Metrics va4.0

Identify Function Area (Risk Management)

Question

Maturity Level

Consistently Tmplemented

Manoged and Measareable

Optimized

Provide any additional
information on the
effectivencss (positive o
negative) of the organization’s
nsk management program thal
was not neted in the questicas
whove, Taking imto
consideration the overnll
matury level generited from
the questions shave and based
on all testing performed. is the
risk management program
effective?
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PROTECT FUNCTION AREA
Table 4: Configuration Management

FY 2020 Inspector General FISMA Reporing Metrics v4.0
Protect Function Area (Configuration Management)

Control Beard (OCB) ce redsed
body, configuration management
i inchuding

foe identifymng and munaging
configurution items during the
appropeigte phase within sn
oeganization’s SDLC,
configurabon moaitoring; and
applying configurstion
munaganent reguiranants o
contmactor operated systems
(NIST SP 800-128: Section
2,32 NIST SP $00-S3 REV. 4
CM-9)?

oreamization utilizes lessons
learned in implementation 1o
fmake impravements to its
pkar:,

oo Matuwiey Lovel
Ad Hoc Defined Measureable Opfimized

4. Towhat degree have the roles Iﬁoks wnd responsibilities st [Roles nd respoasibelities st [Individuals are performing Resources (people, processes,
und responsibilities of e organizational and organtzational and he roles and responsinlities  fand tedimology) are allecated
ceafigurulion S inf ion system levels for  finformation systan lovels for have been defined in u rigc-bused mumer foe
stakeholders been defined, I!dﬁmolm involved in stk cholders involved m ncross the organization. stakcholders to effectively
communicated acrass the information system {information system rfarm informgion system
agency, and appropastely figiration 194 1 fignmation manrgement configumalion manggement
resourced (NIST SP 800.53 have ot been fislly defined have becn fully defived and activities. Further,
REV. 4: CM.1; NIST SP 800. und communicated across the 1eated across the sk cholders are beld
128! Section 2.4)? organization forganization accountable for carying out

rodes und responsibalitics
effectively.

5. Towhat extent does the Tme orgunszation has not e organizatiom hes [The organization has The B % |Thear utilures
oeganization utilize an enterprise Jdeveloped an ceganization developed un veg i istently imph dan  faulyzes, mnd repoets Lo mutomation to adag its
wide configaration mansganent  fwide configiration wide configuration oreamization wide ceholders qualitative and  Jeonfigurstion management
plan that inchides, at & Itmmgeman plan with the mnagement plan that ncludes Jeonfiguration masagcisent quantitative pafomance plan and related processes and
mimimum. the following necessary components he necessary compoaents [plan mnd has integrated its plan ires on the effeaiveness  |activities to 3 changing
components: rodes and with its risk management and  Jof #s configuration cyberseaurity landscape an »
responsibilities, mcludmg contil itoring I plun, uses this near real-Lime busis (as
estublisiment of a Change programs. Further, the information o take corrective  |defmed by the coganization),

actions when necessary, and
cnsures that data supporting

metrics is abtamed
acasrately. consistently, snd
in a reproducible formut
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Protect Function Area (Configuration Management)

Maturity Level
Question
Ad Hoe I_ Defined and Measureabde Opdmized
6. To what degree have The organzzatoon bas not The orgnezaton has e organszation consestently € Ofganizition moeailors, On & near real-time basss, the
mformation system developed, doocumented, developed, doaumented, and  fimplenents its polscies and analyzes, and repeets ca the  Jorganization sctively adspts its
configuration management und disseminst ed & mated comprehensive  fprocedures for managing the  Jqualitative and quantitative configuraticss munagement
policies and procedures been comprehenzsve poliaes policies and procedures for figteaticns of ils rformmnce meesures used  fplan and related processes and
defined snd unplemented across  Jand procedures foc aging the configurstions of linformation systems. Further, gauge the effectivencss of  Jactivitics 1o & deanemg
the orgrnization” (Note: the information system its informmbion systems Ilhc organization wilizes its configuration management  |eybersecurity landscaps 1o
matarity level should take mto  Jconfigumtion Policies snd dures have || leamed in policies and procedures and  Jrespond to evolving and
consleraton the maturity of isariggcinenl. e Laitored to the implenentation 1o make ensures that data supporting  Jsophssticated threals.
questions 17, 18, 19, and 21} oczanization’s e (T o itspolicies  Jthe metrics is obtained
(NIST SP $00-53 REV. 4: CM- und inchude specific wnd procedures ncarrately, consistently, md
1, NIST SP 800-128:2.2.1) Jroquerements in & reproducible formal
17, To what extent does the The orgunization hus tol The argunization has | The orgunization conssdently  |The organtzation anploys The or i zution wlilizes
organization utilize baseline establshed policies and developed, documented, and  Jrecords, implements, snd mutamsted mechanisms (auch  flechnology to implement 1
configurations for ks procedures to ensure that ssemmmted its baseline {maintains under configuration |as spplication whitelisting centralized baselme
mformntion systenss and basedine configurations for config und , control, buseline and network munagement configuration and informaticn
maistain ioventooies of related  Jits mformalion systens are inventery policics and figwations ol its 15) o detedt upautharized  |systan component mventory
components at a level of developed. documented, [procedures |information systems and sn ardware, software, and Jprocess that inchides
granularity necessary for und mamtamed unches inventory of reluted finmwire on its netweck snd  Jinformation from all
tracking and repeating (NIST SP figmation control md it i accordance ke ammedinle actions Lo organizalion syslems
800-53 REV. 4: CM-2 and OM-  Jihat system camponents (with the arganization's palicies {lmit any security impact. (hardware and software) and =
8 FY 2020 C1O FISMA nre inventaried at a level Jand procedures, Jupdated in a near real-time
Metries= 2.2, 392 md 3101, of granularity deened [basis.
CSF.DECM.7 and PRUIP-17?  necessary for radking md
reporting
IS, Towhat extent does the The organization bss ot The organization has The organization The argantzation empioys The arganization deploys
oeganizaticon utilize estublished policies and developed, & o, und i Iy implement fautamation 1o help muingam  |system configaratson
configurution settings'c dures for ng desseminnted its polices and  |assesses, and mamtains an up-Lo-dute, pl 2 tools that
secure configunations for its Jihsat configuration {procedures foc configuration  fsecure configuration ncourste, and readily sutomatically enforce sd
information systems? (NIST SP° Jseftings/common secure SCILInES COMmIm o0 secure settings for its mfoamation avaliable view of the secunty  Jredeploy configuration sett ings
80053 REV, 4: OM.6, OM-7, fignrations are defined condiguruti In additivn, the {systems based on least configurations for all lo systams ot frequent mlervals
RA-5, and SI-2; NIST SP 800-  |implemented. and ocganization has developed,  ffuncticnality. informution system s defined by the organization,
70, Rev. 4, FY 2020 C10 monitonesd documented. wd disseminated T ts conmnected tothe  for oa dn event driven basis,
FISMA Marics: 211,22, 2.14, seasre configurations [Further, the organizatson orgmization’s network
4.3; SANS/CIS Top 20 Secursty {(hurdening guides) that are istently utilizes SCAP-
Coatrols 3.7, CSF: ID.RA-I and flaslored to its environment validated softwire assessmg
DE.CM-8)7 Farther, the organization hes  |(scanning) capabilitics agninst
establidied 2 devintion fall systems ca the network
fprocess. (e inventory from questions
] - #3) 10 assess and manage
bl code-based md
*H { l.nx‘!
vilnerabilities
Page 17 of 45




APPENDIX B
Page 18 of 45

FY 2020 Inspector General FISMA Reporing Metrics v4.0
Protect Function Area (Configuration Management)

Control 4.5; FY 2020 C1O
FISMA Mutrics: 13.7, 138,
2.13.2 14, CSF: ID.RA-1. DHS
Binding Operational Directive
(BOD) 15-01; DHS BOD 18-
oy

correcting mformation system
Maws, lesting software snd
firmware updstes prior (o
Implementation. installmg
securaty relevant updates and
patches within erganizational-
defined timeframes, and

PP

4 .
Irscrp ing Maw

{into the organization's

fi ion

[processes

Identified, priortized,
fested, and mdalled in a
e ety munner. In addition,
[the organization patches
critzcal wilnerabilities
fwithin 30 days

Maturity Level
Question
Ad Hoe Defined Consdstently Impl Managed and Measureable Optimized
19, To what extent does the The organszation bas not The organizathon has [The organizatbon The organization centrally The organization utilizes
oeganization utilize flaw developed, documented, {developed, & 1. and 1 ly toph sils Rges its Flaw dation  |sotomsted patch man sz o ent
remediation pe s including Jund de inued s ssemmted its polices and  [law remediation policies, process and utilizes wnd software update tools for
padh munagement, L munage paliczes and procedures for procechres foe flaw procedures, and peocesses automated pach management  Jall spplicatices and network.
solftware valnerabilities (NIST  {flaw remedsation, Jremedintion. including foc mnd avares that patches and software update tools for  Jdevices (mcluding mobile
SPS00-53REV. 4 CM-3, RA-  |lincluding for mobile mobile devices. Policies snd  fhotfixes, service packs, and  foperating systams, where devices), 35 sppropnate. where
5. S1-2, and SI-3; NIST SP 800~ |devices (OFE and non- iprocedures mclivde procesees  fanti-vinus'matware such ool are availabie and  Jsuch tooks are avatlable md
40, Rev. 3; SANSCIS Top 20, |GFE) for: identifving, reporting, and jsoftware updates sre safe safe.
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Protect Function Area {Configuration Management)

Question
AdHoc
0. To what extent hins the The organsizatson hes not
ceganization adopted the Trusted and planned to
Internet Connection (TIC) neet the goals of the TIC of the TIC mitiative (TIC 1.0,
program 10 assig n protecting  finitintive (T1C 1.0, 2.0, 2.0, and 3.0) mnd its processes

its netwark (OMB M-19-26)

and 3 0}, This includes
plans for reducing and
consolidating its external
1onE, Touting

ngen ey traftic throogh
defined access points, and
inceting the critical TIC
security controls.

The agency lsas not
defined processes 1o
develop md mumiam un
ncourate inventery of its
Inetwork connections,
Including detmls oo the
service provider, cost,
capucity, traffic vohine,
logical physical
configirations, and

|for inventerying its extemal
{conpections, meeting the
defined TIC security controls,
wnd routing all agency traffic
{through defimed access points

The agency has defined its
processes to develop and
nszintain an accurdle nventory
of agency network

ions. Including details
o Use service provider, cosl,
{capucity, traffic vohune,
lagical'phiyscal
configuraticns, and topological
duta for each connection.

Its TIC approved
connections md cntical

capubilities that it mannges
intemally. The
oreanization has
lconsigtently implemented
tefined TIC security
controls, as appeogiriale,
{and implement ed actions to
ensure that al) agency
truffic, mciudmg mobile
mnd clood, are rowted
theough defmned sccess

[points, as sppropriste

The agency develops snd
Jmaintains an accurate
inventory of agency netwark
connections. including details
ot e service provider, cost,
capacity, traffic volume,

19-26, DHS guldance, and
its clond strategy is

capabilities outlined i TIC
3.0, mcluding the use of
TIC Use Case
requirements. &s
appropriate. for soenanos
in which traffic may not be
required to Mow through 4
iphysical TIC access pomt.

Further, the agency bas
developed a plan to update
Its mtermal network and

topoagical data for each logicalphysical system boundary policies
connection, fis icns, and topolagicul fto reflect OMB M-19-26,
ata for cach connection inchiding euidance
egarding TIC Use Cuse
ilots. as sppropriste,

Opfimirel
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Protect Function Area (Configuration Management)

Maturfty Lovel
Question
Ad Hoc Defined Consstently Implemenied_| Managed and Measureabie Optimized

1. Towhm extent has the The organization has not The arganization hies The organization The argamization moitors.

organization defined and developed, documentesd, developed, documented, and  Jeonsigently implements its  fanalyzes, and reports

mmplemented confimeation und disseminated ds |Essammmted its polices and  Jchunge control policies, qualitative and quuntilative

change control activities policies and procedures for iprocedures for mansging Iprocedures, and processes, iperformance meesures on the

mchoding: detennination of the  Jmanaging confliguration fetration change control.  fincluding explicat clfectivencss of its clange

types of changes that we Ichange control. Policies ‘The policies md procedares  Jconsidesation of security controd activities and ensures

configuration controlled; review  Jund procedures do not ndidress at a minimum, the  fimpacts prior to change that data supporting the

und npproval'disipproval of ndckess, ol & minamum, necessary configurati il metrics is obluined

proposed dvmges with explicit  Jore ar moce of the chunge cantrol related acaurstely, consistently, and

coasideration of security impacts necessary configuration activities {in 8 reproducible formmt

und security classification of the  Jchunge control relsted

sysem: documentation of nctivities

coafiguraion chenge doecissons,
mplementaion of gpproved

¢ ‘C‘ LU ch -2 B d
records of implemented changes.
unehiting und review of
configuration changes. and
coordination and overssght of
chmges by the CCB, us
appropeinte (NIST SP 8$00-53
REV. 4: CM.2, CM.3 and CM«
4, CSF.PRIP3)

22, Provide any additional
miformation on the effectiveness
(positive or negative) of the
ceganization's conliguration
management progran thal was
not noted in the guestions above.
Tuking mto consideration the
maturity level generated from
the guestions above and based
va all testng performed, is the
configurat im management
peogrum effective?
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Protect Functon Area (Identity and Access Management)

Table 5: |dentity and Access Management

L

" Maturity Level

e Ad Hoe Defined Consstently Implemented }M-d A bl Optimized
To what degree have the roles and fRoles and responsibilities al les and responabilities ot Individuals are performing Resources (people. In accordince with OMB
respomsibsldties of idetity, Fagmuzﬁiaul and he arganizational and e roles and responsibilities  fproc and Lechnology) M-19.17, the agency has
credential. snd scess nfoemation system bevels for  finfarmation system levels for E:‘l:n\‘e been defined we allocaled in a nisk-bmsed  implemented an integrated
management (ICAM) stakeholders mvolved in akeholders involved in 6 the angrnization. hnanner for stakeholders to agency-wide ICAM office,
stakeholders been defined, 1C AM have not been fully CAM have been fally defined effectively implement team, or other govermunce
communicated across the agency, Klefined und commamicated o communicated across the identity, credential, and striscture i support of its
and appropriately resourced across the crgaunazation, wanization. This nchades, us +Co0ss msgement ERM cupability 1o

(NIST SP 800-53 REV, 4: AC-1,

activities. Further,

cffectively govem and

[A-1. and PS-1; NIST SP 800-63- 1CAM govemance structure 1o stakcholders are held enforce ICAM efforts
3 and 800-63 A, B, md . Federal falign ansd consolidate the hwmmdvle for camrying ot

[dentity, Credential, und Access hagency’'s [CAM investments, e robes und

Manugement Rosdmap and pnonsor progeams. and respoasibifities effectively.

Implementation Guidace ferisaring awareess and

(FICAM), OMB M-19-17y? junderstanding.

24, To what degree does the The ceganization has not [The organzation has defmed  [The ceganization s [The crgsnization las Cw 6 pea resl-time
organization utilize =0 JCAM eveloped an [CAM strategy  |its ICAM strategy and lcansigt ently implementing Prransitioned to its desired or basis, the ceganization
strategy 1o gusde 28 ICAM It includes a review of eveloped milestoaes for how  fits ECAM strategy and is on "lo-be" ICAM archilecture uctively adupes its ICAM
processes and activities practices ( “usas” it prianis to align with Federal 1o med milestanes fand integrates its ICAM strutegy und related
(FICAM, OMB M-19-17)? sessment), identificstion of  finitimives, including strong E::s(megy CICOMPASES strategy and activities with processes and activibes

eaps (from s desired or "lo-be  fauthentication, the FICAM, Ie entire onganization, Jits enterprise srchitecture to a changwmng
te*), and n transtion plan IOMB M-159-17, segment aligns with the FICAM and and the FICAM b urity landscape
architecture, and phase 2 of (CDM requisement s, and wrchitecture, to respond to evalving
IDHS's Continusous Diagnostics Hncorpocutes spplicable und sophisticated
bannd Mitigition (CDM) Federnl policies, standards, Lhreats,
FORTAMNI, 85 APOYOpeNate. [playbooks, and guidelines
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Protect Functon Area (Identity and Access Management)

PRIP-11, OMB M-{9-170?

|individunis filling these
positions, satharizmg access
following screening

pletice, and rescroening
{individuals on & periodic busis.

don Naturity Level
Qne Ad Hoe Defined Consistentty Implemented | Managed and Measureabl Optimized
25, To what degree bave KCAM The organszation has not [The ceganszation has [The ceganization [The organization ses The orgaization
policies and procedures besn eveloped. docomented. ind  developed, documented, and  foonsistently implements ws autoenated mechansms cmploys adaptive
defined and implemented? E'mzmiuud s policies and inwed its policies and ficies md procedures for e 8 machine-based. or identification and
(Note: the maturity level should  Jprocedires for ICAM procediares for ICAM. Policies ICAM, inchuding for user based enforcement ), authentication
tuke inte consideration the and procedures have been account managemanl, where appropraate, Lo techmniques Lo assess
matueky of questions 26 through Padlored to the organization's  Jseparation of duties, least nanage the effective susplesous bebavioe and
31) (NIST SP 800-53 REV. 4 environment and include privilege, remote access Implementation of its potential viokations of its
AC-1 and 1A-1; OMB M-19-17, specific requirements. management, identifier and policies md procedures ICAM policies and
Cybersecurity Strategy and authenticator mmagement, Examples of i procedures on a nesr-
Implementation Plan (CSIP), fand identification md fmechanisns include real time basis.
SANS/CIS Top 20: 14.1, DHS authertication of non. network sezmentation
ED 19-01; CSF. PR_AC- and farganizat bonal users sed on the
5) [Further, the ceganization is lubel clussification of
fcomsistently capturing and infarmation stored on the
<Huring Jessons [earned on oo ver s, aulomstic
he effectiveness of a5 removal/disabling of
CAM policies, lemponry/emergency’
ocedures, mnd processes Jinactive accounts, use of
updhate the program. The d tooks to
Lzl bon eosures tial Inventory and mimage
ere 15 consistent scocunts wwl perform
fooordination mmongst segregation of duties/least
arganizatbon Jeaders and iprivilege reviews
mession ownes to
g P
naintain (he orgamzation's
HCAM policics, processes,
land technologies
26, To what extemt bas the [The orgamzation has not The coganzation las defined  [The coganization ensures [The onganization employs On a8 nea-rezl time
organization developed md Kefined its processes for |its processes for ensuring that  Jthat all personnel are sutoen ation 1o centrally basis, the organization
plemsented proc foe igning g ol risk 2l perscemel are assipned rik  fassagned risk desipnations, focument, track, and shure evaluates personnel
assigning position nsk klesignations and paforming  essgnaticns and appropristely fappropristely screened prisk designations and security informison
desigrations snd performing ogriate seresning poor to fsereened prios to being granted fprior to being granted Ing it with froem various sources,
nppeopriste personnel screening ANLNE BECESS Lo M5 systems.  faocess 10 M8 systems. Processes [system scoess, and nccessary parties integrates this
prior to grnting access to its frave been defmed for assigning frescreened periodically information with
systems (NIST SP 800-33 REV risk designations for all unommlos pser behsvicr
4. PS.2 und PS.3; Nathonal ositions, establishng dign (it loguing)
Insider Threat Policy, CSF fscrecning criteria for and/or its tnsider threst

activities, and adjusts

P ions accordingly.
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Protect Function Area (Identity and Access Management)

=

A | Maturity Lovel
Qe I Ad Hoe }m Defined Consdstently Implemented | Managed and M A0 Optimsdzed
7. Towhat extent does the e o gunezation has not € cegunization has defmed € ceganilicn ensures [ The coganialicn wses Cui o pear renl-time
organization enaue thut sceess  Klefined its processes for its processes For developing, il socess agreensenls for auloeniation 10 mmiage and basis, the crganizatson

organization implemented trong
mithenticsion mechanisms (P1V
or an [dentity Assurnce Level
(TAL)3/ Authentscal or Assurunce
Level (AAL) 3 credential) for
noa-privileged users to socess
the organization's facilities,
networks, and systems, including
for remote aocess (CSIP; HSPD-
12, NIST SP 8040.53 REV, 4:
ACAT IA2, [A-S, mnd IA-8,
NIST SP 800128, FIPS 201-2,
NIST 8P 800-63, R00-157, FY
2020 C10 FISMA Metnics 2.4,
2.7, CSF: PR.AC-| and 6, OMB
M-19:17, NIST 5P §00-157, and
Cybersecurity Sprint)?

lanned for the use of drong

poa.privileged users of the
K eandzation's facildies,
Eystems, and networks,

ackdntion, the orgunization has
pro¢ performed e-muthentication
sk sesesaments Lo determine
pwhich systems require strang

|for the use of strong

hentication mechanisms for fasthentication mechamisms for

onpnvileged wsers of the
jor ganization's fecilities,
systems, and netwarks,

lincluding for remole access. In fincluding the completion of e
athentication nsk asacssments.

loomsistent ly implement ed
=2roag authentication

k for non.
privileged users of the
arganization’s facilities
and networks, including for
remote access, i
Jaccordance with Federal

tnrgets,

[Foe instances whete 2
fwould be impructicable to
juse the PIV card, the
forganizal lon uses an
altemative token (derived
PIV credentinl) which can
be implemented and
deployed with mobile

Mevices.

utilize Srong authenticat ion
fmechanisms to mithenticme
e applicable orgunizaticnal
bsystonss.

nereements. including Mevelopmg, doaimenting, md  [ocumenting, mod maintaming  Jindividusls are completed review user socess enstires that scoess
nondisclosure agreement s, namiaming access agreaments faocess agreements for 1o 1o access bemg ngreements for privileged agreements for
accepluble use ngreaments, snd  Jor individuals thet nccessits  findividuals that necess s ed to systens and ure jand nos-privileged usears. privileged and noa-
miles of behavior, 48 sppeogriate,  Jsystems. Systems sidtently maintained [To the extent praciical, this privileged users are
for individuats thoth privileged creafter. The process is centralized mamtamed, as
and noa-privileged users) thn lorganizatian wiilizes more necessry,
necess its systems are completed speci fic/detailed
nd mamtamed (NIST SP 800- |rereements for privileged
53 REV. 4. AC-8, PL-4. and PS- users of those with aceess
6)? to sensitive mfonmation, s
appropriale.
28, To what extent has the The ceganczation has not [The crganezation las planned  [The onzanization has All non-pravilezed wsers The orgmization has

implemented un
enterprise-wide singhe
sign oo solution and all
of the organization's
syst el interfuce with
the solustion, resulling =
un ability Lo munuge weer
(hon-privileged)
accoonts and privileges
centrally snd report on
cffectiveness on u near
real-time basis
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FY 2020 Inspector General FISMA Reporting Metrics v4.0

Protect Function Area (Identity and Access Management)

wnd adjstment of privileged
USEr #C0ounEs and permissions,
inventorying and validsing the
scope and number of prwvileged
accounts, and enaring that
privileged user account activities
wre logged snd periodically
reviewed (FY 2020 CIO FISMA
Metrics: 2.3, 2.5, ind 2.6, OMB
M-19-17, NIST SP 800-55 REV
4 AC-1, AC-2, AC-S, AC-6,
AC:1T7; AUL2, AU, ALLG, md
[A-4. CSIP; DEIS ED 19-01;
CSF: PRAC-)

performed when using
privileged sccouns: limits

¢ durstion that privileged

ants con be logged in:
imas the privileged

actions tsst can be
performed using remate
faccess; and ensures that
privileged user sctivitics
fare logged mnd periodscally
reviewed

finactive accounts, as
[ppropriate.

o 1 Maturity Level
Quey b Ad Hoo | Defined L'_‘h Managed and Measureable L Optimized
29, To what extert bas the © veganization has not E‘hc oo ganszation has planned ¢ cegannizalioa has AN proviloged wsers, The cogaization has
organization iyl ted trong ok d for the use of strong of the usc of strong loonsistently implemented inchidng those who can inplemented an
thenticieion mechanisms {PIV reati ch s far fuath mechanisms for fRroag authenticition ake dnges to DNS enterprise-wide smghe
or a Level of Assurinee 4 privileged users of the privileged users of the h for privileged records, utilize strong sign on solution and all
credentialy for privileged e 10 foreanizetion 's Taclities, jof gandzation s Lacilitses, users of the coganization's athenitscation mechanians of the organizdon's
neeess the oeganization’s systems, and rs <y wnd ks [facilities snd networks. o suthenticate to sysems inferface with
facilities, networks, and systems,  Jincluding for remote access. I lincluding the completion of E- lading for remote lspplicable orgs ionul the solition, resulting m
inchuding for rancte 200ess jackdation, the organization hsas  Jasthentication nsk sssessments. [access, @ accardance with =ystems. an sbhility Lo manage wser
(CSIP, HSPD-12; NIST SP 800. ot performed c-suthentication Federal targets. (privileged) accounts
53 REV. 4: AC-17; NIST SP Fick xssessments to determine and privileges centrully
R00-138; FIPS 201-2: NIST $P  pwhich systems require srang [Foe instances where 2 and repart oo
800,63, 800157, OMB M-1%  jushentication. would be impracticable to eflectiveness co n near
17, FY 2020 CIO FISMA juse the PIV card, the real-time basis
Matrics: 23,25, wd 2.7; CSF: organization uses an
PR.AC-1 and 6, DHSED 1901, altcmative token (derived
and Cybersecursty Sprint)? (PTV credentinl) which can
be implemented and
deployed with mobile
jdevioes "
PO, To what extent does the ¢ orgunization has not [The ceganization has defmed [ The organization ensures The arganization employs
organization engere that cfined its processes for |its processes for provisioning,  [that its| for ertomated mechinisms
privileged socounts are provisioning, managmg. and  fnanaging, and reviewing UVISOnINg. managme, o2 maching-based. of
provisicaed, manssed, wnd Feviewing privileged accounts. riviloged accounts. Defined reviewing privileged Juser bised enfarcement ) Lo
reviewed in nccordance with the processes cover appeaval and ints are copsitently yppoet the manegement of
prmciples of leagt peivilege and Frackmg, inventarying and pk d ncross the ivikeged nccounts,
separation of duties? [validating. and logging ad jorganization. The Inchuding for the mtomatic
Specifically. this inchudes Feviewing privileged users' antzation limits the fremoval/disabling of
processes for periodic review hccount s ctions that can be pomry, emergency, and
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FY 2020 Inspector General FISMA Reporting Metrics v4.0
Protect Functon Area (Identity and Access Management)

e Maturity Level
e Ad Hoe Defined Consistently Tmplemented | M. d and My b Optimized
31, To what extent does the The cegamzation has not crganzation las defmed € Crani zalica Gaares [The argenizalicer Snares The crgamization has
organizabion enakre that Klefined the fits configuration/connection hat FIPS 140.2 validated Jhiat end user devices have deployed a cipability to
nppropriste koo figumtion connection pequirements for remote access. Kryplographic modules are heen appropaately rapidiy disconnect
configuration/conmection poquirements for remcte access foonnedions. including use of  fimplemented for its remote lconfigured priar to (M OtE J0CCSS sy
requi we med for ions, inchudng use of  Joryptographic modules, system faccess connedtion allowing remale access und sessions based oo nctive
remote secess connections? This TIPS 140.2 validated g 15, and how it 1 hod(s), ramole access frestricts the abalaty of monitenng. The speed
includes he use of apgropeiste kryplographic modules, system fand controls remote access [sessioes Lime out afler 30 indhividuals o rimsfer dey of disablanent vanies
cryptographic modules, system mme-outs, and montorng wxd  fressions mieutes (o less), and that socessed remotely to nop- based on the criticality
time-outs, and the montoring ocntrol of remote access note users’ activities are sithorized devices. of missionsbsness
und controf of remote nccess session s logged and reviewed based finctions
sessians (NIST SP §00-53 REV fom sk
4 ACA1L, AC-12, AC.1 7, AC-
19. AU-2, TA-7, SC-10, SC-13,
and S1-4. CSF: PROAC-3. ad
FY 2020 CTO FISMA Metrics:
210and2.11).
12, Provide uny addibional

information an the effectiveness
Ipositive or neeative) of the
organization's identry snd
H00CEE management program that
was not nated in the questicas
whove, Taking into considerntion
the maturty level genersted
from the questions sbove and
based on il testing performed. 18
the idestity and access
management program effective’
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Table 6: Data Protection and Privacy

FY 2020 Inspector General FISMA Metrics v4.0
Protect Function Area (Data Protection and Privacy)

PR.DS-1, PR.DS-2, PR.PT-2. snd
PRIP-6)7

o Encryption of dats of rest

e Encryption of data in transit
e Limitation of trunsfer to
removable medin
Sanitization of digital media
price 10 disposal o rause

fremovable medis, and i)
[edmction or reuse of media
oontaming PII or other
fsensitive agency dats,

Questlo Maturity Level
5 Ad Hoe b Drefined Conststendly Implemented | Mamsged wnd Measureable Optimized

3. Towhat exteot has the ¢ organizalion hias not ¢ organization has defined  [The organization consistently  [The ceganization monstors and [The peivacy program = fully
onganization developed aprivacy lestablished a privacy program  fand communicated its peivacy Jimplaments #s privacy lyses quantitative and |integrated with other security
progra for the protection o bing related plans, policies, and [program pli and related [program by: ulitative performance fareas, such as 1SCM, and other
personally identifisble procedures as approprste for  [policies and procedures for the |Dedicating appropeiate ensures on the cffectiveness  [ousiness processes, sach as
mn:mﬂ.{m:;mm he peotection of PII collected. [protection of PIEthat is fresources to the program [ its privacy activities and stratozic planning and risk
disposed of by informatlon usd muimaine_d shared, and  feollected, vsed. mamtamed.  [Maintaining an inventary of ses that information to make  fmanagement . Further, the
systems (NIST SP 800-122; NIST Hisposed of by information ared. sndlor disposed of by he collection nnd use of PN ceded adjustments. forgan izition's peivacy program
SP 800-37 {Rev, 23 OMB M.20. [sydems. Addtionally, roles ts information systems, In Canducting and maintaining [is embedded into daily
0 OMB M.19.03; OMB A.130, jand responsibifities for the cklition, roles and ivacy impact nssessments  [The ceganization conducts an  fdecision making across the
Appendix L CSE: [D GV-3; NIST jeffective mnplemantation of  fresponsibilities foe the and systerm of records notices  Jindependent review of its jorgan izaton and provides for
SP $00-53 REV. 4: AR-4 and he veganization's privicy eflective mmplementation of  Hor all spplicuble systems vacy program and makes i identiticatson of
Appendix J, FY 2019 SACP program have not been Ithe cegmization's privacy eviewing nd removing nccessary improvements. [privacy risks
I?SMA metrics, Sections 1 and 2 fyoqneq orogrum have been defined y P11 coll S
: pund the organizntion has lueguhr basi= (¢ SSNs)

letermined the resources md

optLinsel govemance structure

Jresded to effectively

hmplement its privacy
rogrm,

P4 To what extent bas the The organization has not e organizatice’s policies and [The ceganization’s policies andd [The ceganizntion ensares that  [The crganization emplays
organization implementedthe  Mefined its policies and edures have been defmed  fprocedures lave been ¢ security controls foe udvanced capabilities to
following securty controls to procedures i one or more of  fund communicated for the feonsigatly implanented foe otecting PII and other enlince prolective controls,
7“";“1 "’:lP" und aher agaicy e soecified areas. tpccmcd aress. Further, the  [the specified areas, meluding cy sensitive data. a5 Jinchuding {i) remote wiping.
ITr'o ug;;&i?;‘m:‘ olicies and procedures have W) use of FIPS-validated e, throughout the i) dusl suthorization for
(NIST SP 800-53 REV., 1: ) been tailored ta the encrypticn of PIT and other datn lifecycle are subject ta the fsanatization of media devices,
Appendix J, SC-8, SC.28, MP-3, o ganization's envir Egency sanstive data, as ncaitoding processes defined  [iif) exerplion of media
wnd MP-6, NIST SP 800-37 (Rev. bl melude specific appropriate, both al rest mdm fwithin the organizagion's s king as long as the medsz
2); FY 2020 C1O FISMA Metrics: derations based oa data  fransit. (i) prevention and ISCM strmteey, remumins within
2.8, 212, DHS BOD 18.02; CSF: ctassification and senstivity.  Jdetection of untrssted forgan izstionally-defined

lcantrol areas, and (iv)
foonfiguring sysems to record

¢ date the PIT was collected,
Etmod. or updated and when

¢ data isto be deleted or
destroyed according to an
approved data retention
schedale
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FY 2020 Inspector General FISMA Metrics v4.0
Protect Function Area (Data Protection and Privacy)

= Maturity Level
o Ad Hoe Definod Consésienthy Implemented_| Managed und Measurcutie | Optimized

35, To what extent his the e organization has not e organization has defined e ceganizution consistently © ceganization mialyz ¢ ceganzations data
organization lmplemented klefined its policies and. nd communicated it polics itors inbound and quatitative and quimtitative  fefiltration and enhmnced
security controls 1o prevent data procedures related 1o data procedures for data fouthound network raftic, rncasures on the partfonmance  foetwork defenses are fully
ﬁ:::j}";g%“’;;"s‘”@v Jexfiltration, enhanced network fexfiltration, ashanced network Jensuring thar all ratfic passes  fof its dega exfiltration and integrated into the ISCM and
3 SI-3, SE2(8), S48 n;udHS)\. fefenses. email authentication defenses. email anthentication through n web content filler  fenhanced network defenses  fincident respanse programs to
SCJII})). md SCL18: FY 2000 [Processes. and mitigalion processes, and miligation protocts agninst phishme,  [The ceganizutices also conducts lprovide ner real time
CIO FISMA Metrics: 3 8; DHS  juztmst DNS infrastnucture fztinst DNS infrastucture bwire. gnd blodks sgaingt  Jexfillration exercses to mcetocme of the data that is
BOD 18-01; DHS ED 19-01; Ampering Lumpering, ol malkicious sites casure the effectiveness of  femtering and exiting the
CSF: PR.DS-5)7 Additionally. the orgamization |its dats exfiltration and nctwork, and other suspicious

ched:s outbound enl 1 ark clefi inbeund and cutbound
foommusscations trafTic o jcommumncations.
detect anorypted extiliration of [Fisther, the organization

inf i bous tmffic itors its DNS
[puttems, and clements of PIL - finfrastructure for potential

Also, suspected malicious Ampering, n accordance with
[eraflic is guarantned or its ESCM strategy.
Plocked
o addition, the oreanization

tilizes emnil nuthentication
[technology, mudits its DNS

recoecks, svd ensures the use of

valid encryption centificates

= its domains.

16 To what extent bas e The organization has not e organization has defined Ee ceganization consistently [ The organization monstors and [The organation’s Dats
organization developed md developed u Dutu Breach [ icuted its Data Jimp} s Date Breach  |analyzes qualitative and Breach Response plin is fully
::"P'W‘d a Duta Breach Fesponse Plan that includes  Breach Response Plan. h‘apons! plun. Additicoally,  [quantittive performance integrated with incident
isdedisy w"'i"- 5 oo trsr'Tr:l ;‘_’r the agency’s policies and nekadng its processes and e breach response team casires o0 the effectiveness  fresp risk masxgement,
sm”;';;g Sp 806-*3 procedures for repoeting. rocedures for data breach [paticipates in table-top its Data Breach Response  foontinuous moaltoring,
REV. 4 MPEIM 1 SE-!.-FY nvestigntme, and managing u potification. Further, n beench  fexercises mnd nses lessans . 35 approgriate. The ity of operations, and
2019 SACP FISMA metrics, privacy-refated bieach, cspotise team has been learned to make iprovements forganization ensures that dats  fother misslonbusiness wreas,
Section 12; OMB M-17-12; ang  JFurther, the coganization has ablished that includes the o the plan as appropriste ing metrics are |5 appeopriste. Further the
OMB M-17.25)7 ot established a breach ppropeinte agency officinls,  [Fusther, the organization = lobtained accurately, lorganization employs

response team thit includes able to ilentify the specific i ly,andma ion to itor for
Ll appropee agency individuals affected by & eeproducible fonmat. potentisl peivacy modents and
ofTicials eachs, send notice 10 the uakes inunediate sction 1o
ected individaals, and Imitigate the incident and
provide those individuals with provide protection to the
eredlil moaitoring and repas afTected individsals.
JSeTVices, a8 necessary
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FY 2020 Inspector General FISMA Metrics v4.0
Protect Function Area (Data Protection and Privacy)

Quests Maturity Level
izt Ad Hoe Defined Consistently Implewented | Managed and M '.: Optimized
37, To what degree does the The oeganizatice has not ¢ organization has defined  [The ceganizativn ensures that  [The ceganizaticon the |[The ion has
organization ensure that privacy  Mefined its privacy awareness  fand commiumicated its peivacy  [all idivadsals receive basic  Jeffectiveness of its peivacy  [instituticnalized a process of
mwureness trining i provided 1o hrgining program based on pwarcness rainmg program,  [privacy swareness training and frwareness training program by foantinuous improveneot
all Individuals, ncluding role- Lo o ipasicnat ragpicements,  fickiding roopiremients foe [individzals having obtaining feadback ca the. lincorpocating advanced
g;?‘: m_.‘? 1":;{%‘;‘;‘,5;;)?;’ culture, and the typesof Il role-based privacy awareness  frespoassbilities for PI1 or lcomtent of the training and privacy traming peactices and
SAOP FISMA Metrics, Sections 9 umiiFs users bave access to.In :nmns. Further, tuming has  factivities tmﬂn:g Pq receive oomt?dlm_? targeted [quHung rechnologics.
10, and 11)? (Note: Privacy ackliticn, the ceganization has  [boen lulo'rd tothe role-based privacy training o fexercises lar these with
FWArEnIess training topics should  prot developed role-based organization’s culture snd visk Jleast snnually, Additionally,  [responssbility foe P
include, as appropriate: privacy training for mdividuals fenvirceament. he organization ensures that  JAdditionally, the organization
respansibslsties undes the Privacy fhaving responsibility for PII or individizals certify ucceptance  fmake updates to #is program
Act of 1974 and E-Governnol  Rictivities involving P11 of respeamsibilities for privacy  [based on statutory, regulatory,
Afi.or 2002, consequences for cqui al least 1t : program. 1
2"::‘:' :&mn:;mu i ocess, informstion system
privacy rsks, mitigating peivacy o “""‘:'T}.‘.’
rigks, and reparting privacy maonitormg and auditing
incidents, dita collections and use
|___requirements)

38, Provide any additional
information an the effectiveness
(positive or neaative) of the
organization's dats protestion and
privacy program Ui was not
noted m the questicas above
Taking st consideration the
maturzy level genernted from the
questions sbave and based on all
testing performed. & the data
protection and privacy program
effective”?
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Table 7: Security Training

FY 2020 inspector General FISMA Metrics v4.0
Protect Function Area (Security Training)

woekforee o provide tallored
mwureness and specialized
securty training withm the
functiceial areas of sdentify,
protect, detect, respead. md
recaver (NIST SP 800-53 REV.
40 AT-2 and AT-3; NIST SP 804-
50: Section 3.2; Federal
Cybersecurity Woeklorce
Assessment Act of 2015,
Naticnal Cybersecurity
Workforee Framework v1.0;
NIST SP 800-181; und
CIS/SANS Top 20: 17.1)7

fabilities of its workforce.

pworkfocee to determine its
biwareness and specialized
inin'mg needs and periodically
upclating #s assessmenl o
hrccount for a changing risk
fenvircament

identified its skall gaps.
Fusther, the ongmiization
ericdically updates o

to account for 8
chnnging risk environment.
I ndclition, the nssessment
serves a3 0 Key input 1o
updating the organization's
frwarencss and trainmg
rategy plans

Quests Maturity Level
o Ad Hoe | Defined Consistently Tmplemented | Managed and A 1 Optimized

P9 Towhat degree bave the rales oles and responsibilities [Roles and responsibilities have [Individuals are performing  [Resources (peaple. processes,

and responsibilities of security  fave not been defimed, boen defined and e roles and responsibilities  fand techniology) are allocated

awireness and training program municated across the icnted ucross the Eml have been defined across  |in 2 riskc dmsed manner for

stakcholders been defined e ganazation, and oeganization and resource e organization stakeholders to consssternly

communicsed across the ppropeintely resourced requirements have been fimpd SECUty aw

ngency, wnd appeopriately blished land training respeasbilitics,

resourced? (Note: this mcludes [Fuather, stakeholders are held

the roles and responsbilities for rocountable foe carymg out

the effective estabilishiment and [their roles and responsibilitics

maintenance of 3n organization effectively

wide security nwareness and

trauning peogram as well as the

awareness and traiming reled

roles and responsibilities of

system users and those with

significant security

respansibilities {NIST SP 800«

53 REV 4. AT-1. and NIST SP

§10-50),

HO. To what extent does the The erganization has not The erganization has defined  [The ceganization has [The coganization has The ceganization” s persoonel
oreanization utilize = idefined its processes for Fits processes for condacting m foondacted mn assessuent of  faddressed its identified collectively passess 2 raining
nssesanent of the skills, eoarchicting an of af the knowledge,  [the knowledge, skills, and nowledge, skills, md level sudh that the
knowledge, and nbilities of 1s he knowledge, skills, and ekilbs and abilities of its ahilities of its workforce lo abilities gags through fargan ization cun demonstrute

Jeraining o hiring of
additional staff'contractors

[that secursty incadents
resulting from pessonnel
actions or inactions are being
rechiced over lime
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FY 2020 inspector General FISMA Metrics v4.0
Protect Function Area (Security Training)

Questlo Maturity Level
. Ad Hoe Defined Consistendly Tmplemented | Managed and M 4 Oplimized

1. To what extent does the The orgaization has not The orgaization has defined  [The ceganization has [The cezanizat o it The lon"s security
organizabion utilize & security defined its security awareness hts QUMY swarencss s loansistently implemented its d analyzes qualitativeand  fawareness and trainmg
wwareness and truining band trainmg trategyplan for - frainmg stoategy plan for g anizatiom-wide seourity antitative performmnce activitics are miegrated across
strategy/plan that leverages s Mevelopmg, implementing, keveloping, implementing, and Jawareness and training casures oo the effectiveness  fother security-related dommins.
organizational skills assessment  fand maintaining 4 secunty namtaiming u seaarily strutegy und plis. its security awureness and  [Foe instance, common rsks
und i adapted to its culture? bowarcness ad tranmge fiwareness and tranmg alning straegses and plans.  fand control weaknesses. and
{Note: the stratcgy/plan should  Jprogram that is taifored to ts  [program that is tallored to #s (The coganization ensures that  Jotlier outputs of the sgency’s
include the following mission snd risk environment, mission md nsk environment. [datn supporting metrics are risk management and
components: the structure of the lobtain ed accurately, lcantinuous moenitoring
awirencss und training program. foomsigantly, and i a factivities mloem any uplates
priorities, funding, the goals of reprodiscible formst. it need to be made to the
the program, targe! andiences, ecurity awarencss and
types of coursesmatesial for training program
each mudience, nse of
technologies (such as emul
advisoeies, intranel updates'wiki
pagessocial media, web based
traming, phishing stmulaton
toolsy, frequency of training, and
deploymant methods (NIST SP
§00.53 REV. 4. AT-1, NIST 5S¢
B06-50: Section 3; OSF: PROAT-
11

2. To what degree bave securty [The ocganization has aot e ofganization has The ceganization conststently  [The ceganization mondlors [On & nesr real-time basis, the
mwareness and specialized kleveloped, documented, snd  Keveloped, documented. and  Jimplements #ts policies and  fand analyzes qualitative and  forgan ization actively sdaupts ils
security traiming policies und il mnated its policies mnd  Misseminated comprebansve  fpr for security quuntiltive performance security awnreness and
procedures been defined wd procedures for securily policies and procedures for lowareness and specinlized nensures oo the effectiveness  Rraining policies, procedures.
implemented? (Note. the fiwareness and specialized Seourity awareness and seourity training ot its security awareness and

maturty leve! should ke into
consiclerntion the matury of
questions 43 and 44 below)
INIST SP 80053 REV. 4: AT-1
through AT-4. and NIST SP
§00-50),

security training.

specialized securlty traming
hat are consistent with FISMA
Fequiranals.

alning policses and
;'ncedm.t The organization
that dita supporti
netrics are cblamed
rately, consistently, and
mlg)max-ibl: forimst.

d program 1o a dhanging
curny landscape and
ovides awareness and

training, as appropriste, m
fovolving und soplnsticated

rhmls.
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FY 2020 Inspector General FISMA Metrics v4.0

Protect Function Area (Security Training)

Question Maturity Level
o Ad Hoe Defined Consistedly Tmplemented | Managed and Measureabie Optimized

13, To what degree does the The orgmization has not The organization has defined  [The organization ensares that  [The cegsnization messures [ The organization has
organization ensure that secunty  fdefined its security swareness  fand taibored ws security | systems users complete [the effectiveness of its institutionnlized a process of
mwareness trmining s provided to pmaterial based on its uwvareness mtersal and e arganezation's securily [anareness Lraining program 1 improvement
all system vsers and is tailored  forgnmizaticanl regui klclivery methods based on its  Jawureness training (or a by, foe example, conducting  [imcoeporting 2dvainced
based on 115 organizational ulture. and the types of organizati onal reguicements,  Joomparsble awareness phishne exercises and Secunty awareness practices
requirements. culture, and types  pnformation systems that its — jeulture, and the types of frining for contractors) pror Et‘v‘llomnl up with additional  Jand technologies
of mformation systems? (Note:  pusers have access to. In information systems that its o system nccess and Areness oF training, and'or
nwareness trnining topscs should  addition, the cegunization has  pusers have nccess to. In pericdically thereafter and disciplinary sction, a5
inclusde, us appropriste: ot defined 25 processes for ckltion, the ceg ivo has camgletice appropriute.
consideration of organizational  ferssuring et all infanmation efined its processes for recoeds. The organization
policies, roles and Syste uesrs are provided psuring et all information  Jobtains feedback on is
respemsibalities, secure e-mail,  fsecurity awareness tranmg syt em users including fsecurity awareness and
browsing, nd remole access prioe Lo systan aceess and cualractars are provided training program and ses
practices, mobile device poricdically thereafler . Securily awareness rainmg rlm informaticn Lo make
secunty. secure use of socal Furthenmore, the organization  Jprioc to system nceess and g
media, phishing. malware, hae not defined its processes eriodically thereafter In
physical seawity, and secunty or evalusting and obluining  adkdeticn, the cegmnization has
incident repanting (NIST SP ‘cedback on its seaurity efined its processes for
800-53 REV. 4. AT-2, FY 2020 areness amd ranmg aluating ad obtaining
ClO FISMA Metrics: 2.1% progrm and using that cedback on its seounty
NIST SP $00-240: 6.2, CSF: pnformation to make wareness and tranmg
PROAT-2, SANS Top 20:174).  feoatinsous impravemals, progru und using that

fnfoemation 1o make
OOt NS provemass,

14, To what degree does the The orgaization las not The orgemzation hias defined  [The cnganization ensures that  [The cegenizaticn obtaies [The ceganeation has
organization ensure that defined its security tmining ~ pts secunty training materinl  Jindividusls with significans  [feedback on its security [institutionalized n process of
specialized secunty tmining is  pnatenal based on s bnsed on its organizatonal scourity responsibiliticsare  Rraining content sod makes foontinuous improvement
provided to all individuals with  jorganezational raquirements,  requirements, cillisre, snd the  fprovided specialized security  Jupdates Lo #s program, as incoepueriting advinced
significant security culture, und the types of roles  Rypes of roles with significant  praining prior to information  fappropriste. In addition, the  fsecurity traiming practices snd
responsibilatics (as defined in the pwith significant securtty pecurity responsibitines. In system access of performing  Jorgamzation measures the rechnologies.
organization's secunity policies  fresponsibilities In nddition,  fadkdition, the orgunization has &wcj duties md feffectiveness of its specialized
wnd procedures) (NIST SP 800~ fthe organization has not beﬁncd its processes for iodically thereafter and [security traming progrm by,

SIREV. 4 AT 3 and AT FY  [defined ils processes far urmg that all perscemel with fmuintams appropriale e examgle, conductmg
2019 Q10 FISMA Metncs fensuring that all persoanel ed security roles and records rgeted phishing exercises
2.15)? with significant secunty roles  [responsibilities are provided d following up with
band responsibilitics are cialized security traming lonal awareness or
provided specralized seaurity  [price to mfoemation system truining, and'or discaplinary
Hraining prior o information  faccess of performing assigned [action, as appropriaie.
Systom access of performing  Muties and periodically
ssagned dutics and thereafher
eriocically thereafter
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Protect Function Area (Security Training)

S Maturity Level
Q“ﬂ O

Ad Hoe Definod I Const by fmpl d ]“ it und Men-n-hlo[ Optimlzed
15, Provade any addibional

intormation an the effectiveness
{positive or negative) of the
OfZANIZALION"S SOCUTTY training
program that was not noted in
the questsans above. Taking into
consicleration the maturdty level
generated from the questions
uhove and based on 3l testing
performed, is the security
traming program elfective?
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Detect Function Area (ISCM)
DETECT FUNCTION AREA
Table 8: ISCM
Question Maturity Level
Ad Hoe Defined Consistently Impk d Managed and Optimized
Measureable

16, To what extent does the The organizatica has not [The organization has (The orgamizalioa'’s [SCM [The cezanizaticn s The oo joers ISCM

organization utilize an developed and keveloped and commumicated  Jstrategy 15 consistently and anafyzes quatitativeand  [strategy is fully integrated

Information secrity continuous  feommunicated its 1ISCM s [SCM strutegy that Jimplemented at the quantitstive performance with ws risk management,

monitering (ISCM) strategy
that addresses 1SCM
requirements ad activities ul
ench crganizaticon! tier and
helps ensre an onzanization-
widde approach to ISCM (NIST
SP 8040-37 {Rew. 2k NIST SP
B00.137; Sections 3.1 amd 3.6)?

trulegy.

Enchudes: i) considerntions nt
Lhe oeganization/busimess
Process level, W)

Jerations ot the
knformation system level, and
i) processes to review and
update the ISCM program und
Eiralegy. At the
organizati oo business process
Bevel, the ISCM stratezy
lefines how [SCM activities
support risk management in
siccotdmce with organ izational
hisk tolerance. Al the
hnformiation system level, the
ISCM strafegy addresses
Imonitoring security coatrols

or effectiveness, monioring
or security status, md
ing findings.

on the effectiveness

process, and informaticn
system levels. Tn nddition,
[the strategy supports clear
visibility into sssets,
awareness into
vulnerabilities, upto-date
hreal information, and
ssion busness Impacts.
The organizativa also
it ently cup

learned to make
improvements 1o the ISCM
trulegy.

o’ its ISCM strafegy and
bnakes updates, us
pepropriate. The ceganization
fevstires that data supporting
metrics are oblamed
[accurately, consistently, and
in 2 reproducible formsat.

wgurntion S
incident respense. and
[business contmmity functions.
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Detect Function Area (ISCM)
e Matulry Lovd
Ad Hoe Definod Consistently Implemented Muvaged and Optimlzed
Measureable
M7 To what extent does the 'T‘he organizatioa has not The crganization’s [SCM e ceganizution’s ¢ ceganizution unel [The oz ioa's [SCM

organization utilize ISCM defined its ISCM polici licies and j dires ISCM palicies and analyzes qualitative and olicies and procedures are
policies and procedures to fand procedures, at a ‘:m been defined and prrocedures have been [quantitive performance 1y integrated with its resk
facilitate organization-wide, o in one or more communicated for the focmsistently |measures on the effectiveness  fmanagement. configuration
standardized processes in support fof the specified areas specified nreas. Further, the  [implemented for the of its ISCM policies and management, incident
of the ISCM strategy? ISCM policies and procedures specified areas. The procedures und makes upd P and busi
policies and procedures adklress. suve been tnilored to the forganization also es appropriate. The ity functions.
ot 2 minkmum, the following organization's environmsnt  foonsistently captures organizathom ensures that dats
WreRs: ongoing assesaments and fand include specitic lessons leamed to zuppocting metrics are obtained]
manitoring of secarity controls; requirements ke improvaments to faccunately, consistently, and in

collection of secunty redated
information required for metrics,
ussessments, and reparting:
unalyzing [SCM datn, reponting
findings. and reviewmg and
updating the ISCM strategy
(NIST SP 800-23 REV, 4- CA-7,
NISTIR 8011) (Note: The overnll
maaturaty level should ke into
consideration the maturey of
estion 4%)*

[the ISCM policees and
procedires.

2 reproducible format,

To what extent have IS0
stakeholders and thew roles,
responsibsinics, kevels of
authoerty, and dependencics
been defined and commumicated
nerass the organizeson (NIST
SP 800-53 REV. 4. CA.1; NIST
SP 800-137; CSF: DE.DP-1)

ot been fully defined and
communicaled across the
oeganization, incloding
appropeinte kevels af nuthority
bl dependencies

Rolesand rspmlsibiTiiis. Tiave [The organization has

defined und
communicated the
Btructures of its 1ISCM
cam, roles and
responsibilities of [SCM
keholders, and lovels of
fthority and
Kependencies

Indivichinls are performing
e roles and responsibilities
Em have been defined across
e arganization

[Resources {people. processes,
and techmolegy) ure alfocated
[in & risk-based manner for
stakdholders to effectively
[implement ESCM adtivities.
[Fisther, stakebolders are held
rocountable For carrymg out

el roles and
ilities effectively
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Detect Function Area (ISCM)
Quation Maturity Level
Ad Hoe Defined Consistently Tmphemented Managed and Optimized
___Measurcable

1O, How msture are the 1o orgmnization has not The coganizabion has ¢ coganizalion las The cegenization utilizes the [TTe 1SCM program achicves
organizalion's processes fe defined its processes for efined its p tor igently implemented its Its of secunity control post-effective I seaurity
performing ongoing performing ongoing security  [perfarming ongoing bmceﬁses for performing sscsam eots and monitoring  [Phiectives and goals and
assessmants, grating sysem  feoatrol assessments. guting - fecurity control Jongoing security control to maintain ongoing nflaences declsion making st
muthorzations, inchding sy em suthorizations, ssessments, granting [rssessments, granting system  fastharizations of mfoemation ;::1?: i‘:'r:]::ll risk. and
developang md mamtaining knchudng developing and Systom suthorzalicas, honzations, scludng fsystems, mciudmg the !
system security plans md mamtaming systom security  puchidimg developing and veloping and malaining  fmamtenance of system
monitoring secunity controls plans, and monitoring security mamtaming system system securtty plans, and fsecurity plans
(OMB A-130, NIST SP §00- coatrols for individual seourity plans. mnd onitonng seaurity controls
137: Section 2.2, NIST SP 800 kydens monitering searity o provide i view af the
53 REV. 4. CA-2, CA-6, and coatrols for individual ferganszatsonal security
CA.7, NIST Supplemental SECIER posture, a5 well as cach
Gdance on Ongoing fsystem's cootribiution to saud
Autharization. NIST SP 800-37 security posture. All secarity
{Rev. 2 NIST SP 800.18, Rev. fcontrol classes (management.
|, NISTIR 8011; OMB M.14. foperational, und technicul)

03. OMB M-19-03) nd types [common, hybrid
d system-specific) are
pssessed and monitored, and
cir status updited rezulardy
as defined i the agency's
informatica sccurty policy)
in security plans,

0. How maure 15 the © organization has not The organization has [The ceganization ks [The coganization is able to o0 4 new’ realtime basis, the
organization's process for hdentified and defined the dentifiod and defined the oonsist eatly capturing integrae metrscs on the o zinization actively sdaptsits
collecting and analyzing ISCM  Jqualitative and quuntitative  [perfamance mensures and Jqualitative and quantitative ectiveness of ils ISCM FSCM program (o & changing
performance mezsures and performance measures that will requirements that will be performance measares on the to dediver persistent Fybersecurity "",‘“T’:’Md
1eporting fmdmgs (NIST SP be used to assess the ised 10 s the perfarnance of a5 ISCM aLional AWAIENEss Across mﬁ?‘&:‘m in 2 Limel
800.137)7 eflectiveness of its ISCM fefTectiveness of {13 1SCM orogrum i accordance with i3 ion, explam the ¥

progrum, achicve siteational  progrm, achieve festablished requirements for ment from both &
fiwareness, and control sitautional nwareness, md klatn collection. stornge, ‘vulnerubility and
ongoing nsk. Further, the control cagoing risk. In lanalysis retrieval, and ik impact perspective. md
oeganzation las not defined  Jadklition, the ceganization reponing fcaver missson arcas of
how 1ISCM informatson will be fhas defmed the fommat of operations and sccuraty
shared with individunls with  reponts. frequency of [domains
sianificant security reports, and the tools used
responsibilities and used o o provide mfonmation to
nake risk based decisions niclivaduals with

Bienificant securily

responsibilities.
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Detect Function Area (ISCM)
Maturity Level
Questlon Ll
Ad Hoe Diefined Consistently Implemented Maunaged and Optimized
Measureable

Provade any sddibonal
informution on the effectivencss
{positive or negative) of the
vrganization's [SCM prognum
that was not noted in the
questions gbave. Taking into
consideration the maturey level
genernted from the quedions
wbove and based on all testing
perfonmed, isthe ISCM
program effective?
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Respond Function Area (Incident Response)

RESPOND FUNCTION AREA

Table 9: Incident Response

ficw Maturity Level
L Ad Hoe Defined onsistently |mplemented Managed and Optimized
Measureable
To what extent bas the The oogmnizaticn has not The orgenization's incident [The coganization consistently  [The ceganization jtars and [The oF 100's Incid
organization defined and defined its incident response  fresponse policies, procedures,  [implaments its incident analyzes qualitstive and pesponse program, palicies,
implemented its incident policics, procechires, plans, [plans, and strategies have oerse palicies proceduares, |quantitative performance procedures, strstegics, plans afc
respanse policies, procedures,  fand stratepies i ane of more  fboen defined and lans, and drategies. Fusther,  [mensures va the dfectiveness efated activities are fully

prtegrated with rsk

been defined and commmun

bundl cependet

csponse stakeholders, and

fsctivities. Purther, stakeholders

acrass the organizatsan (NIST ssociated levels of authority fare held accoantable for
SP 800-53 REV. 4. IR-7. NIST nd dependencies. In fcurymg out their roles and
SP 80483, NIST P 800.61 fckdition, the ceganization has responsabilities effectively.
Rev. 2 OMB M-20-04; FY 2020 designated n principal
CIO FISMA Metrics: Section 4. security operastions coamter of
CSF. RS.CO-1. and US-CERT equrvalent oeganizatioo that is
Federal Incident Notification cc ble Lo agency
Guidedines)? Beadership, DHS, and OMB

or all incident response

clivilies.

phans, and strtegics, »s fof the following areas: eommunicated. in addition, ¢ organization is ly [of'it= incad =1 AnsgCment, ccolinions
apprapriate. to respand 1o pnexdent respanse planning, to fhe ocganization has eapturing and Sharing lessons [policies, procedares, plans, and [ oo ocing, continuity of
cyberseaurity events (NIST SP finchude organizatican! blished and learned oo the effectiveness of [strategies, as apgropriste. The pierations, and cther
800.53 REV. 4. IR-1. NISTSP  [specific consid s for icuted an enterprise  ils incadent response policies,  forgmniztion ensures that dats by jesion/basiness areas. us
§00-61 Rev, T NIST SP 800- Inapor incidents, incrdent Hevel meldent response plan.  fprocedures, strategy and supporting metrics are obtain edpppropriate
184, OMB M-17-25 OMB M- [response traimmng and testing. processes to update the faccurately, consistently, and in
19-03; FY 2020 CIO FISMA Encsdent detection mid program, 2 reproducible format,
Metrics, Section 4, CSF: RSRP- fanalysis, incident
1; Presidential Policy Direction  jeoatainment, eradicarion. and
(PPD) 41)? (Note: The overall  frecovery: incident
maturity level should take into  feoardmation, information
consicleration the maturty of Sharmg, and reporimge.
Questions 53 - 58).
%3, Towhat extent have incident JRoles and responsibilitics [The organization has defined  fIndividuals are performing the [Resources (people, processes,
7 team dels, have not been fully defined  Jand communicated the roles and responsibilitics that technology) are allocated
stakcholders, snd their roles, bl communicated mcrass the  fstrisctures of its mcident Rinve been defined ncrossthe  fin a risk bnsed manner for
respomsibilities, kevels of ocgmization, mcluding response teams, roles snd bargamn zation stak eholders to effectively
autheery, and dependencics Bppropeate fevels of authority  fresponsibilities of incident |implement incide response
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strategy. and durstion of the
olation. In uddition, the
organezation has defmed its
processes o eradicate
ponents of an incident,
mstigate any villnernbilitics
hat were exploited, snd
eover system operations.

Respond Function Area (Incident Response)
Questio Maturity Level
= Ad Hoe Defined onsistently [mplemented Munaged and Optimized
Measureable
<4, How mmture are the 'T‘he organizatice has not e crganization has defined e ceganizition consistent v ¢ ceganization wihizes
organization's processes for iefined n common threat  commeon threst vector tilizes its thremt vector ofiling techniques to measure|
incident dtection and analysis?  fodor taxonomy foe Laxcavmy and developed axcaomy to cessify meidents e draracterstics of expected
INIST 800-53° IR-4 snd IR-6,  felassitying meadents and its hmdling procedures for d ccosidently implements  Jactivities on its networks snd
NIST 5P 800-61 Rev. 2; OMB  [processes for detectng. specific types of incidents, 2=  fits processes for incident fsystems so that it can more
M-20.04; CSF: DE AE-], furalyzing, snd priocitizing ppropeinte. In nddition, the  fdetection, salysis, aml effectively detect security
PRIDS-6, RS AN, amd PR.DS-  pincidents. eganzation has defmed its  fprioritization. In sddition, the  fincidents. Exunsples of
8 mnd US-CERT Incident [processes and supporting Or2Anizathon conststently ofiling mclude mmming file
Response Guidelines) Hechmologies for detecting and Jimplements, snd analyzes intezrity checking software on
pnalyzing incidents, mchading soes and indicators hosts to derive checksums for
hie types of precursors and eencrated by, for examgle. the Jowical fides and monstoring
bndicators and how they are  [following technologl ork bandwidh usage to
fenerated and reviewed, and  lintrusion detectica/prevention, determine whit the average
for priaritizing mcidemts. ecurity mformation and event fand prak usage levels are on
e (SIEMD), antivirus fvarious days and times.
fand antispam software, and file [Throagh profiling technigues.
[integrity checking software,  [the arganization maintains o
lcomprehensive baseline of
etwork operations mnd
expected data flows for users
land systems,
$5.  How mmture are the e organization has not IThe organization has ﬁu: organization consistently e ceganiization iges and e ation utilizes
organization’s processes for defined its processes far developed i g sils i t the impact of [dynamic reconfiguration
Incident handling (NIST 800.53. hncadent handling to mclude:  irategies foe cach majoc Arategies. incldent eradication successtul incadents and (s He.g., cdhanges to router rules.
IR-1; NIST SP 800-61, Rev 2. jeontamment strategies for kncsdent type. In developing its fprocesses, processes to bl to quickly mitigme control lests, and filter
CSF-RSMI-1 and 2) various types of mnjor ftrategics, the organizati date vulnorabilitics that  frelated vulnerabilities on other frules for firewalls and
incidents, erndication tkces into considerstion: the  fmay have been explosted on ) 50 that they are not ewnys) 10 stop stacks,
rctivitses Lo elami Lentzal cu toand thelt  the target systemds), und subject Lo exploitation of the  fmisdirect altadkers, and Lo
coenponenits of an incident ol resources, the need for recovers systam operalions.  [same vulnerabelity. isolute componasts of
bind mitigate any evidence preservilion, service sysiems
vulnersbilities thal were pivailability, time md resources
exploited, und recovery of ncecled to mmplement the
ystoms Strategy. effecuveness of the
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qrickly responding to mcidents, e'awrge

including through esonrces'specal capabilties
CONLracts agrecments, as Hor quickly responding to
uppeopriate, for mcident dents. In addation, the
response suppost (NIST SP 800~ jorgunization has not defined

86, NIST SP 800.53 REV, 4. IR~
4, OMB M-20-04; FPD1).

how it plans to utilize DHS
JEinstem peogram for
hntnasaon

etection prevention
capabilitics for traffic
entering and keaving the

or gnization's networks

resources'special cupabilities
For quackty responding Lo
bncadents. This includes

b dentification of incadent
response services that may
hoed Lo be procured (o suppeet
organizati mal processes. In
ddition, the oeganization has
defined how it plans to utilize
[OHS' Einsten program for
hntrusan detection/prevention
capabilitics for taffic entering
b beaving the ofganization’s
aworks.

place und can be leveraged
fwhen needed. In sddition, the
forgamzation has entered nto
fcantractunl refationships in
luppoct of mcident response
rocesses (e.g. for forensic
Juppot), as needed. The
forganization bes fully
{dephayed DHS' Einstein | and
2 to sereen all traffic entering
and leaving its network
[hremgh o TIC

Respond Function Area (Incident Response)
i Maturity Level
Qumiies Ad Hoe Defined Consistently Implemented Managed and Optimized
Measureable
[, To what extent does the I'he orgamization has not Jrh: organi has defined e crgmnizulion consi Iy |incident response metrics are
orgnization ensure that incident  pdefined how incident 15 recqui far p d ares infi on inadent fused to md ag|
response infoemation is shared  response mfoomation will be o repon suspected security ivities with intemal [the timely reporting of
with individusals with significant  fshared with individunls with  Encxdents 1o the coganizations  Jdakeholders. The ceganization fincxdent inf oo to
security respoaisibi lities and significant security pncxdent reronse capability  fensures that security incidents  forganizationnl officials and
reported to extonal stakeholdas  fresponsibilitics or its b ithin onzasization defined are repanted to US-CERT, hw Jexternal stakcholders:
n 8 timely manper (FISMA, processes for reporting timcframes. o add the  fenfo . the Office of
OMB M-20-04; NIST SP 800-53 ksecurity incidents to US- organization has defmed its Inspector General. and the
REV. 4 [R-6; US-CERT CERT and other processes for reporting [Congress (for mujor incidents)
Incident Netificativn Guidelines; stakeholders (c.z. Congress  Becurity mcideut information  in & timely manner
PPD-AL; CSF: RS CO-2 through  fand the Inspector General, as  flo US-CERT, law
4 DHSC Incid pplicable) in & timely enforcement, the Congress (for
Reporting Unified Mesage) hnanner. riagor incidentsi and the Office
of Inspoctoe Gneral, as
fppropeiate
S7. To what extent does the [The organization has not e organization has defined [ The organization conststently  [The ceganization utilizes
organization collabocute with clefined how it will ow it will collubormte with  Jatilizes an-site, technicnl |Emstein 3 Accelerated to
stakcholders {0 maire an-site. collaborate with DHS snd HS and olher parties, 25 ‘aurge capabilities  fdetect and peoadively blodk
technicsl sss=tance’ sunge ot ey parties, us sppropriste, ppropeiate, W provide ca-ste, Joffered by DHS or ensures Cyber-attacks oe prevent
capabilities can be leveraged for o provide on-site, techmical  fechmicsl ussi surge that sids capabilities are in potentinl compromises,

Page 39 of 45




APPENDIX B
Page 40 of 45

FY 2020 inspector General FISMA Metrics v4.0
Respond Function Area (Incident Response)

sach ns security imformution
and evenl managant (SIEM)
products

-Malware detection, such as
untivirus mvd antispam software
technologies

- Information management, sich
s data boss prevention

« File integnty and endpoint and
server security tooks (NIST SP
BN-137, NIST SP 800-61, Rev
2; NIST SP 200-44)

colleot and retain refevant and
Jmcanmgfil dats consistent
Wwith the organization ‘s
kncident response policy,
plans, and procedures.

fwith the coanizalion’s

Jincident response policy.

procedures, and plans.

Quests Maturity Level
givizidg Ad Hoe Defined Consistently Tmiplemented Manmged snd Opfimized
Measurcable 1l

[ To whut degree does the ¢ organizatice hus not The crganizatioe hus identified [The coganizition has (The ceganizulicn uses [The ooganezalion has
organization ulilize the following pdentified nnd defined its fully defined us foansidently implemented its  ftechnologies for monitaring mstitntionnlized the
techsology to suppoet s meident regquirements foe incadent cquirements for the mcident  jdefined incident response fand analyzing g ive and i jon of sdvanced
Tespanse program? response technologies onse technologies it plans  fechnologies in the specified  Jquantitative performance [inciddent response

needed m one of meore of the o utilize in the specified areas. Jareas [n addition, the across the organization and is  frechnologies for malysas of

~Web application pecified ureas and relies oo While tools are imph { chnol utilized are collecting, analyzing, and rends und performance
protections, such as web | iprocedural method: o suppart some mciden interopernbie to the extent repartang duta oo the against benchmurks (e g.,
applicution firewnlls i mistances where response activities. the tools  Jpracticable. cover all effectiveness of its s latton based techmologics
<Event and mcidest munagement, futcenation would be mote fare not nteroperabie to the foomponans of the hnologies for perfoeming  fto cont sty determine the
such as intrusion detection snd  feffective, fextent practicable, do not organization's network, and  [imcident response adtivities.  [impad of paential security
prevention tools, and incident cover all components of the  flnve been confignred 1o ncilents to its 1T assets) und
tracking md reporting tools locgnnization’s network, wixl'or feollect and retnin relevant und fadjusts incident response
-Aggregution and analysis. have not been configured to eful data ¢ et o ocesses andd securty

rcasures accondngly.

<9

Provide any additional
information an the effectivencss
{positive or negative) of the
ofganization's mcident response
program that was not noted in the
questions above, Taking into
consideration the maturaty level
genernted from the questions
above and based o all testing
perfonmed, is the incident
response program effective?
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Recover Function Area {Contingency Planning)

ocage, and use of altemme
rocessing and donge sites

rogran.

% Maturity Level
Qeerion Ad Hoe Defined | e Measurealde Optimized
¥ To what extent have rodes and oles and responsibilities oles and responsibilities of  [Indivichinls are performing the [Resources {people, processes,
ponsibilities of stukehold: huve not bees fully defined bstakeholders have been fully  roles and responsibilities that technology) ure allocated
involved in informaticn systems  pand communiculed across the  efined md communicated  Pave boee defined across the  Jin 2 risk Dased manner for
contingency planning been oeganization, including cross the oeganization, Organi zatkom stakeholders to effectively
defined and communicuted appropriate delegntions of Fnchadng spprogriste implement system contingency
nerass the organi harity. lelegnticns of athonty. In lunsiing activities. Further,
including approperate ckdition, the ceganization has stakdrolders ure held
delegations of authocity (NIST Mesignated appropriate teams ntable for camymg out
SP 800-53 REV. 4: CP-1 snd o implement its contingency eir roles and respoasibilities
CP-2; NIST SP 800.34; NIST planning drategies effectively.
SP 800-84; FCD-1. Annex B)7
51, To what extent bas the The organi2ation has not [The organization has defined  [The ceganization consttently  [The ceganization understands [The information system
organization defined and defined its policies, hts policies, procedures, and  |implements s defined land munages its mf i ingency plening program
impl d its infe i procedures, and strategies, ns  [stralegics, us appropriste, for  |infammatica system fand communications 8 flally integrared with the
systet coatingeney planing  fappropeiate, for inforustion  fnformation system Lingecy plansing policies, frechnology GCT supply chain FPETTHIE risk manageanent
program through policies, Eystan contingency planning.  jeontingency planting. ocedures, and strategies. In - Jrisks related to contingency P::ﬁ“:&’“‘?;: Pltaning
procedures, snd srategies, a5 [Policiesprocedures'trategies fnckdmg techmical addition, the organizaticn  [planiing activities. As s SRR
wppeapriate (Note: Assignment  fdo not sufficiently address, at tingency plinning jconsig ently implerents rinte, the rganization: by iesion business arcas md
of an overall maturity level b misranu, the followsng consderalions for specific rechnical contmgency tegries ICT supply csin kmbedded into daily decision
should take mto consideration  fureas: roles and ypes of systems, such planning conssderations for cems into i1s contimgency  making ncrass the arganization.
the maturity of geestions 62-66)  fresponsibilities, scope. clond-based systems, specific types of 5y & palicies and
(NIST SP 80034, NIST SP 800- resource requirements. CHentserver, inchading but not Hmited to procedures, defmes amd
161; CSF. [D.BE-5, PR.IV.9. I rinmng, exercise nd tedting  felecommunications, wicd [methods such as server implaments 4 contingency plian
md [DSC-S, FY 2020 <10 schicdules, plan maintensnce, - mamframe based systems clustering und disk mirroring. Ifor its 1CT supply chain
FISMA Melrics, Section 5) echmical contimgency Areas covered include, at 9 |Fusther, the arganization &5 [infratructire, wpplics
planning sdersticns for i robes und joonsisgtently captunng and approprinte 10T supply cham
Bspecific types of systems, responsibilities, scope, sharing lessons lewmed onthe  foontrols 1o altemate dorage
[sctiedules. backups and resource requirements. et fectiveness of infi ion  fandp & Sies. considers
storage, ind use of nltemate  Jiraining, exercise and testing  fsystem contingency plannmg  faltenate telecommunication
o1 ing and torage sites. hedules, plan maintemnce  fpolicies, procedures, simtegy,  fservice providers foe its ICT
Bchiedules, backups and anil processes to update the  fsupply cham infrastru cure and

o suppoet eritical informatsan
systems.
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NIST SP 800.34, Rev. 1, 3.2
FIPS 199, FCD-1: OMB M-1%
03: FY 2020 CIO FISMA
Metricx. Sedion 5; CSFAID.RA
M2

been defined m policies and
procedures and are
performed inwn ad-hoe,
reactive mnner

the organizaticnal fevel BIA
and include: charactenization
ot nll system components,
fetermination of
missicasbusiness processes
fand recovery oriticality,
identification of resource
requirements, and
Identification of recovery
prriorities for system resources.
The results of the BIA are
lcansigt ently used to determine
jcontingaucy planming
recuirements and poiorities,

inchadkng mission essential
finctionshigh value assds.

= | Maturity Level
Qe Ad Hoe Defined _Consstently Implemented_| Managed und Mesareable Optimized

o2, To what degree does the rocesses for conducting rocesses for conducting The ceganizution mcorparates

orgnnization ensire that the orgimizaticanl and system- organizationul and system- [the resuslts of organizationul

results of business mnpact Bevel BIAsS and for fevel BIAs and for Janid system level BIAs inte

analyses are used 1o gude hncorporatme the resules mio  pncoeporatng the results mo  fstrategy and pla development

contingency planmmg «fYorts strategy and plan bstrutegy nnd plan develog e forts const by, System

(NIST SP 800-53 REV, 4. CP-2. Mevelopment offocts have ol fefToets bave been defined. level BIAs are integrated wiah
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processes (NIST SP 800-34;
NIST 8P 800.53 REV. 4: CP-3
und CP-4, FY 2020 CIO FISMA
Metrics. Section £; CSF: D SC-
5 anid CSF: PRIP.10Y?

contingency plun Lests for
oms are perfoemed m an
dAoc, reactive munner

pphicable, notification
Procedures, systan recovery
oer an altemare platfoon from
buikup media, mtemal and
extemnl conpedtivily, system
porformance usog allemate
feaquipment, restoration of
nonmal procedures, wd
eoar dmution with ather
busin ess ureas/'continuity
lans, and tabletop and
imctional exercises,

SCP testing and excrcises are
ntegrated. o e extent
[practicable. with testing of
fretated plans, sach as incident
plan/COOP/BCP.

-+

fcantingency plans.

Jin addition, the organization
fcoordinates plan teting with
external gakeholders {e.g.,
ICT supply cham

partn ers'providers), as
[approprinte

Question Maturity Level
Ad Hoe Defined Consistently Implemented | Managed und Measareabie mlzed

o5, To what extemn does the es for information rocesses for infy I 1an system ¢ ceganization s nble to Information system
orgnnization ensire that sy em contingency plan sy em gency plan gency plans are [integrate metrics oo the ingency planing
information system contingency  Mevelopment and development, maintenance,  Jeonsisently developed and feffectiveness of ils factivitics are fully mtograted
plans arc developed, mamtamed, namicrance have not been fand integration with other [implemented for systems, a5 |information system 'with the enterprise risk
und integraded with other defined in policies and fcontinity ureas have been approprinte, and mclade lcontingency pluns with mMAnRagement progrum,
continuity plans (NIST SP 800-  procedures, the onganization efined and mclude the forganizational md system information on the stralezic planning processes,
51 REV. A.CP.2 NIST SP 800-  [has not developed templates ollowing phases: activation  Jlevel considearations foe the loffectiveness of related plans,  joapital allocationbudgcting.
34; FY 2020 C1O FISMA Logmdc plw development. and natification. recavery, and Jfollowing phases: activation  Jsuch 2 organization and d other missionbusiness
Metries: £.1; OMB M-19-03; nd system contingency reconstitution and notification. recavery, snd fbusiness process continuity, as and embedded mto
CSF. PRIP9)? plans are developed in an ud. reconstitution. [n additica, lisaster recovery, incid aily decasson making across

hoc munnar with limited fsystem level <y T3 msicker threat ¢ arganizal ion.
pntegrstion with other fplanaing Jimplementation, and ocoupant
continuity plans. development maintenance emergency, us approguinte to
activities ure integrted with  [deliver persistent situntional
fother continuity arcas Jawareness across the
Incloding ofganization and forganizatkon
iness process cantinuity,
di recovery plannang.
incedent mansgoment. insider
fthreat inplementation plan (as
pproprinte), and occupant
janerzency plans.

54, To what extert does the Processes for information Processes for information [Processes for information [The ceganizution employs [The crganszation coordinates
organization perform Systerm contingency plan Systam cantingency plan s contingency plan fautomated mechanismns to i formation system
test/exercises of its information  festing/exercises bave not csting and exercises have been festing and exercises ae Jenoee thoroughly and fcontingency plan testing with
system contingency pl been defined and defined md mclude, as sigently implemented effectively test system lorgan izationnl dements

responsib e for related plans.
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SP 800-53 REV., 4: CP-2 nd IR-
4)?

i Maturity Level
iz Ad Hoe Defined Consistendly Implemented | Managed and Measureable Oplimized
S, To what extent does the Processes, strategies. and Processes, srategies, and © crganizallon conststently
organizabion perform echmologics for information  fechnologies for infarmsastion  [implements is processes,
information system bockup and  fsystem backup and somge, syt em backup and storage, [amtegies. and technologies
storage, inchudng use of hnchidng the use of altlemate  pnchuding use of sltamate {for information system backup
allernule Sorage and processne  Blocage mnd processing sites  fstocage and processing sies and stecage, including the use
siles, &S appropriste (NIST SP band redundant aray of bund RAID, 35 appropriste, ol altermste stocage v
§00-53 REV. 4. CP-6, CP-7, CP- findependent disks (RAID), have been defined. The rrocessing sites md RAID, as
8, and CP-9. NIST SP 800-34 s uppropriate, have not been  forganization has conaidered  fappropriate. Altermute
340,342, 345 FCD-1; NIST Mefined. Information svstem  falternative approaches when  fprocessing and starage sites
CSF. PRAIP4, FY 2020 CI0O badcup mid storage is developing its backup and are chosen based upon o=k
FISMA Metrics, Secticn 5. und  [performed in an ud- hog, storage simlegics, inclading  Jesessments which ensure the
NARA guidance on mfoemation  freactive manner. cost. mrximum downtames,  Jpotentinl distuption of the
systems security records)? recovery priorities, und arganization s ability to
pntegration with other initiate and susain opemtions
oatingency plans. is minenizecl, and wre not
faubject to the same phiysical
fandar cybersecunity risks as
ﬂ:t primary sites, In addition,
e organization ensures that
allernate processing and
orege facilitios are
lconfigured with mfomstion
fsecurity ssfeeuards equivilan
o thase of the primmry site.
Fusthennore, backups of
infonmation # the wser- and
fsystem- leveds are consastently
performed and the
lcanfidentinlity, integrity, and
zvailability of thes imformmion
1S maintiamed.

56, To what level does the The cogmization has not [The ergaizalion has defined  [lnformation on the planning  [Metnics ca the effedivaness of
onganization ensire that efined how the planning Prow the planning and l‘u: performance of recovery  frecovery activities are
nformstion on the plasming and  pind peefomunce of recovery  [performance of recovery ivities t5 conssstently foomemunicated to relevint
performmnce of recovery activities are communicated  fctivities ure icated Lo 110 relevant <takeholders and the
netivities is coanmumicated to o mitemel gukcholders and  fnternal stukeholders mnd <12k cholders and executive forganization has ensured that
interna) stakdholders amd exeaalive managemen! executive teams. 2 leamns, who |the duty suppartmge the metries
executive management teams cams and used Lo make risk utilize the information to make fare obtained sccurately,
und used 1o make risk based based declsions, brisk based decisions. lconsistently, and m a
decisions (CSF; RC.CO-3; NIST repeoducible format
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S Maturity Level
Q“ﬂ O

Ad Hoe Definod I Const by fmpl d ]“ it und Men-n-hlo[ Optimlzed
57, Provade any addibonal

intormation an the effectiveness
{positive ar negative) of the
ofganization’s contingency
planning progrm that wis not
neted m the questives above
Taking into consideration the
maturiy level generated from
the questions shave and based
on all testing pafoomed. is the
contingency program effective?
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December 12, 2020
David P Wheeler, WT 2C-K

RESPONSE TO REQUEST FOR COMMENTS — DRAFT AUDIT 2020-15708 —
FEDERAL INFORMATION SECURITY MODERNIZATION ACT

Qur response to your request for comments regarding the subject draft report is
attached. Please let us know if your staff has any concerns with TVA's comments.

We would like to thank Sarah Huffman, Jonathan Anderson, and the audit team for their
professionalism and cooperation in conducting this audit. If you have any questions,
please contact Lindsey Stewart or Brandy Brown.
A a2
Ey I
Jeremy Fisher
Vice President and Chief Information Cfficer
Information Technology
SP 3A-C

ASB BAB

ce (Attachment). Response to Request
Andrea Brackett, WT SD-K Jill Matthews, WT 2C.K
Tammy Bramlett, SP 2A-C Todd McCarter, MP 2C-C
Brandy Brown, MP 2B-C Sherry Quirk, WT 7C-K
David Fountan, WT BA-K Lindsey Stewart, SP 3K-C
Devid Harrison, MP 5C-C John Thomas, MR 6D-C
Benjamin Jones, SP 3L-C OQIG File No. 2020-15700
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Audit 2020-15709 ATTACHMENT A
Federal Information Security Modernization Act Page 1 of 1

Response to Request for Comments

Page | Draft Report Section

Comments

Recommendation

Comments

We recommend to the Vice President (VP) and CIO, Information
Technology (IT)

Consistently implement configuration baselines on operating
systems and/or ensure deviations are documented,
implemented, and maintained

Management agrees.

2 Update the policy to define a process for assigning risk
designations for all positions.

Management agees

3 Ensure contingency planning roles and responsbilities are filled
in accordance with TVA poticy.

Management agrees.




