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Why the OIG Did This Audit 
 

The Federal Information Security Modernization Act of 2014 (FISMA) 
requires each agency’s Inspector General (IG) to conduct an annual 
independent evaluation to determine the effectiveness of the information 
security program (ISP) and practices of its respective agency. 
 
Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) ISP and practices as defined by the Fiscal Year (FY) 
2020 IG FISMA Reporting Metrics Version 4.0.  Our audit scope was 
limited to answering the IG FISMA metrics (defined in Appendix B). 
 

What the OIG Found 
 

During the course of this audit, we utilized the methodology and metrics in 
the IG FISMA metrics (as detailed in Appendix B) in our annual 
independent evaluation to determine the effectiveness of TVA’s ISP.  
Each metric was assessed to determine its maturity level, as described in 
the following table. 
 

FY 2020 IG FISMA Maturity Definitions 

Maturity Level Maturity Level Description 

Level 1:  Ad Hoc 
Policies, procedures, and strategy are not formalized; 
activities are performed in an ad hoc, reactive 

manner. 

Level 2:  Defined 
Policies, procedures, and strategy are formalized and 
documented but not consistently implemented. 

Level 3:  Consistently 
Implemented 

Policies, procedures, and strategy are consistently 
implemented, but quantitative and qualitative 
effectiveness measures are lacking. 

Level 4:  Managed and 
Measurable 

Quantitative and qualitative measures on the 
effectiveness of policies, procedures, and strategy 
are collected across the organization and used to 
assess them and make necessary changes. 

Level 5:  Optimized 

Policies, procedures, and strategy are fully 
institutionalized, repeatable, self-generating, 
consistently implemented, and regularly updated 
based on a changing threat and technology 
landscape and business/mission needs. 
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The IG FISMA metrics were organized into eight domains, which aligned 
with the following five function areas in the National Institute of Standards 
and Technology Framework for Improving Critical Infrastructure 
Cybersecurity:  Identify, Protect, Detect, Respond, and Recover.  Our 
analysis of the metric results was used to determine the overall function 
maturity levels presented below. 
 

FY 2020 IG FISMA Function Results 

Function Assessed Maturity Level Rating 

Identify 4 – Managed and Measurable Effective 

Protect 4 – Managed and Measurable Effective 

Detect 3 – Consistently Implemented Not Effective 

Respond 4 – Managed and Measurable Effective 

Recover 3 – Consistently Implemented Not Effective 

 
Based on our analysis of the metrics and associated maturity levels 
defined with the IG FISMA metrics, we found TVA’s ISP was operating in 
an effective manner. 

 
What the OIG Recommends 

 
We made three specific recommendations to TVA management to make 
improvements in the ISP.  Our specific recommendations are included 
within the report.   

 
TVA Management’s Comments 
 

In response to our draft audit report, TVA management agreed with the 
audit findings and recommendations in this report.  See Appendix C for 
TVA management’s complete response.

http://tvaoigwiki/wiki/images/2/2a/Oig-logo.png
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BACKGROUND 

 
The Federal Information Security Modernization Act of 2014 (FISMA) requires 
each agency’s Inspector General (IG) to conduct an annual independent 
evaluation to determine the effectiveness of the information security program (ISP) 
and practices of its respective agency.  The Fiscal Year (FY) 2020 IG FISMA 
Reporting Metrics Version 4.0 (see Appendix B) were developed by the Office of 
Management and Budget (OMB), the Department of Homeland Security (DHS), 
and the Council of the Inspectors General on Integrity and Efficiency, in 
consultation with the Federal Chief Information Officer (CIO) Council.  The IG 
FISMA metrics were organized into eight domains, which aligned with the following 
five function areas in the National Institute of Standards and Technology 
Framework for Improving Critical Infrastructure Cybersecurity:  Identify, Protect, 
Detect, Respond, and Recover.  The FY 2020 IG FISMA functions and domains 
are shown in Table 1. 
 

FY 2020 FISMA Functions and Corresponding Domains 

Function Domain 

Identify Risk Management  

Protect 
 
 
 

Configuration Management  

Identity and Access Management 

Data Protection and Privacy 

Security Training 

Detect Information Security Continuous Monitoring (ISCM) 

Respond Incident Response 

Recover Contingency Planning 

Table 1 

 
The results of our review were provided to the OMB and DHS through the use of 
their online reporting tool on October 30, 2020. 
 

OBJECTIVE, SCOPE, AND METHODOLOGY 
 
Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) ISP and practices as defined by the FY 2020 IG FISMA 
Reporting Metrics Version 4.0.  Our audit scope was limited to answering the 
IG FISMA metrics (defined in Appendix B).  A complete discussion of our audit 
objective, scope, and methodology is included in Appendix A. 
 

FINDINGS AND RECOMMENDATIONS 
 

The IG FISMA metrics consider cybersecurity functions at a level 4 (managed 
and measurable) to be at an effective level of security.  Based on our analysis of 
the metrics and associated maturity levels defined with the IG FISMA metrics, we 
found TVA’s ISP was operating in an effective manner.  See Table 2 on the 
following page for individual function ratings. 
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FY 2020 IG FISMA Function Results 

Function Assessed Maturity Level Rating 

Identify 4 – Managed and Measurable Effective 

Protect 4 – Managed and Measurable Effective 

Detect 3 – Consistently Implemented Not Effective 

Respond 4 – Managed and Measurable Effective 

Recover 3 – Consistently Implemented Not Effective 

Table 2 

 

IDENTIFY 
 
The Identify function includes understanding the business context, the resources 
that support critical functions, and the related cybersecurity risks.  This 
understanding enables an organization to focus and prioritize efforts consistent 
with its risk management strategy and business needs.  Within the context of the 
IG FISMA metrics, the Identify function includes the risk management domain.  
We evaluated the risk management domain and determined it was operating at a 
level 4 (managed and measurable) maturity level.  Based on these results, we 
determined the Identify function was operating at a level 4 (managed and 
measurable) maturity level and was effective. 
 
In summary, we found appropriate policies and procedures have been defined 
and are generally implemented and monitored to address risk throughout the 
agency.  Specifically, roles and responsibilities have been defined and 
communicated across the agency.  TVA has defined policies and/or processes 
for software and hardware inventory and risk management.  Also, TVA has 
(1) utilized a risk profile to facilitate a determination of risk for a system, 
(2) utilized a network access control solution to inform which assets can and 
cannot be introduced onto the network, (3) defined and consistently implemented 
security architecture that is integrated with its systems development lifecycle, 
(4) utilized performance metrics to measure, report on, and monitor information 
security performance of contractor-operated systems and services, and 
(5) continued to collect, analyze, and report on the effectiveness of its enterprise 
level risk management program. 
 
However, TVA has not (1) maintained a comprehensive and accurate inventory 
of its information systems (including cloud systems), system interconnections, 
hardware, and software or (2) implemented its automated integration risk 
management module for risk control.  In addition, based on testing a sample of 
systems, TVA has not consistently utilized Plan of Action and Milestones, which 
are corrective actions tracked by TVA, to effectively mitigate security 
weaknesses in a timely manner. 
 

PROTECT 
 
The Protect function supports the ability to limit or contain the impact of a potential 
cybersecurity event by developing and implementing appropriate safeguards to 
ensure delivery of critical infrastructure services.  Within the context of the IG 
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FISMA metrics, the Protect function includes the following four domains:  
(1) configuration management, (2) identity and access management, (3) data 
protection and privacy, and (4) security training.  We evaluated each domain 
separately and then used the individual results to determine the overall maturity 
level of the Protect function.  We found two domains operating at level 4 (managed 
and measurable) maturity level, one operating at level 2 (defined) maturity level 
and one operating at level 1 (ad hoc) maturity level.  Based on these results, we 
determined the Protect function was operating at a level 4 (managed and 
measurable) maturity level and effective.1  See Table 3 for individual domain 
ratings. 
 

FY 2020 IG FISMA PROTECT Results 

Domain Assessed Maturity Level Rating 

Configuration Management 2 – Defined Not Effective 

Identity and Access Management 1 – Ad Hoc Not Effective 

Data Protection and Privacy 4 – Managed and Measurable Effective 

Security Training 4 – Managed and Measurable Effective 

Table 3 

 
The following provides a detailed discussion of the findings for each of the four 
domains in the Protect function. 

 
Configuration Management 
In summary, we found appropriate policies and procedures have been defined.  
Specifically, roles and responsibilities have been defined and communicated 
across the agency and assigned in a risk based manner.  Also, TVA has 
developed (1) a well-documented flaw remediation program and (2) processes for 
baseline configurations, common security configurations, and automated tools to 
help maintain security configurations for information systems.  TVA has also 
developed and implemented change control policies and procedures that include 
determining the nature of the change (e.g., configuration), review of proposed 
changes, and consideration of security impacts.  We found that TVA has 
monitored, analyzed, and reported qualitative and quantitative performance 
measures on the effectiveness of its change control activities and has ensured 
that data supporting the metrics were obtained accurately, consistently, and in a 
reproducible format. 
 
However, TVA has not consistently (1) implemented configuration management 
policies and procedures across the agency, (2) implemented baseline 
configurations, or (3) configured systems to follow TVA defined common security 
configuration settings.  Specifics of the identified issues were omitted from this 
report due to their sensitive nature in relation to TVA’s cybersecurity, but were 
formally communicated to TVA management in a briefing on September 21, 2020. 
 
As a result of our testing of the configuration management domain, we 
determined TVA was operating at a level 2 (defined) maturity level. 

                                            
1 As described on page 2 of Appendix A, the maturity level of each function was determined using a simple 

majority rule of the most frequent resulting domain maturity level within that function. 
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Recommendation – We recommend the Vice President (VP) and CIO, 
Information Technology (IT): 
 
1. Consistently implement configuration baselines on operating systems and/or 

ensure deviations are documented, implemented, and maintained. 
 

TVA Management’s Comments – TVA management agreed with the 
recommendation.  See Appendix C for TVA management’s complete 
response. 

 
Identity and Access Management 
In summary, we found TVA has an implemented Identity, Credential, and Access 
Management strategy and defined appropriate policies for (1) roles and 
responsibilities, (2) access and acceptable use agreements, (3) remote access, 
and (4) screening, authorizing logical access, and rescreening individuals.  In 
addition, TVA used automated mechanisms for the management of user and 
privileged accounts, which includes access agreements and access reviews. 
  
However, we found TVA has not (1) defined a process for assigning risk 
designations for all positions and (2) completed risk assessments to determine 
what access (logical or physical) would require strong authentication.  TVA 
management has postponed development of all plan of actions and risk 
assessments for strong authentication until further guidance is provided by DHS. 
  
As a result of our testing of the identity and access management domain, we 
determined TVA was operating at a level 1 (ad hoc) maturity level. 
 
Recommendation – We recommend the VP and CIO, IT: 
 
2. Update the policy to define a process for assigning risk designations for all 

positions. 
 

TVA Management’s Comments – TVA management agreed with the 
recommendation.  See Appendix C for TVA management’s complete 
response. 

 
Data Protection and Privacy 
In summary, we found appropriate policies and procedures have (1) been 
defined and communicated across the agency and (2) defined roles and 
responsibilities and processes to address the protection, collection, and use of 
personally identifiable information.  In addition, TVA has (1) consistently 
implemented its data breach response plan and used tabletop exercises to 
improve the plan as needed and (2) implemented enhanced network defenses 
and used monitoring and testing to determine effectiveness. 
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However, TVA has not (1) consistently implemented encryption of data at rest2 
and the prevention and detection of untrusted removable media, (2) ensured all 
those required to take role-based privacy training completed the training at least 
annually, or (3) monitored its Domain Name System infrastructure in accordance 
with its ISCM strategy. 
 

As a result of our testing the data protection and privacy domain, we determined 
TVA was operating at a level 4 (managed and measurable) maturity level. 
 

Security Training 
In summary, we found TVA has (1) a security awareness plan in place that 
defined roles and responsibilities, (2) monitored and analyzed performance 
measures on the effectiveness of its security training, and (3) required 
specialized training as needed for roles with significant security responsibilities.  
TVA also collects and analyzes security awareness training data to improve 
exam questions and training content.  However, TVA has not defined processes 
for conducting knowledge, skills, and abilities assessments for its workforce to 
determine specialized training needs. 
 

As a result of our testing the security training domain, we determined TVA was 
operating at a level 4 (managed and measurable) maturity level. 
 

DETECT 
 

The Detect function enables timely discovery of cybersecurity events by 
developing and implementing actions to identify their occurrence.  Within the 
context of the IG FISMA metrics, the Detect function includes the ISCM domain.  
We evaluated the ISCM domain and determined it was operating at a 
level 3 (consistently implemented) maturity level.  Based on these results, we 
determined the Detect function was operating at a level 3 (consistently 
implemented) maturity level and not effective. 
 

In summary, we found TVA has (1) developed an ISCM strategy as part of its 
situational awareness program and (2) implemented policies, processes, and 
tools in support of this strategy for this year.  Specifically, TVA has defined its 
processes for ongoing assessments, and monitoring security controls.  TVA has 
also implemented tools for the monitoring of security controls. 
 

However, TVA has not (1) monitored security control classes and types within 
system security plans or (2) defined performance measures to assess the 
effectiveness of its ISCM program.  Also, we identified one missing authorization 
to operate (ATO) from TVA’s ATO tracker. 
 

RESPOND 
 

The Respond function supports the ability to contain the impact of a potential 
cybersecurity event by developing and implementing actions to take when a 

                                            
2  Inactive data that is stored physically in any digital form. 
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cybersecurity event is detected.  Within the context of the IG FISMA metrics, the 
Respond function includes the incident response domain.  We evaluated the 
incident response domain and determined it was operating at a level 4 (managed 
and measurable) maturity level.  Based on these results, we determined the 
Respond function was operating at a level 4 (managed and measureable) 
maturity level and effective.   
 
In summary, we found TVA has developed an incident response program with 
defined and implemented policies and procedures that can detect, remediate, and 
communicate incidents in a timely manner.  Specifically, TVA has incorporated the 
use of technology and tools as well as collaborative efforts from DHS (including 
Einstein II3) to provide additional incident response support.  However, TVA has 
not utilized a trusted Internet connection4 for external connectivity. 
 

RECOVER 
 
The Recover function supports timely recovery to normal operations to reduce the 
impact from a cybersecurity event.  Activities within the Recover function develop 
and implement plans for resilience and to restore any capabilities or services that 
were impaired due to a cybersecurity event.  Within the context of the IG FISMA 
metrics, the Recover function includes the contingency planning domain.  We 
evaluated the contingency planning domain and determined it was operating at a 
level 3 (consistently implemented) maturity level.  Based on these results, we 
determined the Recover function was operating at a level 3 (consistently 
implemented) maturity level and not effective. 
 
In summary, we found appropriate policies and procedures have been defined 
and implemented for TVA’s contingency planning program including roles and 
responsibilities, scope, resource requirements, training, exercise and testing 
schedules, plan maintenance schedules, backups and storage, use of alternate 
processing and storage sites, and technical contingency planning considerations 
for specific types of systems.  Also, TVA has (1) defined how the planning and 
performance of recovery activities are communicated and (2) consistently 
communicated to relevant stakeholders and executive management teams. 
 
However, TVA has not (1) assigned personnel to each of the roles defined in 
TVA policy, (2) integrated information and communications technology supply 
chain risks related to contingency planning activities in their policies and 
procedures, (3) utilized metrics on the effectiveness of their Information System 
Contingency Plans or recovery activities, and (4) identified or utilized automated 
mechanisms to test system contingency plans where appropriate. 
 

                                            
3  EINSTEIN II is a federal government program that provides additional cybersecurity monitoring to 

participating agencies. 
4  Trusted internet connection is a federal government initiative to optimize and standardize the security of 

individual external network connections currently in use by federal agencies.   
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TVA management is in the process of addressing the remaining open 
recommendations below from our FY 2019 FISMA Audit Report.5 
 

 Update contingency planning policies and procedures to include supply chain 
risks. 

 Develop and monitor performance measures on the effectiveness of recovery 
activities. 
 

Recommendation – We recommend the VP, CIO, IT: 
 
3. Ensure contingency planning roles and responsibilities are filled in accordance 

with TVA policy. 
 

TVA Management’s Comments – TVA management agreed with the 
recommendation.  See Appendix C for TVA management’s complete 
response. 
 

CONCLUSION 

 
Based on our analysis of the metrics and associated maturity levels defined with 
the IG FISMA metrics, we found TVA’s ISP was operating in an effective manner. 
 
TVA Management’s Comments – In response to our draft audit report, TVA 
management agreed with the audit findings and recommendations in this report. 
See Appendix C for TVA management’s complete response. 
 
 

                                            
5  Audit Report 2019-15653, Federal Information Security Modernization Act, February 12, 2020. 
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OBJECTIVE, SCOPE, AND METHODOLOGY 
 
Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) information security program and practices as defined by the 
Fiscal Year (FY) 2020 Inspector General (IG) Federal Information Security 
Modernization Act of 2014 (FISMA) Reporting Metrics Version 4.0 (see 
Appendix B).  Our audit scope was limited to answering the IG FISMA metrics 
(defined in Appendix B).  Our fieldwork was completed between June 2020 and 
October 2020. 
 
To accomplish our objective, we: 
 

 Inquired with personnel in the Information Technology (IT) organization as 
necessary to gain an understanding and clarification of the policies, 
processes, and current state.   

 Reviewed documentation provided by IT to corroborate our understanding 
and assess TVA’s current state, including: 

 Relevant TVA agency-wide and business unit specific policies, 
procedures, and documents (such as Standard Programs and Processes 
and Work Instructions). 

 Information system inventories 

 Authorization-to-Operation (ATO) packages 

 ATO tracker 

 Reviewed previous Office of Inspector General audit reports on TVA’s 
compliance with FISMA in 20181 and 20192 for relevant findings. 

 Conducted a network access control walkthrough. 

 Judgmentally selected three systems based on auditor knowledge of TVA 
systems that were considered essential to TVA.  We also took into 
consideration the COVID-19 pandemic of 2020 which has caused much of 
TVA’s workforce to work remotely.  For each sample system, we reviewed the 
system security plan, ATO package, risk and vulnerability reports, and 
change tickets to validate hardware and software inventory, system level risk 
assessments, baselines, patch management, change control activities, and 
security controls.  Since this was a judgmental sample, the results of the 
sample cannot be projected to the population. 

 Judgmentally selected two systems from a population of TVA identified high 
value assets that required disaster recovery testing.  For these two systems, 
we reviewed contingency plan test after action reports and information system 
contingency plans, to validate (1) those identified with roles and 
responsibilities were involved in testing and (2) recommendations and 
lessons learned were communicated.  In addition, we reviewed business 
impact analysis documentation for completeness and accuracy.  Since this 

                                            
1 Audit report 2018-15526, Federal Information Security Modernization Act, December 18, 2018. 
2    Audit report 2019-15653, Federal Information Security Modernization Act, February 12, 2020.   
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was a judgmental sample, the results of the sample cannot be projected to 
the population. 

 
During the course of this audit, we determined the overall effectiveness of TVA’s 
information security program by assessing the IG FISMA metrics (as detailed in 
Appendix B) on a maturity model spectrum.  Table 1 details the five maturity model 
levels. 
 

FY 2020 IG FISMA Maturity Definitions 

Maturity Level Maturity Level Description 

Level 1:  Ad Hoc 
Policies, procedures, and strategy are not formalized; 
activities are performed in an ad hoc, reactive 
manner. 

Level 2:  Defined 
Policies, procedures, and strategy are formalized and 
documented but not consistently implemented. 

Level 3:  Consistently 
Implemented 

Policies, procedures, and strategy are consistently 
implemented, but quantitative and qualitative 
effectiveness measures are lacking. 

Level 4:  Managed and 
Measurable 

Quantitative and qualitative measures on the 
effectiveness of policies, procedures, and strategy 
are collected across the organization and used to 
assess them and make necessary changes. 

Level 5:  Optimized 

Policies, procedures, and strategy are fully 
institutionalized, repeatable, self-generating, 
consistently implemented, and regularly updated 
based on a changing threat and technology 
landscape and business/mission needs. 

Table 1 

 
The maturity level of each domain was determined by answering the related IG 
FISMA metrics and using a simple majority rule of the most frequent resulting 
maturity levels, using the higher level when two or more levels are the frequently 
most rated an equal number of times.  The maturity level of each function was 
determined using a simple majority rule of the most frequent resulting domain 
maturity level within that function.  Overall effectiveness was determined using a 
simple majority rule of the function effectiveness results. 
 

We conducted this performance audit in accordance with generally accepted 
government auditing standards.  Those standards require we plan and perform 
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis 
for our findings and conclusions based on our audit objective.  We believe the 
evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objective. 
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