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Date: June 9, 2026

Subject: Technology: Results of Audit Assessing the Company’s Governance and Security
of Its Cloud Applications (OIG-A-2026-006)

Amtrak (the company) has been moving its technology systems and data to the cloud to
provide on-demand access to shared services and reduce its dependence on in-house
servers and databases. Migrating applications and data to the cloud, however, poses
inherent security risks, exposing the company to an increased risk of cyberattacks.
Accordingly, our objective was to assess the extent to which the company has
implemented effective governance processes and security controls for cloud computing.
In July 2025, we issued an interim report on this audit to alert the company to two
pressing cybersecurity issues related to its cloud computing.! In this report, we provide
an update on the company’s progress on these issues and an overall assessment of its
cloud computing practices. Given the sensitive nature of the report’s information,
however, we are summarizing the results in this public version of the report.

SUMMARY OF RESULTS

Our assessment of the company’s governance processes and security controls of its
cloud applications resulted in nine recommendations. In commenting on a draft of this
report, the Executive Vice President for Digital Technology and Innovation agreed with
our recommendations and described ongoing and planned actions to address them.

SCOPE AND METHODOLOGY

We performed our audit work from February 2025 through March 2026 in Washington,
D.C. During this time, we interviewed company officials, reviewed company
documents, and assessed the company’s governance processes and security controls for

1 Technology: Interim Report on the Company’s Cloud Computing Practices, OIG-MAR-2025-008 (Summary),
July 2, 2025.
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cloud computing. We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require that we plan and
perform the audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objective. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions based
on our audit objective.
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OIG MISSION AND CONTACT INFORMATION

Mission

The Amtrak OIG’s mission is to provide independent, objective oversight
of Amtrak’s programs and operations through audits and investigations
focused on recommending improvements to Amtrak’s economy, efficiency,
and effectiveness; preventing and detecting fraud, waste, and abuse; and
providing Congress, Amtrak management, and Amtrak’s Board of
Directors with timely information about problems and deficiencies relating
to Amtrak’s programs and operations.

Obtaining Copies of Reports and Testimony
Available at our website www.amtrakoig.gov

Reporting Fraud, Waste, and Abuse
Report suspicious or illegal activities to the OIG Hotline
www.amtrakoig.gov/hotline
or
800-468-5469

Contact Information
J.J. Marzullo
Assistant Inspector General, Audits
Mail: Amtrak OIG
10 G Street NE, 3W-300
Washington, D.C. 20002
Phone: 202-906-4600



