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SUMMARY OF RESULTS

In March 2025, we identified and conveyed to the Department suspicious activity related to parent 
information used on multiple dependent student Free Application for Federal Student Aid (FAFSA) 
forms. At the time, FSA flagged these students for identity verification and we issued “Fraud Watch 
Issue 1: Potentially Fraudulent Activity Involving Parent Information Included  
on FAFSA.” 

The objective of this Fraud Advisory is to advise FSA that the suspicious and potentially fraudulent 
activity involving dependent students with unusual parent data identified in March 2025 has not 
been mitigated. 

In June 2025, we initiated analysis of additional data and ultimately found that this pattern of 
activity involving dependent students with unusual parent data on the FAFSA had continued. We 
determined that 12,026 dependent student identities submitted FAFSAs associated with 1,991 
parent identities where it is unlikely that the student and parent are related or associated. As a 
result, these FAFSA submissions have a high likelihood of being fraudulent—a potential loss of 
almost $3.5 million in Federal student aid associated with these FAFSA submissions during award 
year 2024–2025.

Key TakeawayKey Takeaway
We suggest that FSA — 

•	 Work with the IRS to implement additional controls to detect and prevent the 
misuse of stolen identities on FAFSA submissions, especially fraud schemes 
involving the use of potentially stolen student identities and nonrelated, potentially 
stolen parent identities. 

•	 Conduct risk-based verification and validation procedures at the time FSA IDs are 
created. This can prevent the improper disbursement of Federal student aid based 
on fraudulent FAFSA submissions containing stolen identities. 

FSA ResponseFSA Response
FSA provided a response to our draft report on January 15, 2026, stating that it had already taken 
actions to include the suspect students we identified in its suspect identity file and to integrate 
them into its fraud monitoring processes. It also stated that it has started assessing additional 
account-level actions for longer-term control improvements.

Additionally, FSA stated that it is actively advancing its ongoing and planned mitigation efforts to 
reduce risk in fraud scenarios and plans to (1) enhance risk-based verification at the time of FSA 
ID creation, (2) increase the capacity of the fraud team within FSA and expand the models used 
for fraudulent activity, and (3) deploy real-time fraud monitoring on the 2026 FAFSA to improve its 
ability to detect and respond to suspicious activities earlier in the application process.

We included FSA’s full comments at the end of the report (see Appendix C).

https://oig.ed.gov/sites/default/files/document/2025-07/fy25_fraud_watch_july7.2.25v101_508_secured.pdf
https://oig.ed.gov/sites/default/files/document/2025-07/fy25_fraud_watch_july7.2.25v101_508_secured.pdf
https://oig.ed.gov/sites/default/files/document/2025-07/fy25_fraud_watch_july7.2.25v101_508_secured.pdf
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OBJECTIVE

The objective of this Fraud Advisory is to advise FSA that the suspicious and potentially fraudulent 
activity involving dependent students with unusual parent data identified in March 2025 has not 
been mitigated. 

BACKGROUND 

The U.S. Department of Education (Department) 
manages and oversees an outstanding loan portfolio 
valued at more than $1.6 trillion, making it one of the 
largest financial institutions in the country. In fiscal 
year (FY) 2024 alone, the Department, through its 
office of Federal Student Aid (FSA), disbursed about 
$120.8 billion in Federal student assistance to more 
than 9.9 million postsecondary students and their 
families. The Federal student assistance programs 
have long been a major focus of the Office of 
Inspector General (OIG), and we have consistently 
dedicated significant resources to the oversight of 
these programs due to the risks associated with 
their complexity, high levels of funding, and large 
numbers of program participants.

Major Changes to the FAFSA ProcessMajor Changes to the FAFSA Process
Prospective postsecondary school students 
can determine if they are eligible to receive 
Federal student assistance in the form of grants, 
scholarships, work-study funds, and loans using the 
Free Application for Federal Student Aid (FAFSA). 
The FAFSA Simplification Act was enacted as part 
of the Consolidated Appropriations Act of 2021, to 
amend the Higher Education Act of 1965, and to 
make applying for Federal student assistance easier 
for students. Among other things, the law changed 
the way parental and student data are reported, 
requiring that the Department use data received 
directly from the Internal Revenue Service (IRS) to 
calculate eligibility for Federal student assistance, 
including eligibility for Federal Pell Grants. Further, 
the Fostering Undergraduate Talent by Unlocking 
Resources for Education (FUTURE) Act (enacted in 
2019), authorized the IRS, with the user’s consent, to 
transfer Federal tax information directly to the FAFSA 
through the IRS Direct Data Exchange. Federal 

Federal Student AidFederal Student Aid
by the numbersby the numbers

>$1.6 trillion
loan portfolio

$120.8 billion
disbursements

>9.9 million
students who receive 
disbursements

Recent FAFSA Legislation Recent FAFSA Legislation 
Impacting Parent and Impacting Parent and 
Student DataStudent Data

20192019

Fostering Undergraduate Talent by Fostering Undergraduate Talent by 
Unlocking Resources for Education Unlocking Resources for Education 
(FUTURE) Act(FUTURE) Act

•	Authorized IRS, with user’s consent 
to transfer Federal tax information to 
FAFSA through the IRS Direct Data 
Exchange.

20212021

FAFSA Simplification ActFAFSA Simplification Act

•	Changed parental and student data 
reporting.
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tax information that was successfully transferred from the IRS to the FAFSA via the Direct Data 
Exchange, and unchanged by the applicant on the FAFSA, is considered verified for the purpose of 
Federal student assistance and institutions are not required to collect tax return information from 
students.1  

Students Reported Unusual FAFSA ActivityStudents Reported Unusual FAFSA Activity
Between late 2024 and early 2025, the OIG participated in several meetings with Department staff 
and officials from three States regarding the identities of high school students that had allegedly 
been stolen and used to create fraudulent FSA identification (FSA ID) accounts and apply for 
student aid. The OIG analyzed related FAFSA data and in March 2025 conveyed to the Department 
information about potentially fraudulent activity involving suspicious activity from students with 
unusual parent data reported on the FAFSA. Specifically, our analysis of a small subset of FAFSA 
data found 189 parent identities that were used on an unusually high number of dependent 
student FAFSAs in award year 2024–20252—instances where a unique parent’s identity was 
associated with 10 or more dependent students. 

Our analysis found that bad actors may be exploiting the FAFSA process by using the same 
parental information on multiple dependent student FAFSAs in an attempt to fraudulently obtain 
Federal student aid. We identified some $500,000 in Pell grants disbursed in award years 2023–
2024 and 2024–2025 connected to this suspicious activity. 

Immediately following our March 2025 communication to FSA, FSA took action to flag these 
students for identity verification. 

We discussed our initial work on this suspicious activity in the Fraud Watch Issue 1  
(See Appendix B).

Continued Potential for FraudContinued Potential for Fraud
In June 2025, we initiated the analysis of 
additional data and ultimately found that 
this pattern of activity including dependent 
students with unusual parent data on the 
FAFSA had continued. Of the 189 parent 
identities we initially identified as potentially 
fraudulent in March 2025, we found that 
125 were associated with new FAFSA 
submissions with potentially fraudulent 
student identities—with anywhere from 1 to 
37 new student identities per parent identity. 
For example, a unique parent identity that 
had been associated with 25 dependent 
student identities on FAFSA submissions 

1 Verification is a process through which a school confirms the accuracy of the information in a student’s FAFSA form. 
If a student applicant meets certain criteria the Department can select them for tax return information verification, 
identity verification, or both tax return and identity verification. Schools must verify the accuracy of information on 
FAFSAs selected by the Department of students who will receive or have received subsidized Federal student aid, such 
as Pell Grants and Subsidized Direct Loans.

2 Award year 2024–2025 represents the period from July 1, 2024, through June 30, 2025.

Continued Pattern of Suspicious Activity Continued Pattern of Suspicious Activity 
Award Year 2024–2025Award Year 2024–2025

~34%~34%  (64/189) (64/189) 
Potentially Potentially 

fraudulent parent fraudulent parent 
identities with identities with 
no new FAFSA no new FAFSA 
submissionssubmissions

 ~66% ~66%  (125/189) (125/189) 
Potentially fraudulent Potentially fraudulent 

parent identities parent identities 
associated with associated with newnew  
FAFSA submissionsFAFSA submissions

https://oig.ed.gov/sites/default/files/document/2025-07/fy25_fraud_watch_july7.2.25v101_508_secured.pdf
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Example: One Unique Parent Identity to Unique Dependent Student  Example: One Unique Parent Identity to Unique Dependent Student  
Identities from March to June 2025Identities from March to June 2025

Unique Unique 
Parent Parent 

IdentityIdentity

2525  
Dependent student Dependent student 
identitiesidentities
March 2025March 2025

3737  
New dependent New dependent 
student identitiesstudent identities
June 2025June 2025

62 Total Student Identities62 Total Student Identities

in our March 2025 analysis had an additional 37 new dependent students associated with it—62 
total student identities as of June 2, 2025, for award year 2024–2025. In addition, the Department 
did not flag these new FAFSAs for verification, which could result in the disbursement of Federal 
student aid without any confirmation that the information reported on the FAFSAs is accurate. This 
increase showed that parent identities continue to be misused in an attempt to fraudulently obtain 
Federal student aid using dependent student identities.

Additional Analysis of FAFSA SubmissionsAdditional Analysis of FAFSA Submissions
To gain a better understanding of how pervasive this issue is, we expanded on the work we 
performed in March 2025 to assess a larger population of interest. This population included parent 
Social Security numbers used on 3 or more dependent student FAFSAs in award year 2024–2025. 
After an initial analysis, we identified 2,314 parent identities and 13,039 student identities that 
required further analysis.3

We then leveraged law enforcement tools and resources for these remaining potentially fraudulent 
identities to determine whether the student identities had any relationship or association with 
the parent identities. We were able to exclude additional identities where a relationship was 
likely between the parent and dependent student listed on the FAFSA submission. As a result, we 
identified 2,098 parent identities and 12,367 student identities that we consider high risk. We then 
used 13 fraud risk indicators in our analysis to determine whether these remaining high-risk parent 
and student identities were associated with potentially fraudulent patterns. Groups of parent 
and student identities were scored using the 13 fraud risk indicators based on the significance 
of the indicators or the total number of indicators present. We focused only on those identities 
associated with the highest likelihood of fraud.

3 These parent and student identities may include the 189 parents and associated dependent students we identified in 
our March 2025 analysis, and reflect the counts of parents and students as of June 2, 2025.
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WHAT WE FOUND 

We determined that 12,026 dependent student identities submitted FAFSAs associated with 1,991 
parent identities where it is unlikely that the student and parent are related or associated. As a 
result, these FAFSA submissions have a high likelihood of being fraudulent. We calculated the 
potential loss of Federal student aid associated with these FAFSA submissions during award year 
2024–2025 is almost $3.5 million (about $3 million in Pell Grant disbursements and $0.5 million 
in Direct Loan disbursements). 

What We SuggestWhat We Suggest
We suggest that FSA — 

•	 Work with the IRS to implement additional controls to detect and prevent the misuse of stolen 
identities on FAFSA submissions, especially fraud schemes involving the use of potentially 
stolen student identities and nonrelated, potentially stolen parent identities. 

•	 Conduct risk-based verification and validation procedures at the time FSA IDs are created. 
This can prevent the improper disbursement of Federal student aid based on fraudulent FAFSA 
submissions containing stolen identities.

Analysis of Sample of Potentially Fraudulent Parent and Student Identities Analysis of Sample of Potentially Fraudulent Parent and Student Identities 

Parent IdentitiesParent Identities

2,3142,314  
High-risk High-risk 
identities identities 

needing further needing further 
analysisanalysis

216216  
Probable related Probable related 

identitiesidentities
107107
Additional Additional 
probable related probable related 
identities after identities after 
risk indicator risk indicator 
reviewreview

1,9911,991
Highest Risk Highest Risk 
IdentitiesIdentities

Student IdentitiesStudent Identities

13,03913,039  
High-risk High-risk 
identities identities 

needing further needing further 
analysisanalysis

672672  
Probable related Probable related 

identitiesidentities

341341
Additional Additional 
probable probable 
related related 
identities after identities after 
risk indicator risk indicator 
reviewreview

12,02612,026
Highest Highest 

Risk Risk 
IdentitiesIdentities
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SCOPE

Our analysis was limited to dependent student FAFSAs submitted during award year 2024–2025. 
We relied on data extracted from various FSA systems. We did not assess the reliability of the 
data, but given the nature of our analysis, we concluded that the data was suitable for the work 
performed. We performed our work in accordance with the Council of the Inspectors General 
for Integrity and Efficiency’s “Quality Standards for Federal Offices of Inspector General,” which 
requires that we conduct our work with integrity, objectivity, and independence. We believe that 
the information obtained provides a reasonable basis for our conclusions. 

APPENDIX A. ACRONYMS AND ABBREVIATIONS

Acronym or Abbreviation Definition

Department U.S. Department of Education

FAFSA Free Application for Federal Student Aid

FSA Federal Student Aid

FSA ID FSA Identification

FUTURE Act Fostering Undergraduate Talent by Unlocking Resources for Education Act

FY fiscal year

IRS Internal Revenue Service

OIG Office of Inspector General
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APPENDIX B. JULY 2025 FRAUD WATCH
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APPENDIX C. FSA RESPONSE
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