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A Message from the Inspector General

| am pleased to present the Defense Intelligence
Agency (DIA) Office of the Inspector General (OIG)
Semiannual Report (SAR) to Congress covering the
period from April 1, 2025 to September 30, 2025.

As DIA begins fiscal year (FY) 2026, the Agency is
presented with an opportunity to reimagine its
operations following a substantial organizational
restructuring and a civilian workforce that is
measurably smaller than at the beginning of FY
2025. These changes come at a time when the
global threat environment remains highly complex,
challenging DIA to creatively optimize its human,
fiscal, and information technology resources to
meet its extensive national security mission

requirements.

Given the current landscape, our mission to
enhance the efficiency, effectiveness, and integrity

of DIA operations is more crucial than ever. | would
like to spotlight a few projects from this reporting period that showcase how OIG plays a vital role in
overseeing DIA's capabilities. Our work helps drive innovation and ensures that the Agency gets the
most out of every dollar while fulfilling its fiscal and security responsibilities.

» The Audit of DIA’s Utilization of Funds, completed in June 2025, determined that DIA
historically expends only 95 percent of its annual appropriations, meaning that each year, the
Agency misses the opportunity to expend more than two hundred million dollars to achieve
mission requirements. Shedding light on this is helping to drive change. The Office of the
Chief Financial Officer is now working with DIA elements on strategies to shift acquisitions
earlier in the year to enable the re-allocation of unspent funds to other Agency requirements.
The audit findings resonated not just with Agency stakeholders, but also with congressional
committee staff.

» The Evaluation of Leadership, Culture, and Accountability within the Defense Attaché Service
- Stage 2, completed in September 2025, identifies critical gaps in processes and
communication that impact the organization's effectiveness. We provided four
recommendations aimed at promoting a culture of accountability and enhancing overall

organizational performance.

To enhance our process improvement efforts, we elevated the Data and Innovation Team to the
headquarters level for streamlined implementation of data-driven performance improvements. This

team is at the forefront of integrating advanced technologies, particularly artificial intelligence (Al), to



boost our operational output and decision-making. We are collaborating with DIA’s Task Force
Sabre to field test our Al chat capability, set to launch in early FY 2026, while also exploring large
language models used by other DIA elements. These technologies aim to automate manual
processes, increasing our organization’s capacity while ensuring compliance with inspection and
audit standards. Additionally, we are partnering with the Office of the Chief Information Officer to
monitor OIG data access on the Agency's network, safeguarding our independence and preventing
unauthorized access.

In our investigations work, we looked carefully at the case management processes to identify areas
for improvement. We established standardized criteria to resolve backlogged cases, such as actively
engaging with other agencies to resolve joint cases. We are confident that the process
improvements instituted, together with the planned use of Al tools to initially assess cases, will

enable us to improve timeliness and the case closure rate moving forward.

Since our last SAR, our Audits and Inspection and Evaluations Divisions completed 5 projects, issued
52 recommendations, and closed 18 recommendations. Our Investigations Division closed 23 cases
and issued 9 reports which are pending agency action, in this reporting period. For the entire fiscal
year, we closed 1 project.

During this reporting period, we continued a robust program of stakeholder outreach, meeting with
DIA’s Office of Management and Budget’'s Monitor and staff from the congressional oversight
committees to discuss their interests regarding DIA operations and how OIG's work addresses those

areas.

| am deeply impressed with how OIG staff have adjusted to the restructuring and have embraced
opportunities for using Al and advanced technologies to increase our ability to deliver mission-
relevant findings to DIA. | would like to thank all members of the DIA OIG for their continued

professionalism and commitment to the mission.

This report, along with other unclassified summaries and reports, can be found on our DIA website,
https://diaoig.oversight.gov, and the IG community site operated by the Council of the Inspectors
General on Integrity and Efficiency, https://www.oversight.gov.

Jeremy M. Kirkland
Inspector General
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Defense Intelligence Agency

About the Agency

Mission Statement: To provide intelligence on foreign militaries and their operating environments

to prevent and decisively win wars.

Defense Intelligence Agency’s Strategic Objectives:

1.

Outpace Strategic Competitors: Agile, integrated, and resilient delivery of defense intelligence
insights and capabilities for warfighters, policymakers, and the acquisition community to

outpace our adversaries in competition, crisis, and combat.

Sustained Global
Overwatch: Global
presence, posture,
and capabilities to
detect, monitor,
analyze, and provide
timely indications
and warning of
evolving threats and
trends.

Advanced Enterprise
Integration: Prioritized, synchronized, and interoperable Agency and Defense Intelligence
Enterprise operations, activities, and investments that deliver integrated processes, outcomes,
and efficiencies.

Strategically-aligned Partnerships: Expanded and tailored collaboration and information
sharing with the Department of Defense (DoD)’, the Intelligence Community (IC), Federal
agencies, international partners, industry, and academia.

Secure and Interoperable Digital Foundation: Robust, interoperable, and resilient intelligence
networks, data, and applications providing end-to-end enterprise capabilities for Defense.

World-class Workforce: Innovative, ready, and resilient workforce dedicated to embodying

Agency core values and delivering trusted, technical, and tradecraft-compliant outcomes.

1 Executive Order 14347 renames the Department of Defense (DoD to the Department of War (DoW), published September 5, 2025;
however, legacy documents mentioning DoD (Directives, Instructions, etc.) and some other exceptions will not change.
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About DIA OIG

Mission, Vision, Values

Mission: To promote the efficiency, effectiveness, and integrity of DIA operations and activities
through transparent and independent oversight.

Vision: Deliver impactful oversight that drives accountability and positive change in defense of the
Nation.

Values:

» Integrity: Courageously adhere to the highest ethical principles, confidentiality, objectivity,
and trustworthiness.

» Excellence: Provide the best services, products, and oversight.

» Accountability: Take pride in meeting commitments and hold each other to those
commitments.

» Initiative: Take ownership to solve problems and challenges and identify opportunities to
better the organization.

» Teamwork: Collaborate internally (working together) and across organizations to achieve
common goals.



Strategic Goals and Objectives

OIG Strategic Goal 1: Maximize the Value of OIG Oversight for Stakeholders through
Impactful and Relevant Work

» Objective 1.1. Strengthen Relationships to Increase Trust
» Objective 1.2. Increase Capability to Do the Right Oversight Work at the Right Time
» Objective 1.3. Improve Timeliness and Quality of Work to Enhance Oversight Value

OIG Strategic Goal 2: Cultivate an Inspired Workforce with the Skills to Anticipate and
Resolve Future Challenges

» Objective 2.1. Adapt, Formalize, and Implement our Talent Management Program to Build

and Retain a Highly-Skilled Workforce

» Objective 2.2. Increase Mission Literacy, Digital Literacy, and Core Competencies to Create a

Ready and Agile Workforce
» Objective 2.3. Inspire a Culture of Innovation to Meet Future Challenges
OIG Strategic Goal 3: Optimize Business Operations

» Objective 3.1. Adapt the Organization and Mature Repeatable Processes to Meet the
Challenges of a Dynamic Environment

» Objective 3.2. Enhance OIG’s Use of Technology and Data to Improve Organizational
Efficiency and Performance

» Objective 3.3. Align Strategic and Resource Planning to Meet Current and Future
Requirements



Office of the Inspector General Organization

Figure 1 depicts a high-level view of the OIG organization.

puGomschiohede INSPECTOR GENERAL (IG)

Data & Innovation Jere'm_y' Kirkland

DEPUTY INSPECTOR GENERAL
Aimee Peralta

Management and Audits Inspections and Evaluations
Administration

Figure 1: OIG Organization Chart

Headquarters

Headquarters comprises the Inspector General (IG), Deputy |G (DIG), Counsel to the IG (IGC), and the
Data and Innovation (D&I) team. The IG serves as the principal leader of the OIG, responsible for
overseeing all audit, inspection, evaluation, and investigative functions. The IG ensures that OIG
activities are conducted with integrity, promoting efficiency, effectiveness, and accountability within
the Defense Intelligence Agency (DIA). The IG also communicates findings and recommendations to
both DIA leadership and Congress. The DIG assists the IG in managing OIG operations and may
assume the role of the IG in their absence. The DIG plays a critical role in coordinating the various
OIG divisions, ensuring that audit and investigative priorities align with the Agency's objectives.

IGC provides independent and objective legal advice and counsel to the IG directly and to all OIG
elements on a variety of legal and policy issues that impact the OIG mission. |IGC reviews all new and
revised policies and legislative proposals for impact on OIG’s roles and responsibilities. IGC also
serves as the DIA Whistleblower Protection Coordinator. Additionally, IGC oversees OIG's processing

of Freedom of Information Act and Privacy Act requests.

The D&l team consists of data scientists, data architects, data engineers, and a strategy program
manager. D&l spearheads the OIG's data and analytical services, enhancing operations, supporting
strategic decision-making, and improving oversight activities. The D&l team collaborates with
internal and external stakeholders to identify and acquire effective data tools and techniques, while
also facilitating innovative solutions to enhance OIG products, processes, and performance.

Moreover, D&l is vital in shaping the OIG's strategic direction by creating and publishing the OIG
Strategy and the OIG Strategic Implementation Plan. The staff also leads the development of the
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Agency's Top Management Challenges and Emerging Risks Report, as well as the OIG Annual Plan.
These products are mandated by Congress or established by law.

OIG Headquarters staff also manages strategic engagements that enable the IG to keep the Director,
DIA, and Congress fully informed about problems and deficiencies relating to the administration of
Agency programs and operations and the necessity for and progress of corrective action, as required
by the Inspector General Act of 1978.

Management and Administration

The Management and Administration (M&A) Division provides advisement, guidance, and integrated
institutional support on key mission-critical functions that enable OIG components to conduct their
work efficiently and effectively. This responsibility includes managing budget and acquisition, human
resources, space, information technology, strategic communications, and production comprising
editorial support and graphic design. Additionally, it includes staff operations, encompassing an
array of administrative support services. M&A strives to create and improve administrative and
business processes to meet the challenges of a dynamic working environment.

Investigations

The Investigations Division conducts proactive and reactive criminal, civil, and administrative
investigations to detect, deter, and report fraud, waste, and abuse within DIA. The division develops
sufficient evidence to successfully resolve all allegations, and when appropriate, its Reports of
Investigation (ROls) facilitate successful criminal prosecution or management-directed disciplinary
action. The Investigations Division also identifies and reports internal control weaknesses that could
render DIA programs and systems vulnerable to exploitation. Additionally, at its discretion, the
division investigates questionable intelligence activities, as defined by Executive Order 12333,
“United States Intelligence Activities,” as amended.

Hotline Program

The Hotline Program is a confidential and reliable means for DIA personnel and the public to report
fraud, waste, gross mismanagement, and abuse of authority within DIA and intelligence enterprise
operations. The program'’s primary role is to receive and evaluate concerns or complaints and to
determine whether an OIG investigation is warranted or to refer the matter to the Agency element
best suited to resolve the issue. To be effective, the Agency requires all personnel to be vigilant
against illegal or improper acts and report any improprieties to the chain of command or an OIG
representative.
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Audits

The Audits Division conducts independent, objective, and nonpartisan oversight of the stewardship,
performance, and cost of DIA's operations, programs, and policies. Audits provide essential
accountability and transparency over government programs and enable decision makers to improve
program performance and operations, reduce costs, facilitate decision making by parties responsible
for overseeing or initiating corrective action, and contribute to public accountability.

Inspections and Evaluations

The Inspections and Evaluations (I&E) Division conducts systematic and independent assessments of
the design, implementation, and results of DIA's and the Defense Intelligence Enterprise’s operations,
programs, and policies. The division offers a flexible and effective mechanism for conducting
oversight, utilizing a multidisciplinary staff and multiple data gathering and analysis methodologies.
Through its projects, I&E provides factual and analytical information. In addition, I&E measures
performance, assesses internal controls, identifies savings opportunities, highlights best practices,
assesses and refers allegations of fraud, waste, abuse, and mismanagement, as well as determines
compliance with applicable laws, regulations, and policies. In fiscal year (FY) 2024, I&E stood up a
new Intelligence Oversight function with a focus on Agency compliance with intelligence oversight
matters, including the reporting of questionable intelligence activities and significant or highly
sensitive matters.

12



§405(b)(1) — A description of significant problems,
abuses, and deficiencies?

A description of the significant problems, abuses, and deficiencies relating to the administration of
DIA programs and operations are listed in the specific oversight projects below along with the
recommendations for corrective action made by the OIG. Each project aligns directly to one of our
DIA Top Management Challenges and Emerging Risks themes:

» Resource Planning and Management.
» Information Technology Security and Management.
» Resilience and Readiness.

These themes encompass key top management challenges, including Financial Management,
Cybersecurity, JWICS Wide-Area Network, Artificial Intelligence, Strategic Human Capital and
Leadership Controls, and Oversight. This alignment is essential for DIA’s ability to integrate people,
processes, partners, and technology to provide Defense Intelligence capabilities that outpace our
strategic competitors.

2 A "description of significant problems, abuses, and deficiencies" in a semiannual report to Congress refers to a detailed account of
major issues, improper practices, and shortcomings discovered by an agency's Inspector General within the previous six months,
regarding the administration of programs and operations, which are then presented to Congress for review and potential corrective
action.
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Summary of Audits Division Activity

Completed Projects

Evaluation of DIA’s Compliance with the Federal Information Security
Modernization Act, Project 2025-1004, issued August 7, 2025

What We Did: Our objective was to evaluate the effectiveness of DIA's overall information security
program based on DIA's implementation of the FY 2025 Inspector General Federal Information
Security Modernization Act (FISMA) of 2014 Reporting Metrics, to assess the Agency on a five-level
maturity model for the 10 FISMA metric domains.

What We Found. For more information on the project and results, please see the “Classified
Summaries of Audit Division Activity” section on page 45 of the Classified Addendum.

What We Recommend. Our results can be found in the “Classified Status of Recommendations”
table A-2 located on page 51 of the Classified Addendum.

Audit of DIA’s Utilization of Funds, Project 2024-1001, issued June 6, 2025

What We Did. We determined whether DIA continuously applied strategies to optimize the use of
funds and took timely monitoring actions to maximize funding of mission requirements for
Operations & Maintenance (O&M) and Family Housing single year appropriations.

What We Found. For more information on the project and results, please see the “Classified
Summaries of Audit Division Activity” section on page 45 of the Classified Addendum.

What We Recommend. Our results can be found in the “Classified Status of Recommendations”
Table A-6 located on page 57 of the Classified Addendum.

Evaluation of DIA’s Compliance with the Payment Integrity Information Act for
Fiscal Year 2024, Project 2025-1002, issued May 23, 2025

What We Did. We evaluated the DIA's compliance with the Payment Integrity Information Act (PIIA)
for FY 2024. For this evaluation, conducted from December 2024 to April 2025, we interviewed
personnel from the Office of the Chief Financial Officer (CFO) and reviewed the Agency Financial
Report and supporting documentation, including a selection of samples tested by CFO to support its
annual risk assessment. We retested 54 samples from the original 233 tested by CFO for DIA's
Commercial Contract Pay and Commercial Non-Contract Pay (Vendor Pay) program transactions to
verify CFO's conclusion that the program is not susceptible to significant improper and unknown
payments.

What We Found. We determined that DIA complied with PIIA requirements for FY 2024 and made
efforts to reduce and prevent improper and unknown payments.
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For FY 2024, we verified CFO’s conclusion that DIA’s payment programs are not susceptible to
significant improper and unknown payments. Based on a sample of DIA's Commercial Contract Pay
and Non-Contract Pay (Vendor Pay) Program transactions, we independently verified that there were
no improper or unknown payments that either individually or in the aggregate amounted to $10
million or 1.5 percent of program outlays as prescribed by the Office of Management and Budget.

Additionally, we found that DIA made efforts to reduce and prevent improper and unknown
payments and evaluated payment programs as part of its Managers’ Internal Control Program by
conducting quarterly and annual control testing.

Although DIA complied with PIIA requirements, we had two observations based on CFO's internal
controls for assessing compliance with PIIA. We suggest CFO take timely action to address these
observations in order to mitigate risk of future non-compliance.

Based on the work being done by the Department of Government Efficiency at other Federal entities,
we also conducted testing procedures of the Agency's system for making payments and Do Not Pay
efforts. We confirmed the Agency's payment system includes controls for categorizing and adding
descriptive comments to payments and we did not identify any suspended or debarred contractors
or individuals among those paid in FY 2024 as part of the Commercial Contract Pay Program.

What We Recommend. No recommendations were issued for this evaluation.
Ongoing Projects

Audit of DIA’s Support to Combatant Command J2/Joint Intelligence Operations
Centers, Project 2025-1014

Overview. Our objective is to determine whether DIA effectively executes its Defense Intelligence
Enterprise Manager authorities for, as well as provides support to, combatant command directorates
for intelligence (J2s) to meet the needs of combatant commanders in execution of their assigned
functions. Project results will provide insight for Agency decision makers to address risks and gaps
related to our FY 2024 DIA Top Management Challenges—Resource Planning and Management;
Strategic Human Capital; and Leadership Controls and Oversight.

Status. The project was in the planning phase at the end of the reporting period.

Audit of DIA’s Sole Source Contracts, Project 2025-1001

Overview. Our objective is to determine whether DIA's sole source contract awards complied with
regulations and policies, and prices were fair and reasonable. Project results will provide insight for
Agency decision makers to address risks and gaps related to our FY 2024 DIA Top Management
Challenge—Financial Management.

Status. The project was in the fieldwork phase at the end of the reporting period.
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Audit of DIA’s Financial Statements for Fiscal Year 2025, Project 2025-1003

Overview. Our objective is to assess the reliability of data supporting DIA’s financial statements, the
reasonableness of the statements, and the accuracy of related disclosures, in accordance with
applicable guidance. To accomplish this, we engaged an independent public accountant, who will
also review the reliability of financial systems, effectiveness of internal controls, and compliance with
laws and regulations. Project results will provide insight for Agency decision makers to address risks
and gaps related to our FY 2024 DIA Top Managements Challenges—Financial Management and
Leadership Controls and Oversight.

Status. The project was in the fieldwork phase at the end of the reporting period.

Assessment of DIA’s Compliance with Executive Actions, Project 2025-1005

Overview. Our objective is to determine whether DIA complied with applicable Executive Actions
and related guidance issued between January 20, 2025 and February 28, 2025. Through a series of
tailored assessments conducted in accordance with the Quality Standards for Federal Offices of
Inspector General, the OIG will review actions taken by DIA to determine compliance and provide
DIA with timely results and recommendations, if applicable, to address non-compliance. Project
results will provide insight for Agency decision makers to address risks and gaps related to our FY
2024 DIA Top Management Challenge—Leadership Oversight and Controls.

Status. The project was in the fieldwork phase at the end of the reporting period.
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Inspections and Evaluations Division Activity

Completed Projects

Evaluation of Leadership, Culture, and Accountability within the Defense Attaché
Service — Stage Two, Project 2022-2004_3, issued September 8, 2025

What We Did: We evaluated the leadership, culture, and accountability within the Defense Attaché
Service (DAS) by assessing the actions DAS leadership has taken to communicate expectations and
hold staff accountable for organizational performance and professional conduct.

What We Found. For more information on the project and results, please see the “Classified
Summaries of Inspections and Evaluations Division Activity” section on page 47 of the Classified
Addendum. Project results provided insight to Agency decision makers to address risks and gaps
related to our FY 2024 DIA Top Management Challenges—Leadership Oversight.

What We Recommend. Our results can be found in the “Classified Status of Recommendations”
table A-19 located on page 64 of the Classified Addendum.

Evaluation of DIA's Implementation of Recommendations from the DoD Senior
Intelligence Oversight Official Regarding Defense Attaché Bangkok, Project 2024-
2004, issued September 19, 2025

What We Did: We evaluated DIA's progress toward implementing five recommendations made by
the Department’s Senior Intelligence Oversight Official (SIOO) in a report of investigation,
responding to a DoD Office of Inspector General (OIG) Hotline case. We examined both the explicit
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language and the intent of the SIOO recommendations, and developed new recommendations to
address the intent of the original five recommendations due to our own research results and DoW
policy updates that removed specific language on which the SIOO recommendations were based.
For more information on the project, please see the “Classified Summaries of Inspections and
Evaluations Division Activity” section on page 48 of the Classified Addendum.

What We Found. For more information on the project and results, please see the “Classified
Summaries of Inspections and Evaluations Division Activity” section on page 48 of the Classified
Addendum.

What We Recommend. We made three recommendations and one observation that addressed the
intent of the recommendations made by the Department’s SIOO report. Of those recommendations,
one recommended that the Directorate for Mission Services (MS) coordinate with the Directorate for
Operations (DO) to ensure Privacy Act notification requirements are included in all DIA overt
collection training materials. DO and MS took corrective action and that recommendation is closed.
For information on the other two recommendations and observation, please see the “Classified
Status of Recommendations” table A-19 located on page 64 of the Classified Addendum.

Ongoing Projects

Independent Assessment of DIA’s Analytic Development on the Origins of COVID-
19, Project 2024-2005

Overview. Due to increased attention and additional questions and concerns submitted to our
office, we concluded that another assessment was required. The objective of this assessment focuses
on whether DIA officials influenced scientific discourse towards a preferred origin theory due to a
conflict of interest, pressure, or otherwise unacceptable bias. For more information on the project,
please see the “Classified Summaries of Inspections and Evaluations Division Activity” section on
page 50 of the Classified Addendum. Project results will provide insight to Agency decision makers
to address risks and gaps related to our FY 2024 DIA Top Management Challenge—Leadership
Oversight and Controls.

Status. At the end of the reporting period, we had issued a draft management alert related to this
project. Otherwise, the full project was in the fieldwork phase at the end of the reporting period.

Fiscal Year 2025 Report on Classification, Project 2025-2002

Overview. In accordance with the National Defense Authorization Act for FY 2020, as amended, this
is our fourth of the required biannual reports on DIA’s classification and declassification procedures.
The objectives of this evaluation are to evaluate the accuracy of classification and handling markers
on a representative sample of finished reports including compartmented reports; the Agency’s
compliance with declassification procedures; the effectiveness of processes for identifying topics of
public or historical importance that merit prioritization for a declassification review; and, the
Agency'’s progress on open recommendations related to classification policies and compliance with
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declassification procedures. Project results will provide insight to Agency decision makers to address
risks and gaps related to our FY 2024 DIA Top Management Challenge—Leadership Oversight and
Controls.

Status. This project was in the fieldwork phase at the end of the reporting period.
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Summary of Investigations Division Activity

Investigative Activity Overview

Investigative Statistical Table3

Investigation Reports Issued in Reporting Period Pending Agency Actions for Closure

Number of Persons Referred to Prosecutorial Authority (Number of Cases)

Number of Persons Referred to State or Local Prosecuting Authorities for Criminal Prosecution
(includes military authorities)

Number of Indictments and Criminal Prosecution Resulting from Prior Referral to Prosecuting 0
Authorities
Number of active cases pending Prosecuting Authorities action 0
Investigation Dollar Recoveries in Reporting Period

Investigation Case Number Effectiv;alt{zcovery (;jlr:zi:::i:";g)
False Claims Act 2019-005053-0I July 17, 2025 $98,620.84 (R)
False Claims Act 2019-005078-0I In Process $183,935.55 (P)
False Claims Act 2020-005002-0lI In Process $10,377.16 (P)
Time and Labor Fraud 2022-000046-0I In Process $31,208.53 (P)
Time and Labor Fraud 2023-000009-0I In Process $22,112.66 (P)
Time and Labor Fraud 2023-000110-0lI In Process $9,440.61 (P)
False Claims Act 2024-000022-0I In Process $65.070.23 (P)
Time and Labor Fraud 2025-000029-0I In Process $19,474.27 (P)

Hotline Program

DIA OIG Contacts Received during Reporting Period* 3,835
DIA OIG Hotline Contacts Closed during Reporting Period® 3,835
DIA OIG Hotline Inquiries Opened during Reporting Period® 256
DIA OIG Hotline Inquiries Closed during Reporting Period 229
Number of referrals during this reporting to Agency management officials or to an Agency 41
element

# Statistical table was developed by compili