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Why the OIG Did This Audit 
 

The Federal Information Security Modernization Act of 2014 (FISMA) 
requires each agency’s Inspector General (IG) to conduct an annual 
independent evaluation to determine the effectiveness of the information 
security program (ISP) and practices of its respective agency.   
 

Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) ISP and practices as defined by the FY 2025 IG FISMA 
Reporting Metrics.  Our audit scope was limited to answering the fiscal 
year (FY) 2025 IG metrics, which include 20 core and 5 supplemental IG 
metrics (within Appendix B).  The 20 core IG metrics were chosen based 
on alignment with Executive Order 14028, Improving the Nation's 
Cybersecurity,i as well as recent Office of Management and Budget 
guidance to agencies in furtherance of the modernization of federal 
cybersecurity.   

 

What the OIG Found 
 

During the course of this audit, we utilized the methodology and metrics in 
the FY 2025 IG metrics (within Appendix B) in our annual independent 
evaluation to determine the effectiveness of TVA’s ISP and practices.  The 
FISMA methodology considers metrics at a maturity level 4 (managed and 
measurable) or higher to be at an effective level of security.  Each metric 
was assessed to determine its maturity level, as described in Table 1 
below. 

 

FY 2025 IG FISMA Maturity Definitions 

Maturity Level Maturity Level Description 

Level 1:  Ad-hoc 
Policies, procedures, and strategies are not formalized; activities are 
performed in an ad-hoc, reactive manner. 

Level 2:  Defined 
Policies, procedures, and strategies are formalized and documented, but not 
consistently implemented. 

Level 3:  Consistently 
Implemented 

Policies, procedures, and strategies are consistently implemented, but 
quantitative and qualitative effectiveness measures are lacking. 

Level 4:  Managed 
and Measurable 

Quantitative and qualitative measures on the effectiveness of policies, 
procedures, and strategies are collected across the organization and used 
to assess them and make necessary changes. 

Level 5:  Optimized 
Policies, procedures, and strategies are fully institutionalized, repeatable, 
self-generating, consistently implemented, and regularly updated based on 
a changing threat and technology landscape and business/mission needs. 

Table 1 

 
i United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents, 

Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, < https:// 
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>, 
accessed on July 25, 2022. 
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For FY 2025, IGs were required to test 20 core and 5 supplemental IG 
metrics that were aligned with the following six function areas in the 
National Institute of Standards and Technology’s Cybersecurity 
Framework 2.0:  Govern, Identify, Protect, Detect, Respond, and Recover.  
Our analysis of the metric results was used to determine the overall 
function maturity levels in Table 2 below.  

 

Function 
FY 2025 Core 

Assessed 
Maturity Level 

FY 2025 
Supplemental 

Assessed 
Maturity Level* 

Overall 
Assessed 
Maturity 

Level 

FY 2025 
Rating 

Govern 5.00 4.33 4.50 Effective 

Identify 4.40 3.00 4.17 Effective 

Protect 3.25 - 3.25 Ineffective 

Detect 5.00 4.00 4.67 Effective 

Respond 4.00 - 4.00 Effective 

Recover 4.50 - 4.50 Effective 

Average of 
Functions 

4.36 3.78 4.15 Effective 

*  The five supplemental metrics did not cover the Protect, Respond, or Recover functions. 

Table 2 

 
Based on our analysis of the FY 2025 IG metrics and associated maturity 
models, we determined TVA's ISP and practices were operating in an 
effective manner as defined by the FY 2025 IG FISMA Reporting Metrics.  
However, we identified areas for improvement in both the core and 
supplemental metrics to further improve TVA’s ISP and practices.    
 

What the OIG Recommends 
 
We made five recommendations to TVA management to further increase 
the effectiveness of TVA’s ISP and practices as defined by the FY 2025 IG 
FISMA Reporting Metrics.  Our specific recommendations are included 
within the report. 
 

TVA Management’s Comments 
 
In response to our draft audit report, TVA management agreed with the 
recommendations.  See Appendix C for TVA management’s complete 
response.
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BACKGROUND 
 
The Federal Information Security Modernization Act of 2014 (FISMA) requires 
each agency’s Inspector General (IG) to conduct an annual independent 
evaluation to determine the effectiveness of the information security 
program (ISP) and practices of its respective agency.  FISMA shifted to a 
continuous assessment process in fiscal year (FY) 2022.  As a result, the Office 
of Management and Budget (OMB) and the Council of the Inspectors General on 
Integrity and Efficiency transitioned the IG metrics process to a multi-year cycle 
beginning in FY 2022.  Specifically, 20 core IG metrics were selected to be 
evaluated annually, and the remaining IG metrics will be evaluated on a two-year 
cycle.  The 20 core IG metrics were chosen based on alignment with Executive 
Order 14028, Improving the Nation's Cybersecurity,1 as well as recent OMB 
guidance to agencies in furtherance of the modernization of federal 
cybersecurity.   
 
In FY 2025, the IG metrics were organized into ten domains and aligned with the 
six function areas in the National Institute of Standards and Technology’s 
Cybersecurity Framework 2.0:  Govern, Identify, Protect, Detect, Respond, and 
Recover.  This framework provides agencies with a common structure for 
identifying and managing cybersecurity risks across the enterprise and provides 
IGs with guidance for assessing the maturity of controls to address those risks.   
 
The FY 2025 IG FISMA Reporting Metrics (Appendix B) were developed by OMB 
and the Council of the Inspectors General on Integrity and Efficiency, in 
consultation with the Federal Chief Information Officer Council and other 
stakeholders.  For FY 2025, IGs were required to test 20 core and 
5 supplemental IG metrics.   
 
The results of our review were provided to OMB and Department of Homeland 
Security (DHS) through the use of their online reporting tool on July 17, 2025.   
 

OBJECTIVE, SCOPE, AND METHODOLOGY 
 
Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) ISP and practices as defined by the FY 2025 IG FISMA 
Reporting Metrics.  Our audit scope was limited to answering the FY 2025 IG 
metrics, which included the 20 core and 5 supplemental IG metrics (within 
Appendix B); therefore, the results of this audit are based on assessing these 
25 IG metrics only.  A complete discussion of our objective, scope, and 
methodology is included in Appendix A. 
 

 
1 United States, Executive Order of the President [Joseph Biden] Compilation of Presidential Documents, 

Executive Order 14028 - Improving the Nation's Cybersecurity, May 17, 2021, <https:// 
www.federalregister.gov/documents/2021/05/17/2021-10460/improving-the-nations-cybersecurity>, 
accessed on July 25, 2022. 
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FINDINGS  
 
The FISMA methodology considers metrics at a maturity level 4 (managed and 
measurable) or higher to be at an effective level of security.  Based on our 
analysis of the FY 2025 IG metrics and associated maturity models, we 
determined TVA's ISP and practices were operating in an effective manner as 
defined by the FY 2025 IG FISMA Reporting Metrics.  Specifically, as shown in 
Table 1, we determined five of the six functions and the overall assessed 
maturity level were effective for FY 2025.  
 

Function 
FY 2025 Core 

Assessed 
Maturity Level 

FY 2025 
Supplemental 

Assessed 
Maturity Level* 

Overall 
Assessed 
Maturity 

Level 

FY 2025 
Rating 

Govern 5.00 4.33 4.50 Effective 

Identify 4.40 3.00 4.17 Effective 

Protect 3.25 - 3.25 Ineffective 

Detect 5.00 4.00 4.67 Effective 

Respond 4.00 - 4.00 Effective 

Recover 4.50 - 4.50 Effective 

Average of 
Functions 

4.36 3.78 4.15 Effective 

*  The five supplemental metrics did not cover the Protect, Respond, or Recover functions. 

Table 1 

 
While we determined TVA's ISP and practices were operating in an effective 
manner as defined by the FY 2025 IG FISMA Reporting Metrics, we identified 
areas for improvement in both the core and FY 2025 supplemental metrics to 
further improve TVA’s ISP and practices.  Specifically, eight (six core and two 
supplemental) of the 25 IG metrics were not effective.   
 

• Four core metrics had actions in progress to improve their maturity, which 
included Executive Order 14028, Improving the Nation's Cybersecurity, 
requirements and ongoing multi-year projects in progress.  Completion of 
these actions in progress could further improve the effectiveness of TVA’s 
ISP and practices, specifically in the Protect and Respond functions.   

• Two core IG metrics had weaknesses that should be addressed by TVA 
management, including: 

− Information system inventory and system components.  

− Common secure configurations. 

• Two supplemental metrics had weaknesses that should be addressed by TVA 
management, including:  

− Cybersecurity profiles. 

− Data and corresponding metadata inventories. 
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The following provides a detailed discussion of the areas identified for 
improvement to further increase the effectiveness of TVA’s ISP and practices as 
defined by the FISMA Reporting Metrics.   
 

CORE INSPECTOR GENERAL METRICS 
 
Based on our analysis of the 20 core IG metrics, we identified weaknesses in two 
metrics that should be addressed to further improve the effectiveness of TVA’s 
ISP and practices.  Specifically, the weaknesses include information system 
inventory and system components in the Identify function and common secure 
configurations in the Protect function.  Our FY 2024 FISMA audit2 found 
weaknesses in these same areas that TVA management completed actions to 
address; however, we identified additional improvements that are needed.   
 
Information System Inventory and System Components  
TVA has defined policies, procedures, and processes for developing and 
maintaining a comprehensive and accurate inventory of information systems, 
including cloud systems, public-facing websites, third-party systems, and system 
interconnections.  In response to our FY 2024 FISMA audit, TVA management 
(1) implemented automated monitoring via the DHS Continuous Diagnostics and 
Mitigation (CDM) program for components applicable to TVA’s information 
security continuous monitoring strategy and (2) updated processes for 
developing and maintaining an accurate and complete inventory of TVA’s 
information systems to include automation and near real-time updates.  However, 
TVA has not consistently implemented these policies, procedures, and processes 
for its public-facing website inventory.  In a recent audit,3 we also identified TVA 
does not maintain an accurate and complete cloud inventory.  In that audit report, 
we made recommendations to TVA management to address the issue.  Without 
maintaining a comprehensive and accurate inventory of its information systems 
and system interconnections, TVA cannot ensure that the information systems 
are subject to the monitoring processes defined within the organization's 
Information Security Continuous Monitoring (ISCM) strategy. 
 
Common Secure Configurations  
TVA has defined policies and procedures for secure configurations, including 
documenting common secure configurations.  In response to our FY 2024 FISMA 
audit, TVA management implemented, assessed, and maintained common 
secure configuration settings for the information systems we previously found to 
be noncompliant.  However, TVA has not consistently implemented, assessed, 
and maintained secure configuration settings for other information systems.  
Additionally, TVA does not incorporate vulnerability scanning into the DHS CDM 
dashboard in accordance with Binding Operational Directive 23-01.  Without 
consistent implementation, assessment, and maintenance of secure 
configuration settings for all its information systems and consistent usage of 
scanning capabilities against all systems on the network, TVA cannot adequately 

 
2  Audit Report 2024-17494, Federal Information Security Modernization Act, August 30, 2024. 
3  Audit Report 2024-17521, Cloud Inventory, June 17, 2025. 
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employ automation to help maintain an up-to-date, complete, accurate, and 
readily available view of the security configurations. 
 

SUPPLEMENTAL INSPECTOR GENERAL METRICS 
 
Based on our analysis of the five FY 2025 supplemental IG metrics, we identified 
weaknesses in two metrics that should be addressed to further improve the 
effectiveness of TVA’s ISP and practices.  Specifically, the weaknesses include 
(1) cybersecurity profiles and (2) data and corresponding metadata inventories in 
the Govern and Identify functions, respectively. 
 
Cybersecurity Profiles 
TVA has defined policies and procedures for developing and maintaining 
cybersecurity profiles.  TVA has developed a current and target profile, 
considered changes to cybersecurity, and created and implemented an action 
plan.  However, TVA’s current and target profiles are not (1) refined periodically 
based on known risk exposure and residual risk, (2) aligned with TVA’s risk 
strategy, or (3) monitored and progress was not reported in reaching its target 
profile. 
 
Data and Corresponding Metadata Inventories  
TVA has defined and consistently implemented policies, procedures, processes, 
and roles and responsibilities to maintain a comprehensive and accurate 
inventory of data and corresponding metadata for data types, as appropriate.  
Additionally, TVA has assigned data classifications to designated data types and 
implemented role-based access controls and encryption as security controls. 
However, TVA has not ensured the data and corresponding metadata in its data 
inventories are subject to the monitoring processes defined within the ISCM 
strategy.   
 

RECOMMENDATIONS 

 
We recommend the Vice President, Chief Information and Digital Officer, 
Information Technology:  
 
1. Consistently implement the defined policies, procedures, and processes for 

developing and maintaining a comprehensive and accurate inventory for 
public-facing websites. 
 

2. Implement, assess, and maintain common secure configuration settings for all 
information systems. 

 
3. Incorporate vulnerability scanning into the CDM dashboard in accordance 

with Binding Operational Directive 23-01, in coordination with DHS as 
necessary. 
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4. Refine the profiles periodically based on known risk exposure and residual 
risk, align cybersecurity profiles with risk strategy, and periodically monitor 
and report on progress in reaching TVA’s target profile. 
 

5. Verify the data and corresponding metadata in the data inventories are 
subject to the monitoring processes defined within TVA’s ISCM strategy.  

 
TVA Management’s Comments – In response to our draft audit report, TVA 
management agreed with the recommendations.  See Appendix C for TVA 
management’s complete response. 
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OBJECTIVE, SCOPE, AND METHODOLOGY 
 
Our objective was to determine the effectiveness of the Tennessee Valley 
Authority’s (TVA) information security program (ISP) and practices as defined by 
the FY 2025 IG Federal Information Security Modernization Act of 2014 (FISMA) 
Reporting Metrics (Appendix B).  Our audit scope was limited to answering the 
FY 2025 Inspector General (IG) metrics, which included 20 core and 
5 supplemental IG metrics (within Appendix B) and excludes TVA Transmission, 
Generation, and Nuclear.  The security controls significant to the objective were 
incorporated into the FY 2025 IG metrics and associated maturity models.  
 
To accomplish our objective, we: 
 

• Reviewed TVA documentation to corroborate our understanding and assess 
the current state of TVA’s ISP, including: 

− Relevant TVA agency-wide and business unit specific policies, 
procedures, and documents (such as Standard Programs and Processes 
and Work Instructions). 

− Information Technology organizational chart. 

• Reviewed previous Office of Inspector General audit reports to include TVA’s 
(1) compliance with the FISMA in FY 2022,1 FY 2023,2 and FY 2024;3 
(2) corporate wi-fi security;4 (3) privacy program;5 (4) SharePoint access 
management;6 (5) cybersecurity vulnerability management;7 and (6) cloud 
inventory8 for relevant findings.  

• Inquired with TVA Information Technology personnel as necessary to gain an 
understanding and clarification of the policies, processes, and current state of 
TVA’s ISP.   

• Reviewed a list of TVA’s information systems and judgmentally selected six 
based on risk of data loss to determine whether TVA consistently implements 
and maintains a comprehensive and accurate inventory of its data and 
corresponding metadata for its data types.   

• Assessed the maturity level for 20 core and 5 supplemental IG metrics 
contained in the FY 2025 IG FISMA Reporting Metrics.  

• Calculated an average of the FY 2025 metrics for each function and 
corresponding domains included in Table 1 below.  
 

 
1  Audit Report 2022-17370, Federal Information Security Modernization Act, September 19, 2022. 
2  Audit Report 2023-17423, Federal Information Security Modernization Act, September 26, 2023. 
3  Audit Report 2024-17494, Federal Information Security Modernization Act, August 30, 2024. 
4  Audit Report 2023-17434, Corporate Wi-Fi Security, April 29, 2024. 
5  Audit Report 2024-17478, TVA’s Privacy Program, November 7, 2024. 
6  Audit Report 2023-17423, SharePoint Access Management, August 7, 2024. 
7  Audit Report 2024-17508, Cybersecurity Vulnerability Management, January 30, 2025. 
8  Audit Report 2024-17521, Cloud Inventory, June 17, 2025. 
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FY 2025 FISMA Functions and Corresponding Domains 

Function Domain 

Govern 

 

Cybersecurity Governance 

Cybersecurity Supply Chain Risk Management 

Identify Risk and Asset Management 

Protect 
 
 
 

Configuration Management  

Identity and Access Management 

Data Protection and Privacy 

Security Training 

Detect Information Security Continuous Monitoring 

Respond Incident Response 

Recover Contingency Planning 

Table 1 
 

During the course of this audit, we determined the overall effectiveness of TVA’s 
ISP and practices by assessing the 25 IG metrics (within Appendix B) on a 
maturity model spectrum.  Table 2 below details the five maturity model levels. 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Table 2 
 

The maturity level was determined by answering the related FY 2025 IG metrics, 
which included 20 core and 5 supplemental IG metrics and using the average of 
the metrics in a particular domain to determine the effectiveness of individual 
function areas and the overall program.  The FISMA methodology considers 
metrics at a maturity level 4 (managed and measurable) or higher to be at an 
effective level of security.   
 

We conducted this performance audit in accordance with generally accepted 
government auditing standards.  Those standards require we plan and perform 
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis 
for our findings and conclusions based on our audit objectives.  We believe the 
evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objective. 
 

FY 2025 IG FISMA Maturity Definitions 

Maturity Level Maturity Level Description 

Level 1:  Ad-hoc 
Policies, procedures, and strategies are not formalized; 
activities are performed in an ad-hoc, reactive manner. 

Level 2:  Defined 
Policies, procedures, and strategies are formalized and 
documented, but not consistently implemented. 

Level 3:  Consistently 
Implemented 

Policies, procedures, and strategies are consistently 
implemented, but quantitative and qualitative 
effectiveness measures are lacking. 

Level 4:  Managed and 
Measurable 

Quantitative and qualitative measures on the 
effectiveness of policies, procedures, and strategies are 
collected across the organization and used to assess 
them and make necessary changes. 

Level 5:  Optimized 

Policies, procedures, and strategies are fully 
institutionalized, repeatable, self-generating, consistently 
implemented, and regularly updated based on a changing 
threat and technology landscape and business/mission 
needs. 
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