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EXECUTIVE SUMMARY

In accordance with our annual plan, the United States Capitol Police (USCP or the Department)
Office of Inspector General (OIG) conducted an audit of the Department’s financial statements
for the years ended September 30, 2023 and 2022. Our objective was to express an opinion on
the fairness of the financial statements in all material respects and report on controls over
financial reporting as well as on compliance with laws, regulations, and contracts. Our audit was
conducted in accordance with Government Auditing Standards.

Report on the Financial Statements - OlG rendered an unmodified opinion that the Department’s
financial statements present fairly, in all material respects, the financial position of the
Department as of September 30, 2023, and 2022, and its net costs, changes in net position, and
budgetary resources for the years then ended in conformity with accounting principles generally
accepted in the United States.

Report on Internal Control over Financial Reporting - OlG identified no material weaknesses
and three significant deficiencies in USCP’s internal control over financial reporting based on

the limited procedures we performed.

Report on Compliance with Laws, Regulations, and Contracts - OIG identified no instances of
noncompliance with selected provisions of laws, regulations, and contracts tested.

On December 8, 2023, OIG provided a draft report to Department officials for comment.
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Independent Auditor’s Report



WASHINGTON, DC 20003

OFFICE OF INSPECTOR GENERAL

Independent Auditor’s Report
To: The United States Capitol Police Board

In our audits of the fiscal years (FY) 2023 and 2022 financial statements of the United States
Capitol Police (USCP or Department), we found

e USCP’s financial statements as of and for the FYs ended September 30, 2023, and 2022, are
presented fairly, in all material respects, in accordance with U.S. generally accepted
accounting principles.

e No material weaknesses in internal control over financial reporting as of September 30, 2023
based on the limited procedures we performed, and

e three significant deficiencies in internal control over financial reporting as of September 30,
2023, and

e no reportable noncompliance for FY 2023 with provisions of applicable laws, regulations,
and contracts we tested.

The following sections discuss in more detail (1) our report on the financial statements, which
includes required supplementary information (RSI);! (2) our report on internal control over
financial reporting; (3) our report on compliance with laws, regulations, and contracts.

Report on the Financial Statements
Opinion

In accordance with 2 U.S.C. 1903, we have audited USCP’s financial statements. USCP’s
financial statements comprise the balance sheets as of September 30, 2023 and 2022; the related
statements of net cost, changes in net position, and budgetary resources for the fiscal years then
ended; and the related notes to the financial statements. In our opinion, USCP’s financial
statements present fairly, in all material respects, USCP’s financial position as of September 30,
2023, and 2022 and its net cost of operations, changes in net position, and budgetary resources
for the years then ended in accordance with U.S. generally accepted accounting principles.

! The RSI consists of “Management’s Discussion and Analysis” which is included with the financial statements.
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Basis for Opinion

We conducted our audits in accordance with auditing standards generally accepted in the United
States of America (GAAS); standards applicable to financial statement audits contained in
Government Auditing Standards, issued by the Comptroller General of the United States; and
guidance contained in Office of Management and Budget (OMB) Bulletin 24-01, Audit
Requirements for Federal Financial Statements. Our responsibilities under those standards are
further described in the Auditor’s Responsibilities for the Audit of the Financial Statements
section of our report. We are required to be independent of USCP and to meet our other ethical
responsibilities, in accordance with the relevant ethical requirements relating to our audit. We
believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis
for our audit opinion.

Responsibilities of Management for the Financial Statements

USCP management is responsible for
e the preparation and fair presentation of the financial statements in accordance with U.S.
generally accepted accounting principles;

e preparing, measuring, and presenting the RSI in accordance with U.S. generally accepted
accounting principles; and

e designing, implementing, and maintaining effective internal control over financial
reporting relevant to the preparation and fair presentation of financial statements that are
free from material misstatement, whether due to fraud or error.

Auditor’s Responsibilities for the Audit of the Financial Statements

Our objectives are to (1) obtain reasonable assurance about whether the financial statements as a
whole are free from material misstatement, whether due to fraud or error, and (2) issue an
auditor’s report that includes our opinion. Reasonable assurance is a high level of assurance but
is not absolute assurance and therefore is not a guarantee that an audit of the financial statements
conducted in accordance with GAAS, Government Auditing Standards, and OMB Bulletin 24-01
will always detect a material misstatement or a material weakness when it exists. The risk of not
detecting a material misstatement resulting from fraud is higher than for one resulting from error,
as fraud may involve collusion, forgery, intentional omissions, misrepresentations, or the
override of internal control. Misstatements, including omissions, are considered to be material if
there is a substantial likelihood that, individually or in the aggregate, they would influence the
judgment made by a reasonable user based on the financial statements.

In performing an audit in accordance with GAAS, Government Auditing Standards, and OMB
Bulletin 24-01, we:

e Exercise professional judgment and maintain professional skepticism throughout the
audit.

e Identify and assess the risks of material misstatement of the financial statements, whether
due to fraud or error, and design and perform audit procedures responsive to those risks.
Such procedures include examining, on a test basis, evidence regarding the amounts and
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disclosures in the financial statements in order to obtain audit evidence that is sufficient
and appropriate to provide a basis for our opinion.

e Obtain an understanding of internal control relevant to our audit of the financial
statements in order to design audit procedures that are appropriate in the circumstances,
but not for the purpose of expressing an opinion on the effectiveness of USCP’s internal
control over financial reporting. Accordingly, no such opinion is expressed.

e Evaluate the appropriateness of accounting policies used and the reasonableness of
significant accounting estimates made by management, as well as evaluate the overall
presentation of the financial statements.

e Perform other procedures we consider necessary in the circumstances.

We are required to communicate with those charged with governance regarding, among other
matters, the planned scope and timing of the audit, significant audit findings, and certain internal

control-related matters that we identified during the financial statement audit.

Required Supplementary Information

U.S. generally accepted accounting principles issued by the Federal Accounting Standards
Advisory Board (FASAB) require that the RSI be presented to supplement the financial
statements. Such information is the responsibility of management and, although not a part of the
financial statements, is required by FASAB, which considers this information to be an essential
part of financial reporting for placing the financial statements in appropriate operational,
economic, or historical context.

We have applied certain limited procedures to the RSI in accordance with U.S. generally
accepted government auditing standards, which consisted of (1) inquiring of management about
the methods used to prepare the RSI and (2) comparing the information for consistency with
management’s responses to the our inquiries, the financial statements, and other knowledge we
obtained during the audit of the financial statements, in order to report omissions or material
departures from FASAB guidelines, if any, identified by these limited procedures. We did not
audit and we do not express an opinion or provide any assurance on the RSI because the limited
procedures we applied do not provide sufficient evidence to express an opinion or provide any
assurance.

Report on Internal Control over Financial Reporting

In connection with our audits of USCP’s financial statements, we considered USCP’s internal
control over financial reporting, consistent with our auditor’s responsibilities discussed below.

Results of Our Consideration of Internal Control over Financial Reporting

Our consideration of internal control was for the limited purpose described below, and was not
designed to identify all deficiencies in internal control that might be material weaknesses? or

2 A material weakness is a deficiency, or combination of deficiencies, in internal control over financial reporting,
such that there is a reasonable possibility that a material misstatement of the entity’s financial statements will not be
prevented, or detected and corrected, on a timely basis. A deficiency in internal control exists when the design or
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significant deficiencies® or to express an opinion on the effectiveness of USCP’s internal control
over financial reporting. Given these limitations, during our 2023 audit, we did not identify any
deficiencies in internal control over financial reporting that we consider material weaknesses.
However, as discussed in Exhibit A, our FY 2023 audit identified deficiencies in USCP’s
controls over property, plant, and equipment (PP&E); advances and prepayments; and
information technology (IT) that represent significant deficiencies in USCP’s internal control
over financial reporting. Material weaknesses or significant deficiencies may exist that have not
been identified.

Although the significant deficiencies in internal control did not affect our opinion on USCP’s FY
2023 financial statements, misstatements may occur in unaudited financial information reported
internally and externally by USCP because of these significant deficiencies.

In addition to the significant deficiencies in internal control over PP&E, advances and
prepayments, and IT, we also identified other deficiencies in USCP’s internal control over
financial reporting that we do not consider to be material weaknesses or significant deficiencies.
Nonetheless, these deficiencies warrant USCP management’s attention. We have communicated
these matters to USCP management and, where appropriate, will report on them separately.

Basis for Results of OQur Consideration of Internal Control over Financial Reporting

We performed our procedures related to USCP’s internal control over financial reporting in
accordance with U.S. generally accepted government auditing standards and OMB audit
guidance.*

Responsibilities of Management for Internal Control over Financial Reporting

USCP management is responsible for designing, implementing, and maintaining effective
internal control over financial reporting relevant to the preparation and fair presentation of
financial statements that are free from material misstatement, whether due to fraud or error.

Auditor’s Responsibilities for Internal Control over Financial Reporting

In planning and performing our audit of USCP’s financial statements as of and for the fiscal year
ended September 30, 2023, in accordance with U.S. generally accepted government auditing
standards, we considered USCP’s internal control relevant to the financial statement audit in

operation of a control does not allow management or employees, in the normal course of performing their assigned
functions, to prevent, or detect and correct, misstatements on a timely basis.

3 A significant deficiency is a deficiency, or a combination of deficiencies, in internal control over financial
reporting that is less severe than a material weakness, yet important enough to merit attention by those charged with
governance.

4 OMB Bulletin No. 24-01, Audit Requirements for Federal Financial Statements, issued on October 19, 2023.
According to the guidance, for those controls that have been suitably designed and implemented, the auditor should
perform sufficient tests of such controls to conclude on whether the controls are operating effectively (i.e., sufficient
tests of controls to support a low level of assessed control risk). OMB audit guidance does not require the auditor to
express an opinion on the effectiveness of internal control.
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order to design audit procedures that are appropriate in the circumstances, but not for the purpose
of expressing an opinion on the effectiveness of USCP’s internal control over financial reporting.
Accordingly, we do not express an opinion on USCP’s internal control over financial reporting.
We are required to report all deficiencies that are considered to be significant deficiencies or
material weaknesses. We did not consider all internal controls relevant to operating objectives,
such as those controls relevant to preparing performance information and ensuring efficient
operations.

Definition and Inherent Limitations of Internal Control over Financial Reporting

An entity’s internal control over financial reporting is a process effected by those charged with
governance, management, and other personnel, the objectives of which are to provide reasonable
assurance that
e transactions are properly recorded, processed, and summarized to permit the preparation
of financial statements in accordance with U.S. generally accepted accounting principles,
and assets are safeguarded against loss from unauthorized acquisition, use, or disposition,
and
e transactions are executed in accordance with provisions of applicable laws, including
those governing the use of budget authority, regulations, and contracts, noncompliance
with which could have a material effect on the financial statements.

Because of its inherent limitations, internal control over financial reporting may not prevent, or
detect and correct, misstatements due to fraud or error.

Intended Purpose of Report on Internal Control over Financial Reporting

The purpose of this report is solely to describe the scope of our consideration of USCP’s internal
control over financial reporting and the results of our procedures, and not to provide an opinion
on the effectiveness of USCP’s internal control over financial reporting. This report is an
integral part of an audit performed in accordance with U.S. generally accepted government
auditing standards in considering internal control over financial reporting. Accordingly, this
report on internal control over financial reporting is not suitable for any other purpose.

Report on Compliance with Laws, Regulations, and Contracts

In connection with our audits of USCP’s financial statements, we tested compliance with
selected provisions of applicable laws, regulations, and contracts consistent with our auditor’s
responsibility discussed below.

Results of Qur Tests for Compliance with Laws, Regulations, and Contracts

Our tests for compliance with selected provisions of applicable laws, regulations, and contracts
disclosed no instances of noncompliance for FY 2023 that would be reportable under U.S.
generally accepted government auditing standards. However, the objective of our tests was not
to provide an opinion on compliance with laws, regulations, and contracts applicable to USCP.
Accordingly, we do not express such an opinion.
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Basis for Results of Qur Tests for Compliance with Laws, Regulations, and Contracts

We performed our tests of compliance in accordance with U.S. generally accepted government
auditing standards.

Responsibilities of Management for Compliance with Laws, Regulations, and Contracts

USCP management is responsible for complying with laws, regulations, and contracts applicable
to USCP.

Auditor’s Responsibilities for Tests of Compliance with Laws, Regulations, and Contracts

Our responsibility is to test compliance with selected provisions of laws, regulations, and
contracts applicable to USCP that have a direct effect on the determination of material amounts
and disclosures in USCP’s financial statements, and to perform certain other limited procedures.
Accordingly, we did not test compliance with all laws, regulations, and contracts applicable to
USCP. We caution that noncompliance may occur and not be detected by these tests.

Intended Purpose of Report on Compliance with Laws, Regulations, and Contracts

The purpose of this report is solely to describe the scope of our testing of compliance with
selected provisions of applicable laws, regulations, and contracts, and the results of that testing,
and not to provide an opinion on compliance. This report is an integral part of an audit
performed in accordance with U.S. generally accepted government auditing standards in
considering compliance. Accordingly, this report on compliance with laws, regulations, and
contracts is not suitable for any other purpose.

UNITED STATES CAPITOL POLICE
OFFICE OF INSPECTOR GENERAL

Jacob T. Powell, CPA, CFE, CISA
Assistant Inspector General for Audits
December 15, 2023

Washington, DC

499 South Capitol Street, SW, Washington, DC 20003 Phone: 202-593-4555






Exhibit A
FY 2023 Internal Control Deficiencies/Findings
Significant Deficiencies

For property classified by the Department as a system, a single line item in- accounts
for all components. As such, when receiving components, they are not assigned a unique
identifying number or record in The entry for the overall system represents
the entire set of components in , however the accurate recording of components would
be through a parent-child relationship with each component being a child of the overall system
or parent.

For assets received over the Department's capitalization threshold of $25,000, PAMD
coordinates with the OFM and the project manager to determine if in fact the item on the order
is a stand-alone capitalized asset or if it is a component of a capital system.

OFM performs compensating controls over property balances to ensure assets are properly
classified. OFM reviews invoices for transactions posted to GL 610000 Operating Expense
account to determine which purchases should be recorded as capital assets. OFM also reviews
disbursements for all posted transactions greater than $25,000 to ensure assets are properly
classified. Finally, OFM performs a reconciliation between the Department's financial system,

, and the property system of record, - to confirm all capital assets are
correctly accounted for on the Department's financial statements.

In FY 2021, OIG identified a radio system for which the Department did not have a listing of
the components. While Office of Information Systems (OIS) did maintain lists of some of the
components of the system, the Department did not have a comprehensive listing of all
components. When the Department placed the radio system into service, per documentation
in the accounting system supporting the transaction, the main components were - large
outdoor antennas, over ipindoor antennas, over- hand-held radios, and over-
vehicle radios. OIS was able to provide us with some details for these components, but was
unable to provide up-to-date listings of the vehicle radios and hand-held radios. In FY 2022,
OIS provided a listing of major components for the radio system which included.
comparators to account for the entire radio system.

Additionally, in FY 2022, OIG selected a sample of fifteen assets for testing and noted that
two of the selected assets were also systems. These identified systems, the

were tracked by the Department similarly to the radio
system with one line item accounting for all components of the property system. The two
systems were maintained by SSB and all components related to these systems were tracked
separately through the ‘

In FY 2022, SSB confirmed that they do not reconcile - to -, USCP’s official
system of record for all personal property, or properly perform inventory as required by the
USCP Standard Operating Procedure (SOP) . For example,
SSB conducts a partial inventory annually; whereas, the SOP states a partial inventory will be
conducted semi-annually and a wall-to-wall (i.e., complete) physical inventory annually.

Additionally, SOP - was last updated in 2012.

10
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Exhibit A
FY 2023 Intermal Control Deficiencies/Findings
Significant Deficiencies

In FY 2023, OIG selected a sample of 13 assets for testing and noted that seven of the assets
were systems maintained by SSB or OIS with acquisition costs totaling $28.2 million. Similar
to other systems identified in the prior two years, all systems selected in FY 2023 were tracked
by the Department with one line item accounting for all components within the property
system. Further, for six of the seven systems, we noted that the acquisition cost of the systems
had not been updated for significant additions or disposals.

Additionally, in performing procedures over the completeness of property records, OIG
selected a sample of 25 active assets of which seven of the assets had USCP barcodes but could
not be traced back to . Further, OIG noted approximately $1.4 million of capital
property was accrued for in , the Department's financial system of record, but had
not been recorded in . Therefore, this asset did not appear in the Department's
reconciliation used to identify and record capital property.

Finally, we noted when reclassifying assets as capital, the Department’s posting logic credits
GL 610000 - Operating Expenses instead of GL 661000 - Cost Capitalization Offset, as
required by the USSGL. The use of GL account 661000 helps ensure the completeness of
capital asset records.

The Department does not have a process in place to adequately identify and account for multi-
component asset systems. Additionally, the Department does not have a process in place to
maintain an adequate inventory of the items that comprise multiple item assets.

Although USCP Directive , states items considered
components of a capitalized system do not require a barcode, given the size, complexity, and
cost of these critical systems, major components should be tracked and inventoried.

Additionally, the policies and procedures forF are not maintained or utilized for proper
tracking of assets related to SSB systems. Further, there are capital assets that the Department
has received, however they have not been recorded with a barcode in-. Finally, when
reclassifying assets as capital, the Department’s posting logic credits GL 610000 - Operating
Expenses instead of GL 661000 - Cost Capitalization Offset, as required by the USSGL.
Without adequate processes to effectively track all PP&E, the Department risks materially
misstating their financial statements.

Recommendation 1: We recommend that the United States Capitol Police Property
and Asset Management Division update Directive _
to require additional accountability for components of systems and

work with the responsible bureaus/offices to determine how critical components are
identified, inventoried, and maintained related to these multi-item systems.

Recommendation 2: We recommend that the United States Capitol Police (USCP)

Security Services Bureau update and enforce the USCP Standard Operating
Procedure *, dated April 30, 2012, to ensure that the

11
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Exhibit A
FY 2023 Internal Control Deficiencies/Findings
Significant Deficiencies

pending installation, or bulk items such as x-
rays and magnetometers. Upon finalizing the
accountability flow and inventory
requirements, SSB concurs with the update
and enforcement of SOP

Management concurs with this
recommendation. To address this issue, the
PAMD will continue to work with groups in
which this issue has been identified to
establish a PAMD asset/inventory
management footprint to mitigate this
deficiency. In addition, the PAMD will
continue to work with OFM to ensure that
these items are properly routed through the
PAMD for recordation through

Management concurs with this
recommendation and OFM will begin
recording GL 661000 in FY24.

2. Misclassification of Capital Property (New Finding)

The Department’s control to identify and capitalize property over the USCP’s capitalization
threshold of $25,000 is not operating effectively. According to USCP Directive
, when the
Department receives property, the PAMD officially receives all assets and enters them into
- the Department’s system of record for personal property. If PAMD does not receive
the property, it is the Storeroom Custodian’s responsibility to notify PAMD of the property so
that it can properly be reported by PAMD and OFM.

After the property is received and entered into -, OFM works with PAMD and project
managers to determine whether the asset should be capitalized. Specifically, each month,
OFM staff reviews invoices for transactions that post to the GL 610000 Operating Expenses
account to determine which purchases should be recorded as capital assets. In addition to this
process, OFM staff also reviews disbursements for all posted transactions greater than
$25,000 as a compensating control to ensure assets are properly capitalized.

However, one $7.3 million asset was received by a custodian who communicated to PAMD
that the asset was a component of a system instead of a stand-alone asset. Because
components of systems are not recorded in- individually, when OFM discovered this
asset was a stand-alone asset, it had not been reported in - Additionally, the property
was not identified by OFM during their review processes. Therefore, this asset circumvented
all Department controls and was inaccurately classified as an expense.

13
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Exhibit A
FY 2023 Internal Control Deficiencies/Findings
Significant Deficiencies

OFM’s internal control to review disbursements for all transactions greater than $25,000
was not operating effectively. Specifically, the report run to identify disbursements was not
complete resulting in a gap in OFM’s review. Without effective controls to identify capital
property, the Department risks materially misstating their financial statements. In FY 2023,
the Department recorded an adjustment for the misclassified capital asset of approximately
$7.3 million.

Recommendation 5: We recommend that the United States Capitol Police Office of
Financial Management ensure their controls to identify capital property are
operating effectively.

Status of Finding and Recommendations: Management Response:

New Finding Management concurs with this
recommendation. OFM will update its
controls accordingly in FY24 to ensure
capital property is recorded accurately and
timely.

Finding No. 2: Advances and Prepayments

Summary Status:  Significant Deficiency Current Year
New Finding

The Department does not have effective controls in place to identify and record advances and
prepayments. Specifically, the Department recorded approximately $5 million of goods and
services that had not been received as of year-end as Expenses and Construction in Progress
instead of Advances and Prepayments. Over half of the $5 million was an advance to a
commercial vendor for armoring and upgrades of leased vehicles. The Department subsequently
recorded an accounting adjustment of $2.6 million to correct this error and recognize the
advance. We concluded that when combined together, the advance and prepayment related
findings constituted a significant deficiency for FY 2023. The following table provides details of

the findings and recommendations of the FY 2023 audit related to this significant deficiency.

3. Accounting for Advances and Prepayments (New Finding)

The Department does not have a process in place to identify and record advances and
prepayments. As of September 30, 2023, the Department recorded approximately $5 million
of expenses for which the related goods or services had not been received. The advances and
prepayments were primarily for subscription services, support contracts, software licenses, and
armoring of leased vehicles. While the Department recognized intragovernmental advances
and prepayments of approximately $864,000 as of September 30, 2023, the Department did
not recognize any advances and prepayments with the public as of this date. With
approximately $205 million in non-payroll expenses for FY 2023, it is unlikely that the
Department would not have advances and prepayments with the public at year-end.

14
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Exhibit A
FY 2023 Internal Control Deficiencies/Findings
Significant Deficiencies

Note that some of the advances identified were reported in conjunction with other testing in
finding MLC 3, “Firearms and Use of Force Simulator Training System Contract”, and the
“Inaccurate Recording of an Advance” finding below.

The Department does not have a process in place to accurately identify and record advances
and prepayments. The Department records all payments for goods and services with the
public as expenses including those that have not yet been received or incurred. For FY 2023,
the Department did not report any advances and prepayments with the public.

As of September 30, 2023, USCP overstated GL account 610000, Operating
Expenses/Program Costs, and understated GL account 141000, Advances and Prepayments, by
approximately $5 million. Without a process in place to accurately account for advances and
prepayments, there is a risk USCP management will continue to misstate these balances.

Recommendation 6: We recommend that the United States Capitol Police Office of
Financial Management design and implement a process to identify and record
advances and prepayments.

Status of Finding and Recommendations: Management Response:

New Finding Management concurs with this
recommendation. OFM will identify and
record advances and prepayments.

4. Inaccurate Recording of an Advance (New Finding)

The Department made an advance payment to a commercial vendor for armoring and upgrades
of leased vehicles, but recorded the payment as an increase to GL account 172000,
Construction in Progress (CIP), in_ rather than recording an increase to GL
account 141000, Advances and Prepayments.

To lease armored vehicles, the Department pays a vendor an up-front agreed upon amount for
the vendor to purchase, strip, and armor vehicles. After the work is completed, the
Department leases the vehicles from the vendor. At the time the initial CIP increase was
recorded in_ the lease term of the vehicles had not yet begun. Additionally, USCP
has no access to nor gains any economic benefit from the leased vehicles until the vehicles are
received from the vendor and the lease begins.

The USCP’s OFM’s, Directive _ states, “Costs

capitalized as CIP include contractor services for design and engineering, parts, materials, and
freight, and the costs must be accumulated under general ledger account 1720.” Based on
USCP’s directive, advances paid to contractors for armoring and upgrades of leased vehicles
were classified as CIP instead of as an advance.

As of September 30, 2023, USCP had overstated GL account 172000, CIP, and understated
GL account 141000, Advances and Prepayments by approximately $2.6 million. The

15
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Exhibit A
FY 2023 Internal Control Deficiencies/Findings
Significant Deficiencies

USCP does not have an effective process or procedures in place to ensure that security policies
and system security plans are periodically reviewed and updated to reflect the most current
NIST guidance. Without ensuring that the most current NIST guidance is referenced in USCP
policies and procedures, USCP cannot ensure that system security plans and security
assessment plans include the appropriate security controls.

Recommendation 17: We recommend that United States Capitol Police establish and
implement processes and procedures to ensure that periodic reviews include checking
for outdated guidance.

Status of Finding and Recommendations: Management Response:

New Finding Management concurs with the
recommendation. OIS will establish a process
to ensure it is using the most up-to-date
security guidance.

10. Conflicting Roles Need to Be Defined to Implement IPP and - Segregation of
Duties (New Finding)

OFM has not documented IPP roles and responsibilities or defined conflicting roles to include
in a segregation of duties matrix that identifies roles that require segregation for the IPP
system. OIS and OFM do not have an effective policy or procedures in place to ensure that
conflicting roles are identified for the IPP application. Without identifying conflicting roles,
OIS and OFM cannot properly implement and enforce segregation of duties within the IPP
application.

In addition, PAMD has not identified conflicting roles to include in a segregation of duties

matrix that identifies roles that require segregation for the - system.

conflicting roles are identified for the application. Without identifying conflicting
roles, PAMD and OIS cannot properly implement and enforce segregation of duties.

OIS and PAMD do not have an effective iolicy or procedures in place to ensure that

Recommendation 18: We recommend that the United States Capitol Police Office of
Financial Management identify conflicting roles within the Invoice Processing
Platform.

Recommendation 19: We recommend that United States Capitol Police Office of
Information Systems and Proieri and Asset Management Division identify

conflicting roles within the application.
Status of Finding and Recommendations: Management Response:
New Finding Management concurs with this

recommendation. OFM will perform an
internal control review (ICR) to identify any
segregation of duties issues for active IPP

22
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Exhibit A
FY 2023 Internal Control Deficiencies/Findings
Significant Deficiencies

Recommendation 21: We recommend that United States Capitol Police Office of
Financial Manaiement establish and implement effective access controls to ensure

required password parameters are enforced.
Status of Finding and Recommendations: Management Response:
New Finding Management concurs with this

recommendation. OFM will update
password parameters to
correspond to NIST 800-53, Revision 5 OFM

will also update the Directive -

agrees with the password parameter changes
and pre-existing parameters

1_3.- Access Control Process Needs Improvement (New Finding)

A - user account was initially mapped to the wrong user. However, the account has
since been deactivated. This occurred because OIS does not have an effective policy or
procedures in place to ensure that HelpDesk/system administrators are properly managing
access to systems used by USCP employees. Without effectively managing system access,
USCP can not prevent or detect unauthorized system access.

Recommendation 22: We recommend that United States Capitol Police Office of
Information Systems, in coordination with the Office of Human Resources, establish
and implement effective _ access controls to ensure user profiles are
properly mapped to the appropriate individual.

Status of Finding and Recommendations: Management Response:

New Finding Management concurs with this
recommendation, committing to an ongoing
enhancement of access control measures to
further optimize their effectiveness ensuring
user profile assignment.
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UNITED STATES CAPITOL POLICE

Financial Statements and Notes
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UNITED STATES CAPITOL POLICE

Management’s Discussion and Analysis
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CONTACTING THE OFFICE OF INSPECTOR GENERAL

Success of the OIG mission to prevent fraud, waste, abuse, or mismanagement depends on
the cooperation of employees and the public. There are several ways to report questionable
activity.

Call us at 202-593-3868 or toll-free at 866-906-2446. A confidential or anonymous message
can be left 24 hours a day/7 days a week.

Toll-Free
1-866-906-2446

Write us:

United States Capitol Police

Attn: Office of Inspector General
499 South Capitol St. SW, Suite 345
Washington, DC 20003

Or visit us:
499 South Capitol Street, SW, Suite 345
Washington, DC 20003

You can also contact us by email at: OIG@USCP.GOV

When making a report, convey as much information as possible such as:
Who? What? Where? When? Why? Complaints may be made anonymously or you may
request confidentiality.

Additional Information and Copies:
To obtain additional copies of this report, call OIG at 202-593-4201.








