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INSPECTOR GENERAL

PREFACE

The Office of Inspector General (OIG) prepared this report pursuant to the Inspector
General Act of 1978, as amended. It is one of a series of audits, reviews, and
investigative and special reports OIG prepares periodically as part of its oversight
responsibility with respect to the United States Capitol Police (USCP) to identify and
prevent fraud, waste, abuse, and mismanagement.

This report is the result of an assessment of the strengths and weaknesses of the office
or function under review. Our work was based on interviews with employees and
officials of relevant agencies and institutions, direct observation, and a review of
applicable documents.

We developed our recommendations based on the best knowledge available to OIG
and discussed in draft with those responsible for implementation. It is my hope that
the recommendations will result in more effective, efficient, and/or economical
operations.

| express my appreciation to those contributing to the preparation of this report.

o £ DTS It

Michael A. Bolton
Inspector General
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EXECUTIVE SUMMARY

In accordance with our Annual Performance Plan Fiscal Year 2019, the Office of Inspector
General (OlG) conducted a performance audit of the United States Capitol Police (USCP or the
Department) Records Management Program. OIG objectives were to determine if the
Department (1) established adequate policies and procedures for its Records Management
Program, (2) established effective controls for ensuring the integrity of the Records Management
Program, and (3) complied with applicable laws, regulations, and guidance. Our scope included
controls, processes, and operations during calendar year 2018,

uscr [
February 18, 2005, did not reflect USCP’s prevailing infrastructure or practices and was not in

alignment with best practices. For example, the policy did not adequately address electronic
records such as email retention timeframes. The policy also did not include adequate procedures
for converting physical records to electronic records or records maintained in an information
system.

USCP lacked an internal control for establishing an inventory of Department records. The
Government Accountability Office’s Standards for Internal Control in the Federal Government,
state, “Documentation and records are properly managed and maintained.” Although the
Department documented its guidance for . the Records
Manager within the Office of Policy and Management Systems (OPOL) did not have an
inventory of record types and their locations. Each office and bureau independently managed
internal records through appointed Records Liaisons. The individual office record types and
inventories were not transparent to the Department’s Records Manager.

USCP did not comply with best practices related to training of Records Liaisons. National
Archives and Records Administration (NARA) Bulletin 2017-01, Agency Records Management
Training Requirements, dated November 29, 2016, states, “Agencies must provide records
management training to all agency personnel that create, receive, access, or use Federal records
on behalf of the agency, regardless of whether those individuals have email accounts or IT
[Information Technology] network access.” As a legislative branch agency, USCP was not
required to follow NARA guidance; however, this guidance constitutes best practices. OPOL
developed an outreach program using individual bureau and oftice Records Liaisons to assist in
the governance of records management across the Department. However, Records Liaisons from
each bureau and office did not attend the 2015 and 2017 Records Liaison training sessions. In
addition, the training did not encompass all the responsibilities for records management
activities.

OIG made three recommendations as shown in Appendix A. On June 14, 2019, OIG provided a
draft report to the Department for comments. We incorporated the Department’s comments and
attached its response in its entirety in Appendix B.
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BACKGROUND

The Office of Policy and Management Systems (OPOL) is responsible for USCP’s Records
Management Program. OPOL’s other responsibilities include the United States Capitol Police
(USCP or Department) written directrve system for policies and standard operating procedures.
law enforcement accreditation. strategic planming, management of the force development
process, performance measures. and forms management and printing services.

, dated
cribed on

February 5, epartment s records management process. As

¢ Describe and docnnents services under the jurisdiction of the Chief of Police.

¢ Apply to all records of the Department—regardless of medium (paper, microfonu.
electronic, audiovisual. and record copies of Department publications)}—created,
collected, processed. used, stored. and or disposed of by Department organizational units
and their employees

¢ Defe the nussion and principles of the Department’s Records Management Program.
mcorporates applicable requirements into standard departmental practices. enumerates
basic Records Management Program requirements. and sets forth responsibilities for
records management.

The policy and schedule 15 n the revision process to modernmze the Department’s Records
Management Program.

On June 5. 2015. the USCP Chief of Police Memorandum

the Records Liaison role to assist OPOL wath the managing recor
Department bureaus and offices. The duties of Records Limsons include:

s (Creating and updating procedures for their offices in accordance with established USCP
and program policies.
Performing evaluations of their Records Management Program
Developing plans and procedures for bureaus offices to organize records. which should
aid in faster location of records

+  Assisting with disposition activities, mcluding retirement of mactive records, transfer of
permanent records to the National Archives and Records Admimstration (NARA). and
destiuction in accordance with approved records schedules

! PoliceNet is the Depariment s intranet.

r
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¢ Conducting an annual audit to ensure office records are current and mitate procedural
clhanges
Imitiating and Keeping retirement. transfer, and destruction documentation of records.
Reviewing and recommending requests for records equipment. services, and supplies.

OBJECTIVES, SCOPE, AND METHODOLOGY

In accordance with our 4nnnal Performance Plan Fiscal Year 2019. the Office of Inspector
Geueral (O1G) conducted a performance audit of the USCP Records Management Program. OIG
objectives were to determine if the Departiment (1) established adequate policies and procedures
for the records management program. (2) established effective controls for ensuring integrity of
the records management program. and (3) complied with applicable laws. regulanons. and
gmdance. Owr scope included controls, processes. and operations during calendar year 2018.

To accomplish our objectives. we interviewed officials from OPOL and the Office of
Information Systems (OIS) and reviewed docimmentation to gain an understanding of the
evaluation process. To determime records management efforts within individual bureans and
offices. we provided a questionnaire to the Records Liaison identified for each ottice. To
deternune compliance. we reviewed the following gidance. consisting of USCP policies, and
biest practices:

o NARA_ The General Records Schedules, dated December 2017.

s NARA Bulletin 2017-01. Agency Records Management Training
Requirements. dated November 29, 2016.

e US. Govemment Accountability Office (GAQ). Srandards for Internal
Control in the Federal Govermmenr, dated September 2014,

e Office of Management and Budget (OMB) and NARA. Memorandum for the
Heads of Executive Departments and Agencies and Independem Agencies,
dated August 24, 2012.

s USCP
ated February 18, 2005,

OIG conducted this perfonnance audit in Washington, D.C.. from February through May 2019 1n
accordance with generally accepted government auditing standards. Those standards require that
we plan and perform the andit to obtam sutficient. appropriate evidence that will provide a
reasonable basis for our findings and conclusions based on our audit objectives. We believe that
the evidence obtained provides a reasonable basis for our findings and conclusions based on ow
audit objectives. On June 14, 2019, we provided a draft copv of this report to Department
officials for comments. See Appendix A for a complete list of OIG recommendations. OIG

-
A
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incorporated Depariment comments as applicable and attached their response to the report in its
entirety as Appendix B.

RESULTS

Overall, USCP did not have up-to-date policies and procedures related to the Records
Management Program. In addition, the Department lacked an internal control to establish an
inventory of all records. Finally, USCP did not comply with best practices related to training of
Records Liaisons.

QOutdated Policies and Procedures

o Y - -
February 18, 2005, did not reflect USCP’s prevailing infrastructure or practices and was not in
alignment with best practices. The policy references outdated NARA recommended email
{electronic records) retention guidelines. Additionally, the Department did not develop
timeframes or a written policy for retention or litigation holds for emails. Although it had
procedures for maintaining emails, the Department did not develop a defined policy for both the
retention and litigation holds for emails.

MNARA developed The General Records Schedule (GRS), dated December 2017, including
Section 6.1 Email Managed under a Capstone Approach. The GRS requires that emails for key
staff members are retained permanently. cut off in accordance with the agency’s business needs,
then transferred to NARA for retention. For other staff members, emails must be retained
between 3 and 7 years for administrative/support and other staff, respectively.

The Department’s

iﬂdid not include adequate policies or procedures for converting physical records to
clectronic records or records maintained in an information system. The policy states that the
Department “does not recommend or encourage burcaus/offices to maintain permanent records
exclusively in electronic format.” However, that guidance is not in line with the transition most
Government entities have followed for converting physical files to electronic media.

As a best practice, OMB and NAR A Memorandum for the Heads of Executive Departments and
Agencies and Independent Agencies, M-12-18, dated August 24, 2012, “requires that to the
fullest extent possible, agencies eliminate paper and use electronic recordkeeping, It is
applicable to all executive agencies and to all records, without regard to security classification or
any other restriction.”

Furthermore, the Department has drafted a directive to replace thc_
# that assigns roles and responsibilities to
Records Liaisons. However, the draft directive has been in development for the past 5 years and
is under review by the Office of General Counsel. The draft directive focuses primarily on

4
Performance Audit of the United Stales Capilol Police Records Management Program OIG-2009-10, July 20015




physical records management. The Department did not, however, have a up-to-date
organization-wide policy for retention of records. In addition, a USCP official stated that the
Department did not have defined policies and procedures for storage and retention of electronic
records. Without defined policies and procedures for retention of electronic records and their
management, USCP could incur additional costs for storage capacity or end up with inadequately
secured electronic records.

Conclusions
The Department did not have up-to-date procedures related to its Records Management Program.
Failure to keep policies and procedures up-to-date could result in inadequate preservation of

records. Thus, OIG makes the following recommendation.

Recommendation 1: We recommend the United States Capitol Police (1) update the

(2) consider documenting policies and procedures for digitizing records and
requirements of information system records management, and (3) consider
implementing a retention policy for all electronic records including emails and
media.

Lack of Internal Controls to Establish a Records Inventory

USCP lacked internal controls to establish an inventory of all Department records. GAO's
Standards for Internal Control in the Federal Government, dated September 2014, state,
“Documentation and records are properly managed and maintained.” Although the Department
documented the“, the Records Manager within OPOL
did not have an inventory identifying record types and locations. Each office and bureau
independently managed internal records through appointed Records Liaisons. The individual
office record types and inventories were not transparent to the Department’s Records Manager.
[n some cases, offices did not have Records Liaisons assigned, or the Records Liaison identified
by the Records Manager was unaware that they were a Records Liaison. Without an accurate
inventory of records and locations, managing records in accordance with Records Liaison
responsibilities and OPOL guidance may not occur, potentially resulting in inadequate
management of known records.

Conclusions

The Department lacked internal controls to establish an inventory of all Department records.
Without such an inventory. USCP may not be able to manage records appropriately. Thus, OIG
makes the following recommendation.

Recommendation 2: We recommend the United States Capitol Police (1) develop a
records inventory that documents the types of records used across the Department,
and (2} document Records Liaisons and periodically update assignment records.

]
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Non-compliance with Best Practices Related to Training

USCP did not comply with best practices related to training of designated Records Liaisons.
NARA Bulletin 2017-01, Agency Records Mahagement Training Requirements, dated November
29, 2016, states, “Agencies must provide records management training to all agency personnel
that create, receive, access, or use Federal records on behalf of the agency, regardless of whether
those individuals have email accounts or IT [Information Technology] network access.™ As a
legislative branch agency, USCP was not required to follow NARA guidance. However, this
guidance constitutes best practices. OPOL developed an outreach program using individual
bureau and office Records Liaisons to assist in the governance of records management across the
Department. However, Records Liaisons from each bureau and office did not attend the 2015
and 2017 training sessions. In addition, the training did not encompass all records management
responsibilities. Records Liaisons require additional training for all stages of the records
management lifecycle, such as the creation, maintenance and use, disposition, and the distinction
between temporary and permanent records.

Conclusions

USCP did not comply with best practices related to training of Records Liaisons. Without proper
training, Department Records Liaisons may not be aware of their responsibilities. Thus, OIG
makes the following recommendation.

Recommendation 3: 'We recommend that the United States Capitol Police
implement a process for providing Records Liaisons with periodic training that
encompasses all of the phases for records management and liaison responsibilities.

6
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APPENDICES
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Appendix A
Page 1 of 1

List of Recommendations

(2) consider documenting policies and procedures for digitizing records an
requirements of information system records management, and (3) consider
implementing a retention policy for all electronic records including emails and
media.

Recommendation 2: 'We recommend the United States Capitol Police (1) develop a
records inventory that documents the types of records used across the Department,
and (2) document Records Liaisons and periodically update assignment records.

Recommendation 3: We recommend that the United States Capitol Police
implement a process for providing Records Liaisons with periodic training that
encompasses all of the phases for records management and liaison responsibilities.
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Appendix B

Pagelofl
DEPARTMENT COMMENTS
%
X UNITED STATES CAPITOL POLICE
e e bl (i TME CHsEs
P e 1o GTRERT, e
WASHHG MY, DE nsTeTe
June 32, 2010
COr 1vMzy
MEMORANDUM
TO: Michnel A. Bolton

Inspecior General

FROM: Steven A, Sund
Chief of Palice

SURJECT: Response w Office of lnspector General dralft repont Performance Audit of ihe
Linitedd Staives Copitod Police Records AManagewteny Program: (Report No. OIG-
201010y

The purpoge of this memorandur i to provide the United States Capitod Police respomnse
o the recommendations comgined within the Office of Inspector Genérul™s (O1G) draft repont
Perfornmes Awdie of the Unied Stares Copired Polive Recordds Mamagement Program {Report
No. Q1G-20019-10).

The Deperiment generadly agrees with all of the recommenuations and apprecianes the
oppertenity to work with the OIG to funher improve upon the policics and procedures in place
with the Reconds Management Program. The Departroent will assign Action Plans to approprate
personnel repanding each recopmendation in eMeet in order 10 achieve long term resaltition of
these matters,

Thank you fer the opporunity w respond to the O1G s deali report. Y our comineed
support of the women and men of the United $ates Capitol Police is appreciated,

Very respectfilly.

(L2

Sreven A, Sumed
2L Chicfof Police

ce:  Chad B, Thomas, Acting Assistest Chiel of Policc
Richard L. Braddock, Chiel Administrative Officer
SCP Audil Liaison

Rayionafty Accroditey by B Commegyien on Aztrodiiion for Liw Enforoamast Apprres jac,
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CONTACTING THE OFFICE OF INSPECTOR GENERAL

Success of the OIG mission to prevent fraud, waste, abuse, or mismanagement depends on
the cooperation of employees and the public. There are several ways to report questionable
activity.

Call us at 202-593-3868 or toll-free at 866-906-2446. A confidential or anonymous message
can be left 24 hours a day/7 days a week.

Toll-Free - 1-866-906-2446

Write us:

United Stares Capitol Police

Attn: Office of Inspector General
499 South Capitol St. SW, Suite 345
Washington, DC 20003

O visit us:
499 South Capitol Street, SW, Suite 345
Washington, DC 20003

You can also contact us by email at: cig@uscp.

When making a report, convey as much information as possible such as:
Who? What? Where? When? Why? Complaints may be made anonymously or you may
request confidentiality.

Additional Information and Copies:

To obtain additional copies of this report, call OIG at 202-593-4201.






