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The objective of this review was to evaluate the Commission's compliance with 
Executive Order 12356, National Security Information, and the implementing 
directives issued by the National Security Council and Information Security 
Oversight Office (ISOO) of the General Services Administration. The Executive 
Order provides that each agency should establish controls to ensure that 
classified information is used, processed, stored, reproduced, transmitted, 
and destroyed only under conditions that will provide adequate protection and 
prevent access by unauthorized persons. 

We found that the Commission has developed an information security program 
with policies and procedures generally consistent with the Executive Order and 
implementing ISOO regulations. In some instances, compliance with the 
policies and procedures is substantial, as in using proper security containers 
and signing Nondisclosure Agreements. 

However, we identified multiple areas that are not material where policies and 
procedures need to be refined and compliance increased in order to fully 
comply with the provisions of the Executive Order and ISOO regulations. Our 
findings in these areas are: 

The Commission issues the same type of identification badges to 
individuals with and without security clearances (page 4) ; 

Physical security included weaknesses such as: the primary control 
to ensure combinations were changed as required did not clearly 
include all security containers, combinations were being changed 
by locksmiths without security clearances, offices generally did 
not use an accountability log, the annual inventory did not 
include responses from all offices or all required categories of 
classified documents, inadequate controls over burn bags, 
particularly that they were given to a contractor without a 
security clearance, and that records were not maintained on 
destruction of Secret documents (pages 5-8); 

Some of the standard forms for document security were used 
sporadically (pages 9-11); 
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Confidential reports and workpapers were not marked in accordance 
with current guidance (pages 11-12); 

The Security Education Program does not include termination or 
foreign travel briefings, and the refresher briefing was last 
offered over a year ago and not attended by all employees (pages 
12-15); 

The Commission has not developed emergency plans as required by 
the Executive Order (pages 15-16); and 

The Commission has not implemented a self-inspection program to 
provide oversight and individual offices' document control plans 
were inadequate or out-of-date (pages 16-17). 

Based on the above findings, we recommend that the Director of Administration: 

Institute new procedures on issuing identification badges 
(page 4); 

Implement various controls over physical security addressing 
combinations, accountability, and destruction of classified 
documents (page 8); 

Adopt the use of standard forms prescribed for national security 
information (page 11); 

Familiarize Commission employees with current guidance on 
classification (page 12); 

Evaluate and revise the security education program (page 15); 

Develop an emergency plan in cooperation with the Information 
Security Committee (page 16); 

Improve oversight of the Commission's information security program 
by developing and implementing a self-inspection program and 
revising Commission policies on information security (page 17). 

The Director, Office of Administration agreed with our findings and 
recommendations, and has already started to take appropriate actions. His 
comments are discussed in more detail on pages 5, 9, 11, 12, 15, 16 and 17, 
and presented in their entirety as an Appendix to this report. 

/cu,_ J:~ c1rc:i;l J 1 
~:~~e E. Altenhofen ~

Inspector General 
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The Office of Inspector General (OIG) has completed a review of the 
Commission's information security program. This review was scheduled to 
coincide with a review performed by the Information Security Oversight Office 
(ISOO) of the General Services Administration. The objective of this review 
was to evaluate the Commission's compliance with Executive Order 12356, 
National Security Information, and the implementing directives issued by the 
National Security Council (NSC) and ISOO. 

Our review was conducted in May through July 1990. The review was performed 
at Commission headquarters in Washington, D.C. in the Offices of 
Administration, Executive and International Liaison (XL), General Counsel 
(GC), the Secretary (SE), and the Agriculture, Fisheries, and Forest Products 
(AG) and Energy and Chemical (E&C) Divisions in the Office of Industries 
(IND). We interviewed office representatives to determine policies and 
procedures concerning the receipt, storage, transmission and destruction of 
classified material. As part of the office reviews, we traced a sample of 
Secret documents selected from the 1990 inventory to observe whether they were 
properly stored and marked. 

This review focused on controls over National Security Information (NSI) 
classified as Confidential or Secret. Most NSI at the Commission is generated 
or obtained in connection with the preparation of Section 332 reports and 
classified at the Confidential level. The Commission has no Top Secret 
information or Special Access Programs. 

The Commission policy is for all employees (including temporaries and summer 
help) to have Secret security clearances. The Commissioners and three 
Commission staff members have Top Secret security clearances. We reviewed 
policies and procedures concerning Commission employees and visitors, such as 
issuing security clearances and badges~ We specifically reviewed whether 
employees had signed non-disclosure agreements and attended security 
briefings. 

We reviewed reports issued by ISOO and the National Security Agency (NSA) on 
the Commission's security programs. The ISOO reports, issued in September 
1987 and July 1990, included the results of their inspections conducted as 
part of their oversight responsibilities. The NSA report was done in response 
to the Commission's request for them to conduct a review ascertaining whether 
the Local Area Network could be certified to store and transmit classified 
information. We also reviewed the General Accounting·Office report 
"INTERNATIONAL TRADE Observations on the Operations of the International Trade 
Commission" (GAO/NSIAD-87-80), issued in February 1987, which included items 
related to NSI. 

This review was performed in accordance with generally accepted government 
auditing standards. Accordingly, the review included an examination of 
internal controls and other auditing procedures that were considered necessary 
under the circumstances. 
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Executive Order 12356, issued in April 1982, requires each Federal agency to 
designate a senior agency official to direct and administer its information 
security program. The Chairman has designated the Director of Administration 
as the Commission's security officer. The Director of Administration is 
responsible for the implementation and oversight of information security 
programs and procedures in the Commission, including ensuring conformity with 
the provisions of the Executive Order. 

The Commission also has an Information Security Committee (ISC) which is 
responsible for implementing and overseeing information security programs and 
procedures, acting on all questions, suggestions, and complaints with respect 
to the Commission's administration of the program: and establishing a program 
for employee education and awareness. 

The Executive Order charges the NSC with responsibility for providing overall 
policy direction and ISOO with responsibility for ens.uring effective 
implementation of the Executive Order. With NSC approval, ISOO issued 
regulations in June 1982 that include guidance on derivative classification, 
safeguarding, security education and oversight. The NSC issued National 
Security Decision Directive 197, Reporting Hostile Contacts and Security 
Awareness, in November 1985, that requires each agency to create and maintain 
a formalized security education program addressing foreign contacts. 

Commission guidance related to NSI is included in the following Directives: 

1301 
1303 
1305 
1350 

06/23/77 
11/21/84 
04/24/90 
01/25/84 

Subject 

Changing Safe Combinations 
Personnel Security (National) Program 
Improved Physical Security at the USITC 
National Security Information (under revision) 

In addition, a draft Directive 1304 on Security Container Combinations for 
Storage of NSI was prepared in August 1987. Directive 1345, Information 
Security Program, was issued on July 31, 1990. Our field work was completed 
by that time, but we did consider the Directive in preparing the draft report. 

Directive 1350 provides that Office Directors are responsible for reviewing 
this Directive with their employees annually and sending a certification to 
the Director of Administration. Office Directors have never been requested to 
review the Directive with their employees. This requirement has been 
superseded by a centralized security education program instituted by the 
Office of Administration. 

As required, the Commission issued regulations implementing the Executive 
Order and ISOO Directive (19 CFR Ch II Subpart F). The regulations include a 
section on mandatory declassification and state that suggestions or complaints 
regarding the agency's information security program should be submitted to the 
Director of Administration. 
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The Executive Order provides that each agency should establish controls to 
ensure that classified information is used, processed, stored, reproduced, 
transmitted, and destroyed only under conditions that will provide adequate 
protection and prevent access by unauthorized persons. 

We found that the Commission has developed an information security program 
with policies and procedures generally consistent with the Executive Order and 
implementing ISOO regulations. In some instances, compliance with the 
policies and procedures is substantial, as in using proper security containers 
and signing Nondisclosure Agreements. 

However, we identified multiple areas where policies and procedures need to be 
refined and compliance increased in order to fully comply with the provisions 
of the Executive Order and ISOO regulations. Our findings in these areas are: 

The Commission issues the same type of identification (ID) badges 
to individuals with and without security clearances; 

Physical security included weaknesses such as: the primary control 
to ensure combinations were changed as required did not clearly 
include all security containers, combinations were being changed 
by locksmiths without security clearances, offices generally did 
not use an accountability log to control NSI, the annual inventory 
did not include responses from all offices or all required 
categories of NSI, inadequate controls over burn bags, 
particularly that they were being given to a contractor without a 
security clearance, and that records were not maintained on 
destruction of Secret documents; 

Confidential reports and workpapers were not marked in accordance 
with current guidance; 

Some of the standard forms for document security were used 
sporadically; 

The Security Education Program does ~ot include termination or 
foreign travel briefings, and the refresher briefing was last 
offered over a year ago and not attended by all employees; 

The Commission has not developed emergency plans as required; and 

The Commission has not implemented a self-inspection program to 
provide oversight and individual offices' document control plans 
are inadequate or out-of-date. 
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The Executive Order provides that agencies that handle classified information 
shall establish procedures to prevent unnecessary access to classified 
information. We found that the Commission issues the same type of ID badge to 
individuals with and without security clearance. We believe this creates a 
potential situation for disclosure of NSI to unauthorized persons. 

Each Commission employee is given a photo ID badge within one or two days of 
reporting for duty. All temporary and permanent employees, as well as a few 
non-Commission employees, are given the same type of ID badge. Employees do 
not need to show evidence of their security clearance prior to being given the 
ID badge. 

The Commission's ID badge does not connote a security clearance, as it does at 
some agencies. However, we found that employees do make this association 
since it is commonly believed that all employees have Secret security 
clearances and only employees have ID badges. 

While it is generally true that only employees with security clearances have 
ID badges, there are some exceptions. The ID badges are issued immediately, 
whereas the security clearances may not be processed for several days; the 
employee does not have a clearance during this period. In a few cases, ID 
badges have been issued to individuals without security clearances who need 
long-term access to the Commission. In addition, the preliminary 
investigations of a few employees indicated further review was warranted and 
the officials involved agreed to restrict access by these employees to NSI 
until the reviews were completed. 

The Office of Management Services (OMS) said employees want the ID badge 
immediately so they do not have to sign in and out and the expense and time 
would be prohibitive to issue two ID badges to each new employee. However, 
the Commission has temporary passes that can be issued for a period of time. 
These are basically the paper visitor passes in a plastic case and do not have 
a picture of the individual. There would be minimal cost or time involved in 
issuing these passes and the regular ID badge could be issued as soon as the 
employee received a security clearance. 

As for long-term visitors and employees without a full Secret clearance, 
alternative IDs should be provided to avoid any appearance that they may have 
access to NSI. OMS is considering buying ID badges that look different from 
the regular ID badges, but still have a picture, that would be used in these 
circumstances. 

Recommendation 

We recommend that the Director of Administration institute procedures whereby 
temporary passes are given to new employees until they receive notification of 
their security clearance and alternative ID badges are given to individuals 
other than employees with full security clearances. 
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Commission Comments 

The Director of Administration has agreed with the recommendation. He stated 
that it is important to change the procedures if employees are making the 
association between ID cards and security clearances even though the issuance 
of ID cards was not supposed to be connected with the security clearance 
procedure. 

ISOO regulations state that classified information shall be stored only in 
facilities or under conditions designed to prevent unauthorized persons from 
gaining access to it. We found all Secret documents were properly stored and 
that employees either had in their offices or had access to proper security 
containers for storage of Confidential documents. 

We also found several weaknesses in physical security. The primary control to 
ensure combinations were changed as required did not clearly include all 
security containers and combinations were being changed by locksmiths without 
security clearances. Offices generally did not use an accountability log to 
control NSI and the annual inventory did not include responses from all 
offices or all required categories of NSI. We observed inadequate controls 
over burn bags, particularly that they were being given to a contractor 
without a security clearance, and that records were not maintained on 
destruction of secret documents. 

Combinations 

ISOO regulations state that combinations to dial-type locks shall be changed 
only by persons having an appropriate security clearance and shall be changed 
whenever such equipment is placed in use, whenever a person knowing the 
combination no longer requires access to it, whenever a combination has been 
subjected to possible compromise, whenever the equipment is taken out of 
service, or at least once every year. Directive 1301 states that offices are 
responsible for changing safe combinations in the above listed conditions and, 
whenever a combination is changed, a copy of the new combination should be 
placed in a sealed envelope and placed in the Secretary's safe. 

Although he is not assigned any responsibility to monitor changes of 
combinations, the Secretary had developed a list of offices with security 
containers and notified the offices when a year had passed that it was time to 
change the combination. Each office we reviewed was aware that the Secretary 
maintained a list of security containers and relied on this control. This 
control technique is not totally effective because all security containers may 
not be on the list. 

The Secretary derived the list based on receipt of envelopes from offices 
notifying him that the combination had been changed and a list of safes from 
the OMS property list. There are several weaknesses in this process. First, 
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the Commission Directives do not require that the Secretary be notified of new 
security containers, only of changes in combinations. Directive 1301 refers 
only to safes, so it is unclear whether the Secretary's responsibilities apply 
to just safes or all security containers (safes and certain file cabinets), 
and whether the requirement is for containers that could contain NSI, or only 
the ones that actually store NSI. 

Furthermore, the Secretary cannot tell from the notification the type or 
number of security containers in each room. He does not open the envelopes 
(in accordance with Directive 1301) so he can only list the room and 
individuals with access if they are identified on the envelope. 

We believe that the procedural problems of this control technique result at 
least partially because this is an ad hoc responsibility of the Secretary. 
The Directives only require that the Secretary be a repository for 
combinations. The Office Directors have responsibility for ensuring that 
combinations are changed as appropriate. The Secretary assumed this 
responsibility some years ago, yet it has never been set forth in a Directive 
with the accompanying procedures. 

ISOO regulations (32 CFR 2001.43(b)(l)) state that combinations to dial-type 
locks shall be changed only by persons having an appropriate security 
clearance. The regulations do not include a provision for waiving this 
requirement. OMS uses locksmiths who do not have security clearances to 
change combinations. OMS has adopted proce· .. ~es stating that locksmiths are 
to be accompanied at all times by an employee with a Secret security 
clearance. 

Accountability 

Two major controls over accountability of NSI are the use of a log and annual 
inventories. We found that offices generally did not use an accountability 
log to control NSI and the annual inventory did not include responses from all 
offices or all required categories of NSI. 

Log 

Accountability was an issue in the GAO report and in the ISOO reviews. 
The 1987 ISOO report said accountability had been improved because the 
Commission was developing an accountability log for controlling 
classified information. The 1990 ISOO report stated that the ITC had 
implemented a new document accountability form entitled "National 
Security Information Log". 

The Office of Administration could not locate a memorandum instructing 
offices to use this log. Only one of the offices we visited, the 
Secretary, used the log. The other offices did not use it or remember 
seeing a recent memorandum distributing the log. Some offices used the 
inventory from the prior year and simply added new documents to the 
list. The OGC did not maintain a list - documents were kept in separate 
sealed envelopes, for each attorney, in the safe. 
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Inventory 

The ISOO regulation states that an inventory of Top Secret documents 
shall be made at least annually and agency heads shall prescribe control 
requirements for Secret and Confidential information. Directive 1350 
states that each office will maintain a record of receipt and 
disposition of Top Secret, Secret, and all Confidential documents marked 
with special dissemination instructions/restrictions. In January of 
each year, an inventory is to be filed with the Director of 
Administration. 

An inventory of Secret and Top Secret documents was taken in early 1989 
and 1990. The 1990 inventory did not request that offices identify 
Confidential documents with special instructions/restrictions and a 
response was not on file from two offices (neither of which had Secret 
or Top Secret documents at the time of our review). The Office of 
Administration said that the inventory request had included the 
specified Confidential documents at one time, and could be reinstituted 
if this requirement is maintained in the revised Directive 1350. 

The five offices we visited had a large majority of all the Secret 
documents listed in the 1990 inventory. Since the documents were kept 
in one drawer, and often one file, we verified virtually all of these 
documents as being on hand. 

Transmittal 

ISOO regulations provide detailed instructions on the wrapping and receipting 
and transmittal methods for NSI. The Commission Directives are in accordance 
with this guidance. Information transmitted outside the agency is usually 
hand carried. 

Disposition and Destruction 

ISOO regulations state that classified information approved for destruction 
shall be destroyed in accordance with procedures and methods prescribed by the 
head of the agency. The method of destruction must preclude recognition or 
reconstruction of the classified information or material. Directive 1350 
states that Secret and Confidential documents will be destroyed by shredding. 

The Commission has several shredders throughout the agency on which NSI can be 
shredded. More commonly, employees put NSI in burn bags for destruction. The 
burn bags are stored in room 119-A or a secure storage area in the Navy Yard. 
Some of the documents in burn bags are shredded in a large machine located in 
the Print Shop by Commission staff, but most are shredded by a contractor. 

Directive 1350 states that burn bags en route to the shredder are still 
classified and must be given the appropriate level of protection. Burn bags 
will not be left unsecured or unattended. 
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Office representatives said, and we observed, that burn bags were usually kept 
in the open area by the support staff waiting to be picked-up by the mail 
staff. Some individuals said they kept open burn bags by their desks, and 
secured at night, until they were full for pick-up. We accompanied mail room 
employees on four runs to pick up burn bags and on two occasions burn bags 
were in rooms unattended. 

More significantly, the contractor who picks-up the documents for shredding at 
its facility does not have a security clearance. OMS said that the contractor 
only destroys sensitive and confidential business information. NSI is put in 
specially marked burn bags and shredded in-house. The Directives do not 
mention marking burn bags as containing NSI nor did any employees mention this 
distinction. 

Directive 1350 also requires that offices annotate the date and method of 
destruction of all Secret and Confidential documents with special 
dissemination restrictions in the Office records. The Office of International 
and Executive Liaison was the only office we visited that had destroyed Secret 
documents within the past year. The staff assistant shredded these documents 
and did not keep a record of the date or method of destruction. 

Recommendations 

We recommend that the Director of Administration: 

1. Determine whether the Secretary should have responsibility for 
ensuring that locks are changed when appropriate and if so, 
develop implementing procedures; 

2. Ensure locks are changed by individuals with security clearances 
or obtain a waiver from ISOO for this requirement; 

3. Notify offices that they are to use the "National Security 
Information Log"; 

4. Clarify inventory policy and procedures regarding Confidential 
documents with special access instru~tions/restrictions and ensure 
all offices are included in the inventory; 

5. Take immediate steps to ensure that NSI is not given to a 
contractor for destruction until ISOO is consulted; and 

6. Ensure offices are familiar with the instructions on the content 
of burn bags and proper security measures and know the 
recordkeeping requirements for the destruction of documents. 
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Commission Comments 

The Director of Administration agreed to take the recommended steps to improve 
physical security. He immediately discontinued the practice of sending NSI to 
a contractor for destruction upon learning that the contractor did not have a 
current clearance. 

ISOO regulations state that the use of standard forms (SF) prescribed in the 
regulations is mandatory. ISOO's 1987 report stated that the Commission had 
implemented procedures for using the standard forms. The Commission 
Directives only specifically address using the SF 312/189. 

As discussed in the following sections, we found a few of the forms were used 
consistently, but the others were used sporadically. The ISOO regulations 
provide that the NSC or ISOO may approve a waiver to using the forms, but the 
Commission has not requested such a waiver. 

SF 312 & 189: Classified Info~ation Nondisclosure Agreement 

All employees of independent agencies must sign an Agreement (SF 189 until 
replaced by the SF 312) prior to being given access to NSI. The completed 
Agreements must be retained in a file system that will assure their recovery 
for a period of 50 years. 

As set forth in Directive 1350, the Office of the Secretary is responsible for 
maintaining such files. The Secretary ensures that all new employees sign 
Agreements which are kept in the personnel security files. We selected a 
sample of 20 employees from the April 1990 telephone directory. Agreements 
were on file for all of them. The Secretary knew that the Agreements had to 
be maintained for 50 years. He had files for Agreements signed since 1984, 
which is when they were first used. 

SF 700: Security Container Information 

This form provides the names, addresses and telephone numbers of employees who 
are to be contacted if the security container to which the form pertains is 
found open and unattended. The form also includes the means to maintain a 
current record of the security container's combination. The form is to be 
attached to the inside of the container and a copy sent to a designated party 
for safekeeping. 

The Commission established procedures for the use of SF 700 in the draft 
Directive 1304 circulated in October 1987 (this guidance was never finalized). 
The draft Directive states that combinations for all containers containing NSI 
must be recorded on SF 700 with a copy delivered to the Office of the 
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Secretary. Sometime within the last year, the Secretary began requesting that 
offices use SF 700 when reporting the change in combinations as required in 
Directive 1301. 

Two offices we visited used this form, the Secretary and Executive and 
International Liaison. The OGC and two divisions in the Office of Industries 
did not use the form and were not aware that they were supposed to use it. 

We opened two of the sealed envelopes sent to the Secretary. Both were 
literally scraps of paper, neither had a name, one had a two-digit combination 
and one had a four-digit combination listed (three-digits are correct). This 
type of information would not be very helpful either if the combination was 
forgotten or the safe was left open. 

SF 701: Activity Security Checklist 

This form provides a systematic means to make a thorough end-of-day security 
inspection for a particular work area. Directive 1350 states that the head of 
each office or division having custody of NSI will take the necessary actions 
to ensure that subordinate managers and supervisors conduct a security check 
at the end of each work day. A log of daily security checks (not specifically 
SF 701) shall be maintained. The 1987 ISOO report said that the Commission 
had implemented procedures for using ISOO's standard forms for end-of-day 
security checks. The Office of Administration said Office Directors had been 
instructed to develop office policies for using this form. 

We found the offices had established varying policies on the use of this form 
and the policies were followed in varying levels: 

Office Policy 

OGC none 

I~ every office 

Sect office-wide check 

EX office-wide check 

SF 702: Security Container Check Sheet 

Practice 

not used 

Agric. used predominantly 
E&C used sporadically 

used consistently 

used consistently 

This form provides a record of the names and times that persons have opened, 
closed or checked a particular container that holds NSI. Commission 
Directives do not refer to this form. We found the forms and signs were on 
all containers with NSI and used appropriately. 

SF 703: TOP SECRET Cover Sheet 
SF 704: SECRET Cover Sheet 
SF 705: CONFIDENTIAL Cover Sheet 
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These forms serve as a shield to protect NSI from inadvertent disclosure and 
to alert observers that NSI is attached. Commission Directives do not refer 
to these forms. While verifying that Secret documents listed in the 1990 
inventory were on file, we observed that none of the offices had cover sheets 
on the documents. While reviewing Confidential documents, we observed a few 
individual documents or files had cover sheets, but many documents did not 
have the forms. 

Recommendation 

We recommend that the Director of Administration notify all offices that the 
standard forms are to be used and incorporate these requirements into the 
revised instruction. 

Commission Comments 

The Director of Administration agreed to include specific instructions on the 
use of all the standard forms prescribed by Executive Order 12356 in the 
revised Directive 1350. 

ctASSIPICl!IQR 
•• 

Although the Commission does not have original classification authority, 
employees do mark documents in accordance with classification instructions 
provided by the USTR. We found that reports and workpapers were not marked in 
accordance with current guidance. 

Since 1982, the Commission had been working under guidance that all reports 
requested from USTR were to be classified Confidential. The ISOO 1987 report 
stated that deficiencies in the USTR guidance resulted in the Commission not 
correctly marking the reports. The Office of Administration coordinated with 
the USTR and ISOO to obtain guidance, which was provided on February 16, 1989. 
Based on ISOO's comments, this guidance was slightly amended on August 25, 
1989. The Commission and senior staff were notified of this guidance on 
September 13, 1989. 

The guidance primarily addresses marking the reports. The cover should 
include the following statements: 

CLASSIFIED BY: The Office of the United States Trade Representative, in 
accordance with guidance letter dated February 16, 1989. 

DECLASSIFY ON: Originating Agency Determination Required (OADR) 

During meetings with employees in the Office of Industries, we found the 
wording was wrong in both of these sections in two final reports. We then 
reviewed eight Confidential reports issued by the Office of Industries in 1990 
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and found all of them were incorrectly marked. All but two documents were 
marked in accordance with the February 16 guidance which had been superseded. 
The other two documents cited the letter requesting the report rather than the 
classification guidance letter. 

USTR guidance also states that "Confidential" must be marked on the top and 
bottom of the front cover, back cover (outside), title page, and first page. 
The top and bottom of each page must be marked with either the highest 
classification of the content of the page, or the overall classification of 
the report. We found that the final reports were generally marked in 
accordance with this guidance. Two reports had attachments not marked as 
confidential or unclassified. 

USTR guidance states that workpapers that are so far advanced that they reveal 
USITC findings, opinions or recommendations should also be classified at the 
Confidential level. This is a difficult policy to implement because the 
guidance is not very precise, but we believe it certainly includes draft 
reports. We observed that a draft section of a pre-hearing report was not 
classified at all and another pre-hearing report was only marked Confidential 
on the first page rather than each page as required. 

Recommendation 

We recommend that the Director of Administration ensure that Office Directors 
are familiar with current USTR guidance and have provided instructions to 
their employees. 

Commission Comments 

The Director of Administration agreed with this recommendation. The Director 
of Industries, the primary office involved in marking documents, has already 
issued additional instructions to its divisions. The guidance provided by 
USTR will also be included in the revised Directive 1350. 

ISOO regulations prescribe that each Federal agency that creates or handles 
NSI must establish a security education program sufficient to familiarize all 
necessary personnel with the provisions of the Executive Order and its 
implementing directives and regulations and to impress upon them their 
individual security responsibilities. 

We found that the Commission provides initial and refresher briefings, but not 
termination briefings. Furthermore, the refresher briefing was last offered 
over a year ago and was not attended by all employees. The Commission has 
presented a hostile threat briefing which must be done periodically. The 
Commission does not give foreign travel briefings. 
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Briefings 

ISOO regulations require that security education programs provide initial, 
refresher and termination briefings. We found that the Commission provides 
initial and refresher briefings, but not termination briefings. Furthermore, 
the refresher briefing was last offered over a year ago and was not attended 
by all personnel. 

Initial Briefings 

The initial briefing consists of having the employees sign the SF 312 
(previously the 189) and providing them copies of Directives 1350, 1355, 
and 1360. The Commission also schedules quarterly briefings for new 
employees. These were last held in February, August, and December 1988 
and June 1989. New employees were strongly encouraged to attend these 
briefings, and most did attend. 

Briefings have not been scheduled for the last year pending an update of 
the briefing slides. 

Refresher Briefings 

Each employee is to attend an annual refresher briefing arranged by the 
Office of Administration, regardless of whether a quarterly initiation 
briefing had been attended within the previous year. The refresher 
briefing was last offered in April and May, 1989. 

We found 92 employees did not attend any of the April or May sessions. 
51 attended a quarterly meeting scheduled in June. The remaining 41 
employees were in the following offices: 

Commissioners 
GC 
PN 
OUII 
ODS 
OMS 
PA 
~M 
I~ 

TATA 
Econ 
XL 
IW 

Employed 
as of 6/30/89 

2 
5 
1 
1 
3 
1 
1 
2 
8 
1 
9 
1 
6 

Employed 
as of 6/30/90 

1 
3 

1 

1 
4 
1 
4 
1 
5 

Furthermore, 5 of the 41 employees did not attend a briefing in 1988 
either. Two of these employees were at the Commission as of June 1990, 
although one of these left in mid-July. The one individual who has not 
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attended is in one of the offices with the most NSI (XL) and has gone so 
far as to sign the roster at the June 1990 briefing but leave before 
hearing the presentation. 

We believe the Office of Administration has fulfilled their 
responsibilities by scheduling a series of the refresher briefings, 
notifying the Office Directors that attendance is mandatory, and 
recording who has attended the briefings. The process concerning 
refresher briefings needs to be rethought to lessen the burden on the 
Office of Administration and place more responsibility on the Office 
Directors and the employees themselves. 

Refresher briefings have not been scheduled for the last year pending an 
update of the briefing slides. 

Termination Briefings 

The 1987 ISOO report stated that employees leaving the Commission are 
orally briefed on their continuing responsibility to protect classified 
information to which they had access and to return any classified 
material. The Office of Administration said that the employee discharge 
list requires a sign-off from the supervisor that all classified 
material has been returned, but supervisors have not been instructed to 
debrief employees. There is a space on the SF 312 for a security 
debriefing acknowledgement but it·is not used either. 

Hostile Threat 

National Security Decision Directive 197, Reporting Hostile Contacts and 
Security Awareness, November 1985, requires each agency to create and maintain 
a formalized security education program addressing foreign contacts. The 
program must include periodic formal briefings of the threats posed by hostile 
intelligence services. 

The Commission presented a briefing on this topic in 1988. A future briefing 
on this topic has not been scheduled. 

Foreign Travel 

The 1987 ISOO report suggested that the Commission consider offering foreign 
travel briefings. The Commission and employees regularly travel overseas and 
have contacts with local officials in the course of business so foreign travel 
briefings are appropriate. 

The Office of Administration is considering how to implement this suggestion. 
One fairly simple method would be to distribute a pamphlet on security for 
foreign travel with the signed authorization for overseas travel. 

14 



Recommendations 

We recommend that the Director of Administration: 

1. Resume giving refresher briefings within the next quarter; 

2. Revise procedures so that the ultimate responsibility for 
attending security briefings is given to the Office Directors and 
the employees; 

3. Implement termination briefings; 

4. Establish a policy on providing periodic briefings on hostile 
threat; 

5. Evaluate the benefits of providing foreign travel briefings and 
implement if appropriate. 

Commission Comments 

The Director of Administration agreed with these recommendations. Annual 
briefings were held for all employees on August 29 and 30, 1990, and an 
alternative briefing method was made available for those who could not attend. 
The Commissioners and Office Directors were given the responsibility to 
certify that their employees either attended the briefing or read and 
understood the security materials provided. The requirement for termination 
briefings and provisions for materials or briefings on foreign travel and 
hostile threat will be included in the revised Directive 1350. 

The ISOO regulation states that agencies shall develop plans for the 
protection, removal, or destruction of classified material in case of fire, 
natural disaster, civil disturbance, or enemy action. The Commission has not 
developed any such plans. 

The Secretary had suggested to the Chairman in 1987 that a committee be formed 
to address Emergency Response Planning. His memorandum cited the following 
emergencies that had occurred - a fire in the ITC building, a riot in the 
neighborhood, severe weather, structural damage to the building, a mail 
strike, and a city-wide power shortage. 

The memorandum was referred to the Director of Administration for information, 
but no direction to take action was given. 
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Recommendation 

We recommend that the Director of Administration in cooperation with the ISC 
develop an emergency plan for protecting classified material. 

Commission Comments 

The Director of Administration agreed with this recommendation. The plan will 
be included in the revised Directive 1350. 

O'IIISIGI'I' 

ISOO regulations state that agency heads shall require that periodic formal 
reviews be made to ensure compliance with the provisions of the Executive 
Order and ISOO directives. The Commission has not implemented a self
inspection program to provide oversight. Individual offices did develop 
document control plans to safeguard information, but these are inadequate or 
out-of-date. 

Self-Inspection Program 

The 1987 ISOO report recommended that the Commission establish a formal self
inspection program that, as a minimum, would include procedures to ensure that 
accountability practices are being followed, required inventories are being 
conducted, the security education program is informative and current, and 
provide for a periodic and routine review of samples of NSI. 

The Commission intended to implement a self-inspection program. The 1987 
internal control review for information security identified a control 
technique for the Periodic Security Checks Cycle to "on an irregular schedule 
conduct an inspection of the offices procedures for handling, storage, 
recording marking destruction of classified information and confidential 
business information, with the findings reported to the Information Security 
Committee". However, this control was not implemented. 

The 1990 ISOO report noted that the self-inspection program had not yet been 
implemented, but was provided for in the revised Directive to be issued in 
July 1990 (the current estimate is for the draft Directive to be issued in 
August 1990 and the final some time thereafter). The ISOO report further 
stated that the Commission conducted on-the-spot security checks. An Office 
of Administration representative said that ISOO may have misinterpreted a 
discussion on how the Office of Administration follows-up on any infractions 
identified. 
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Document Control Plans 

Directive 1350 states that document control plans specifying procedures 
appropriate for safeguarding NSI will be developed by the ISC (with input from 
Office Directors as appropriate) and reviewed annually. Plans were developed 
by the individual offices in 1987 and submitted to the ISC for review. 

We reviewed the plans for the Offices of Industries, GC, XL and Secretary. 
Several of the plans were too brief to ever have been of much use and the 
others are now out-of-date. For instance, the GC plan states that they will 
keep all NSI in the Secretary's safe. The plan was not revised to reflect 
current procedures when they began to store NSI in the office safe. 

A difficulty in updating the office policies is that the Commission-wide 
policies need to be consolidated and updated. The multiple directives and 
memorandums on information security are confusing and in some aspects obsolete 
and/or contradictory. Once the Commission policies are established, office 
policies can be established that address how to specifically implement the 
Commission policies. For instance, office policies would establish whether 
the Activity Security Checklist would be done on an office-wide or individual 
office basis and where burn bags would be kept for pick-up. 

Recommendations 

We recommend that the Director of Administration: 

1. Develop and implement a self-inspection program; and 

2. Complete the revision of the Commission policies on information 
security and thereafter, if appropriate, request that Office 
Directors submit updated document control plans for review by the 
ISC. 

Commission Comments 

The Director of Administration agreed with this recommendation. He will 
assess whether the self-inspection program, which will be included in the 
revised Directive 1350, has sufficient controls so that individual office 
document control plans are not needed. 

17 



Appendix 

AD-N-572 

LJN11'ED SrfA'fES IN'fERNi\'TlON;\LT'RADE COtvlMISSION 

\V ASl JlNCTON. OC 2U--l~G 

September 26, 1990 

MEMORANDUM 

TO: 

FROM: 

SUBJECT: 

Inspector General ~ if~ ~ •1 
Director, Office of Administratio~~~~~ 
Draft Report, "Review of USITC's Information Security 
Program" 

As requested by your memoranda dated August 14, 1990 and August 30, 
1990, CIG-N-088 and IG-N-094), submitted as an attachment to this 
memorandum is the Office of Administration's response to the subject 
draft audit report issued on August 1990. In accordance with Section 
11 of the USITC Directive 1701, the Commissioners have had an 
opportunity to comment on the response and the Chairman has approved 
it. 

Please call me at 252-1131 or Bill Stuchbery at 252-1135 if you have 
any questions. 

Attachment 

cc: Secretary 
General Counsel 
Director, Office of Investigations 
Director, Office of Industries 
Director, Office of Economics 
Director, Office of Executive and International Liaison 
Director, Office of Management Services 
Director, Office of Information Resources Management 



September 11. 1990 

OFFICE OF ADMINISTRATION'S RESPONSE TO THE AUGUST 1990 
DRAFT AUDIT REPORT ON THE REVIEW OF USITc•s 

INFORMATION SECURITY PROGRAM 

FINDINGS AND RECOMMENDATIONS 

ACCESS 

The Commission issues the same type of identification <ID> badges to 
individuals with and without security clearances. 

RECOMMENDATION: 

We recommend that the Director of Administration institute procedures 
whereby temporary passes are given to new employees until they receive 
notification of their security clearance and alternative IO badges are 
given to individuals other than employees with full security clearances. 

AGREE: We agree with your recommencation that temporary passes be 
issued to new employees until they receive their security notification. 
In addition. alternative badges will be given to those people who do not 
reQuire a security clearance. We feel it is important to change the 
procedures if employees are making the association between ID cards and 
security clearances. The issuance of ID badges in the Commission has 
not been connected with the security clearance procedure. The 
supervisors of the new employees are given the clearance notification by 
the Personnel Security Officer. This has been the method of determining 
when an employee is cleared and when they could be assigned duties which 
require the handling of classified material. 

COMPLETION DATE: December 31, 1990 

PHYSICAL SECURITY 

Physical security included weaknesses such as: the primary control to 
ensure combinations were changed as required did not clearly include all 
security containers, combinations were being changed by locksmiths 
without security clearances, offices generally did not use an 
accountability log to control NSI, the annual inventory did not include 
responses from all offices or all required categories of NSI. inadequate 
controls over burn bags, particularly the ones that are being given to a 
contractor without a security clearance, and that records were not 
maintained on destruction of Secret documents. 



RECOMMENDATIONS: 

Combinations 

1. Determine whether the Secretary should have responsibility for 
ensuring that locks are changed when appropriate and if so, 
develop implementing procedures. 

AGREE: We plan to cancel Directive 1301, Changing Safe Combinations, 
and issue Directive 1304, Security Containers Combinations for Storage 
of National Security Information which will provide the necessary 
procedures and areas of responsibility. 

COMPLETION DATE: January 31, 1991 

2. Ensure locks are changed by individuals with security clearances 
or obtain a waiver from ISOO for this reQuirement: 

2 

AGREE: The Office of Management Services COMS) has already begun the 
process of obtaining the necessary certification of a locksmith services 
vendor. Until certification can be obtained, OMS will continue its 
current practice of escorting the locksmith when such services are 
required. 

COMPLETION DATE: March 31. 1991 

Accountability 

3. Notify offices that they are to use the MNational Security 
Information Log". 

AGREE: We intend to revise Directive 1350 to include specific 
instruction on the use of the national security infonmation log sheet. 

COMPLETION DATE: April 30, 1991 

4. Clarify inventory policy and procedures regarding Confidential 
documents with special access instructions/restrictions and ensure 
all offices are included in the inventory. 

AGREE: We intend to revise Directive 1350 to comply with the ISSO's 
regulations concerning inventory and eliminate the term •confidential 
documents with special dissemination fnstructions/restrictionsM. The 
Office of Congressional Liaison and the Office of Inspector General will 
be included in the next NSI inventory. 

COMPLETION DATE: April 30, 1991 

5. Take immediate steps to ensure that NSI fs not given to a 
contractor for destruction until ISOO is consulted. 



., 
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AGREE: At the time the Inspector General notified us of the situation 
we discontinued the p1actice of sending NSI to a contractor for 
destruction. On August 23. 1990. a letter was sent to the DOD. Defense 
Industrial Security Program Office CDISP) requesting a facility 
clearance for a contractor to transport. store and destroy NSI up to and 
including Secret. The contractor is required to follow the procedures 
established by DISP. 

ESTIMATED COMPLETION DATE: October 31, 1990 

6. Ensure offices are familiar with the instructions on the content 
of burn bags and proper security measures and know the 
recordkeeping requirements for the destruction of documents. 

AGREE: Immediately following notification from the Defense Industrial 
Security Program Office of the contractors clearance and their 
procedures. we will issue an administrative notice to Directive 1350. 
This notice will provide the offices with the procedures and 
recordkeeping requirements for the destruction of documents. 

ESTIMATED COMPLETION DATE: November 15, 1990 

CLASSIFICATION 

Confidential reports and workpapers were not marked in accordance with 
current guidance. 

RECOMMENDATION: 

We recommend that the Director of Administration ensure that Office 
Directors are familiar with current USTR guidance and have provided 
instructions to their employees. 

AGREE: As indicated in the Inspector General's report the Commission 
and senior staff were notified on September 13. 1989 of the most recent 
guidance from USTR by the Chairman. Following your interview with the 
Office of Industries. that office issued additional instructions to its 
divisions guidance provided by USTR on August 25. 1989. This included 
the clarification regarding the classification of •working papers•. and 
revised guidance on marking the front covers of the reports with 
class1f1cation/declass1fication instructions (a copy is attached). The 
guidance provided by USTR will be included in the revised Directive 
1350. 

COMPLETION DATE: April 30, 1991 

STANDARD FORMS 

Some of the standard fonms for document security were used sporadically. 

RECOMMENDATION: 
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We recommend that the Director of Administration notify all offices that 
the standard forms are to be used and incorporate these reQuirements 
into the revised instruction. 

AGREE:. We intend to revised Directive 1350 to include specific 
instruction on the use of all the standard fonms prescribed by 
Executive Order 12356. 

COMPLETION DATE: April 30. 1991 

SECURITY EDUCATION PROGRAM 

The Security Education Program does not include termination or foreign 
travel briefings, and the refresher briefing was last offered over a 
year ago and not attended by all employees. 

RECOMMENDATIONS: 

1. Resume giving refresher briefings within the next Quarter. 

2. Revise procedures so that the ultimate responsibility for 
attending security briefings is given to the Office Directors and 
the employees. 

3. Implement termination briefings. 

4. Establish a policy on providing periodic briefings on hostile 
threat. 

5. Evaluate the benefits of providing foreign travel briefings and 
implement if appropriate. 

AGREE: On August 29 and 30, 1990 the annual briefings were held for all 
employees. In addition. starting this year, we also made available an 
alternative briefing method for those who were unable to attend. It is 
now the responsibility of the Commissioners .and Office Directors to 
certify that their employees have either, attended the briefing or read 
and understand the security materials provided. 

In revising Directive 1350 we will include the reQuirement for 
termination briefings. and in the security awareness section provisions 
for materials or briefings on foreign travel and hostile threat. 

COMPLETION DATE: April 30, 1991 

EMERGENCY PLANNING 

The Commission has not developed emergency plans as required. 

RECOMMENDATION: 

We recommend that the Director of Administration in cooperation with the 



ISC develop an emergency plan for protecting classified material. 

AGREE: The Office of Administration will coordinate with the 
Information Security Committee the development of a plan for the 
protection, removal, or destruction of classified material in case of 
fire, natural disaster. civil disturbance, or enemy action. This plan 
will be included in the revised Directive 1350. 

COMPLETION DATE: April 30, 1991 

OVERSIGHT 

5 

The Commission has not implemented a self-inspection program to provide 
oversight and individual offices• document control plans are inadeQuate 
or out-of-date. 

RECOMMENDATIONS: 

1. Develop and implement a self-inspection program: and 

2. Complete the revision of the Commission policies on information 
security and thereafter, if appropriate, reQuest that Office 
Directors submit updated document control plans for review by the 
ISC. 

AGREE: In the draft revised Directive 1350 we plan to recommend a self
inspection program. As a result of the numerous controls to be 
implemented in the revised Directive 1350, there may not be the need for 
individual office to maintain document control plans. This can 
determined during the review of the draft directive. 

COMPLETION DATE: April 30, 1991 

TECHNICAL CORRECTIONS 

Page 1. fourth paragraph. Tne draft report js not correct regarding 
employees with Top Secret clearances. If we are dealing with ITC staff 
only. we have three people with Top Secret clearances. 

Director. Office of Executive Liaison 
Director. Office of Administration 
Secretary 

If you include all personnel at the agency. the correct number 1s 
currently seven (the three listed above, plus four Commissioners). 
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UNrrJ~D S'rA]'ES IN'fEHI\lA'I'Ic">NAL THADE C :c J~1f\,fH~~ :~t ' 

WASIIINc ;TON. IJC 7.0430 

August 20, 1990 

MEMORANDUM 

TO: Division Chiefs 

FROM: 

SUBJECT: 

Director, Office of Industries ~ l/ /J -
Classification Guidance from USTR 

On February 16, 1989, the USTR provided ~lassification guidance on reports 
requested by the Presiden~ or the USTR (see ID memo dated March 6, 1989 
attached). On August 25, 1989, the USTR provided (1) clarification regarding 
the classification of "working papers" and (2) revised guidance on marking the 
front covers of our reports with classification/declassification instructions 
(see attached USTR letter). Inadvertently, the instructions provided in the 
latter letter have not been implemented at the Commission; the purpose of this 
memorandum is to institute the new instructions within the Office of 
Industries. 

1. Working papers.--The 2/16/89 USTR letter states--

"Hone of the reports and working papers classified in accordance with 
UST.R guidance are to be released to the public until a declassification 
determination is made by m¥ office." 

The USTR letter of 8/25/89 defines "working papers" as--

" ••• papera that are ao far advanced that they reveal USITC findings, 
opiniona, or recommendations, including but not limited to drafts of 
reports and portions of draft reports. In specific circumstances, USTR 
may vish to classify additional papers gathered or generated by the 
USITC during an investigation, such as notes from interviews. In those 
circumstances, USTR vill specifically identify the additional papers or 
class of papers that the Commission should treat as classified •••• In 
addition, unless USTR provides otherwise, the USITC should not treat 
working papers relating only to unclassified sections of a report as 
classified." 



Division Chiefs--Page 2 

2. Claasifieation/declaasification markin;s.--Beginning immediately all 
Confidential reports to the USTR are to have the following, revised 
classification/declassification instructions on the front cover (in 
addition to the "CONFIDENTIAL" marking at top and bottom of page--see 
sample attached): 

CLASSIFIED BY: 

DECLASSIFY OH: 

United States Trade Representative. Letter Dated 
February 16, 1989 

Originating Agency Determination Required 

The Publishing Division has been notified of this new standard language, 
but please check covers before releasing future reports. 

Attachment 

cc: D/OPS 
D/Admin 
GC 
D/OE 
D/TATA 
Chf/PD 
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Karch 6, 1989 WASIIINGTON. D.C. 204:10 

MEMORANDUM 

TO: Division Chiefs · 

FROM: 

SUBJECT: 

Acting Director, Office of Industries J.,. ~ 
New Classification Guidance from USTR 

Attached is a letter recently received from the USTR which outlines new 
classification guidelines for the Confidential 332 reports done for the 
USTR. The following points seem to be of particular importance: 

1. The front cover of the report will have new wording regarding 
classification authority and declassification instructions. Th~ 
Publishing Division has already been notified of this new standard 
language, but please check covers before releasing future reports. 

2. Hark "CONFIDENTIAL" at the top and bottom of--
a. Front cover 
b. Back cover (outside) 
c. Each interior page. 

3. For each report requested by USTR, we will provide a draft outline of 
the report to Bill Hart for transmittal to USTR as soon as possible 
after the Commission approves the initiating AJ. · Based on that outline 
the USTR will provide us details regarding any further classification 
specifics for the report in question. Such specifics might include 
instructions regarding "portion markings." This simply means that 
certain portions of the report may be classified and other portions may 
not. 

For example, in GSP digests we may be told from the outset that only the 
probable effects pages will be classified and all other background 
material will not. In such a case, the Feb. 16 USTR letter seems to 
offer two options. First, mark each ~itle and subject (and probably 
each paragraph) with a classification, or second, place a statement at 
the beginning of the report which identifies the information that is 
classified as confidential and that which is unclassified. The latter 
option seems more desirable if it is workable for the study in question; 
certainly it could work in a digest type format. 
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In the event that USTR does not respond to our draft report outline with 
specific instructions, we are to assume that all portions of the report 
are classified confidential. 

cc: D/XL 
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THE UNITED STATES TRADE REPRESENT AliVE 
Executive Office or the President 

Washington. D.C. 20608 

The Honorable Anna Brunsdale 
·chairman 

('.• -., .,, 
(=j 
rn 
<:· -,, 
-· : 
;,; 
c--1 

. ., 
: .. , 
("") :·.:~ , .. , 
-~· Pl 

C:'l .. ': . :. : 
'TJ --r·v u.s. International Trade commission 

500 B Street, S.W. 
:t: 
) ..... ; . : 
::j 

t=l 
,. 

:i: 
)-. cu 
=-= 

Washington, D.c. 20436 

Dear Chairman arunadales 

on February 16, 1989, I provided the Commission with revised 
instructions on the confidential classification of certain 
reports requested by the President, by the USTR on the 
Presidenta•a behalf, or by the USTR pursuant to previous 
authority or pursuant to Executive Order 12661. Pursuant to 
discussions between our respective staffs, the p\ltpose of this 
•lattar .. 1• .. to alarify~tha treatment of workinq papers in the 
preparation·ot•thaaa ... reporta and the applicabilitY or the 
olaaaifiaation·CJUidanca to procedures under Section 22 of the 
·Agricultural·· Adjustment Act;. 

Aa used in •Y February_ 16, 1989 letter, the tam •working pi1pors" 
includes paper• that are so far advanced that they reveal tJSITC 
findings, opiniona, or recommendations, including but·not limited 
to drafta of reports and portions of draft reports. In specirlc 
circumatancaa, USTR •ay wiah·to classify additional papers 
gathered-or-generated-by the USITC during-an investigation, such 
as nota a- from·· interviews.. In tho sa cirauaatancea; USTR w lll · 

'>·speaifically identify--the additional papers or class of papers 
l7that·tha-comm!aaion ahould treat aa claaaified. 

Section 22 invaatiqatlona will continue to be subject to the 
February 16, 1989 procedures, but our e·xpactation is that the 
classification practice will in general permit the continuation 
of public briefing and votes by the Commiaaion. 

In addition, unleaa USTR provides otherwise, the USITC should not 
treat working papers relating only to un.classified aection~ of a 
report as classified. 

Also. I •• enclosing a copy of comments which I have recelvPd 
recently fro• tha Infor~~ation Security oversight Office (ISOO) on 
tha claaalfication guidance to the Commission contained in my 



The Honorable Anna Brunsdala 
Paga 2 

!attar of February 16, 1989. ISOO proposed two modificrltlonr::= in 
that guidanc.a which will improve ITC' a ability to implement out.· 
olaqsification instructions and mark documents properly. l·le havf! 
accepted tha ISOO proposals, and the guidance with resp~ct to 
marking instructions is hereby modified accordingly. 

Thank you for your careful attention to this matter • 

.. 

• 



THe UNITED STATES TRADE REPRESENT AliVE 
executive Office of lhe President 

Washington, D.C. 20508 

.. 
. February 16, 1989 . ···•· 

The Honorable Anne E. Brunsdala 
Actinq Chairman 
u.s. International Trade Commission 
500 E Street, S. W. 
Washinqton, D. c. 20436 

Dear chairman Brunsdale: 

, . .. 

. -

_;.,. 

.. ... .. . .... ~ 

I am writinq to revise the u.s. Trad~ Representative's c~s~n) 
guidance to the u.s. International Trade Commission. (USI'l:~.) en 

.the confidential classification of certain reports requestP.d by 
the President, by the USTR on· the President's behalf, or by the 
USTR pursuant to previous authority or pursuant to Executive 
order 12&61. Thia latter updates the July 21, 1982 letter !rom 
William E. Brock to then USITC Chairman Alfred Eckes. 

undar·the-IUthotity-or-Executiva order 12356-(tha Order),~~ 
implemented in 47 FR 20105, all·reporta prepared by the USITC 
Uhdar~•action·332~at·the Tariff Act·ot·ltlo, sections lll and SOl 
ot·tha Trada·Act~ef!ll141 and Mection 22~or tha Aqricultural 
Adjuatm•nt ... Ac::t ·are ·alll•ified contidential•. Detailed clas~ifica
tion quidancd will ba provided for each request directed at the 
Commission. 

Nona:of.the raport•-an~ vorkinq papers classified in accordance 
,vith-UsfR quidanc•·are~t~ be released t~·the public until~. 
deelajat~fication ··~eterainatian is •ada by Jay officfl. Any 
ihovinq, Villtul, or negligent disclosure of such classi!ied 
information vill result in sanctions in accordance with section 
5.4 of the order. 

Please •ark auch reports and vorkinq papers in tha followinq 
•annar to aomply with Executive Order 123'6 and Information 
Security OVersight Office Directive No. 11 

NW!,~"'f',, :-:.' '" -~I:JJO ,,.,.,, •• ' • ·• :'-' :!v -

• ·: . • I • • ~'"": :"J "-J 
• •· • I • • _., •J .J • • 
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· The Honorable Anna E. Brunsdala 
February 1,, 198.9 
Paqe .2 

1. Designation of original Cla,sificatjon·Autllltri~ and 
Declassification Instructions ·· · - ... -----

2. 

3. 

.c. 

Print on the coy~r dt tha report the following: 

CLASSIFIED BY: The Office ot tha United State~ Trade 
Repraaantativa, in accordance with guidance· letters 
dated February 16, 1989 and July 21, 1982. 

DECLASSIFICATION INSTRUCTIONS! Upon determination by 
VSTR. 

overall MarkinqQ. 

Mark "Confidential" on the top and bottom of the front 
cov~r, back cover (outside), title paqe, and first 
paqe. 

nq_e_Hark!nqs 

Mark the top and bottom of each interior page with 
aither the highest classification ot tha content of the 
paqe, or the overall classification of the report • 

Porjl!on Markings 

In accordance with sptJcific quidance provided on er\ch 
requested report, •ark each portion of the docum~nt, 
includinq subjects and titles, by placinq a parf!ntheti
cal designation iJIUDediately precedinq or following the 
text to which it applies (i.e., (U) for unclaRsi!ied, 
(C) tor confidential), or place a statement at thQ 
beqinninq of.;tha report which identifies the inCorma
tion that 1• claaaifiad aa confidential and that which 
is unclaaaitiad. 

All future requests are •ubjact to th!• procedure, and should be 
deemed to be •ade on the following basia& 

· In accordance with USTR policy, t~_.US.T.B._haJa~ire.ctect 
.that auch portions of the CoDUiliss on • a re12_orts and·· its 
vorilnq ..Rapers as ldentlf'I8di,ra-~Iasiilfcatlo·n-giilCl_~ 
are classified confidential. Information Secui·lty- -· 
aYeralgnt otrlca blrectlve NO. 1 (sections 2001.20 and 
21, implaaentinq Executive order 12356 saction9 2.1 and 
2.2) require• that claaelfication quidas identity or 
cataqoriza tha elements of information which require 
protection. Accordinqly, the Commission ahall provide 
the USTR with an outline of each requested report as 
aoon •• poa•ible after receipt of the request. Based 
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The Honorable Anne E. Brunsdale 
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Page 3 

on this outline•and ··usTR's knowledge of the inrormation 
to be covered in the report, a USTR official with 
original classification authority will provide detailed 
instructions. · 

Thank you for your careful attention to this matter. 

CAH:mh 

.. 

• 
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Information Security Oversight Office 
Washington, DC 20405 

August 16, 1989 

Dear Madam Ambassador: 

Executive Order 12356, •National Security 
Information,• assigns to the Director of the 
Information Security Oversight Office (ISOO) the 
responsibility for monitoring the information security 
programs of executive branch agencies that generate or 
handle national security information. 

In fulfillment of this responsibility, ISOO 
reviewed a copy of the United states Trade 
Representative's (USTR) classification guidance letter 
dated February 16, 1989, to the International Trade 
Commission (ITC) regarding the Confidential 
classification of certain reports requested by the 
President, the USTR on the President's behalf, or by 
the USTR pursuant to previous authority or pursuant to 
E.o. 12661. The review tevealed two areas of guidance 
thatt with modification, will improve ITC's ability to 
classify and mark USTR'a information properly. 

First, in section one, the •classified by" line t 
ab.9..ul1 ynlY_teference the l~test iji.i'nlance:!!EE,.~ ·.1. c.'· 
~lass f ed Byt yni_t;~a:-:-sEatea ffili.I=:Rl!15~~=~nt.ati.v_e, _ 
1tle t te r . ba te~-::o 2t11f~.8 9.l:-:----rtr1lr"l:!rtafi9els n ec e s sa ry 
t>ecauae the auiy 2r;-l"J12 letter, signed by former 
Trade Representative Brock, cites Executive Order 17.0G5 
as its basis for authority. Effective August 1, 1902, 
Executive Order 12356 implements the current nation~! 
security information system. Therefore, the current 
classification guidance letter sent to ITC in February 
1989 supersedes the 1982 letter rather than updating 
it. . 

.. .,,11 t&Uf.Jt, 

: · so\J ~ce : t;fl.t. .sr .. ,t.uf.Et(.y 
' .. 

, , 
• f'(o I 

1 
• f , .. 

p•': •' .•. 
' I , I I 
I•' 
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The second area involves the declassification 
instruction. Section 1.5(a)(4) of the Order requires 
that only a sJ?iClflc dati'Or event, or tlle-n~e·lltion 
•orlgl.natiQ.9Jlgency Determlna.~IOn ~ulrea::J_oAD.i~J.; .... · ~ 
shall b.e.....enteutd on the •oeClaiiil"fy on-J.lne-' 
Although, your instruction Is esseiiEl"iiTy-t:n·e same, 
this modification reflects the Orde£ 1s requirements.~ \ 

If you have any questions concerning this letter, 
please call Thomas R. Martin, ISOO's liaison to the 
USTR, on 535-7256, or me on 535-7251. 

Sincerely, 
• 

~)4~..-k-( 
steven Garfinkel 
Dire.ctor 

The Honorable 
Carla A. Hills 
United States Trade Representative 
Executive Office of the President 
600 17th Street, ~ 

' Washington, DC 20506 

/ cc:: Nr. William E. Stuc:hberry 

~~· 
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This Report Contains Confidential Business Information 

ClASSIFIED BY: United Slatet Trade 
Aepreeentattve. Lettw 
Dated February tl. till 

DEClASSIFY ON: OrtaiMI"'cc AOMCY 
Oett"'*'-llon Aeqund 

MARCH 1989 

United Statal lnlernallonal Trade Commleelon 
Waehlnglon, DC 20436 

CONFIDENTIAL 
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AD-N-555 

- -·-------- -------· ---------------- -·-- -----· -----------------

UNITED STATES INTERNATIONAL TRADE COMMISSION 

WASHINGTON. DC 20436 

September 20, 1990 

TO: Acting Chairman Brunsdale ~ 

Director, Office of Administrati~~~·~~~ FROM: 

SUBJECT: Approval of Administration's Comments of the Inspector 
General •s Draft Audit Report: "Review USITC's Information 
Security Program~~ 

On August 14, 1990, the Inspector General submitted copies of the 
subject audit to each Commissioner by memorandum CIG-N-089). The IG 
also requested Administration to review the draft audit report and 
make comments if necessary. In accordance with Section 11 of USITC 
Directive #1701, "Audit Policies and Procedures", the Office of 
Administration has sent its comments in draft to the Commissioners, 
other than you as Chairman, for review. There were no comments 
submitted by the deadline of September 18, 1990. Confirmation with 
the staff assistants of Commissioner Rohr, Newquist, and Lodwick was 
made • 

This audit contains a number of findings which are not considered 
material, but where policies and procedures need to be refined and 
compliance increased in order to fully comply with the provisions of 
Executive Order 12356 and the Information Security Oversight Office's 
regulations. 

In accordance with Section 11 of USITC Directive #1701, submitted 
herewith are Administration's comments for your approval before they 
are sent to the Inspector General and a copy of the draft audit 
report. Since the IG has set a deadline of October 1, 1990, for 
receiving a final response, it would be appreciated if you could 
indicate your approval, or modification, by the close of business 
Friday, September 28, 1990. 

Approved: ~ 
ModjJy as f~ws: =') 

/-kn~ B~~.&::.. 
Acting Chairman 

Attachments 

Oat~ 
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AD-N-528 

UNITED STATES INTERNATIONAL TRADE COMMISSION 

WASHINGTON. DC 20436 

September 11. 1990 

MEMORANDUM 

TO: 

FROM: 

SUBJECT: 

Commissioner Lodwick 
Commissioner Rohr 
Commissioner Newquist 

Director. Office of Administratfo~/lt /.~~ 
Review of Administration's comments on the draft 
Inspector General report: •Review of USITC's Infonmation 
Security Program• 

On August 14. 1990. the Inspector General submitted copies of the 
subject audit to each of you by memorandum CIG-N-089). In 
accordance with Section 11 of the USITC Directive 1701. Audit 
Policies and Procedures. the Office of Administration's response 
has to be approved by the Chainman and sent to the Inspector 
General by September 17. 1990. However, procedures contained in 

· USITC Directive 1701 (Section 11.e) provides you the opportunity to 
comment prior to ~ sending Administration's comments to the 
Chainman. Our review of the report is at~ached. I would 
appreciate receiving any comments you may have by COB 
September 18. 1990, so I can send mY review to the Chainman by 
Septemer 20. 

This audit contains a number of findings which are not considered 
material. but where policies and procedures need to be refined and 
compliance increased in order to fully comply with the provisions 
of Executive Order 12356 and the Infonmation Security Oversight 
Office's regulations. 

Attactvnents 

cc: Secretary 
General Counsel 
Director. Office of Investigations 
Director. Office of Industries 
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Director. Office of Economics 
Director. Office of Executive and International Liaison 
Director. Office of Man~gement Services 
Director. Office of Infcnmation Resources Management 

cc: Vern Simpson 
Inspector General w/o attachment 






