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Independent Evaluation Report
Corporation for National and Community Service (Corporation) FY 2005 information Security Program

BACKGROUND

Richard S. Carson & Associates, Inc. (Carson), on behalf of the Office of Inspector General
(OIG), Corporation for National and Community Service (Corporation), has completed an
independent evaluation of the Corporation’s information security program and posture. This
Independent Evaluation Report provides conclusions and findings, identifies problem areas, and
where applicable makes recommendations. Compliance with the E-Government Act of 2002
(Pub. L. No. 107-347) and other Federal guidelines serve as the basis for formulating our
conclusions, findings, and recommendations.

The E-Government Act of 2002 (Pub. L. No. 107-347), which includes Title III, the Federal
Information Security Management Act of 2002 (FISMA), was enacted to strengthen the security
of Federal Government information and information systems. FISMA outlines information
security compliance criteria for agencies, including the requirement for annual review and
independent assessment by agency inspectors general (IGs). These assessments provide agencies
with information needed to determine information security effectiveness and to establish
strategies and best practices for improving security.

This independent evaluation addresses the Corporation’s:

Information security program.

e Progress towards correcting weaknesses addressed in prior FISMA reports and attendant
Plans of Action and Milestones (POA&M:s).

e Review of self-assessments.

s Verification and testing of security controls of information systems.

PURPOSE

The objectives of the independent evaluation were to:

e Determine the efficiency and effectiveness of the Corporation’s information security
policies, procedures, and practices.

e Test and verify network/system security of a representative subset of the Corporation’s
major applications (MAs) and general support system (GSS).

e Assess the Corporation’s compliance with FISMA and related information security
policies, procedures, standards, and guidelines.

e Assess the Corporation’s progress in correcting weaknesses identified in the Fiscal Year
(FY) 2004 POA&M.

RESULTS IN BRIEF

The Corporation has taken steps to enhance its security program and address issues identified in
the 2004 FISMA report including:

¢ Periodic network scans to identify vulnerabilities.

e An effective security incident reporting process that follows United States-Computer
Emergency Readiness Team (US-CERT) policies.
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Several areas of concern noted in the 2004 FISMA report showed little progress toward
remediation and/or did not adhere to Office of Management and Budget (OMB) A-130 guidance.
The following findings were considered significant deficiencies.

e The Corporation has not complied with Memorandum 03-18, Implementation Guidance
for the E-Government Act of 2002 (Public Law 107-347, 44 United States Code (U.S.C.)
Chapter 36), by not performing a Privacy Impact Assessment (PIA) and reporting the
results to OMB.

e The Corporation’s security self-assessments do not follow guidance in NIST SP 800-26,
Self-Assessment Guide for Information Technology Systems.

1. The documentation to support the reported levels (levels 1-5) is not presently
available.

2. E-SPAN security self-assessment is not finalized and approved; though, the
certification and accreditation (C&A) package has been ready since December 2004.

e The Corporation’s certification and accreditation efforts are not compliance with the
NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal
Information Systems.

Complete assessment results are presented in the Independent Evaluation section of this report. It
details conclusions and findings associated with the review of risk assessments (RAs), security
policies and procedures, system security plans (SSPs), security awareness and training, annual
testing and evaluation, corrective actions, security incident reporting, continuity of operations
(COOP), and configuration management (CM). Major conclusions and findings from the report
are summarized in the Results in Brief.

RECOMMENDATIONS

Overall, this independent evaluation resulted in 30 findings and 36 recommendations requiring
corrective action. The consolidated list of these recommendations is on page 21.

AGENCY COMMENTS

At the exit conference held on September 14, 2005, Corporation officials generally agreed with
the findings. On September 29, 2005, the Corporation provided its response which is included as
Appendix C.

The response provided by the Corporation agrees with the three significant deficiencies rendered
in the areas of certification and accreditation, privacy impact assessments, and annual security
self-assessments. The Corporation has developed a corrective action plan to correct these three
significant deficiencies and the remaining deficiencies by March 1, 2006.
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ABBREVIATIONS AND ACRONYMS

ATO

C&A
CASE
CCB
CFO
C10
CM
COOP
Corporation
COTS
CP
CSP

DOl
DRP
DRS

e-Grants
E-SPAN

FPS
FISCAM
FISMA
FSG

FY

GAGAS
GAO
GSS

HSPD

IG
ISACA
ISSO
IRM

IT

LAN

MA
MPD

NBC
NIST

OIG
oIT

Authorization to Operate

Certification and Accreditation
Computer-Aided Software Engineering
Configuration Control Board

Chief Financial Officer

Chief Information Officer
Configuration Management

Continuity of Operations Plan
Corporation for National and Community Service
Commercial Off-the-Shelf
Contingency Plan

Credential Service Providers

Department of Interior
Disaster Recovery Plan
Disaster Recovery Site

Electronic-Grants
Electronic-System for Program Agreements and National Service Participants

Federal Protection Service

Federal Information System Controls Audit Manual
Federal Information Security Management Act
Financial Services Group

Fiscal Year

Generally Accepted Government Auditing Standards
Government Accountability Office
General Support System

Homeland Security Presidential Directive

Inspector General

Information Systems Audit & Control Association
Information Systems Security Officer
Information Resource Management

Information Technology

Local Area Network

Major Application
Washington Metropolitan Police Department

National Business Center
National Institute of Standards and Technology

Office of the Inspector General
Office of Information Technology
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OMB

PIA
POA&M

RA

SDLC
SIR
SMS
SP
SSp
ST&E

U.S.C.
UPI
US-CERT
VolIP

WBRS

Office of Management and Budget

Privacy Impact Assessment
Plan of Action and Milestones

Risk Assessment

System Development Life Cycle
Security Incident Report

Salary Management System
Special Publication

System Security Plan

System Test and Evaluation

United States Code
Unique Project Identifier
United States Computer Emergency Readiness Team

Voice over Internet Protocol

Web-Based Reporting System




Independent Evaluation Report
Corporation for National and Community Service (Corporation) FY 2005 Information Security Program

TABLE OF CONTENTS

BACKGROUND.......ctiietieiuntreseeeeasmeraentersssresssnssasstessssssesssesasseessnsesessnsresnnesesneesssssessnnesssssesessesssneesans i
PURPOSE ... ietiiiiiis s esse et e e e s s s s s aer s e s e s s s s e s e eaeasanss s s ee s e s s amneeeeaesassssnneeeneessssnnneeessessssnnns 1
RESULTS IN BRIEF ...ciuuieiicitiiesc e esstsesse e s s ssesasssessssbsasssesssssssossssssessesensensssssssassessesnsessssssssnsnes i
ABBREVIATIONS AND ACRONYMS ... crceniincecceeresessee st ssesseeeesnesssessasesemeesneessnessnes iiii
BACKGROUND ......ctiitirieetisneesiestesesseeeseessssasesesssesatsssesseeensssnesseessessasssmnsseesssesesssensesssesnssasmenessees 1
PURPOSE ... ittt e et sas b e s b s sttt s e e e me et eenaesesnaesesen 1
Independent EVAIUALION.............couieeecie ettt s e e s e eeesnessne e e seses e e e sseessessenean s 1

AZENCY RiSK ASSESSINENIES.........cuuiviueieieieiiititcteiet ettt e e et e et 2
Conclusions and FINAINES ........ouevuriiiniiiieiieieiceeeee et 2
ReECOMMENAALIONS.........oiiiiiiieiiriri et 3

Security Policies and ProCEAUIES ........ocooviviiiiiciicee e, 4
Conclusions and FINAINES .........coveriiiiniiiiieieeeeeeeee e 4
RECOMMENAALIONS...........ooiiiviiicieieiei e, 6

SYStEM SECUIILY PIANS ........vuiiiieeiiititsiiee ettt 6
Conclusions and FINAINES .......c.c.oviiniiriiisieieeceteeeee oo 6
ReCOMMENAALIONS..........c.cciniiiiiiiiiiicieee e 8

Security Awareness and TTAINING. .....c.ovuiurveiuieuesieeesceeteseeeeeee st eeeeee oo 8
Conclusions and FININGS .........c.ocooieeiiiiiiiecccteeeeeeeeeee oo 8
RECOMMENAALIONS...........cootiiiiiieeii e e 9

Annual Testing and EValUation ..........ccooououiioiieiiiieceee oo 10
Conclusions and FINAINZS ..o ee e e, 10
RECOMMENGALIONS..........coiiiiiieiiitc et 11

Corrective Action Process (Plan of Action and MileStOnes)..........o.oeoveveeeemooreeoeeoeooooooeooo. 11
Conclusions and FINAINES .........ccoueiueiuiieierieiece oo 11
ReECOMMENAATIONS.........c.coomiiiiiiiiiit e 13

Security Incident RePOTHNG. .....c.ooovvioiiiiooeeeee e 13
Conclusions and FINAINZS .......c.oeuiueiriiiiieeeeeeee et 13

Continuity of Operations and DiSaSter RECOVETY ..............oovvuermioeeerereoeeeeeoeeoeeoeeoeoeoeoeooeoeen 13
Conclusions and FINAINGS .........cvueueiiiiiiuesiceteiieeeeeee oo 13
ReECOMMENAALIONS ...t e 15

Configuration Management...........coouiuiieuuiuie oo oo oo oo 16
Conclusions and FINAINGS .........c.oveiouiuieiieeceeeeee e 16
RECOMMENAALIONS..........covimiriieisieie e e 16

Certification and Accreditation (CE&A) ...........o.ovecueereoeeeeeeeeeeeeeeeoeeeeoeeeoeoeeeoeoeeeoeeoe 16
Conclusions and FINdiNgS .........ceoiuruiiuoieieieieiiee oo 16
ReECOMMENAALIONS.........ociiieieicieieiee e 18

PLIVACY oot et 19
Conclusions and FINAINGS .........c.ooioiuiuiiiiieeieeeeeeeeee oo 19
ReCOMMENALIONS............coouiimeiriiieiiieeeecee e e 20

Consolidated List of ReCOMMENAALIONS.................ooeeveeereeeeeeeeeoeeeeeeeoeoeeoooeooeooooooooo 21




Independent Evaluation Report
Corporation for National and Community Service (Corporation) FY 2005 Information Security Program

Response to AGENCY COMIMENTS .......cccciiriiriiiiiiieeiriite et et e et e ere s ettt es bt ssaee e eeeee e eneene e 25
OBJECTIVE, SCOPE, AND METHODOLOGY .....ceceoiiiiiiiiieteteeeete et 26
AGENCY RESPONSE TO FY 2005 INDEPENDENT EVALUATION REPORT ........................ 49

vi



Independent Evaluation Report
Corporation for National and Community Service (Corporation) FY 2005 Information Security Program

[Page intentionally left blank]

vii



Independent Evaluation Report
Corporation for National and Community Service (Corporation) FY 2005 Information Security Program

BACKGROUND

Richard S. Carson & Associates, Inc. (Carson), on behalf of the Office of Inspector General
(OIG), of the Corporation for National and Community Service (Corporation), has completed an
independent evaluation of the Corporation’s information security program and posture. This
Independent Evaluation Report provides conclusions and findings, identifies problem areas, and
where applicable makes recommendations. Compliance with the E-Government Act of 2002
(Pub. L. No. 107-347) and other Federal guidelines serve as the basis for formulating our
conclusions, findings, and recommendations.

The E-Government Act of 2002 (Pub. L. No. 107-347), which includes Title III, the Federal
Information Security Management Act of 2002 (FISMA), was enacted to strengthen the security
of Federal Government information and information systems. FISMA outlines information
security compliance criteria for agencies, including the requirement for annual review and
independent assessment by agency inspectors general (IGs). These assessments provide agencies
with information needed to determine information security effectiveness and to establish
strategies and best practices for improving security.

This independent evaluation addresses the Corporation’s:

¢ Information security program.

® Progress towards correcting weaknesses addressed in prior FISMA reports and attendant
Plans of Action and Milestones (POA&Ms).

¢ Review of self-assessments.
Verification and testing of security controls of information systems.

PURPOSE
The objectives of the independent evaluation were to:

® Determine the efficiency and effectiveness of the Corporation’s information security
policies, procedures, and practices.

® Test and verify network/system security of a representative subset of the Corporation’s
major applications (MAs) and general support system (GSS).

® Assess the Corporation’s compliance with FISMA and related information security
policies, procedures, standards, and guidelines.

® Assess the Corporation’s progress in correcting weaknesses identified in the Fiscal Year
(FY) 2004 POA&M.

Independent Evaluation

This section provides the conclusions and findings from research, analysis, and assessment of the
Corporation’s information security program, policies, and practices. Compliance with security standards
prescribed by the Office of Management and Budget (OMB), the National Institute of Standards and
Technology (NIST), and related authoritative policies, procedures, standards, and guidelines (criteria),
where applicable, is cited when describing a specific finding (condition). When appropriate, root cause
and effect are included in the discussion. Recommendations corresponding to these conclusions and
findings are intended to assist the Corporation in determining the action needed to correct identified
weaknesses and/or deficiencies.
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Agency Risk Assessments
Conclusions and Findings

Risk assessments (RAs) were not performed in a timely manner. The Corporation’s network
underwent a significant change' that requires a recertification to continue to be authorized to operate
(ATO). OMB A-130 requires that every information system undergo C&A at least every three years, or
when a significant change takes place. As part of the C&A process, a RA is performed to determine any
vulnerabilities or risks that could be mitigated to an acceptable level. This requirement is for stand-alone
systems as well. The Corporation did not perform RAs associated with the migration of operating
systems to determine the level of risks associated with installing a new operating system in their
environment. Additionally, the Corporation connected Voice over Internet Protocol (VoIP) servers to the
general support system (GSS) without performing a RA to determine the vulnerabilities associated with
these appliances. This left open potential vulnerabilities and threats of internal or external unauthorized
use. By not performing RAs in a timely manner, the inter-connected systems cannot be informed of
changes that could affect the security posture in which those systems inter-connect. In addition, by not
performing a RA when a significant change occurred, senior management cannot ensure the security
posture of the Corporation’s information systems.

The Corporation has not conducted a RA on the Employee Badge System prior to going
operational. The Badge System is an operational system that was placed into production without a
formal RA. Implementing systems, whether they stand-alone or connect to the Corporation’s GSS,
without performing a RA leaves the Corporation vulnerable to internal and external threats. These threats
can be mitigated to an acceptable level should these systems be properly maintained and brought into
compliance with Federal mandates, guidance, and best practices of the security industry.

In addition, by not performing a RA when an addition to the Corporation’s infrastructure is implemented,
senior management cannot ensure the security posture of the Corporation. Undocumented systems are
potential entry points for would-be hackers.

The RA process has not been integrated into a formalized C&A process. This is a repeat finding
from the FISMA FY 2004 review. The following condition was reported:

OMB A-130 states that Federal agencies include a risk assessment in the C&A process.

NIST Special Publication (SP) 800-18, NIST Guide for Developing Security Plans,
provides guidance on how to develop a RA.

Risk Assessments do not always follow NIST guidance. The RAs for the Corporation’s MAs and GSS
follow NIST SP 800-18 with one omission. Section II, Risk Assessment Approach, does not indicate the
names of participants involved in developing the RAs. The soundness of the RAs rests on the level of
authoritative knowledge of the participants. Not identifying the participants puts the RAs in question in
terms of validity and creditability.

The Corporation Office of Information Technology’s (OIT) position on the finding that the RAs are not in
compliance with the NIST SP 800-30, Risk Management Guide for Information Technology Systems, in

' Examples of significant changes to an information system that should be reviewed for possible reaccreditation
include but are not limited to: (i) installation of a new or upgraded operating system, middleware component, or
application; (ii) modifications to system ports, protocols, or services; (iii) installation of a new or upgraded hardware
platform or firmware component; or (iv) modifications to cryptographic modules or services. Changes in laws,
directives, policies, or regulations, while not always directly related to the information system, can also potentially
affect the security of the system and trigger a reaccreditation action.
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that, “... this guidance and is not binding (see section 1.1 Authority) .” However, the Corporation has not
recognized the position detailed in OMB Memoranda 04-25 and 05-15, which state respectively:

e Memorandum 04-25, FY 2004 Reporting Instructions for the Federal Information Security
Management Act, page 5, states, “Is use of NIST publications required? Yes, for non-
national security programs and systems, agencies must follow NIST standards and
guidance. Federal Information Processing Standards (FIPS) must be implemented as
written; the only flexibility exists within the standard itself. Special publications of the
NIST 800 series and other NIST publications are guidance. As a general rule, use of NIST
guidance is more flexible, provided agency implementation is consistent with the
principles and processes outlined within the NIST guidance. However, from time to time,
OMB policy will mandate stricter use of NIST guidance. For example, NIST SP 800-26 is
mandatory for use for agency annual systems reviews. Reviews and evaluations of agency
IT security programs and systems should consider adherence to standards and consistency
with NIST guidance. ~Where flexibility exists, evaluations must consider unique
operational environments and allow for a reasonable degree of discretion.”

¢ In Memorandum 05-15, FY 2005 Instructions for Preparing the Federal Information
Security Management Act Report and Privacy Management Report, it states, "Is use of
National Institute of Science and Technology (NIST) publications required? Yes. For non-
national security programs and systems, agencies must follow NIST standards and
guidance.”

Recommendations

We recommend that the Corporation:

e Conduct RAs to ensure the Corporation’s MAs and GSS are in compliance with Federal mandates
and guidelines.

e Perform RAs on all newly acquired systems.
e Integrate the RA process into a formalized C&A process.

e Add a list of participants to Section II, Risk Assessment Approach, for each RA.
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Security Policies and Procedures

Conclusions and Findings

The Corporation has made an effort to comply with Development of Homeland Security
Presidential Directive M-05-24 (HSPD)-12, Policy for a Common Identification Standard for Federal
Employees and Contractors. Homeland Security Presidential Directive 12 (HSPD-12) was issued by the
White House on August 27, 2004 and updated May 16, 2005. HSPD-12 requires Federal departments and
agencies to have, by June 27, 2005, a program in place to ensure identification issued to Federal
employees and contractors meets a common standard. Government Corporations are encouraged but not
required to implement this directive. The Corporation, in its attempt to comply with the reporting
requirements outlined in M-05-24, purchased a Badge System, which is currently in production at the
Corporation. However, the Corporation’s premature implementation of the Badge System to be in
compliance and to meet HSPD-12 requirements, has not fully been integrated. For instance, the
Corporation does not require and in some cases does not hold an up-to-date background investigation on
key Corporation personnel in sensitive positions.

The Corporation has a library of current policies and procedures. The library of policies and
procedures is available to the Corporation through intranet access and includes guidelines for obtaining
accounts to the network, using Internet and e-mail systems, protecting sensitive information, and
responding to incidents. Subject areas cover both network system and agency-wide security topics.
Roles and responsibilities are defined for applicable staff members and contractors when responding to a
system failure. This library of policies and procedures gives employees a quick and easy reference for
handling security matters.

The Corporation’s policy on handling sensitive information is not in compliance with the
Corporation’s Network System Security Plan (SSP). As a result, the Corporation as a whole is not in
compliance with its stated policies. The Network System Security Plan places stricter guidelines on the
handling of sensitive information than that included in Policy #501, which informs personnel on how to
handle sensitive information. This is a repeat finding and recommendation from the FISMA FY
2004 review.

Policy #501, Safeguarding Sensitive Information and Documents, provides a set of standards to be used
throughout the Corporation. However, the Corporation’s Network System Security Plan places stricter
requirements for handling sensitive information. The Corporation’s Network SSP, section 1.9, Sensitivity
of Information Handled, pages 12 and 13, states:

The Corporation’s Network processes and transmits Sensitive But Unclassified (SBU)
data, which requires security services that ensure confidentiality, availability, and integrity
of the information processed. There are several applications on the Corporation’s Network
that process financial information, such as payroll, procurement, stipends, and other
commitment of funds or grant payment information. There is also Privacy Act information
that the Network transmits and stores on file servers within the Network boundary.

In addition, the Network SSP, section 3.3, Production Input and Output Controls, page 22, states:

In Place Controls: The OIT Help Desk is available to all users for support with system
problems, questions, or concerns. Appropriate controls are implemented when handling
sensitive information such as signed receipts, registered mail, and locked or monitored
client “boxes.” All printouts and electronic data containing sensitive information are
clearly labeled to prevent accidental release and inadvertent disclosure of sensitive
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information. The Corporation has published a separate policy regarding safeguarding
sensitive information and documents. (Emphasis reviewers)

The Corporation’s Structured Systems Development Life-Cycle (SDLC) Methodology needs
improvement. This is a repeat finding from the FISMA FY 2004 Review. As part of the FISMA FY
2005 review the current and draft versions of the SDLC were reviewed and several items were found
lacking. The items lacking from the current Corporation Policy #378, Structured Systems Development
Life-Cycle Methodology, are:

Identification of security personnel.

Definition of roles and responsibilities.
Identification of disposal phase and procedures.
Proper Identification of security controls.

Additionally, the SDL.C does not have mechanisms in place, nor proper documentation, to handle:

¢ Information Preservation: Ensures that information is retained, as necessary, to conform to
current legal requirements and to accommodate future technology changes that may render the
retrieval method obsolete.

e Media Sanitization: Ensures that data is deleted, erased, and written over as necessary.

e Hardware and Software Disposal: Ensures that hardware and software is disposed of as
directed by the information system security officer (ISSO).

For example, the draft SDLC does not include a methodology to dispose of hardware or software. NIST
SP 800-64 outlines five distinct SDLC phases: Initiation, Acquisition/Development, Implementation,

Operation/Maintenance, and Disposition. The Corporation includes the first four phases in its SDLC, but
does not address a disposal procedure.

Additionally, the current SDLC does not contain a methodology for evaluating and integrating
Commercial-Off-the-Shelf (COTS) products into the Corporation’s automated systems. OMB A-130 and
NIST SP 800-64, Security Considerations in the Information System Development Life Cycle, calls for
establishment of security measures throughout the life cycle. Many agency systems contain pre-
packaged products that can offer advanced capabilities without extensive customization by the technical
staff. However, while these capabilities are not developed by the agency, the products are integrated into
the collective architecture and can have a major impact upon security configurations and practices.
Therefore, COTS products should be addressed in the agency’s SDLC documentation.

The Corporation’s Rules of Behavior (ROB) do not adequately reflect other Major Applications’
(MAs) ROB where applicable. The Corporation’s ROB does not discuss specific items from the
Momentum ROB, Appendix F, page F-3, III, Momentum Application Rules, such as:

Momentum data will be treated as sensitive. Users will not use information contained in
Momentum for unauthorized purposes. Momentum contains sensitive financial data that
could cause damage to an individual or organization through unauthorized disclosure.

By not adequately informing users of the potential for additional requirements that may be imposed by
additional systems’ rules of behavior, the Corporation is accepting risks that were mitigated by placing
the major application’s ROB into place. The major application’s ROB are system-specific and should
follow NIST and OMB guidance.
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The Corporation has not formally documented its C&A policy. This is a repeat finding, for the
third year. FISMA requires “not less than annual” testing and evaluation of the effectiveness of
information security policies, procedures, and practices to ensure that system environments remain secure
[Section 3544(b)(5)]. NIST SP 800-26, Self-Assessment Guide for Information Technology Systems,
suggests annual self-assessments be performed to satisfy the requirement for annual testing and
evaluation. However, the Corporation has opted to establish an annual C&A process in lieu of annual
self-assessments. This was the stated practice at the time of the FY 2003 FISMA independent audit,
which generated the recommendation that the practice be documented. The practice has not yet been
established in writing, and the potential adverse effect of not performing annual testing and evaluation
remains a valid concern.

Recommendations

We recommend that the Corporation:

Develop and implement policies and procedures for the Badge System to meet HSPD-12 compliance.
* Maintain an online library with up-to-date information that is reviewed for clarity and compliance
with Corporation, OMB, NIST, and Federal mandates and guidelines.

e Update the Corporation’s Policy #501 to reflect the current requirements of the Corporation’s
Network SSP.

e Update and formally approve Policy #378, Structured Systems Development Life-Cycle
Methodology, by second quarter FY 2006, in accordance with NIST SP 800-64. Areas noted to
be addressed are:

Identification of security personnel.

Definition of roles and responsibilities.
Identification of disposal phase and procedures.
Proper identification of security controls.

ol e

e Update the Corporation’s ROB to adequately address requirements of the MAs and GSS.

¢ Document and enforce the stated practice of annual C&As every 12 months to meet the FISMA
requirement for testing and evaluation.

e Provide Corporation personnel the major application’s ROB and with information on the
consequences of non-compliance with the ROB.

System Security Plans
Conclusions and Findings

The Corporation’s System Security Plans (SSPs) do not always follow NIST and OMB guidance. In
this year’s FISMA review, three of seven SSPs were reviewed. Although the Corporation’s SSPs
present current and planned controls for ensuring protection of the Corporation’s GSS and MAs, several
areas for improvement were noted during the review of the SSPs.

The SSPs do not include a list of previously conducted security control reviews. This is a repeat
finding from the 2004 FISMA report. NIST SP 800-18 provides guidance on how to "describe the type
of review and findings conducted on the general support system or major application in the last three




Independent Evaluation Report
Corporation for National and Community Service (Corporation) FY 2005 Information Security Program

years” and to “include information about the last independent audit or review of the system and who
conducted the review" [Section 4.2, Review of Security Controls, page 19]. This methodology and
traceability is not present in any of the Corporation’s SSPs. Not having the reviews listed and not
identifying the persons who conducted the reviews can lead to duplication of effort, waste of resources,
and can leave previously identified risks unmitigated. The potential for an unmitigated risk leaves the
Corporation vulnerable to internal/external threats.

The Corporation’s Network SSP does not specifically address that the MAs are required to follow
the Network ROB. The Corporation’s Network ROB also does not direct the users of the MAs to review
and accept the ROB for the associated applications. OMB A-130 requires that agencies “establish a set of
rules concerning the use of and behavior within the application.” [Appendix III, A (3)(b)(2)(a)] OMB A-
130 also states that:

Such rules shall clearly delineate responsibilities and expected behavior of all individuals
with access to the application. In addition, the rules shall be clear about the consequences
of behavior not consistent with the rules.

The Momentum SSP does not consistently identify planned controls. The Momentum SSP is not
following NIST SP 800-18, Security Plan Guide. 1t is not identifying the activities that are planned for
the system in each section of the SSP, where applicable. For example, the SSP states:

In-Place Controls: Access to the data on the Momentum system is limited to information
needed to perform one’s duties. Corporation computer security policy provides overall
Corporation security policy and provides information on responsibilities with regard to use
of the Corporation’s automated information systems. The policy document clearly
delineates responsibilities and expected behavior of all individuals with access to the GSS
on which Momentum resides. Application-specific rules of behavior were documented by
the Financial Services Group (FSG) in 2001 and were made available to all users.
Although users are currently not required to sign a form acknowledging that they
understand their responsibilities toward the protection of Momentum, plans are in place to
require their signatures. (Emphasis reviewers)

While in the Momentum SSP, section 3.1, page 14, it states:

Planned: Individuals occupying positions with a higher level of security designation will
be subjected to a full background investigation under procedures being finalized by Human
Resources. These procedures will ensure that under no circumstances are these individuals
allowed system access prior to completion of background screening.

The Momentum SSP does not identify the location of the Disaster Recovery Site. The Corporation
did not properly identify or test the appropriate Disaster Recovery site for Momentum. This finding was
recognized during the development of Momentum’s SSP and was not adequately addressed in the
Momentum’s SPP or placed on the Corporation’s POA&M for remediation.

The Draft E-SPAN Application Security Plan does not contain system-specific rules of behavior.
Rules of behavior were not available for review. Not having these rules can lead to confusion and
misunderstanding concerning responsibilities for protecting information. E-SPAN users may be unaware
of application-specific data sensitivities and/or be unaware of who is authorized to release grant data
through the system, leading to the possible mishandling of information.
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A summary of the MA and GSS security plans is not included in the Corporation’s Information
Technology (IT) Strategic Plan. This is a repeat finding previously cited in the FY 2003 and FY 2004
FISMA reports. OMB A-130 requires that “a summary of the security plans shall be incorporated into the
strategic Information Resource Management (IRM) plan required by the Paperwork Reduction Act (44
U.S.C. Chapter 35)” [Appendix III, A (3)(a)(2) and (5)(c)].

Recommendations
We recommend that the Corporation:
e Update all of the Corporation’s SSPs in accordance with NIST SP 800-18.

e Update the Corporation’s Network SSP to indicate there are additional system-level ROBs to be
adhered to, in accordance with OMB and NIST guidance.

e The SSP for Momentum needs to be updated to reflect:

1. Identification and remediation of planned controls.
Identify location of the Disaster Recovery Site and:

Testing the site.

Maintaining documentation of the testing.

Train the personnel that would be affected by the outcome of the testing.
Implement the recommendations.

/e o

e Include SSP summaries in the IT Strategic Plan.
Security Awareness and Training
Conclusions and Findings

The Corporation’s Security Awareness Program Needs Improvement. Corporation policy requires
all employees and contractors with system access to undergo annual security awareness training. The
policy also requires new users to complete security awareness training prior to being authorized access to
the Network. OMB A-130 requires that “agencies provide security awareness training for all employees”
[2003 FISMA Guidance, page 34]. The Security awareness for this year’s effort lacks the ability to
adequately train the Corporation’s personnel in their responsibilities for security and resources of the

Corporation. As a result, the Corporation’s security awareness program is not in compliance with OMB
guidelines.

Areas for improvement in the Security Awareness Training Program are:

e Program content is insufficient to properly train the Corporation’s employees on security best
practices, policies, and procedures. For example, the program does not inform users of current
information threats and network vulnerabilities facing the Corporation. (i.e., peer-to-peer file
sharing, worms, Trojans, etc). Rather, the “training” is limited to employees taking a test. There
is no training that precedes the test questions.

e There is no method for tracking an employee’s knowledge and if the testing materials have been
read and/or understood.
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e The Security Awareness Training Test provides no:

o Tracking mechanism to indicate which users have completed the course

o Actual training to increase knowledge

o Tabulation and reporting of an employee’s test results in the advent they select a wrong
answer,

o Materials to assist an employee in better understanding their role in security.

e The “test” feature integrated into the security awareness program does not evaluate the
knowledge a user should learn from the program.

The “Security Awareness Training Test” administered online to all Corporation employees can be
usurped by selecting the alternate choice should the user get an answer wrong. A user can take the test
and by-pass the information by selecting the alternate answer and go onto the next question of the series
without having read the material. Of the questions asked, some are misleading or inaccurate. Also, there
is no tracking mechanism in place for capturing the user’s answers and grading them accordingly. There
are no additional materials given to the user to gain the knowledge necessary for their responsibilities.

The Information Systems Security Officer (ISSO) maintains a database of all user security awareness
testing and proactively prompts users when annual requirements come due. The current database used by
the ISSO is manually maintained and tracking is not comprehensive enough to give a clear picture of
individual user’s knowledge of security practices. Metrics should be incorporated into the current test to
capture the user’s knowledge on the Corporation’s security practices. Some examples of metrics include:

Ratio of right to wrong answers.

A percent score that is considered passing.

How long it took to obtain a passing score.

Which questions on security awareness are most often answered incorrectly.

Procedures are also in place for training new hires prior to obtaining their accounts and access to major
applications and sensitive information. They are required to take the security awareness training test.
However, there is no ongoing effort to further assist employees to meet the annual security training
requirement.

Recommendations

We recommend that the Corporation:

e Enhance the security awareness training program by incorporating information on current
information security threats, network vulnerabilities facing the Corporation, and best practices.

¢ Enhance the security awareness training program by providing additional training to employees to
further develop their knowledge of IT security.

e Develop a comprehensive security awareness training test that adequately addresses:

1. The content of the security training program.

2. Possible usurpation by employees.

3. Tracking the employee’s progress throughout the training.

4. Verifying that the user is aware of security treats and consequences.
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Annual Testing and Evaluation
Conclusions and Findings

Annual self-assessments do not comply with NIST guidance. OMB and NIST guidance requires that
annual self-assessments be performed annually. OMB Memorandum M-05-15 states:

At least annually, FISMA (section 3544(b)(5)) requires each agency to perform for all
systems “periodic testing and evaluation of the effectiveness of information security
policies, procedures, and practices, to be performed with a frequency depending on risk,
but no less than annually.” This evaluation shall include the testing of management,
operational, and technical controls.

The Corporation has seven systems but only three systems’ self-assessments were available for review, of
which one that was in draft. The remaining three systems do not have self-assessments. None of the self-
assessments available for review complied with NIST SP 800-26, Security Self-Assessment Guide for
Information Technology Systems. Specifically, NIST SP 800-26, Appendix C, page C-4, states:

Level 1, all written policy should contain the purpose and scope of the policy, the
individual(s) responsible for implementing the policy, and the consequences and penalties
for not following the policy. The policy for an individual control must be reviewed to
ascertain that the criteria for level 1 are met. Assessing the effectiveness of the individual
controls, not simply their existence, is key to achieving and maintaining adequate security.

The self-assessment reviewed showed some critical elements were marked at higher levels than control
objectives under that category. According to NIST SP 800-26, certain conditions must be implemented
before the next level can be achieved. Therefore, the level assigned to the critical element can be no
higher than the lowest level assigned to the control objective under that critical element. The levels
obtained in the ASSET Tool reports and summaries are inconsistent with the current documentation and
infrastructure. In order for a level to be reached, it must meet all of the criteria at the lower level
designation. For example, for a control to be marked as a Level 3, then Levels 1 and 2 must be met.

As a result of the self-assessments not being in compliance with NIST SP 800-26, the requirement for
annual testing and evaluation has not been met for the Corporation’s MAs and GSS. This is considered
a significant deficiency. FISMA [Section 3544(b)(5)] requires “not less than annual” testing and
evaluation of the effectiveness of information security policies, procedures, and practices to ensure that
system environments remain secure. FISMA requires annual self-assessments be performed to satisfy the
requirement for annual testing and evaluation. The Corporation’s stated practice is to perform annual
C&As in lieu of self-assessments. Not having annual testing and evaluation of management, operational,
and technical controls can permit new threats and vulnerabilities to go undetected for an extensive period
of time. There is a requirement to ensure that the management, operational, and technical controls are
performing in the manner in which is expected. In addition to being non-compliant, absence of annual
testing and evaluation poses a high risk to the Corporation’s information security environment.

The Corporation performs scans of their network to identify vulnerabilities and takes appropriate
steps to mitigate risk. OIT staff conducts internal scanning using specialized scanning software. The
staff performs detailed vulnerability scans of their architecture to identify such issues as patch update
requirements and open ports and services running on various servers, routers, and workstations. These
scans are executed routinely. They are also run after a change has been made to the architecture. The
OIT methodology includes performing system changes/updates on a test platform and re-running
applicable scans to validate changes prior to deployment in the production environment.

10
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Not all vulnerabilities from previous independent reviews have been remediated. Since the FISMA
FY 2003 review, there has been, and still exists, a vulnerability which was brought to OIT’s attention to
further investigate, validate, and remediate. The vulnerability would give a would-be
intruder/hacker/disgruntled employee access to the Corporation’s privacy information.

Should the privacy information be extracted and abused, it could cause irreparable damage. If this
vulnerability were exploited, it could damage the confidentiality and integrity of the Corporation’s
information systems or lead to serious harm to the reputation and integrity of the Corporation.

Recommendations

We recommend that the Corporation:
¢ Conduct annual self-assessments in accordance with NIST SP 800-26 or NIST SP 800-53.

e Continue to exploit established internal and external scanning procedures as a means of
identifying network vulnerabilities and taking corrective action to mitigate risk.

* Remediate outstanding vulnerabilities identified in previous independent reviews.
Corrective Action Process (Plan of Action and Milestones)

Conclusions and Findings

The Corporation maintains a single, agency-wide POA&M and reports POA&M status to OMB on
a quarterly basis as required. The Corporation has instituted changes to the POA&M process in
response to the FY 2004 FISMA review. The ISSO, with the assistance of the Deputy Chief Information
Officer (CIO) has implemented system-level tracking for each system currently undergoing C&A efforts
at the Corporation. As a result, the POA&M now has greater granularity below summary level than were
submitted in the past. The refined process allows for OMB compliance by giving the Corporation the
ability to track IT security weaknesses identified through audits, assessments, and investigations
conducted on the Corporation. However, the Corporation is not following OMB guidance with regard to
properly maintaining the POA&M for the OMB quarterly submission.

The Corporation’s POA&M does not comply with OMB Guidance. OMB Guidance, Memorandum
M-04-25, FY 2004 Reporting Instructions for the Federal Information Security Management Act, page
15, states that the heading of each POA&M must include the unique project identifier from the Exhibits
300 and 53, where applicable.” The OMB guidance also states, once an agency has completed the initial
POA&M, no changes should be made to the data in columns 1, 4, 5, and 7.

Our review of the FY 2005 POA&M showed:

* It does not have a Unique Project Identifier (UPI) for each system being tracked. The
Corporation has not placed the UPI on the POA&M that is submitted quarterly to OMB.

* OMB Circular A-11 requires that agencies develop and submit to OMB capital asset plans (Exhibit 300) for major acquisition

projects. For information technology projects, plans for major systems must be reported to OMB on an Exhibit 300 and 53. The
agency assigns a unique identifier to each system and applies it to both exhibits.

1
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e There were changes made to the columns specified by OMB that should not be changed once a
POA&M has been submitted. For example, on the second quarter FY 2005 POA&M submitted
to OMB, items have been removed prior to one year after closure of an item has elapsed.

Additionally, the Corporation has submitted the second quarter FY 2005 update to the OMB with line
items removed from the Corporation’s first quarter FY 2005 update.

By not complying with OMB guidance, OMB will not be able to accurately track IT issues facing the
Corporation.

The POA&M does not capture all weaknesses reported. It is not capturing all of the weaknesses
reported in the audits, system reviews, and assessments conducted on the Corporation and applying them
to the POA&M process for proper oversight and resolution. Here are some examples:

e The Corporation’s Network Risk Assessment, dated February 22, 2005, and signed by the
Designated Approving Authority (DAA) on July 6, 2005, identifies risks, with their associated
recommendations, that are not on the POA&M submitted to OMB for the second quarter dated

March 15, 2005. The information is also missing from the third quarter POA&M submission,
dated June 15, 2005.

e The Corporation’s Momentum Risk Assessment dated February 18, 2005, identifies risks, with
their associated recommendations, which are not on the POA&M submitted to OMB for the
second quarter dated March 15, 2005, nor are they on the third quarter POA&M submission,
dated June 15, 2005.

e The Corporation did not capture some of the weaknesses on the POA&M identified in the
Momentum C&A package including:

1. Slow processing time.
2. System owner is not involved in upgrade/security decisions.

e The Momentum Disaster Recovery Plan (DRP) report identified several weaknesses and
significant security concerns that were not tracked in the POA&M. These weaknesses are:

1. No provisions for contacting the Corporation in the event of a disaster.
2. The detailed instructions for recovering the Momentum application are not included.

3. There is no guidance provided on network connections for the Corporation to the SunGard
facility. SunGard has been designated and contracted to be the Disaster Recovery site for
personnel in the event the Corporation has declared a disaster. SunGard is located in
Herndon, VA with multiple alternate sites within the area. Coupled with the lack of
provisions for contacting the Corporation, this could significantly increase any downtime if
SunGard should move the recovery of Momentum from its local Metro Center to some other
Iocation.

By not capturing all the weaknesses, the Corporation is not in compliance with OMB directives, and

senior management cannot be sure of the current security posture of the Corporation’s resources and
assets.

12
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Recommendations
We recommend that the Corporation:
Improve the current single, agency-wide POA&M process:

e Develop and implement policies and procedures for ensuring that all items noted as weaknesses
or findings in the various audits, reviews, and investigations are captured and remediation
included on the official POA&M.

e Maintain the POA&M’s structure and information in accordance with OMB Guidance, to
address:

1. The tracking of all weaknesses to closure.
2. Retaining all weaknesses tracked to ensure that items, once placed on the official POA&M,
are not removed until one full year after the quarter in which those items are closed.

Security Incident Reporting

Conclusions and Findings

The Corporation has developed and maintains an effective security incident reporting process
[effective March 2004 US-CERT]. OMB A-130 requires that all agencies develop an incident-response
capability for their MAs and GSSs [2003 FISMA, page 35]. The Corporation developed and maintains a
detailed policy that follows the United States-Computer Emergency Readiness Team (US-CERT)
policies. The policy is available to all users through the Corporation’s intranet, providing thorough
guidance concerning security incident report (SIR) procedures and responsibilities. The Deputy CIO and
ISSO take an active role in the SIR process, particularly for IT-related incident reporting. The Deputy
CIO is very knowledgeable regarding what types of incidents are considered “reportable” and the
procedures to be used to invoke the reporting process. In the past year no incidents at the Corporation’s
headquarters, its Service Centers, or State Offices have required an SIR. A responsibility of
Administrative Services, notification procedures provide for immediate reporting if a physical security
incident occurs. If the incident takes place within the headquarters facility, Administrative Services
contacts the Federal Protective Services (FPS), which, in turn, responds. The Washington Metropolitan
Police Department is contacted for response to incidents outside the headquarters facility.

Continuity of Operations and Disaster Recovery

Conclusions and Findings

The Corporation does not have an approved and documented Continuity of Operations Plan
(COOP) or system-level contingency plans (CPs) as required by NIST, OMB, and Federal
guidelines. In Federal Preparedness Circular (FPC) 65, dated June 15, 2004, it states:

Policy: It is the policy of the United States to have in place a comprehensive and
effective program to ensure continuity of essential Federal functions under all
circumstances. To support this policy the Federal Executive Branch has implemented
the COOP Program. COOP is defined as the activities of individual departments and
agencies and their sub-components to ensure that their essential functions are
performed. This includes plans and procedures that delineate essential functions;
specify succession to office and the emergency delegation of authority; provide for the
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safekeeping of vital records and databases; identify alternate operating facilities;
provide for interoperable communications; and validate the capability through tests,
training, and exercises. All Federal agencies, regardless of location, shall have in place
a viable COOP capability to ensure continued performance of essential functions from
alternate operating sites during any emergency or situation that may disrupt normal
operations.

By not having a COOP, the Corporation is not in compliance with OMB requirements. The absence of an
approved COQOP leaves the Corporation open to vulnerabilities that could have been uncovered, and also

without plans put in place to mediate the risks associated with those vulnerabilities. Additionally, the
Corporation is unable to test, train, and prepare staff.

NIST SP 800-34, Contingency Planning Guide for Information Technology Systems, states that
contingency plans should contain detailed records of system configurations in order to enhance system
recovery capabilities. In the Executive Summary of NIST SP 800-34, it states:

Accordingly, in order for contingency planning to be successful, agency management
must ensure the following:

»  Understand the IT contingency planning process and its place within the overall
COOP and Business Continuity Plan process.

= Develop or reexamine their contingency policy and planning process and apply the
elements of the planning cycle including preliminary planning, business impact
analysis, alternate site selection, and recovery strategies.

* Develop or reexamine their IT contingency planning policies and plans with
emphasis on maintenance, training, and exercising the contingency plan.

The FISMA review found that none of the Corporation’s systems have contingency plans. By not having
a system level CP, the Corporation is not able to properly test, train, and input a logical progression of
events for each system should the need arise. There are a myriad of issues that are raised and uncovered
during the annual testing of each plan. Some of the more common ones are:

Roles and responsibilities of each CP member.
Personnel changes.

New threats.

Outdated documentation.

Inaccurate documentation.

The Corporation has not updated its Disaster Recovery Plan (DRP). This is a repeat finding from
the FY 2004 review. The Corporation’s DRP generally adheres to NIST SP 800-34 guidelines.
However, these discrepancies were noted:

e Disaster recovery team responsibilities are not defined.
The operating systems in use conflict with the DRP.

¢ The Corporation’s organizational chart has not been implemented into the plan, making it unclear
as to which personnel are on the active recovery team.

Not having roles and responsibilities properly defined can make it difficult for the Corporation to
effectively execute the DRP in case of a disaster.
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The Momentum DRP has not been updated. The Corporation has not been proactive in following the
recommendations contained in the Momentum DRP Report dated February 25, 2005. The report provides
an evaluation of the existing Disaster Recovery and Backup Plan — Momentum Environment and the NBC
Reston LAN GSS Enclave Contingency Plan maintained by the National Business Center (NBC) for
Momentum. Momentum is hosted at NBC, a Department of the Interior organization. Momentum’s DRP
conforms to FISMA requirements by describing the strategy for recovery.

The Corporation reported the following in the Momentum Security Plan:

Planned Controls: The disaster recovery plan was originally developed for the Reston, VA,
facility. It needs to be updated to reflect the recent relocation of the facility to Ashburn, VA.
In addition, a list of critical contact persons is not included in the plan. The Corporation is
currently in the process of formulating this list, which will be included in the updated
Disaster Recovery Plan.

A limited CP test was conducted in September 2003 which did not test the Alternate Disaster Recovery
Site (DRS) and the test results were not documented. The testing in the September 2003 scenario was
interrupted by a live recovery operation. No further actions regarding this finding have taken place.

To date, the DRP has not been updated with the “planned” controls described above and test results have
not been documented.

Recommendations
We recommend that the Corporation:

e Formally approve and test the COOP, train employees, and document and retain test results for
inclusion in future reports, audits, reviews, and independent evaluations.

e Develop Contingency Plans for the facility, MAs, and GSS in accordance with NIST SP 800-34
and OMB guidance.

e Update the Corporation’s DRP and Momentum documentation to fully meet NIST 800-34
guidelines.
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Configuration Management
Conclusions and Findings

The Corporation has not formally accepted the Configuration Management Process
documentation. NIST SP 800-64, Security Considerations in the Information System Development Life
Cycle, Revision 1, states that “managing and monitoring” are key components of systems configuration.
In this regard, the Corporation has implemented many CM activities. All hardware is maintained by an
inventory tracking system managed by the OIT. This inventory is reviewed at least once annually as
required by FISMA, Section 305. Software licensing and installations are managed by the OIT Client
Support Group, with oversight by the Deputy CIO. Automation tools are used by the OIT to maintain
system-level configuration and desktop deployments. Additionally, application configurations are
controlled through a Configuration Control Board (CCB), with CIO and Deputy CIO involvement in
security issues. The CCB recommendations that have budget considerations or decisions have to be
approved by the Chief Financial Officer (CFO). The OIT also utilizes Computer-Aided Software
Engineering (CASE) tools from Oracle to design, develop, and maintain security settings and database
roles/permissions within application databases. To further enhance the CM program, a CM Plan should
be developed. This will bring together the many CM activities into a single integrated process, and
formalize the CM process for greater “managing and monitoring” benefits.

Recommendations

Based on findings associated with the Corporation’s draft Configuration Management Plan, a thorough
review of the plan should be undertaken and then be formally accepted by senior management.

Certification and Accreditation (C&A)
Conclusions and Findings

Not all Corporation systems have C&As. This is considered a significant deficiency. As of May
2004, all system C&As have to be in compliance with FIPS 199 and NIST SP 800-37, per OMB

Memorandum M-04-25. The Corporation has seven systems that require C&As to be performed, and they
include:

General Support System (Network)
Momentum

E-SPAN

Salary Management System (SMS)
Badge System

Voice over IP (VOIP)

Web Based Reporting System (WBRS)

Of the seven systems owned and operated by the Corporation, there are three systems that have not been
categorized against FIPS 199 or certified and accredited (e.g., SMS, Badge System, and VOIP). FIPS

199, Standards for Security Categorization of Federal Information and Information Systems, page 1,
states:

These standards shall apply to: (i) all information within the Federal Government other than
that information that has been determined pursuant to Executive Order 12958, as amended
by Executive Order 13292, or any predecessor order, or by the Atomic Energy Act of 1954,
as amended, to require protection against unauthorized disclosure and is marked to indicate
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its classified status; and (ii) all Federal information systems other than those information
systems designated as national security systems as defined in 44 United States Code Section
3542(b)(2).

In FIPS 199, section 3, page 1, it states, “This publication establishes security categories for both
information® and information systems.”

Not categorizing these systems can allow them to remain open to vulnerabilities that could be mitigated
should the systems undergo a process to protect the data and information contained within these systems.
Senior management cannot know for certain if a particular part of the Corporation’s assets are at risk for
unauthorized access, tampering, or malicious code insertions through a weakness that has not yet been
properly assessed for its risks. There is a potential vulnerability or risk of attack present within these
systems that may not be properly mitigated to an acceptable level. The adverse effect on individuals may
include, but is not limited to, loss of the privacy to which individuals are entitled under law.

In NIST SP 800-37, it states:

Required by OMB Circular A-130, Appendix III, security accreditation provides a form
of quality control and challenges managers and technical staffs at all levels to implement
the most effective security controls possible in an information system, given mission
requirements, technical constraints, operational constraints, and cost/schedule
constraints. By accrediting an information system, an agency official accepts
responsibility for the security of the system and is fully accountable for any adverse
impacts to the agency if a breach of security occurs. Thus, responsibility and
accountability are core principles that characterize security accreditation.

Additionally, the Corporation has not officially authorized E-SPAN to operate. The E-SPAN C&A has
been in draft since February 2005 and, as such, was deemed to be out of compliance with OMB and NIST
guidance. As a result of C&As not being performed on systems, senior management is not assured of the
security posture within the Corporation; leaving the authorizing officials of these systems held
accountable for the security threat that these systems impose on the Corporation’s resources. The

exposure of risks within the C&A process are not being elevated to the POA&M for remediation, leaving
those vulnerabilities and threats open to unauthorized persons.

System C&As do not always follow NIST guidance. As part of the FY 2005 FISMA review, two of the
seven system C&A packages were reviewed to include Momentum and the Corporation’s Network.

During the review of the C&A packages, several weaknesses were found. These weaknesses are
discussed below.

The Corporation did not follow the C&A process outlined in NIST SP 800-37, Guide for the Security
Certification and Accreditation of Federal Information Systems, for creating the Corporation’s
Certification Letter and Accreditation Statements. The C&A letters did not follow the line of succession
prescribed in the guidance for informing stakeholders of decisions made in the C&A process.

The Corporation’s policy of assigning the individual at the time of granting a full ATO is not in
compliance with NIST guidance. As each individual portion of the C&A package is produced, each
should be sent to the appropriate officials to be reviewed and for a decision made as to the security

Information is categorized according to its information type. An information type is a specific category of information (e.g.,
privacy, medical, proprietary, financial, investigative, contractor sensitive, security management) defined by an organization or,
in some instances, by a specific law, Executive Order, directive, policy, or regulation.
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posture that document exposes. The individual documentation generally has items that need to be placed
on the POA&M for timely disposition. As it stands, the Corporation has weaknesses that are left
unattended until the decision of the Designated Approving Authority (DAA) grants an ATO. However,
this leaves the Corporation vulnerable to the weaknesses reported in the various documents used to grant
an ATO.

The Corporation has not conducted system testing and evaluation (ST&E) in accordance with
OMB, NIST SP 800-37, and NIST SP 800-30 guidance. ST&Es are designed to test the effectiveness
and efficiency of the security controls of an IT system as they have been applied in an operational
environment, considering impact on the mission. The objective is to ensure that the applied controls meet
the approved security specification for the software and hardware and implement the organization’s
security policy or meet industry standards. By not having conducted ST&E, the Corporation is not fully
informed of the risks associated with their systems.

The Corporation does not always perform reaccreditations when a significant change to a system
occurs. NIST SP 800-37, Guide for the Security Certification and Accreditation of Federal Information
Systems, page 5, states:

“reaccreditation occurs periodically in accordance with Federal or agency policy and
whenever there is a significant change to the system or its operational environment.*”

The Corporation did not perform a C&A upon the Network when new systems, including an upgraded
network operating system, or services were added. It was noted during the review that the Corporation’s

network operating system was upgraded without a recertification of the network. Not having systems
certified and accredited can result in:

e Non-compliance with NIST and OMB.

e System vulnerabilities are not remediated to an acceptable level.

¢ Stakeholders within the system boundaries cannot be assured of the security of their system.

* DAAs are held accountable for vulnerabilities that are not remediated to an acceptable level.
Recommendations

We recommend that the Corporation:
® Provide the appropriate line of succession for system notification within the C&A letters.
¢  Grant the appropriate ATO for E-SPAN to be in production.
* Provide documentation that the C&A is in compliance with OMB and NIST.

* Notify all stakeholders of any significant change to the Corporation’s security posture due to a
significant change or addition of hardware or software that requires new C&A efforts.

4 Examples of significant changes to an information system that should be reviewed for possible reaccreditation include but are
not limited to: (i) installation of a new or upgraded operating system, middleware component, or application; (ii) modifications to
system ports, protocols, or services; (iii) installation of a new or upgraded hardware platform or firmware component; or (iv)
modifications to cryptographic modules or services. Changes in laws, directives, policies, or regulations, while not always

directly related to the information system, can also potentially affect the security of the system and trigger a reaccreditation
action.
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e Conduct the activities necessary to bring all systems within the Corporation’s operational
boundaries in compliance with FIPS 199 and NIST SP 800-37. Perform the following activities
(this is not an all-inclusive list):

Policies and Procedures development and publication

Budget Impact Analysis

Risk Assessment

System Security Plan

Security Test and Evaluation (ST&E)

Rules of Behavior

Contingency Plan (updating the appropriate CP for the Corporation’s Network)
Configuration Management baselines

Review and grant an ATO, IATO, or Not Authorized to Operate in a timely manner

W R WD

Privacy
Conclusions and Findings

The Corporation has not complied with Memorandum 03-18, /mplementation Guidance for the E-
Government Act of 2002 (Public Law 107-347, 44 U.S.C. Chapter 36). The Corporation has not
performed a Privacy Impact Assessment (PIA) and reported results to OMB. This is considered a
significant deficiency. The E-Government Act, Section 208, directs agencies to conduct reviews of how
personally identifiable information is handled within their agency when collected electronically to ensure
this information is accorded proper protection. Agencies are also directed to inform the public of how
they handle personal information provided electronically, so that the American public knows their
personal information is protected. The Corporation stated in its response to the FY 2004 FISMA Report
that the PIA was not required on systems that were already in production. However, the Corporation
underwent significant changes in the interim period of reporting, in which PIAs are required. Not being
in compliance makes personal information vulnerable to misuse and undermines public confidence in the
Corporation’s ability to protect personal data it holds.

Additionally, the Corporation has not performed a PIA on any of the newly acquired or operational
systems within the Corporation’s security boundaries.

The Corporation has not conducted an assessment of its systems for compliance with the E-
Authentication Memorandum M-04-04, which implements Section 203 of the E-Government Act,
44 U.S.C. Chapter 36. The Memorandum, Attachment A, Section 1.1, Introduction Summary, states:

This guidance requires agencies to review new and existing electronic transactions to
ensure that authentication processes provide the appropriate level of assurance. It
establishes and describes four levels of identity assurance for electronic transactions
requiring authentication. Assurance levels also provide a basis for assessing Credential
Service Providers (CSPs) on behalf of Federal agencies.

The Corporation was mandated to conduct E-Authentication Risk Assessments by the following schedule
set by OMB in Determining Assurance Levels, Section 5, Effective Dates of Guidance:

Agencies must categorize all existing transactions/systems requiring user authentication
into one of the described assurance levels by September 15, 2005. Agencies should
accomplish this in the following order:
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= Systems classified as “major” must be completed by December 15, 2004.

»  New authentication systems should begin to be categorized, as part of the system design,
within 90 days of the completion of the final E-Authentication Technical Guidance issued by
NIST.

The chosen assurance level must be made publicly available through the agency website, the Federal
Register, or other means (e.g., upon request). The E-Authentication Initiative will post agency
application assurance levels at a central location for public access.

Recommendations
We recommend that the Corporation:

e Conduct PIAs on all of the systems currently within the Corporation’s operational boundaries and
under development.
Conduct a PIA on any new system in development.
Revisit the PIA for any system undergoing a new C&A effort.

e Conduct E-Authentication assessments for the Corporation’s systems to determine compliance
with OMB requirements. Make these assessments readily available upon request.
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Consolidated List of Recommendations

Agency Risk Assessments (RAs):

1.

3.

4.

Conduct RAs to ensure the Corporation’s MAs and GSS are in compliance with Federal mandates
and guidelines.

Perform RAs on the newly acquired systems that are under the auspices of the Corporation’s
control and purview.

Integrate the RA process into a formalize C&A process.

Add the list of RA participants to Section II, Risk Assessment Approach, for each RA.

Security Policies and Procedures:

5.

10.

11.

Develop and implement policies and procedures for the Badge System to meet HSPD-12
compliance.

Maintain an online library with up-to-date information that is reviewed for clarity and compliance
with Corporation, OMB, NIST, and Federal mandates and guidelines.

Update the Corporation’s Policy #501 to reflect the current requirements of the Corporation’s
Network SSP.

Update and formally approve Policy #378, Structured Systems Development Life-Cycle
Methodology, by second quarter FY 2006, in accordance with NIST SP 800-64. Areas noted to
be addressed are:

Identification of security personnel.

Definition of roles and responsibilities.
Identification of disposal phase and procedures.
Proper identification of security control.

Update the Corporation’s ROB to adequately address requirements of the MAs and GSS.

Document and enforce the stated practice of annual C&As to meet the FISMA requirement for
testing and evaluation every twelve months.

Provide the Corporation’s personnel the major application’s Rules of Behavior and the
consequences of non-compliance with ROB.

System Security Plans (SSPs):

12.

13.

14.

Update all of the Corporation’s SSPs in accordance with NIST SP 800-18.

Update the Corporation’s Network SSP to indicate there are additional system-level ROB to be
adhered to, in accordance with OMB and NIST guidance.

The SSP for Momentum needs to be updated to reflect:
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e Identification and remediation of planned controls.
e Identification of the location of the Disaster Recovery Site; and

a) Test the appropriate site.
b) Maintain documentation of the testing.
¢) Train personnel that would be affected by the outcome of the testing.
d) Implement the recommendations.
15. Include SSP summaries in the IT Strategic Plan.

Security awareness and training:

16. Enhance the training program by incorporating current information security threats, network
vulnerabilities facing the Corporation, and security best practices.

17. Enhance the training program to provide additional security training to employees to further
develop their knowledge in IT security,

18. Develop a comprehensive security awareness training test that adequately addresses:

¢ The content of the security-training program.

e  Usurpation by employees.

e The ability to track the employee’s progress throughout the training.
e Verification that the user is aware of the consequences.

Annual testing and evaluation:
19. Conduct annual self-assessments in accordance with NIST SP 800-26 or NIST SP 800-53.

20. Continue to exploit established internal and external scanning procedures as a means of
identifying network vulnerabilities and taking corrective action to mitigate risk.

21. Remediate outstanding vulnerabilities from independent reviews.
Corrective action process:
Improve the current single, agency-wide POA&M process:
22. Develop and implement policies and procedures for ensuring that all items noted as weaknesses

or findings in the various audits, reviews, and investigations are captured and remediation given
on the official POA&M.

23. Maintain the POA&M’s structure and information in accordance with OMB Guidance to address:

e The tracking of all weaknesses to closure.

e Retaining all weaknesses tracked to ensure that items once placed on the official POA&M are
not removed until one full year after the quarter in which those items are closed.
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Continuity of operations and contingency plans:

24. Formally accept and test the COOP, train employees, and document and retain test results for
inclusion in future reports, audits, reviews, and independent evaluations.

25. Develop Contingency Plans for the facility, major applications, and general support system that
are in compliance with NIST SP 800-4 and OMB guidance.

26. Update the Corporation’s DRP and Momentum documentation to fully meet NIST 800-34
guidelines.

Configuration Management (CM):

27. Based on findings associated with the Corporation’s draft Configuration Management Plan, a
thorough review of the plan should be undertaken and then be formally accepted by senior
management.

Certification and Accreditation (C&A):
28. Provide the appropriate line of succession for system notification within the C&A letters.
29. Grant the appropriate ATO for E-SPAN to be in production.
30. Provide documentation that the C&A is in compliance with OMB and NIST.

31. Notify all stakeholders of any significant change to the Corporation’s security posture due to a
significant change or addition of hardware or software that requires new C&A efforts.

32. Conduct activities necessary to bring all systems within the Corporation’s operational boundaries
in compliance with FIPS 199 and NIST SP 800-37, including: (this is not an all-inclusive list):

Policies and Procedures development and publication

Budget Impact Analysis

Risk Assessment

System Security Plan

Security Test and Evaluation (ST&E)

Rules of Behavior

Contingency Plan (updating the appropriate CP for the Corporation’s Network)
Configuration Management baselines

Review and grant an ATO, IATO, or Not Authorized to Operate in a timely manner

Privacy:

33. Conduct Privacy Impact Assessments on all of the systems currently within the Corporation’s
operational boundaries.

34. Conduct a PIA on any new system in development.

35. Revisit the PIA for any system undergoing a new C&A effort.
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36. Conduct E-Authentication assessments for the Corporation’s systems to determine compliance
with OMB requirements. Make these assessments readily available upon request.
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Response to Agency Comments

Carson Associates have reviewed the comments provided, on September 29, 2005, to this report’s
findings and recommendations. We note from the Corporation’s response that they are in agreement with
all of the findings and recommendations. We also find, included in their response, that the Corporation
has developed a corrective action plan. The Corporation’s corrective action plan (CAP) is sufficiently
detailed enough to conclude that the Corporation has captured the findings and recommendations
addressed in this report. There is sufficient evidence in the Corporation’s response to conclude that
implementation and closure of the recommendations and findings will be on or about March 1, 2006.
Formal review of the Corporation’s Plan of Action and Milestones, dated March 15, 2006, should be
conducted by or on behalf of the Office of Inspector General to verify the CAP proposed has been
accomplished. The formal review would also indicate whether or not reported items are properly handled
and tracked to resolution.
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OBJECTIVE, SCOPE, AND METHODOLOGY

The overall objective of this independent evaluation was to assist the OIG in meeting its FISMA
obligation for independent assessment of the Corporation’s information security in accordance with OMB
FY 2005 reporting guidelines. In support of this objective, the evaluation team conducted a high-level,
qualitative review of the Corporation’s information security program, specifically evaluating the agency’s
degree of compliance with applicable criteria for a security program and evaluating the effectiveness of

automated and manual security controls for the four mission-essential systems of the Corporation.
Systems examined were:

Momentum

E-SPAN (e-Grants as a module of E-SPAN)
Corporation Network

FIPS Badge System

These systems were not included in the scope of this audit:

Web-Based Reporting System (WBRS)
The OIG Local Area Network (LAN)
Salary Management System (SMS)
Contractor-operated facilities.

The scope of work was organized into three tasks:

e Background Review
e Evaluation Fieldwork
e Evaluation Reporting

Consistent with these tasks, the methodology involved data collection (e.g., primarily from interviews and
records), data analysis, security controls testing, and determination of findings and recommendations.

Interviews entailed administration of structured question sets (c.g., derived from NIST, the Federal

Information Systems Controls Audit Manual and OMB security criteria) to the following Corporation
staff:

e  Deputy CIO

e CIO

* Program Officials

o Selected OIG staff

e Selected system users

The document review process included agency:

e Plans and policies
e Reports

e Network diagrams
[ ]

System certifications and accreditations
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An external penetration test was conducted to evaluate security aspects of the agency’s firewall. The test
was performed from outside the Corporation’s security perimeter (e.g., from the Internet). Network
vulnerability scans were performed using SAINT® and a variety of penetration testing tools. The results
of the external penetration were provided to the Corporation in a separate report.

Analyses were performed in accordance with guidance from the following:

Government Accountability Office (GAO), Government Auditing Standards, 2003 Revision.
GAO, Federal Information System Controls Audit Manual, Volume I: Financial Statement
Audits, January 1999.

NIST Special Publication 800-26, Self-Assessment Guide for Information Technology Systems,
August 2001.

OMB reporting instructions.

Information Systems Audit & Control Association (ISACA) standards.

Corporation OIG Audit Guidance.

The evaluation was conducted on site at the Corporation headquarters, 1201 New York Avenue NW,
Washington, DC 20525, between May 5, 2005, and August 22, 2005. Evaluators were Anthony Van
Dyck, Reginald Esteban, and Diane Reilly from Richard S. Carson & Associates, Inc., 4720 Montgomery
Lane, Suite 800, Bethesda, MD 20814.
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October 7, 2005

The Honorable Joshua B. Bolten

Director, Office of Management and Budget
Eisenhower Executive Office Building
Room 252

Washington, DC 20503

Dear Director Bolten:

The Corporation for National and Community Service (the Corporation) submits
for your review its 2005 Federal Information Security Management Act (FISMA)
annual report. The Corporation takes its responsibility for ensuring that its
information systems and infrastructure are secure and meet FISMA requirements
very seriously and is committed to resolving the identified issues and improving
our FISMA process.

During the process of conducting this year’s FISMA review, the Corporation’s
Office of the Inspector General (OIG) noted weaknesses in the security posture of
the Corporation. The Corporation is implementing a comprehensive plan to
correct these weaknesses, this plan is outlined below. In addition, we have
contracted with a FISMA consultant to assist in completing these corrective
actions by March 1, 2006. Specifically, we will review our systems using the
following process.

System Review Process Summary

1. Inventory all Corporation computer systems.

2. Determine if the asset is a significant system. Define all systems into the
following:

a. Major Application (MA);
b. General Support System (GSS);
c. Minor Applications (systems that are neither a MA nor a GSS).

3. Categorize all required Systems based on the following:
a. Identify the level of associated risk by evaluating —
1. Functionality of the system;
il. The types of data the system processes and holds.
b. Complete Privacy Impact Assessments (PIAs).
c. Determine whether the system requires an E-Authentication
Assessment —

1. Complete the E-Authentication Assessment when required.
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4. For all MAs or GSS:
Develop a controls baseline for the system —
i. Perform a Risk Assessment for the systems.
Develop a Security Plan for the systems.
Perform an appropriate Security Test & Evaluation ST&E.
Complete an annual Self-Assessment.
Complete the C&As -
i. Include the necessary documentation to ensure that the C&As
are in compliance with OMB and NIST;
ii. Document the Rules of Behavior (ROB);
iii. Document the Configuration Management baselines.

o e o

The Corporation will complete the inventory and categorization by December 1, 2005
and complete the entire process by March 1, 2006.

Other materials that support this assessment are available for review by your staff.
Please contact our Chief Information Officer, Mr. Peter Hill, at 202-606-6609, or via

email at phill@cns.gov, should you have any questions regarding the attached
information.

Sincerely,

David Eisner
Chief Executive Officer

Enclosure: 2005 FISMA Annual Report

cc: Carol Bates, Acting Inspector General
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Corporation for

NATIONALY
COMMUNITY
SERVICEESSZ

September 29, 2005

Ms. Carol Bates

Acting Inspector General

Corporation for National and
Community Service

Suite 830

Washington, D.C. 20525

Dear Ms. Bates:

Thank you for the opportunity to comment on the Federal Information System
Management Act (FISMA) review for 2005. The Corporation takes its responsibility for ensuring
that its information systems and infrastructure are secure and meet FISMA requirements very
seriously and is committed to resolving the identified issues and improving our FISMA process.

The report identified three issues that the OIG deems to be significant deficiencies:

1. the Corporation has not complied with Memorandum 03-18, Implementation
Guidance for the E-Government Act of 2002 (Public Law 107-347,44 United
States Code (U.S.C.) Chapter 36), by not performing a Privacy Impact
Assessment (PIA) and reporting the results to OMB.

2. the Corporation’s security self-assessments not following the guidance in NIST
SP 800-26, Self-Assessment Guide for Information Technology Systems
because: (1) the documentation to support the reported levels (level 1-5) is not
presently available; and (2) E-SPAN security self-assessment is not finalized and
approved; though, the certification and accreditation (C & A) package has been
ready since December 2004.

3. the Corporation’s certification and accreditation efforts are not compliant with
the NIST SP 800-37, Guide for the Security Certification and Accreditation of
Federal Information Systems.

We don’t disagree with these findings and believe they can best be addressed together as partofa
comprehensive plan as outlined below. In addition, we have contracted with a FISMA consultant
to assist the Corporation in completing its plan by March 1, 2006. Specifically, we will review
our systems using the following process.

System Review Process Summary

1. Inventory all Corporation computer systems

2. Determine if the asset is a significant system. Define all systems into the following
a. Major Application (MA)
b. General Support System (GSS)
¢. Minor Applications (systems that are neither a MA nor a GSS)

1201 New York Avenue, NW * Washington, DC 20525 USIA\E
202-606-5000 * www.nationalservice.org Freedom Corps

Senior Corps * AmeriCorps * Learn and Serve America The President's Call to Servxce



3. Categorize all required Systems based on the following:
a. Identify the level of associated risk by evaluating —
1. Functionality of the system
ii. The types of data the system processes and holds
b. Complete Privacy Impact Assessments (PIAs)
c. Determine whether the system requires an E-Authentication Assessment
1. Complete the E-Authentication Assessment when required
4. For All MA’s or GSS will:
Develop a controls baseline for the system
1. Perform a Risk Assessment for the systems
Develop a Security Plan for the systems.
Perform an appropriate Security Test & Evaluation (ST&E)
Complete an annual Self-Assessment
Complete the C & A’s
1. Include the necessary documentation to ensure that the C & As are in
compliance with OMB and NIST
ii. Document the Rules of Behavior (ROB).
1it.  Document the Configuration Management baselines

o po o

We will complete the inventory and categorization by December 1, 2005.
We will complete this entire process by March 1, 2006.

The report also identified other issues that the Corporation has addressed in a separate
response.

I would also like to express my appreciation for the efforts that your staff and the staff of
Carson & Company made on the fiscal 2005 FISMA audit. Without this collaborative effort, we
would not have been able to achieve the expedited deadline for completing the audit.

Sincerely,

David Eisner
Chief Executive Officer



General Response

In response to the problems related to the FISMA audit of last year, the Corporation invested
more time this year with our FISMA contractor to improve the quality of the Certification and
Accreditation’s (C & A’s). The Corporation instituted a policy of performing Certification and
Accreditation’s (C & A’s) annually on all systems. This approach was adopted to ensure that the
Corporation would be in compliance. After four iterations the resulting C & A’s were
significantly better than last year but not fully in compliance with NIST guidelines. To help
ensure compliance on this as well as other items listed below, we have hired a new Contractor in
order to help ensure that our C & As are fully compliant with NIST guidelines.

The Corporation is reviewing its OIT policy process in order to determine the optimal process to
be used as we move forward. In addition, we will be reviewing our policies and procedures for
FISMA compliance and add, or change them, where appropriate.

We will update or create our Corporate policies following the process outlined below.

Create a draft policy and implementation plan

Review the policy and Implementation plan with the Office of the CEO

Work with the Office of the CEO to determine who needs to sign off on the policy
Draft the final policy for sign-off

Submit the policy to the Office of the CEO for final reviewer determination
Initiate formal review process

Update the policy as appropriate

Implement the policy

Monitor for compliance

WA E WD =

The following comments address each separate area identified in the 2005 FISMA report.
Risk Assessments

The revised SDLC policy, currently under review, incorporates more formal risk management
practices that will address risk management processes and documentation requirements prior to

the Corporation implementing new systems, system components, or services. The SDLC will be
revised for sign off by December 1, 2005.

Risk assessments will be performed on all newly acquired or developed systems as indicated by
NIST guidelines. We will update the RA process as part of an updated C & A process that will be
identified during our review of all of our systems based upon FISMA and NIST guidelines in the

process described below. We will be working with a FISMA contractor to complete this process
on the dates referenced below.
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System Review Process Summary

1. Inventory all Corporation computer systems
2. Determine if the asset is a significant system. Define all systems into the following
a. Major Application (MA)
b. General Support System (GSS)
c. Minor Applications (systems that are neither a MA nor a GSS)
3. Categorize all required Systems based on the following:
a. Identify the level of associated risk by evaluating —
i. Functionality of the system
ii. The types of data the system processes and holds
b. Complete Privacy Impact Assessments (PIAs)
c. Determine whether the system requires an E-Authentication Assessment
1. Complete the E-Authentication Assessment when required
4. For All MA’s or GSS will:
a. Develop a controls baseline for the system
1. Perform a Risk Assessment for the systems
Develop a Security Plan for the systems.
Perform an appropriate Security Test & Evaluation (ST&E)
Complete an annual Self-Assessment
Complete the C & A’s
i. Include the necessary documentation to ensure that the C & As are in
compliance with OMB and NIST
1i. Document the Rules of Behavior (ROB).
1. Document the Configuration Management baselines

oo g

We will complete the inventory and categorization by December 1, 2005.
We will complete this process by March 1, 2006.

We will revise our Risk Assessment to be compliant with NIST and tailored to fit our
environment as identified during the system review process outlined above. We will add a list of

participants to Section II, Risk Assessment Approach, for each RA.

The Corporation will review our risk management oversight and identify the appropriate
improvements by March 1, 2006.

Security Policies and Procedures
The Corporation will review its online library to ensure that it is easily accessible by the
appropriate people, up to date, easy to understand and in compliance with relevant Corporation,

OMB, NIST and Federal mandates and guidelines by March 1, 2006. We will monitor the online
library to ensure it is kept current.

We will monitor to ensure continued Corporation compliance with HSPD-12.

The Corporation will update our Information Security Policy #501 to support the current
requirements of the Corporation’s Network SSP and changes in NIST guidance.

The Corporation will update and formally approve Policy # 378 Structured Systems Development
Life-Cycle Methodology by the second quarter FY 2006 including:
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—

Identification of security personnel and notify them in writing of their assignment

2. Define IT security roles and responsibilities

3. Define procedures for disposal of media in the SDLC disposal phase and when no longer
needed for data storage

4. Proper identification of security controls in accordance with NIST standards and guidance

The ISSO will update the Rules of Behavior to adequately address the requirements of the Major
Applications and the General Support System. We will provide Corporation personnel with the
Rules of Behavior for the GSS and the MAs they use. The Rules of Behavior will include
information on the consequences of non-compliance.

The Corporation will review and revise its policy of performing C & A’s every 12 months to
meet the FISMA guidelines. We will include the appropriate criteria to determine when future C
& As will be performed. We will consult with the IG to ensure that the Corporations definition

and process for determining a significant change is compliant with NIST guidelines by March 1,
2006.

The following is a summary of the system review process:

System Review Process Summary

1. Inventory all Corporation computer systems
2. Determine if the asset is a significant system. Define all systems into the following
a. Major Application (MA)
b. General Support System (GSS)
c. Minor Applications (systems that are neither a MA nor a GSS)
3. Categorize all required Systems based on the following:
a. Identify the level of associated risk by evaluating —
1. Functionality of the system
ii. The types of data the system processes and holds
b. Complete Privacy Impact Assessments (PIAs)
¢. Determine whether the system requires an E-Authentication Assessment
1. Complete the E-Authentication Assessment when required
4. For All MA’s or GSS will:
a. Develop a controls baseline for the system
i. Perform a Risk Assessment for the systems
Develop a Security Plan for the systems.
Perform an appropriate Security Test & Evaluation (ST&E)
Complete an annual Self-Assessment
Complete the C & A’s
i. Include the necessary documentation to ensure that the C & As are in
compliance with OMB and NIST
ii. Document the Rules of Behavior (ROB).
iii. Document the Configuration Management baselines

oae T

We will complete the inventory and categorization by December 1, 2005.
We will complete this process by March 1, 2006.
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System Security Plans

The Corporation will review all System Security Plans and update, as appropriate by March 1,
2006 in accordance with NIST SP 800-18.

The Corporation will update the Network SSP to indicate there are additional system-level ROBs
to be adhered to in accordance with OMB (NIST Guidance).

The Corporation will update the Momentum SSP to include:

The identification and remediation of the planned controls;

The proper identification of the Disaster Recovery site;

Testing and the retention of test documentation;

Training requirements for personnel having disaster recovery responsibilities; and
Implement the recommendations.

kb

The Corporation will review and determine the SSP summaries that should be included in its IT
Strategic Plan.

Security Awareness and Training

The Corporation had planned to roll out a new security-training module on September 16, 2005,
that incorporates text information regarding key areas of security awareness and asks questions
directly linked to each topic area. Hot links and references to CNCS policies that are in force will
be provided for the staff to view and read. The question must be answered correctly before the
user can proceed to the next question. We have decided to review that module to ensure it
addresses all of the needs and will release it on December 1, 2005.

The Corporation will review its security awareness and training prior to its release for:

1. The content of the security training program

2. Possible usurpation by employees

3. Tracking employee’s progress throughout the training

4. Verifying that the user is aware of security treats and consequences.

In addition, to address current information security threats, we will begin sending out periodic
emails to our user community with information about various security issues. We will also
explore other ways to improve employee security awareness.

Annual Testing and Evaluation (SD)

The Corporation will be reviewing and modifying our policy on C & A’s and self-assessments to
schedule C & A’s every three years or when there is a significant change to the system. We will
revise our C & A policy to require a self-assessment as an attachment. During the years when a C

& A 1s not required, we will conduct a self-assessment in accordance with NIST SP-26 or NIST
SP 800-53.

As part of our new C & A policy we will define those conditions that determine a significant
change. We will use these defined conditions as part of our change control process an impact
assessment to determine whether a C & A is required.
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The Corporation will continue to exploit established internal and external scanning procedures as
a means of identifying network vulnerabilities and taking corrective action to mitigate risk.

We will ensure that any outstanding vulnerability identified in previous independent reviews are
tracked properly as part of the Plan of Action and Milestones (POA&M’s) and corrected as soon
as possible.

Corrective Action Process (Plan of Action and Milestones)

The Corporation will review and change as needed our POA&M tracking and reporting process to
comply with OMB guidelines and to ensure that all appropriate items make our POA&M list and
are not removed until one year after items have been closed.

As part of our 2005 FISMA activities, we are propagating an IT security database focused on
those items needed by our ISSO to help monitor the status of our IT program. When fully
propagated, the database will contain a list of all Corporation systems, the categorization of each
of those systems (Major Application, General Support System, Minor Application), what security
documentation is required (e.g., PIA, C & A, self-assessment) and its status, and when each
system is scheduled for a C & A review. In addition, the database will contain a consolidated
listing of all IT security findings, their source, affected system or program, scheduled resolution
date, and actual resolution date. This database will facilitate automated ISSO program oversight
and will ensure that identified problem areas are resolved as scheduled. The database is scheduled
to be operational by the December 30, 2005.
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Continuity of Operations and Disaster Recovery

We will take appropriate steps to comply with NIST, OMB, or other Federal guidelines
concerning contingency of operations and disaster recovery. These include:

e The Corporation will formally approve and test the COOP including training employees
by May 1, 2006. We will document ard retain the results.

¢ We will develop Contingency Plans for the facility, Major Applications, and General
Support System, in accordance with NIST SP 800-34 and OMB guidance.

e We will update the Corporation’s System Security Plan, Disaster Recovery Plan, and
Momentum documentation on an annual basis, in compliance with NIST 800-34.

Configuration Management

The Corporation will review and update as required our draft Configuration Management Plan.
We will ensure that all of our current configuration management processes are included in the
plan. We will than formally accept the plan and use it as our operating guide for all of our
Configuration processes by April 1, 2006.

Certification and Accreditation (C & A) (SD)

In addition to updating the C & A’s policy, the Corporation will perform a C & A’s on all MAs or
GSS that have not had a C & A completed in the last three years. We will also review the
categorization of all systems to ensure appropriate classification as a MA, GSS, or Minor system.

System Review Process Summary

1. Inventory all Corporation computer systems
2. Determine if the asset is a significant system. Define all systems into the following
a. Major Application (MA)
b. General Support System (GSS)
¢. Minor Applications (systems that are neither a MA nor a GSS)
3. Categorize all required Systems based on the following:
a. Identify the level of associated risk by evaluating —
1. Functionality of the system
ii. The types of data the system processes and holds
b. Complete Privacy Impact Assessments (PIAs)
c. Determine whether the system requires an E-Authentication Assessment

i. Complete the E-Authentication Assessment when required
4. For All MA’s or GSS will:

a. Develop a controls baseline for the system
i. Perform a Risk Assessment for the systems
Develop a Security Plan for the systems.
Perform an appropriate Security Test & Evaluation (ST&E)
Complete an annual Self-Assessment
Complete the C & A’s
1. Include the necessary documentation to ensure that the C & As are in
compliance with OMB and NIST
ii. Document the Rules of Behavior (ROB).

oo
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iii. Document the Configuration Management baselines

We will complete the inventory and categorization by December 1, 2005.
We will complete this process by March 1, 2006.

We will complete the process for this years C & A to grant the appropriate ATO for eSpan.

In addition, we will provide the appropriate line of secession for system notification within the C
& A letters. We put in place a process to notify all stakeholders of any significant change to the
Corporation’s security posture due to a significant change or addition of hardware or software
that requires new C & A efforts.

Privacy (SD)

As part of our C & A process, described in our general comments under system categorization,
we will Complete Privacy Impact Assessments (PIAs) on all of the systems currently within the
Corporation’s operational boundaries and under development. We will complete a PIA on any

new system before it goes live. As part of any new C & A we will revisit the existing PIA.

In addition, we will conduct and make available E-Authentication assessments for the
Corporation’s systems to determine compliance with OMB requirements.
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