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cellular signal. The means by which this device was accessed by the ORD may indicate a pattern of 
inadequate information security across devices located off the EPA’s Agency network. With the lack of 
access controls, guarantees of scientific integrity cannot be made as the  devices do not appear to 
include or require a password. Programs that the  devices support may thus be receiving flawed 
data, skewing programs and studies used to support further EPA research and funding. Further, there is a 
potential threat for malicious software to be inadvertently downloaded or pushed from a malicious source 
to devices lacking security. Such malicious software could create a vulnerability beyond the 
devices themselves or render the devices completely inoperative. 

The OIG continues its investigation into this matter. Based on the foregoing results, my office has 
identified this as a critical control issue, so that the Agency will take whatever steps it deems appropriate 
to ensure the integrity of vital scientific research conducted by the ORD. 

Special Agent in Charge 
Should you have any questions regarding this report, please contact me at (202) 566-2841 or Assistant 

. 

cc: Sean W. O’Donnell, Inspector General 
Dan Utech, Chief of Staff, Office of the Administrator 
Donna Vizian, Acting Assistant Administrator for Mission Support 
Vaughn Noga, Deputy Assistant Administrator for Environmental Information and Chief 

Information Security Officer, Office of Mission Support 
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