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The EPA Lacks Documented Procedures for 
Detecting and Removing Unapproved 
Software on the Agency’s Network 
  What We Found 

We concluded that the EPA achieved an overall 
maturity level of Level 3 (Consistently 
Implemented) for the five security functions and 
nine domains outlined in the FY 2021 Inspector 
General Federal Information Security 
Modernization Act of 2014 (FISMA) Reporting 
Metrics. This means that the EPA consistently 
implemented its information security policies 
and procedures, but quantitative and qualitative 
effectiveness measures are lacking. We 
identified that the EPA has deficiencies in documenting software management 
procedures on the detection and removal of nonbase software, which is 
software that is not part of the standard Agency package. 

  Recommendations and Planned Agency Corrective Actions 

We recommend that the Office of Mission Support document procedures to 
detect and remove unapproved software on the Agency’s network and provide 
targeted training on those procedures. The Agency agreed and provided 
acceptable planned corrective actions with estimated completion dates to 
address the recommendations. 

  Noteworthy Achievement 

The Agency developed a software triage team in response to an August 2019 
chief information officer memorandum to senior information officers asking 
them to certify software on the EPA network. The software triage team 
maintains an agencywide dashboard available to all information management 
officers that shows all software loaded on program office and regional 
computers. The team meets regularly to discuss the justification for 
unapproved software discovered on the network or the information 
management officers’ plans for software removal and updates the dashboard 
accordingly. 

 

Why We Did This Evaluation 

We performed this evaluation to 
assess the U.S. Environmental 
Protection Agency’s compliance 
with the FY 2021 Inspector 
General Federal Information 
Security Modernization Act of 
2014 (FISMA) Reporting Metrics 
and determine whether the EPA 
followed its processes to 
investigate and remove 
unapproved software from the 
network.   
 
The reporting metrics outline five 
security function areas and nine 
corresponding domains to help 
federal agencies manage 
cybersecurity risks. The 
document also outlines five 
maturity levels by which 
inspectors general should rate 
their agencies’ information 
security programs:  
 
• Level 1 (Ad Hoc).  
• Level 2 (Defined).  
• Level 3 (Consistently 

Implemented).  
• Level 4 (Managed and 

Measurable).  
• Level 5 (Optimized).  

This evaluation supports EPA 
mission-related efforts: 

• Compliance with the law.  
• Operating effectively and 

efficiently. 

This evaluation addresses a top 
EPA management challenge:  

• Protecting information 
technology and systems 
against cyberthreats. 

Address inquiries to our public 
affairs office at (202) 566-2391 or 
OIG_WEBCOMMENTS@epa.gov.  
 
List of OIG reports. 
 

Office of Inspector General 
U.S. Environmental Protection Agency 

Without documented 
procedures governing 
software management and 
vulnerability remediation 
processes, the EPA 
continues to be at risk of 
outsiders gaining access to 
compromise and exploit 
Agency systems and data. 

https://www.epa.gov/office-inspector-general/report-epas-fiscal-year-2022-top-management-challenges
mailto:OIG_WEBCOMMENTS@epa.gov
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MEMORANDUM 
 
SUBJECT: The EPA Lacks Documented Procedures for Detecting and Removing Unapproved 

Software on the Agency’s Network 
Report No. 22-E-0028 

FROM: Sean W. O’Donnell   

TO: Kimberly Patrick, Principal Deputy Assistant Administrator 
Office of Mission Support 

This is our report on the subject evaluation conducted by the Office of Inspector General of the 
U.S. Environmental Protection Agency. The project number for this evaluation was OA-FY21-0206. This 
report contains findings that describe the problems the OIG has identified and corrective actions the OIG 
recommends. Final determinations on matters in this report will be made by EPA managers in accordance 
with established audit resolution procedures. 

The Office of Mission Support is responsible for the issues discussed in this report. 

In accordance with EPA Manual 2750, your office provided acceptable planned corrective actions and 
estimated milestone dates in response to OIG recommendations. All recommendations are resolved, and 
no final response to this report is required. If you submit a response, however, it will be posted on the 
OIG’s website, along with our memorandum commenting on your response. Your response should be 
provided as an Adobe PDF file that complies with the accessibility requirements of section 508 of the 
Rehabilitation Act of 1973, as amended. The final response should not contain data that you do not want 
to be released to the public; if your response contains such data, you should identify the data for redaction 
or removal along with corresponding justification. 

We will post this report to our website at www.epa.gov/oig.

https://www.epa.gov/office-inspector-general/notification-epa-compliance-federal-information-security-modernization-act
file://oighqfs02/oig-user/jsigel/AAW-TEMP/Temp/Files/03188C03147C4F73BC9CAA371C080DEE/6FC1FD092818495DB3CB3EACB25B7A01/www.epa.gov/oig
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Introduction 

Purpose  

The U.S. Environmental Protection Agency’s Office of Inspector General initiated this evaluation to 
(1) assess the EPA’s compliance with the fiscal year 2021 inspector general reporting instructions for the 
Federal Information Security Modernization Act of 2014 and (2) determine whether the EPA followed its 
processes to investigate and remove unapproved software from the network. 

Background  

Under FISMA, agency heads are responsible for providing information security protections 
commensurate with the risk and magnitude of harm resulting from the unauthorized access, use, 
disclosure, disruption, modification, or destruction of information and information systems collected, 
maintained, or used by or on behalf of the agency.1 

Each fiscal year, the U.S. Department of Homeland Security and the Office of Management and Budget 
issue the FISMA reporting metrics template to the IG of each federal agency to assess the agency’s 
information security program. These metrics were developed as a collaborative effort among the Office 
of Management and Budget, the Department of Homeland Security, and the Council of the Inspectors 
General on Integrity and Efficiency, in consultation with the Federal Chief Information Officer Council. 
The FY 2021 Inspector General Federal Information Security Modernization Act of 2014 (FISMA) 
Reporting Metrics, dated May 12, 2021, identified nine domains within five security function areas 
defined in the National Institute of Standards and Technology Framework for Improving Critical 
Infrastructure Cybersecurity, Version 1.1, dated April 16, 2018 (Figure 1).2 The document contains 
66 metrics for IGs to assess. These metrics and their assessed ratings are in Appendix B. 

This cybersecurity framework provides agencies with a common structure for identifying and managing 
cybersecurity risks to critical infrastructure across the enterprise. 

 
1 44 U.S.C. § 3554(a)(1)(A). 
2 Executive Order 13636, Improving Critical Infrastructure Cybersecurity, was issued on February 12, 2013, and 
directed the National Institute of Standards and Technology to develop a cybersecurity framework based on 
existing industry standards, guidelines, and practices to reduce cyberrisks to critical infrastructure. 
 

Top Management Challenge 

This evaluation addresses a top management challenge for the Agency, as identified in OIG Report No. 22-N-0004, EPA’s 
Fiscal Year 2022 Top Management Challenges, issued November 12, 2021: 

• Protecting information technology and systems against cyberthreats. 

https://www.epa.gov/office-inspector-general/notification-epa-compliance-federal-information-security-modernization-act
http://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
https://www.epa.gov/office-inspector-general/report-epas-fiscal-year-2022-top-management-challenges
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Figure 1: FY 2021 cybersecurity framework—five security functions 
with nine       security domains 

 

Source: OIG summary of the FY 2021 IG FISMA Reporting Metrics. (EPA OIG image) 

The effectiveness of an agency’s information security program is based on a five- tiered maturity model 
spectrum (Figure 2). Each IG is responsible for annually assessing the agency’s rating along this spectrum 
by determining whether the agency possesses the required policies, procedures, and strategies for each 
of the nine domains. The IG makes this determination by answering a series of questions about the 
domain-specific criteria that are presented in the annual IG FISMA Reporting Metrics template. 
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Figure 2: Maturity model spectrum

 
Source: FY 2021 IG FISMA Reporting Metrics. (EPA OIG image) 

Within the maturity model spectrum, the agency should perform risk assessments   and identify the 
optimal maturity level that achieves cost-effective security when considering the agency’s missions and 
risks. This approach requires the agency to  develop the necessary policies, procedures, and strategies to 
meet effective levels of security, including the more advanced maturity levels (3, 4, and 5) for which the 
agency has consistently and effectively implemented and institutionalized those policies and 
procedures. 

Additionally, in January 2021, we received a hotline complaint alleging there was unapproved software 
on the EPA‘s network. Unapproved software exposes the Agency’s network to the risk of a cybersecurity 
breach if unauthorized users gain access to the network through such software to exploit its systems 
and data. The Ponemon Institute’s Cost of a Data Breach Report 2021 puts the average cost of a data 
breach in the United States at $9.05 million, with an average public sector cost of $1.93 million per data 
breach. As part of our assessment of the Risk Management FISMA domain, we reviewed the Agency’s 
processes for detecting and removing software on the network. 

Responsible Offices 

The Office of Mission Support leads the EPA’s information management and information technology 
programs. It is responsible for providing the necessary information, technology, and services to support 
the Agency’s mission. Within the Office of Mission Support, the:  

• Chief information security officer is responsible for the EPA’s information security program and 
ensures that the program complies with FISMA and other information security laws, regulations, 
directives, policies, and guidelines. 

"Policies, procedures, and strategies are fully institutionalized, 
repeatable, self-generating, consistently implemented, and 
regularly updated based on a changing threat and technology 
landscape and business/mission needs."

Level 5: Optimized

"Quantitative and qualitative measures on the effectiveness of 
policies, procedures, and strategies are collected across the 
organization and used to assess them and make necessary 
changes."

Level 4: Managed and 
Measureable

"Policies, procedures, and strategies are consistently implemented, 
but quantitative and qualitative effectiveness measures are 
lacking."

Level 3: Consistently 
Implemented

"Policies, procedures, and strategies are formalized and 
documented but not consistently implemented."Level 2: Defined

"Policies, procedures, and strategies are not formalized; activities 
are performed in an ad-hoc, reactive manner."Level 1: Ad Hoc
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• Office of Information Technology Operations is responsible for providing procedures, standards, 
and training on the Agency’s software management policy and documentation, confirmation, 
and approval of individuals using IT resources across the Agency.  

• Office of Information Security and Privacy promotes agencywide cooperation in managing risks 
and protecting EPA information and defines clear, comprehensive, and enterprisewide 
information security and privacy strategies.  

Noteworthy Achievement 

The Agency developed a software triage team in response to an August 2019 chief information officer, 
or CIO, memorandum to senior information officers asking them to certify software on the EPA network. 
The software triage team maintains an agencywide dashboard available to all senior information officers 
and information management officers that shows all software loaded on program office and regional 
computers. The team meets regularly to discuss justification for unapproved software discovered on the 
network or the information management officers’ plans for software removal. 

Scope and Methodology 

We conducted this evaluation from June to December 2021 in accordance with the Quality Standards for 
Inspection and Evaluation published in January 2012 by the Council of the Inspectors General on 
Integrity and Efficiency. Those standards require that we plan and perform the evaluation to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our findings, conclusions, and 
recommendations based on our objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings, conclusions, and recommendations based on our review. 

We assessed whether the EPA achieved Maturity Level 3 (Consistently Implemented) for the FISMA 
domains within each FISMA security function area, which denotes that its policies, procedures, and 
strategies consistently adhere to the FY 2021 IG FISMA Reporting Metrics. However, for the Supply Chain 
Risk Management domain, which was added in FY 2021, we only assessed whether the Agency had 
defined procedures, in adherence with Maturity Level 2 (Defined), because of the FY 2021 IG FISMA 
Reporting Metrics’ guidance that agencies be given one calendar year from the requirements’ 
publication to fully implement its underlying criteria.   

We reviewed the information security reports that we issued in FY 2021 (Appendix C) and reports issued 
by the U.S. Government Accountability Office to identify weaknesses within the EPA’s information 
security program related to the FY 2021 FISMA metrics. We reviewed EPA policies and procedures to 
identify significant changes made to the Agency’s governance practices that would affect the Agency’s 
ability to meet the FY 2021 FISMA metrics. We used this information and compared the FY 2020 and FY 
2021 FISMA reporting metrics within our risk assessment to determine our level of testing for this 
evaluation. We defined a metric as high risk if it met one of the following criteria: 

• Our FY 2020 assessment rating of the metric would materially change because of a key change 
between the FY 2020 and FY 2021 IG FISMA reporting metrics’ underlying criteria. 

• Our rating of the metric was below Level 3 in our FY 2020 FISMA evaluation. 
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• Our FY 2020 assessment for the metric would materially change because of significant changes 
to the EPA’s information security policies or procedures. 

For these high-risk metrics, we spoke with Agency personnel, inspected relevant Agency IT 
documentation, and analyzed evidence supporting EPA compliance with the metrics outlined in the 
FY 2021 IG FISMA Reporting Metrics. We rated the metrics as low risk if they did not meet any of the 
above criteria. Additionally, if no changes were made to the EPA’s policies and procedures and no other 
issues were identified for a specific metric, we were able to determine the maturity level for the metric 
based on our FY 2020 FISMA assessment results.  

Based on the FY 2021 IG FISMA Reporting Metrics reporting instructions, the overall maturity level for 
each domain is calculated based on a simple majority. In other words, the most frequent maturity level 
assigned to the individual domains serves as the agency’s overall maturity rating. For example, if a 
domain has seven metrics questions and three metrics questions were rated at Level 2 and four metrics 
questions were rated at Level 3, the domain would be rated at Level 3. This calculation is performed 
automatically by the Office of Management and Budget’s CyberScope system, which the IGs use to 
report their assessment results. Although IGs have flexibility in determining the overall rating, the 
FY 2021 IG FISMA Reporting Metrics recommend that the agency’s overall maturity level be based on a 
simple majority. 

We followed up on the hotline complaint via the Risk Management domain metrics to determine 
whether the EPA followed its processes to investigate and remove nonbase software, which is software 
that is not part of the standard Agency package, on the EPA network. Our follow-up consisted of: 

• Interviewing all parties mentioned in the hotline complaint and obtaining documentation to 
verify their statements about the Agency’s software management processes. 

• Analyzing the June 2021 report from the EPA Computer and Software regarding nonbase 
software installed on Agency computers and selecting ten high-risk instances to review. 

• Interviewing the information management officers responsible for managing software for the 
five regional and program office networks in which ten instances of high-risk software were 
discovered. We gained an understanding of their processes, reviewed the guidance provided by 
headquarters, and documented the procedures relating to the detection and removal process.   

• Requesting documentation supporting approval of the ten high-risk software instances. 

• Obtaining listings of privileged users who have the ability to install software on the five region 
and program office networks to verify whether the listings are reviewed on a regular basis. 

We provided our assessment of each function area of the FY 2021 IG FISMA Reporting Metrics and 
discussed the results with the Agency. Appendix D provides the OIG’s assessment for each FISMA 
metrics, as submitted to the Office of Management and Budget on October 29, 2021.  

Prior Report 

We followed up on the five recommendations made in OIG Report No. 21-E-0124, EPA Needs to Improve 
Processes for Updating Guidance, Monitoring Corrective Actions, and Managing Remote Access for 
External Users, issued April 16, 2021. These recommendations addressed weaknesses found in our 

https://www.epa.gov/office-inspector-general/report-epa-needs-improve-processes-updating-guidance-monitoring-corrective


 

22-E-0028  6 

FY 2020 FISMA audit, which included verifying that corrective actions were completed before closing the 
audit report’s recommendations in the EPA audit tracking system and designating a governance 
structure for the Agency’s identity, credential, and access management process. We reported that the 
EPA provided acceptable corrective actions to address our five recommendations. When the report was 
issued, two of the recommendations were completed and the remaining were considered resolved with 
planned corrective actions pending. 

Results 

We concluded that the EPA achieved an overall maturity level of Level 3 (Consistently Implemented) for 
the five security functions and nine domains outlined in the FY 2021 IG FISMA Reporting Metrics 
(Appendix D). This conclusion means that the EPA consistently implemented its information security 
policies and procedures, but quantitative and qualitative effectiveness measures are lacking. We found 
the EPA has the following deficiencies: its software management process lacks documented procedures 
and targeted training for detecting and removing unapproved software installed on its region and 
program office networks. 

See Chapter 2 for a detailed analysis of the above findings.   
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Documented Procedures and Targeted 

Training Needed on Detection and 
Removal of Unapproved Software 

Our evaluation of a hotline complaint determined that while processes were in place to investigate and 
remove unapproved software, these processes were ad hoc and the Agency lacked documented 
procedures and targeted training for detecting and removing unapproved software. This resulted in 
software being installed on the EPA’s regional and program office network without documented 
authorization. Federal, as well as Agency, guidance requires authorization for acquiring and using 
computer software on the EPA’s network. Unauthorized software puts the Agency’s network, including 
systems and data, at risk of being compromised from exploited vulnerabilities associated with 
unapproved software on EPA network.  

EPA Lacks Documented, Formalized Processes to Address 
Unapproved Software on Its Network  

A June 2021 report from the EPA Computer and Software Dashboard provided by the Agency’s software 
triage team identified over 7,000 instances of nonbase software on its network. The report listed foreign 
software and malware programs that gather user information, allow remote control and viewing of the 
EPA user’s computer via virtual network computing, and have a history of targeted attacks. Focusing on 
these types of instances, we selected ten instances of software installed on the networks of one 
program office and four regional offices. Our analysis found that all ten of the software instances 
(100 percent) were unapproved (Figure 3).   

Figure 3: Ten of the software instances reviewed 
(100 percent) were unapproved   

 
Source: OIG analysis of installed software. (EPA OIG image) 

Based on interviews conducted with ten IT personnel responsible for managing the software that we 
reviewed (Table 1), as well as members of the software triage team, the chief information security 
officer, the deputy director of the Office of Information and Technology Operations, and the CIO, we 
determined that the Agency lacks documented software management procedures and targeted training 
for detecting and removing unapproved software on EPA network. In addition, their responses revealed 
that the software management program lacks processes related to established time frames for removal 
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of unapproved software, risk classifications, and formal identification of software that collects privacy 
data.  

Table 1: EPA IT personnel responses on software management deficiencies  

Software management deficiencies identified  

IT personnel affirmative responses 

1 2 3 4 5 6 7 8 9 10 

No established time frames for removing unapproved 
software. X   X X   X X X 

No established risk classifications for unapproved 
software.         X  

No formal process to identify and prioritize removing 
software that collects privacy data.         X X 

No documented process for detecting and removing 
unapproved software.   X X X    X X 

No targeted software management training. X  X  X X    X 
Source: OIG analysis of EPA IT personnel interview responses. (EPA OIG table) 

Executive Order 13103, Computer Software Piracy, dated September 30, 1998, requires agency heads to 
“ensure that only authorized computer software is acquired for and used on the agency’s computers.” 
Additionally, CIO 2104-P-01.1, Software Management and Piracy Procedure, dated August 29, 2019, 
requires each program office and region to only install software that is approved for use on EPA 
computer systems, to approve software for use within their office, and to monitor all systems to ensure 
that no unauthorized software is uploaded. 

Without documented procedures governing the software management process—specifically procedures 
for detecting and removing unapproved software—the Agency continues to be at risk from 
unauthorized software that is installed on its network. While the Agency has worked to reduce the 
number of unapproved software instances on EPA network, the presence of over 7,000 instances of 
nonbase software on the Agency’s network, according to a June 2021 dashboard report, demonstrates 
the risk of outsiders gaining access to Agency systems and data to compromise and exploit them.  

Recommendations 

We recommend that the assistant administrator for Mission Support:  

1. Develop and document procedures for detecting and removing unapproved software on the 
Agency’s network, to include time frames for removal, risk classifications, and identification of 
software collecting privacy data. 

2. Develop and provide training on the Agency’s processes for detecting and removing unapproved 
software to users with privileges to install software on the EPA’s network.  

Agency Response and OIG Assessment 

The EPA concurred with our two recommendations and provided acceptable planned corrective actions 
and estimated milestone dates for these recommendations.  
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The Office of Mission Support concurred with Recommendation 1 and recognized that the Agency’s 
software management procedures can be updated to clearly outline the current processes for software 
certification, as well as the identification and removal of unapproved software from EPA’s network, and 
will complete the update accordingly. We believe that the proposed corrective action will satisfy the 
intent of the recommendation. Therefore, we consider Recommendation 1 resolved with corrective 
action pending.  

The Office of Mission Support concurred with Recommendation 2 and indicated that it would provide 
training on the process for detecting and removing unapproved software. We believe that this 
corrective action meets the intent of the recommendation and therefore consider Recommendation 2 
resolved with corrective action pending.     

The draft report recommended that the Agency update its information security procedures to comply 
with Department of Homeland Security requirements for remediation of critical vulnerabilities. 
Following discussions with the Agency, we determined that this does not require a corrective action plan 
due to the Agency procedures being more stringent than the Department of Homeland Security 
directive. Therefore, we removed this recommendation. 
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Status of Recommendations 

RECOMMENDATIONS  

Rec. 
No. 

Page 
No. Subject Status1 Action Official 

Planned 
Completion 

Date  

1 8 Develop and document procedures for detecting and removing 
unapproved software on the Agency’s network, to include time 
frames for removal, risk classifications, and identification of 
software collecting privacy data. 

R Assistant Administrator for 
Mission Support 

10/31/22  

2 8 Develop and provide training on the Agency’s processes for 
detecting and removing unapproved software to users with 
privileges to install software on the EPA’s network. 

R Assistant Administrator for 
Mission Support 

1/31/23  

       

       

       

       
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

1 C = Corrective action completed.  
R = Recommendation resolved with corrective action pending.  
U = Recommendation unresolved with resolution efforts in progress. 



 

22-E-0028 11 
 

Appendix A 

Key Definitions 
Domains: Function areas are broken down into nine domains developed to promote consistent and 
comparable metrics and criteria when assessing the effectiveness of the agencies’ information security 
programs. 

Function area: Five function areas make up the cybersecurity framework that provides agencies with a 
common structure for identifying and managing cybersecurity risks across the enterprise and IGs with 
guidance for assessing the maturity of controls to address those risks. 

Metrics: FISMA reporting guidance consists of 66 metrics, which are questions divided among nine 
domains to provide reporting requirements across key areas to be addressed in the independent 
evaluations of agencies’ information security programs. 

Nonbase software: Software that is not part of the Agency’s standard installation or otherwise loaded 
onto workstations as part of regular business. 

Software: Programs and applications that run on a computer, such as word processors, spreadsheets, 
and databases.  

Underlying criteria: The 66 metrics were developed from underlying criteria consisting of Office of 
Management and Budget, Department of Homeland Security, Council of the Inspectors General on 
Integrity and Efficiency, and Federal CIO Council guidance and security control requirements relevant to 
that metric’s cybersecurity risk.   
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Appendix B 

OIG-Completed CyberScope Template 
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Appendix C 

Information Security Reports Issued in FY 2021 
The EPA OIG issued the following reports in FY 2021, which included recommendations regarding 
improvements within the EPA’s information security program: 

• Report No. 21-E-0031, EPA Needs to Improve Oversight of Invoice Reviews and Contractor 
Performance Evaluation, issued December 1, 2020. We concluded that the EPA did not perform 
certain contract management duties that pertain to overseeing invoice review during the task 
order’s base year period and contractor performance evaluation. As a result, the EPA reviewed 
the January 2019 invoice, valued at $22,533, after we brought the lack of periodic invoice 
reviews to the contracting officer’s attention. We issued this report on these weaknesses 
because effective contract management practices safeguard the EPA from remitting costs that 
are not allowable, allocable, and reasonable. The Agency agreed with the recommendations and 
completed corrective actions for Recommendation 3. Recommendations 1, 2, 4, and 5 are 
considered resolved with corrective actions pending.   

• Report No. 21-E-0124, EPA Needs to Improve Processes for Updating Guidance, Monitoring 
Corrective Actions, and Managing Remote Access for External Users, issued April 16, 2021. We 
concluded that the EPA has deficiencies in the following areas: (1) completing reviews of 
outdated information security procedures by the established deadlines, (2) verifying corrective 
actions are completed as represented by the Agency and not falsely reporting related 
resolutions, and (3) enforcing established information system control requirements for the 
Agency’s web application directory system. Deficiencies in the EPA’s IT internal controls could be 
used to exploit weaknesses in Agency applications and to hinder the EPA’s ability to prevent, 
detect, and respond to emerging cyberthreats. The Agency agreed with the recommendations 
and completed corrective actions for Recommendations 2 and 5. Recommendations 1, 3, and 4 
are considered resolved with corrective actions pending.     

• Report No 21-E-0226, EPA’s Emergency Response Systems at Risk of Having Inadequate Security 
Controls, issued September 13, 2021. We concluded that the EPA’s security-categorization 
process did not include key participants as recommended by the National Institute of Standards 
and Technology. In addition, security documentation for some of the EPA’s minor applications 
did not exist. The National Institute of Standards and Technology requires agencies to develop 
system security plans for all information systems, including major applications and general 
support systems, and to tailor the systems’ security controls based on the systems’ security 
categorization. We issued this report on these issues because the availability and integrity of 
emergency response system data may harm the EPA’s ability to coordinate response efforts to 
protect the public from environmental disasters. The Agency agreed with the recommendations 
and completed corrective actions for Recommendations 1, 2, 3, 6, and 7. Recommendations 4 
and 5 are considered resolved with corrective actions pending. 

• Report No. 21-P-0241, EPA Effectively Planned for Future Remote Access Needs but Should 
Disconnect Unneeded Services in Timely Manner, issued September 20, 2021. We concluded that 
the EPA did not disconnect U.S General Services Administration services, such as analog phone 
and digital subscriber lines, that were no longer needed in a timely manner. Specifically, as part 
of its Enterprise Infrastructure Solutions transition activities, which began in 2015, the EPA 
identified unneeded General Services Administration services, but as of May 2021, 268 of the 

https://www.epa.gov/office-inspector-general/report-epa-needs-improve-oversight-invoice-reviews-and-contractor
https://www.epa.gov/office-inspector-general/report-epa-needs-improve-processes-updating-guidance-monitoring-corrective
https://www.epa.gov/office-inspector-general/report-epas-emergency-response-systems-risk-having-inadequate-security
https://www.epa.gov/office-inspector-general/report-epa-effectively-planned-future-remote-access-needs-should
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services determined to be unneeded were still not disconnected. Because the EPA has taken 
steps to disconnect unneeded services as part of its Enterprise Infrastructure Solutions 
transition activities, we made no recommendations regarding this finding.  
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Appendix D 

EPA FY 2021 FISMA Compliance Results 
Table D-1: Maturity level of EPA’s information security function areas and domains  

Security function Security domain OIG-assessed maturity level 

Identify Risk Management Level 3: Consistently Implemented 
 

Identify Supply Chain Risk 
Management 

Level 2: Defined 
 

Protect Configuration Management Level 3: Consistently Implemented 
 

Protect Identity and Access 
Management Level 3: Consistently Implemented 

 

Protect Data Protection and Privacy Level 3: Consistently Implemented 
 

Protect Security Training Level 3: Consistently Implemented 
 

Detect Information Security 
Continuous Monitoring Level 3: Consistently Implemented 

 

Respond Incident Response Level 3: Consistently Implemented 
 

Recover Contingency Planning Level 3: Consistently Implemented 
 

The EPA’s overall maturity rating: Level 3 (Consistently Implemented)  

Source: OIG test results. (EPA OIG table) 

Table D-2: EPA FISMA metrics that need improvement 
 

Security function 
 

Security domain 
Explanation of metrics areas that need 

improvement 
 
 

Identify 

 
 
 

Risk Management 

The EPA’s software management process 
lacks documented procedures for detecting 
and removing unapproved software on the 
EPA network, resulting in unapproved 
software installed on its region and program 
office networks (Appendix A, metric 
questions 1 and 3).  

Source: OIG test results. (EPA OIG table) 
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Appendix E 

Agency Response to Draft Report 
 

  
 
Thank you for the opportunity to respond to the issues and recommendations in the subject audit 
document. Following is a summary of the agency’s overall position, along with each of the 
report recommendations. For those report recommendations with which the Agency agrees we 
have provided high-level intended corrective actions and estimated completion dates. 
 
The Office of Mission Support/Office of Information Security and Privacy (OMS/OISP) concurs 
with the recommendations outlined in the Office of Inspector General’s Draft Report and has 
developed two corrective actions to address them. Those corrective actions are outlined in the 
corrective action plan below. 
 
You will note that OMS did not propose a corrective action to address recommendation 1. The 
recommendation was discussed at the exit conference on February 8th. Following the meeting, 
Jeremy Sigel sent an email (attached) to Marilyn Armstrong stating: 
 
“As a result of the exit conference discussions we agree that the Agency’s current critical 
vulnerability remediation timeframes are more stringent than the DHS BOD update and 
therefore will be removing that language from the Final Report. As such, Recommendation #1 
does not require a Corrective Action Plan response from the Agency. We will just proceed with 
Recommendations 2 and 3. Thank you for the feedback and your understanding.” 
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OMS RESPONSE TO REPORT RECOMMENDATIONS 
 

No: Recommendation High Level Intended Corrective Actions Estimated 
Completion 
Date 

2 Develop and document 
procedures for detecting and 
removing unapproved software 
on the Agency’s network to 
include time frames for removal, 
risk classifications, and 
identification of software 
collecting privacy data. 

OMS has developed and disseminated 
policies and procedures for software 
management. The policy, Software 
Management and Piracy Policy (CIO 
2104.2) and the procedure Software 
Management and Piracy Procedure (CIO 
2104-P-01.1) requires that only software 
approved and properly acquired be 
installed on EPA computer systems. 
OMS recognizes that the procedure can be 
updated to clearly outline the current 
processes for software certification, as well 
as, the identification and removal of 
unapproved software from EPA’s network 
and will complete the update accordingly. 

October 31, 
2022 

3 Develop and provide training on 
the Agency’s processes for 
detecting and removing 
unapproved software to users 
with privileges to install software 
on the EPA’s network. 

OMS will provide training on the process for 
detecting and removing unapproved software 
to users assigned the related privileges, roles 
and responsibilities. 

January 31, 
2023 

 

Thank you for the opportunity to review the report. If you have any questions regarding this 
response, please contact Daniela Wojtalewicz, Audit Follow-up Coordinator, of the Office of 
Resources and Business Operations, (202) 564-2849 or wojtalewicz.daniela@epa.gov. 

Attachment 

 
cc: LaVonda Harris-Claggett 

Eric Jackson Jr. 
Alonzo Munyeneh 
Jeremy Sigel 
Sabrena Stewart 

mailto:wojtalewicz.daniela@epa.gov
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Erin Collard  
David Alvarado 
Austin Henderson 
Tonya Manning 
Lee Kelly 
Mark Bacharach 
James Hunt  
Dan Coogan  
Jan Jablonski 
Marilyn Armstrong 
Daniela Wojtalewicz 
Afreeka Wilson 
Andrew LeBlanc  
Jose Kercado-Deleon 
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Appendix F 

Distribution 
The Administrator  
Deputy Administrator  
Chief of Staff, Office of the Administrator  
Deputy Chief of Staff, Office of the Administrator  
Deputy Chief of Staff for Operations, Office of the Administrator 
Assistant Administrator for Mission Support 
Agency Follow-Up Official (the CFO)  
Agency Follow-Up Coordinator  
General Counsel  
Associate Administrator for Congressional and Intergovernmental Relations  
Associate Administrator for Public Affairs  
Principal Deputy Assistant Administrator for Mission Support 
Deputy Assistant Administrator for Mission Support  
Deputy Assistant Administrator for Environmental Information and Chief Information Officer, Office of 

Mission Support  
Director, Office of Continuous Improvement, Office of the Chief Financial Officer  
Director and Chief Information Security Officer, Office of Information Security and Privacy, Office of 

Mission Support  
Director, Office of Information Technology Operations, Office of Mission Support  
Director, Office of Resources and Business Operations, Office of Mission Support  
Audit Follow-Up Coordinator, Office of the Administrator 
Audit Follow-Up Coordinator, Office of Mission Support 
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