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UNITED STATES OFFICE OF PERSONNEL MANAGEMENT
Washington, DC 20415

Executive Summary

U.8. OFFICE OF PERSONNEL MANAGEMENT

AUDIT OF THE INFORMATION TECHNOLOGY SECURITY
CONTROLS OF THE U.S. OFFICE OF PERSONNEL MANAGEMENT'S

ELECTRONIC OFFICIAL PERSONNEL FOLDER
FY 1009

WASHINGTON, DLC.

Report No. 4A-HR-00- 2

Date: June 2, 2009

This final audit report discusses the results of our review of the information technology security
contrals of the Electronic Official Personnel Folder (eOPF) System. The OIG found nothing to
indicate that ¢OPF is not in full compliance with all applicable requirements. Our conclusions
are detailed in the “Results” section of this report.

The results of our audit are summarnized below:

e A sell-assessmenl was not required for eOPF in fiscal year (FY) 2008, The Office of the
Inspector General (O1G) will verify that a current sclf-assessment of National Institute of
Standards and Technology (NIST) Special Publication 800-53 controls is conducted for this
system as part of the FY 2009 general Federal Information Security Management Act audit
Process.

* A risk assessment was performed for eOPF that encompasses the nine primary steps outlined
in NIST puidance.

¢ The eOPF information system security plan was prepared in accordance with the format and
methodology outlined in NIST guidance.

¢ An independent system security test and evaluation was conducted for eOPF.
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cOPF way coriiied and aceredited in FY 2009 in aceordence with MIST owidancy.

The QM conbpgene ¥ plan 12 roatinely maintamed and 1estesd in pecordance with MIST
Cinnitlisese.

A irmpact soalysis hated oo the Fedaral Infecmation Processing Sanderds Fublicanion 1949
was completed for 0P b accordance with NIST puidance. The OWF agreed witl thae
“hieh™ classification of the syatom.

TTue LG dud nok deteet any weaknesses in 0P s security conteobs that were Gol already
wentified w the Plan of Action and Mileziones (POASM ) for the svstem.

The 200014 fiest qusrter POA LM for cOPF appeared to be propery matniamed 1o acecrdancc
wilh (ke o Personnal Manapemént poicy and puudance foom the LS. Oifiee of
Munagemeol and Byl
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Introduciton

O Drecembey 17, 2002 1he Mresident siened mto law the E-Govermuncnt Act (P50 107-340)
which 1neludes Fitle NE the Federal Infomaation Seoority Manapoment Act (FESMAS 1L requircs
{17 snmen] agency program reviews, £21 annwa) fnspecter Ceneral {000 evaboalions, () apency
reportings Lo the Cifbce of dTanopernent oml Bodaet (O Lhe resolts of B evaloations for
unclagsitied sysbeme, and 4] an anowal O3 report b Conoress swnesarieng the malenial
received from agencics, 1o acenrdance with FISMA, we evaluated the infoamiion technodagy
([T} securicy conteels related to the Otfies of Persomncl Management s (O FPM ) Electeatic

{3licial Mersorare] Folder (oPE).

Background

eOPE s one of (IPRA"s 31 erideal 1T systerns. As such, FISMA meyuiees that e Office of tbwe
Inspectir LGensval (OLG) perfor at audit of T1 secwrity cootrals ol this syseein, as well as all of
the apeney s Systeny ona rotaling basis,

The NHuman Kesgurees Line of Busimess (HE$CHH Y s heen desigaoted with awnershap of «0P)7
e PF b o web-bised applicabtion that atlews Federal emplovess and sgeocy human resources
orefessionals to view digisal copies of docwmuents refated Lo emplavioesd actions and bistory i
mdividuals coaploved by the Fedemd govercuncnt. HILLOB aranss its customer apotcies aooess
o dhe system gl the abaliey tr coeate actonats [or 1ts cmployecs (0 acoess their 0% persenec)
tec.rds

Althomgk the e0PF apphcoton 15 ovwned aod admimstored by U7 s HELOH, the infrastrociuce
suppreTiog cOPT 15 carned and maimained by e Deparonent of the Inleger’s (70 Maticaai
Husiness Center (NBC) The dechnical infrastrucheeye it place al the NRC bas been certified ack
aceruiited by B0

This wirs sur Birst awdel of the sceurity comrols suvcumdmg cOPF, We dscuzsed the resulis of
pr wckis with HELOT represenlatives alan ex it eonlgrenee.

{hiectives

Crur overail abjeclive was o perfonm an evaloaiion of seewrdy vontoss for eUPF W ensurne that
RHELOT officials have implemieated Pl seconty policies aml progedures im aceerdance willy
standands cetahlished by CPM's Conter far Information Senvces 1035

| heae policies and procedares are desigoed tir assist progron olfice oftiviaks i developing and
docorncning Il scourity prachees that are in substannal corapliance wiih FIRMAL a5 woelb s
OMI regailations and the Mationsl Inaaite of Saedards and ‘Technolapy {NIET) poidancy

M5 TT scounly policics and proveduncy egqure managers of all magor and sensitive syatems
tov ooy o series of aieps @ ] cemidy that theit svetewn s mformalion 1 a:beguately grotected
and (28 aathornee the system Tor operanons The overall aglit ohjective was scecmplizhed by



revitwing dw degree oo which a varety o these securiy propram steps have boen implereentcd
for @O1'F, inchuding;

¢ Annua] Sell Assessmends;

Fisk arl Volnerabiliby Asse ssntents,

hionnation System Seconty Plans;

Indepenideni Security Test and Ewvalvation;

s Cetification and Aceredilaron;

v {Upotmgency Plennang:

o [ederal Information Proceszing Standards Publication |99 (FTPS 14 Analysis,
o Bvaluation of M1ST Special Publication (5P BOO-53 Secerity Cantrels; and

a  Plan of Actiom ame) bhibesienes Process.

Scope and Methodelogy

Our performance sudil was conducted insceordance with Govemrnent Aaddiog Standands,
isstierd by the Comnploecller General of the United States. Accondingly, the aodin iwluded an
evaluation of retated policies and procedures, complianes testz. and other auditing jrocedures
that wa conskbeted necessary The awdt! covered FISMA comnplinace efforts of 3L OT oificizk:
respoisible tor OB, including 1T seconity contrels im place o af Fehraany 24000

We pongitered the ¢OFPF inlemul gortro] strochure ) planning oor audit priscedures. These
prucedures were minmly siebslaniive moeatore, althoueh we did gain g understindang ol
enamagrement procedunes and contrals Te he extent necessary 1o aclucve o duwdit abestives.

To acecmphslt our odjoctive, we intesviewl reprosentatives of CEM s HELOB office and ollwr
nrogran officials with ol E scow ity responsibalitcs, We ceviowed relevant OFM T policies
and procedures, Foderad Faws, O2d1 palicies snd poidance, ancd SIS puidance, As appropriate.
v condacted complipnes 2ess weolelenmene the exienl o whech established vontrols and
precedurey ane Junchieniag gy regquinsd.

Details of the secunity cantraks prolecting the confidentiality, imeprdy, and avaitalatidy of «OPF
are locatad m e “Ressi1s™” seption of 1hes weport, Sioce onr audit weald et pesessacdy dischose
all significant muatters in the intcmal control smdciure, v do not cxpress an opinioe oo the cOr-
syslem of mntemal vontoods laken as a whale.

Thae criteriie wsmb m comdociing s eadi ioclude:

»  CIPRA T Scoanity Policy,

o DIMB Ciecular A- U3 Agppendi ML Scourie oF Fedeeal Atomaded Lnformation Hezoweccs,

o D-overnment Aot of 20020 0., 1007-347), Fnle D, Federal Inflormation Scouriiy
Mlunagernent At nf 2002,

# NI SP BRO0-17, Ag hleodugtrgze to Computer Seconty,

s« ML SPEO0-18 Bevision 1, Uuide for Developing Secanty Plaos for Federal lifommation
Hyeloimis;



e NIST 5P 800-30, Bisk Manzgement (nede for Infountation Techmsiogy Syvslems;

e NS S RO0-3 Coptinganey Planning Guide for Information Technedogyw Systemy:

» NS S BOO-3T, Ginide Tor the Sevanty Cerlificabiom aml Avcreditation of Fedeeal
Intormation Systems;

v  MIET S &00-53 Kevision 2, Recomimended Seoueity Controls for Federal Information
arsiems;

o RIS BP E00.40 Volume 1], Guide for Mapping Types of Intormagion and lnforreation
Systems o Securigy Catepanies;

o Foderal Information Processing Srandacd ($IFS) 199, Standards for Seconity Catepariralion
e Federal Dnfoamation and Infermatiot sysierms, and

v [lber conleria a2 appeopriate.

In comdaciing the audis, woe relied bo verrpine deerees on computer-generated data. Lo to time
comstraims, we did oot venfy the reliabilidy of ke dats peneraled by the variows information
sxilems wmvoived. However, nothing came ta our abtenton dunnp our aedin lestimg otibizing e
wm puleT-gene raled data 1o cause ws o doib it relisility. We belicve that the data sas
srdlicient s achiove the audit objeciives, Ereept as noted above, the awdi was conducted i
acuordonce with gonerally accepted govermmeent audwing standards 1ssoed by the Commtrolier
Crencral of the Lleiesl Staies

The aadit way performedd by tbe OFM Chlee of the [nsprctor Ceneral, ax exlablished by the
[mepectir Cienerie] Act ol BT, a9 wnomded. The andit was condected from Japsary through
Wlarch 2009, in O s Woashingtlon, B0, office.

Complianee with Laws and Regulations

b conducling the amtid, we perlormed et fo detemmeane whelber THRLON S management al
LM 15 consistent wah applicable standards. Notlunp came o the QR s atlention during this
review Lo mdicane thil [IRLOLE 15 o vielation of eclevant 1w and repuelations,

-
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o5 seetion details the resalts of cur audit of cOFPF.

IL.

1.

Sell-Assessment

FISMA regoures thd the TT sequeniy coptnals of sach magor spphication owned b a Federal
apcncy be tested on an anmal basis. Secunty control sel Fysiessments provide & merhad
Fon apency officials b evaluate the capent stalus of the seounly contrals of their sestoms
anud, when necesgary, establish z targer for improvement. However, in Folv 20008, an
independent contractiem lesied O E™s maonagemend, gperationad, and technical coneals, 2y
anat]ined mm NI1ST B BO0-32 (see secnan IV, below), Theredore, an mlemial sell-assessment
el b comtecls was ned reguired i fisced yoae (FY) 2008,

The OLG wilt verify thal @ cument self=gsscssment of KIS T S5F BO0-23 contrels 1s
cotducted for thiz system ms pant af the Y 2002 peperak FISMA audit progess.

Risk Assesument

A risk mardegement methedrtogy foensed on protecting core business operaticns and
processes 1% 4 koy cemponent of on cfbicient 1T secopy progrem. A risk asscssment 13
used s g ool 1o ddenlify seeurity dhreats, vulnermbilines, potennal gmpacits, and probabiliog
of occurrence. I addinnn, o ask assessment is dsed 10 evalugte the effectiveness nf
seprunily pelicies and reconmend countermzasores W 2osire plepoade protestion of
wfatmatiun technolopy resoures.

HNIET wlters a minc st p syslematic sapproach to conducting a nsk asscesment that includes:
{1} =ystem charscienention: (20 shreat idencificanon, () vulnemabibily edentification; o4
cogltal analysis; (5% lkelthaesd determinateomn; (6 impacd analvss; 070 o=k golemanation:
(R control reconmendateon; amd (9) reseHy docamentalion.

TELOB conlacted an otside vendor to condmce & resh azsessroent oz o0 3RT 1hat was
Based cay MIST S 80030, Risk Manaesiwent Cirde for Bnfooemation Tacliolaey 5yetenns.

The 2OPF risk assessmont was performed o December 2000 and encompassed the nine
clements auolbmed above.

Te acdeiatoom, & privacy imopact ssscssmant (LA was sondocted fir ¢OP i Miseernher
2008, A PLA s ased toonsore thet v callecrion, sforage, arcess, wie, or disse manatian of
perschally idendifiable iofortmaton oceurs that ig not meedad e aecthonced.

In{ormatzon System Securily U'lan

The cwmpdelion of an indormation syaiem secwrily plan (155F7 1y 5 seguicepent of O
Civcular A- L3 Appundix 11, Secntily of Faderal Astomiled Talormation Resoirces. (o
vider o assist apencies incstablisbung o stardurdized appreach b develogang an 1952,



V.

MIRT develaped 510 300-13 Revisien 1, Linide for eveloping Sccurdy Plans for Federal
[formatinn &5 y3tems.

The TR5F for ¢OPTF wias prepared in December 2008 m aceocdonee wifh the docinat st
mietodology outliced in BSIET 87 B 18, aod contained all inajor elesents suppestod by
thar wiiunce.

Independent Securily Test iod Evaluation

The parprse of an inde peanden sectriiy st and evaloation (3151} is 10 detectane whelher
the LT systen is cormpliant with the secwity requircments documented (o its secunity plan,
amid o verify that the security contrels Wdeacificd o the plan are correctly implomemsad ok
effective.

An ST&E was completed {or eOPF duning June and Juby JOG8 s part the system s BY
2005 e fication and ssoredialion (& A) proceis. The STEF was comdocbed by Caryon
Aswociates, b company ode peoddect ol Stk (PR sed Ehe [0 SO thal Boste @COFF. The
CHG verified that the test ineloded a review of the appiopriats manezement, operannmal,
and soclieeeal contiels reguired Bor a systean with 4 Vhigh™ secuity categorization accotding
o MNIST 5P AN0-53 Bevision 2, Recommended Secunity Cortrols for Fedesal

Intormation Systems.

Several BIST HF BW-50 conleglt were identifiad by Carsoe Ascoeiales as ol applicable o
T w010 & A Cacson Attodiles slated 1hat these contrels related o the haedware
Infrzsitucters mainained by e NBE, and thersfore relarred 1o the NBC C&A packape for
an azsessment of thess comtrals. The OBG cvaluated die appropriatencsys of deferrnme Uisse
canitrols to the NBC and dd nat dizsagree with Carson Adsocics” asscaaweant.

T mdditkon, several HEST ST B0-275 controls ame related e ageney-lev el policies and
procedures. When evalusting tbese confoets, Carson Avtieiales delered Lo the relevanl
OPFM TT secority pobicies or procedures pasted to QPR s ilernal web site. Elowever,
srveral of the (M policies ieferenced in e ST&EE ars catremely outtaled, and the 016G
believes that this represents a security weakoess tooany [T system thad 13 subject 1o the
roquiremets oailined i these documents Specifiestly, the foflowing madated policies
wore referenced o the STEE {or cOFLE:

e O™ Certification and Acerodilatiem Proces:s

« UM T Secunly Guids - Hecorily Docaricitaticn Suide

o OM Securty Plan Implementaticn Guide

+  olicv on Infonmation Techonleey Procurament

w UM Svsbem Aveess Authottzation Procedares

o COPAMAT Security Guide « Tecident Responas and Repoering

The: maimizaance of these paliies i procodurss 15 the responaibibty of OPd's OB The
CHO pecompgended indls FYO2EE FISMMA qudit seporl 1t these docomems e opoated,
ancl thersore will tast inclode Ali- weakness as an sadn feading a this reporr. Hoawnever,



¥ 1.

HELOF shunalid ewaluaee the ummast this? any ouatidate d wlomnation centained nhese
prsficies has on the seourity controds of eOPF.

The remainmg NS 5P 8057 conrols were within the scope of the ST& L and Carson
Assoviate s detesmined whether cach cortrel was satisfiod o not sesiafied. Cozon
Asgocinies prescnted 4 vany of the cvalialion respbis w TIRLOE and helped 1he peogram
office mcomperate the idenfrst weaknesses mmio the fOPE nuk assessment,

Certification and Accreditation

WIST 5P B} 27, Guaide {or the Secunity Cenlilication and Accrediation of Foedeead

Information Svstemms, states that cerlilacation a5 4 connprehensive assessmend that attesy
T @ syskenm’s Secwnily vonloods are mectiny the security reyuirements of thal syspem, and
acezeditatiun 15 e alficial maragement decision ko astboree operation of an infomativo
system and aceept s risks. eOMT was cenlified and accredited o Jatoary 7, 20609 in
accotdare with NIET 5P BOO-37 requicemems.

QP e Cenifyimg OFHicial and T security ol feer evaluated 1he secunty-related
documentatioe that HRLOHA prewveded o the cerhification pachage. The Cemiying Official
gated ihal the requiremends for corlification have beea satisficd, and soggesied hat the
proseram alfiee delennine wheiher it is appropriate 1o furmally ecept certain nsks
ideaified during the ClA provess.

‘Thi certification packaps was alao reviewied by the Tarector of AELOE . who was acite as
the =ystemn’s Asthonzing Official. The Autherzing Cfeis) reviewed the secunty controls
that have been implemonted for the system, wreighed the remaming residual riska againsi
b oqperatinal requirements, and praefedl o three year Autborrgation w Operale 1o the
#URF major applicalicsh,

- Coatingency Planning

WIST 5P 8054, Contingency Planning Cuide far IT Syaiemes, sloles lhat offective
sontitpency plabning, exceutton, and testing zte essential to mitipate the csk of system and
service unavaifabuliy, The OPMIT security policy requires that OPM peneral suppmon
systeme ard major applications have viable and Jogical dissstcr recovery and contimgency
plans, and that these plans are anmually revicwed, tested, god ppdated

0PI s bosted e the 00T NBC, aed the TT mibrastruciore seppsming this sp=tem s wnder
the vomteol and pevermianes ol e NBL Inothe eveat of o disister, the MAC wall petfamm
all tasks associgted will festorms commrmcations. network mirstruciune, servers, and
applwcatioes. e QPR IRLOE Cnerations Taam will provide oversght, pailvoce, anl
mi applicaton-specitie conligurations during the esturation phase ot the desaster
rocover v process. and will also provide appiication Sunctinaliy testing of U estared
SYRIEMY.
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The contingency plan daveleped tor eOPE hos been teared and cevievind by boo the WL
and FR1OHI Chpetations Teaan mombers, The plan sddroases afl ot the Bey slements
ouwllied in the M15T putde

Federal loformation Precessing Standards Publication 199 Analysis

FIPE 199 ¢utabiishes three potential levels of impaet (lw, moslerate, wnd bagh) relevant to
secering Federal infomnation and informalion syilems foc cach ol theee primary secuniy
ohicetives {oonfidentality, ilepnry, and avaifabality g

SIST 59 R00-60 Volume 11, Guide for Mapping Tvpes of Information Systems to Security
Cetepuaries, provides guidance for undersiardinog ihe securily objoctives and impact levels
identitied in FEI'S 199,

1o accardance with FTPS 19% and NIST 5P ROO-6G0, & sconn ¥ calegori>ation end analysis
was perlormed for eOPE. The secunly calegonzation analyse of eOPF resulted mmam

pverAll seeurily calegor2ation of fiel.

OI0G reviewed the «UPF FI'S 199 analysis ard sarced with the "hiph™ cate gosizatione of the
uy ylEut.

NIST 304-51 Evalezation

MIST 31* ¥00-533 provides guidanee for smplementineg 1 varely of securily conilrols for
infermaticn systems supporting the Federal govermmnent. These controls are oreanized me
ke classes (mansgement, operanomal, apcd weehniesl) The O eeted o subset of these
contreks Ter ¢OPF as pact of this awle, including:

= AC-T: Ulnsoccessiul Lopin Atternpls v [A-3 Aulbeslicatisr Manzgrinend
AC-10, Coneurment Session Contrel ¢ [H-2 [ncidend Response Trhmne

* AU 117 Sesusion Taoek » 15 [naiderd Mowtermg

= AL-15 Aulomaled markiog = FL-3: Syslem Secorsty Plan Vpdaie

«  ALZ: Anditable Bvcils + [L-3: Hules of Behavior

«  AlLLH Audit donitonimg s  HA-S: Vulnerability Seatunn

»  UM-2 Conhiguratioe Change Conloot o BaA-3 Dife Cwele Supoort

CPd, Cosingency Plan Test:ng

The L0 determrined whoether these contrals weee ie place by aecrvicwing ndividuals with
ek securivy responsibaleies, revicwing docume madion and system serconsbots providoed
by HELAUXES, and conduciing testa directly on the svalem.

W determined that HRT.OM v generally compliant with MIST ST 84053 puidance br
implementing 1he appropaate secunty contemds T cOPF. However, control 14-5,
Autheantcator Mardgement, wias bot fdly oplemented when the OTG reviewed This
cemivnl im Fedwoary 2004 Ar Uwt time, @OPT was ob conficured o periodiealy force



IX.

ugers to change their password. During the Geldwork phase of this audit, eQPF was re-
configured to force password changes every 90 days, and controd IA-5 15 now satisfied.

Although the OIG determmed that six additional controls have not been implemented for
this system, the weaknesses had been previously identified by HRLOB and were
appropriately added as action items o the eOPF plan of action and milestones (POASM).
Five of the six remaining control weaknesses were scheduled to be addressed in 2009,
However, the ¢OPF POA&M states that corrective actions for control

I ac over 120 days overdue, and should be considered a high priority for HRLOB.

Plan of Action and Milestones Process

A POA&M is a tool used to assist agencies in identifying, assessing, prioritizing, and
monitoring the progress of corrective effons for I'l security weaknesses, OPM has
implemented an agency-wide POA&M process to help track known 1T security weaknesses
associated with the agency's information systems.

HELOE submitted a cwrrent POAEM to OPM's CI5 in November 2008, The OG
evaluated the following aspects of this POA&M:

Pri alion of Wealinesses

HRELOB uses the POA&M template provided by OFM®s CIS to track security control
weaknesses of eOPF. This template facilitates the prioritization of POA&M
weaknesses, and HRLOB appears to be prionitizing its weaknesses per OPM policy and
FISMA requirements.

Prool of Closure

The cOPF POA&ZM indicates that several security weaknesses were recently closed.
OIG requested evidence of the “proof of closure™ documentation that was submitted to
OPM’s CIS/CIO at the tme the POA&KM item was closed. We requested proof of
closure for seven control weaknesses thal were identified on the POA&M as closed
between April and October, 2008. The QLG was provided with adegquate proof of
closure documentation for all seven requested items.

Incinding A entified Weak es in POALM

A test of eOPF security controls was conducted in July 2008 by an independent
company, Carson Associates, contracted to conduct the test. The test included a review
of the management, operational, and lechmcal security controls outlined in NIST SP
BD0O-53. Carson Associates identified multiple instarces in which eOPF's controls did
not satisfy the requirements of NIST 8P 800-53. The OIG verified that each of the
weaknesses identified by Carson Associates was incheded on the eOPF POA&M,



The 001G i rol avmare ol any ollier receot secaity asseesments of e the could feadl
fo fhe identzbcatioo of potential FOA&M itoms.

mothing camc to our attentton dunng ihe roview of the eOPF POAER w badicae thal
{IRE.OH needs toomprove s POAEM manapement process,



Major Contributors to This Report

This audit report was prepared by the U8, Office of Personnel Management, Office of lnspector
General, Information Systems Audits Group. The following individuals participated in the audit
and the preparation of this report:

. S, Grow Cict
« I - viitor-in-Charge
« I 12icimation Technology Auditor
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Appendix

LUMITED STATES OFFICE CF PERSONNEL MANAGEMENT
Waskington, [0 20415

MEMORANDUM FOR
Chief, Information Systems Audits Gro

|¢ taer

FROM:
Program Director, Enterprise i
Human R_::mm'ues Line of Business
Subject: Program (MTice Response o OIG Report Number 4A-HR-00-00-032,

“Audit of the Information Technology Security Controls of the 1.5,
Office of Personnel Management's Electronic Official Personnel
Folder"

Thank you for the oppofunity to comment on the Office of the Inspector Geperal (CNG) Praft
Report, “Audit of the Information Technology Secunty Conitrols of the 1.8, Office of Personnel
Management's Electronic Official Personnel Folder.™

The Human Resources Line of Business (HRLOB) Enterprise Human Resources Integration
{(EHRI) Program Office has reviewed the report and aprees with the findings, conclusions, and
reconmendations presented. The Program Office is commitied to resolving all outstanding IT

apcurity-related 1ssues m a temely manper and E_r-r.'.at]}r appreciales the feedback provided by the
O] as part of its evalnation.

ee:
uty Associale Director

Center for Information Services and Chief Infonmation Officer

Information Te:E-mlnm.' Specialist

Center for Information Services

Deputy Ehie! Finaneial Officer
anmn !umurms Line of Business
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