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OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

Washington, DC 20528 / www.oig.dhs.gov 

September 22, 2021 

MEMORANDUM FOR: The Honorable Alejandro Mayorkas 
Secretary 
Department of Homeland Security 

FROM: Joseph V. Cuffari, Ph.D. Digitally signed byJOSEPH V JOSEPH V CUFFARIInspector General 
Date: 2021.09.21CUFFARI 14:03:32 -04'00' 

SUBJECT: DHS Did Not Fully Comply with Requirements in the  
Transportation Security Card Program Assessment 

For your action is our final report, DHS Did Not Fully Comply with Requirements 
in the Transportation Security Card Program Assessment. We incorporated the 
formal comments provided by your office. 

The report contains one recommendation aimed at improving the DHS TWIC® 
program. Your office did not concur with our recommendation. Based on 
information provided in your response to the draft report, we consider the 
recommendation open and unresolved. As prescribed by the Department of 
Homeland Security Directive 077-01, Follow-Up and Resolutions for the Office of 
Inspector General Report Recommendations, within 90 days of the date of this 
memorandum, please provide our office with a written response that includes 
your (1) agreement or disagreement, (2) corrective action plan, and (3) target 
completion date for each recommendation. Also, please include responsible 
parties and any other supporting documentation necessary to inform us about 
the current status of the recommendation. Until your response is received and 
evaluated, the recommendation will be considered open and unresolved. 

Please send your response or closure request to 
OIGAuditsFollowup@oig.dhs.gov. 

Consistent with our responsibility under the Inspector General Act of 1978, as 
amended, we will provide copies of our report to congressional committees with 
oversight and appropriation responsibility over the Department of Homeland 
Security. We will post the report on our website for public dissemination. 

Please call me with any questions, or your staff may contact Bruce Miller, 
Deputy Inspector General for Audits, at (202) 981-6000. 

www.oig.dhs.gov 

www.oig.dhs.gov
mailto:OIGAuditsFollowup@oig.dhs.gov
https://2021.09.21
www.oig.dhs.gov
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DHS OIG HIGHLIGHTS 
DHS Did Not Fully Comply with Requirements in the 
Transportation Security Card Program Assessment 

September 22, 2021 

Why We Did 
This Review 
The Transportation Security 
Card Program Assessment 
(P.L. 114-278) requires 
DHS to assess the 
effectiveness of its 
transportation security 
card program by reviewing 
10 program areas and 
preparing a CAP to respond 
to any findings. Our 
objective was to determine 
DHS’ compliance with this 
statutory requirement. 

What We 
Recommend 
We made one 
recommendation for DHS, 
in consultation with TSA 
and the Coast Guard, to re-
evaluate the assessment to 
determine if further 
corrective actions are 
needed or justify excluding 
significant issues from the 
DHS CAP. 

For Further Information: 
Contact our Office of Public Affairs at 
(202) 981-6000, or email us at 
DHS-OIG.OfficePublicAffairs@oig.dhs.gov 

What We Found 
As required by Congress, we reviewed the Department 
of Homeland Security’s corrective action plan (DHS 
CAP) and determined that it did not fully comply with 
P.L. 114-278. In August 2019, DHS published an 
assessment of the effectiveness of the Transportation 
Worker Identification Credential (TWIC®) program. 
As the joint managers of the program, the 
Transportation Security Administration (TSA) and the 
United States Coast Guard prepared the DHS CAP to 
address findings in the assessment, then submitted 
the DHS CAP to Congress in June 2020. Although 
the DHS CAP summarized the assessment’s reporting 
on the required program areas and identified 
corrective actions for one area, it did not include 
corrective actions for the following program areas that 
we consider significant: 

 TWIC program benefits may not outweigh its 
costs. 

 TWIC’s risk-mitigation value is limited. 
 There may be non-biometric alternatives to the 

TWIC program. 
 Vetting standards could potentially be 

improved. 

TSA and the Coast Guard determined no further 
actions to potentially improve TWIC program 
efficiency and effectiveness were required and, 
therefore, DHS did not act on these significant issues. 
As a result, DHS may be missing opportunities to 
improve the TWIC program. 

DHS Response 
DHS did not concur with the recommendation, which 
is considered open and unresolved. 
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OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

Background 

Following the September 11, 2001 terrorist attacks, Congress passed 
the Maritime Transportation Security Act of 20021 (MTSA), which required the 
Department of Homeland Security to protect critical portions of the Nation’s 
maritime transportation infrastructure from acts of terrorism. MTSA also 
required DHS to issue biometric2 transportation security cards to people 
needing access to secure areas of a vessel or port facilities. As a result, in 
2007, DHS established the Transportation Worker Identification Credential 
(TWIC®) program. The Security and Accountability for Every Port Act of 20063 

amended MTSA and directed DHS to implement the use of biometric 
transportation security cards with readers. 

The Transportation Security Administration (TSA) and the United States Coast 
Guard (Coast Guard) jointly manage the TWIC program. TSA issues or denies 
a TWIC card after verifying an applicant’s identity, immigration status, links to 
terrorist organizations, and criminal history. The Coast Guard enforces the 
TWIC program and MTSA regulations, use of TWICs, and access control 
procedures at the Nation’s seaports. 

In December 2016, Congress passed the Transportation Security Card Program 
Assessment (P.L. 114-278) (public law) to address concerns from the 
Government Accountability Office (GAO) and the DHS Office of Inspector 
General (OIG) about improving the TWIC program. 

The public law requires DHS to: 

 assess the effectiveness of the TWIC program by examining 10 required 
program areas in the credentialing process, the application process, and 
the security value of the program [Section 1(b)]; and 

 prepare a corrective action plan (CAP) to respond to any deficiency in the 
effectiveness of the program [Section 1(c)]. 

Section 1(d)(1) of the public law requires DHS OIG to review the extent to which 
the DHS CAP: 

1. responded to findings of the assessment; 
2. included an implementation plan with benchmarks; 
3. included programmatic reforms, revisions to regulations, or proposals 

for legislation; and 

1 Public Law 107-295. 
2 Biometric options include fingerprints, facial recognition, and vascular scans. 
3 Public Law 109-347. 
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OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

4. considered any rulemaking by DHS relating to the program. 

DHS commissioned the Homeland Security Operational Analysis Center 
(HSOAC), which is a Federally Funded Research and Development Center, to 
assess the effectiveness of the TWIC program. The HSOAC published its 
assessment, The Risk-Mitigation Value of the Transportation Worker 
Identification Credential (HSOAC assessment) in August 2019. The HSOAC 
assessment addressed the public law requirement to complete a comprehensive 
security assessment of the TWIC program. 

TSA and the Coast Guard prepared the Corrective Action Plan from the 
Assessment of the Risk Mitigation Value of the Transportation Worker 
Identification Credential (DHS CAP), which DHS submitted to Congress in June 
2020. The DHS CAP summarized the 10 required program areas and included 
the following five corrective actions related to the required program area, 
“Impacts of TWIC and TWIC Readers”: 

1. Publish TWIC Reader Final Rule; 
2. Conduct a Risk Analysis; 
3. Develop an Education & Outreach Plan; 
4. Enhance Coast Guard Risk Assessment Data; and 
5. Update Coast Guard Policy relating to TWIC Program. 

TSA and the Coast Guard both track activities and have established milestones 
to monitor progress completing these corrective actions. Following publication 
of the DHS CAP, TSA and the Coast Guard prepared the TWIC Education and 
Outreach Plan detailing its corrective action-related activities.  The Coast Guard 
prepared a Plan of Action and Milestones, which includes action items for each 
corrective action assigned to it, as well as start and due dates and percent of 
completion for each task. Appendix B contains more information on TSA’s and 
the Coast Guard’s corrective actions. 

Our objective for this review was to determine DHS’ compliance with the public 
law. 

Results of Review 

DHS CAP Did Not Include Corrective Actions for All HSOAC Assessment 
Findings 

As required by Congress, we reviewed the DHS CAP and determined that it did 
not fully comply with the public law. Although the DHS CAP included 
summaries of the 10 required program areas in the HSOAC assessment, as 
well as planned corrective actions, it did not include corrective actions for the 
following issues that we consider significant: 
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Department of Homeland Security 

 TWIC program benefits may not outweigh its costs. 
 The TWIC’s risk-mitigation value is limited. 
 There may be non-biometric alternatives to the TWIC program. 
 Vetting standards could potentially be improved. 

These issues are significant because additional investment in TWIC may not be 
the most efficient or effective security decision for facilities. For example, 
total costs of biometric verification requirements, which are already considered 
high, are expected to significantly increase as additional facilities are required 
to participate in the TWIC program. These costs are borne by the facilities — 
the program stakeholders. 

Table 1 shows the required program areas in which DHS identified the need for 
corrective action compared to areas in which OIG determined DHS should take 
action. 

Table 1. DHS OIG Analysis of DHS CAP 

Required Program Area  DHS Determination of 
Corrective Actions 

OIG Determination of 
Corrective Actions 

Impacts of TWIC and TWIC Readers Action Required Action Required 

Program Costs and Benefits No Action Required Action Required 

Known or Likely Risks at Ports No Action Required Action Required 

Non-biometric Alternatives No Action Required Action Required 

Vetting Standards No Action Required Action Required 

Fee Structure No Action Required  No Action Required 

Redundancy with Other Credentials No Action Required No Action Required 

Variation Among Federal and State 
Threat Assessments No Action Required  No Action Required 

TWIC Application Process No Action Required No Action Required  

Reports by GAO* and DHS OIG No Action Required No Action Required 
Source: DHS OIG review of the DHS CAP 
*Government Accountability Office 
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OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

We determined DHS should take corrective actions to address the following 
concerns identified in the HSOAC assessment. 

TWIC Program Benefits May Not Outweigh Its Costs 

According to the HSOAC assessment, it is unlikely the benefits of the TWIC 
program outweigh its costs. In addition, HSOAC asserted that the Coast Guard 
underestimated TWIC program costs. Specifically, the Coast Guard 
understated the number of TWIC readers required, which HSOAC estimated to 
be as much as 70 percent higher than previously reported. Also, according to 
the HSOAC assessment, the Coast Guard did not identify all certain dangerous 
cargo (CDC)4 facilities, which could result in a significant increase in the 
number of facilities required to use TWIC readers and potentially quadruple 
TWIC program costs. 

TWIC’s Risk-Mitigation Value Is Limited 

According to the HSOAC assessment, even though the threat of terrorism in 
the maritime environment is considered low, other security threats exist. 
Although TWIC’s strength lies in identifying known or suspected terrorists, it 
cannot mitigate all risks in the maritime environment because it is one part of 
a complex security system in place at ports. In its assessment, HSOAC 
concluded it is not possible to determine the security value of TWIC alone in 
the maritime environment. 

In addition, the HSOAC assessment referred to a 2000 study on crime and 
security in seaports5 that required extensive data collection because local, 
state, and Federal law enforcement agencies “do not adequately collect … crime 
data by seaports.” According to the HSOAC assessment, “there is no clear 
system of seaport crime data statistics” and no way to determine how crime 
statistics have changed since the 2000 study. 

Non-biometric Alternatives to the TWIC Program 

MTSA required that TWIC be a biometric credential.  The HSOAC assessment 
found biometrics to be a superior method to verify someone’s identity. 
However, even though biometrics are considered more sophisticated, this 
method can have limitations. For example, a reader may not be able to read 
fingerprints. Furthermore, even without biometric information, TWIC cards 
would enable verification of a person’s identity by matching a photograph and 
requiring a personal identification number. 

4 33 Code of Federal Regulations (C.F.R.) § 160.202 defines CDC as explosive, flammable, or 
noxious materials. 
5 Report of the Interagency Commission on Crime and Security in U.S. Seaports, Fall 2000. 
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Department of Homeland Security 

In addition, the current TWIC model using biometrics is not the only way for 
the program to operate. The HSOAC assessment identified two examples of 
credentialing models that other infrastructure sectors use — Security 
Identification Display Area cards, which are required to access secure areas at 
airports, and the Personnel Surety Program, which is used at certain regulated 
chemical facilities. According to the HSOAC assessment: 

… regulatory barriers exist to adopting an alternative 
model. Adoption of another model would require 
amendments to MTSA to permit facilities to make their 
own credentialing decisions and to alter privacy 
provisions. 

Potential Improvements to Vetting Standards 

The HSOAC assessment identified the following potential improvements to 
vetting standards that DHS did not consider: 

 integrating risk-prediction tools in TSA’s security threat assessment 
process, which TSA has not done; and 

 re-evaluating the vetting standards routinely to benefit from new 
research or consider emerging threats, which might have value. 

Why These Four Issues Are Significant 

These issues are significant because additional investment in TWIC may not be 
the most efficient or effective security decision for facilities. For example, 
total costs of biometric verification requirements, which are already considered 
high, are expected to significantly increase as additional facilities are required 
to participate in the TWIC program. These costs are borne by the facilities — 
the program stakeholders. In addition, while non-biometric alternatives exist, 
DHS argues that biometrics are superior and required by MTSA, even though 
alternatives may be less expensive. Finally, TWIC does not address all security 
concerns, and its success is contingent on the strength of complex access 
control systems, of which it is one part. 

The TWIC program began more than 10 years ago and is not fully implemented, 
and with the HSAOC assessment, Congress offered DHS an opportunity to 
change or improve the program. According to the public law, the DHS CAP 
“may include programmatic reforms, revisions to regulations, or proposals for 
legislation.” TSA and the Coast Guard prepared the DHS CAP based on their 
areas of responsibility and determined that no further actions on these 
potential improvements to program efficiency and effectiveness were required. 
Therefore, DHS did not act on these issues. Without considering these issues, 
DHS may be missing opportunities to improve the TWIC program. 
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Recommendation 

Recommendation: We recommend the Secretary of Homeland Security, in 
consultation with TSA and the Coast Guard, re-evaluate the HSOAC 
assessment, and report on further corrective actions necessary to address the 
four areas of concern from the assessment findings, as identified in this report, 
or justify excluding these areas of concern from the corrective action plan. 

Management Comments and OIG Analysis 

We have included a copy of DHS’ management response in its entirety in 
Appendix A. We also received technical comments to the draft report and 
revised the report as appropriate. 

DHS did not concur with our recommendation, which is open and unresolved. 
A summary of DHS’ response and our analysis follow. 

DHS’ Comments to the Recommendation: Non-Concur. According to its 
response, Department, Coast Guard, and TSA leadership believe the DHS CAP 
satisfactorily addresses the findings of the HSOAC assessment, and a re-
evaluation would unnecessarily complicate ongoing CAP implementation. 

OIG Analysis: We consider DHS’, the Coast Guard’s, and TSA’s actions 
partially responsive to the recommendation. Although the DHS CAP addressed 
the HSOAC assessment’s required program areas and identified corrective 
actions for one area, it did not include corrective actions for four areas that we 
consider significant. The Coast Guard’s actions address two of these four 
areas: the cost benefit of the program and non-biometric alternatives. 

Cost Benefit of the Program and Non-Biometric Alternatives 

According to DHS, the Coast Guard commissioned a follow-on study with the 
HSOAC to conduct a risk analysis that includes: 

• an estimate of the number of facilities to which TWIC readers would 
apply; 

• development and implementation of a risk assessment to support 
estimation of facility population and the costs of Transportation Security 
Incidents that may be mitigated by TWIC readers; and 

• development of a revised cost estimate for the TWIC Reader Rule. 

According to DHS, the revised cost estimate will address whether the TWIC 
program benefits outweigh its costs. In addition, DHS leadership believes that 
the DHS CAP addresses non-biometric alternatives. However, the Coast Guard 
may consider non-biometric alternatives when reviewing the follow-on HSOAC 
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Department of Homeland Security 

risk analysis that better defines the facility population, risks, and program 
costs. 

DHS provided an estimated completion date of June 30, 2022. 

DHS did not take additional action for the remaining two of the four areas we 
consider significant: risk mitigation value and vetting standards. In our 
recommendation, we stated that should DHS decide not to re-evaluate the 
HSOAC assessment it should justify excluding these areas of concern from the 
DHS CAP. We consider DHS’ response as its justification for excluding these 
two areas. 

Potential Improvement to TWIC Vetting Standards 

TSA responded that the vetting standards are codified in statute. However, 
according to the Transportation Security Card Program Assessment, the DHS 
CAP “may include programmatic reforms, revisions to regulations, or proposals 
for legislation.” TSA maintains that its processes to review the conduct of 
applicants under MTSA to determine if such conduct poses a security threat 
are robust, and any re-evaluation of the assessment program area focused on 
vetting standards is not necessary and would not result in new corrective 
actions for DHS and TSA. 

Although Congress offered DHS an opportunity to change or improve the 
program, TSA did not consider revisions to regulations or propose legislation 
because vetting standards are codified. TSA will not re-evaluate the vetting 
standards on a routine basis to benefit from new research or consider emerging 
threats. 

TWIC Risk Mitigation Value 

DHS’ response did not address the HSOAC’s concern that risk mitigation of 
TWIC is limited. According to the response, “… TWIC risk mitigation was 
already addressed through the “Risk Analysis” line item in the DHS CAP, which 
included an Implementation Plan and benchmarks to address the HSOAC 
assessment’s concern regarding the risk definitions and risk assessment.” The 
risk definitions and risk assessment do not address TWIC’s limited role in port 
security, where it is one part of a complex security system. 
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Objective, Scope, and Methodology 

The Department of Homeland Security Office of Inspector General was 
established by the Homeland Security Act of 2002 (Public Law 107−296) by 
amendment to the Inspector General Act of 1978. 

Our objective was to determine DHS’ compliance with Public Law 114-278, 
Section 1(b) Transportation Security Card Program Assessment. 

To accomplish our objective, we: 

 reviewed The Risk-Mitigation Value of the Transportation Worker Identification 
Credential – A Comprehensive Security Assessment of the TWIC Program, 
August 2019; Results from the Assessment of the Risk Mitigation Value of the 
Transportation Worker Identification Credential, February 2020; and 
Corrective Action Plan from the Assessment of the Risk Mitigation Value of the 
Transportation Worker Identification Credential – Report to Congress, June 
2020; 

 interviewed officials from DHS Science and Technology Directorate’s (S&T) 
Federally Funded Research and Development Center Program Management 
Office, the TSA Enrollment Services and Vetting Programs Office, and Coast 
Guard’s Office of Port and Facility Compliance to understand how they 
coordinated and developed the DHS Corrective Action Plan from the 
Assessment of the Risk Mitigation Value of the Transportation Worker 
Identification Credential; 

 reviewed S&T, TSA, and Coast Guard documentation that supported 
decisions made and actions taken to develop the DHS CAP; 

 analyzed prior DHS OIG and GAO audit reports to understand the findings, 
recommendations, and associated corrective actions involving the TWIC 
program; and 

 researched laws, regulations, and internal policies to identify applicable 
criteria governing the TWIC program. 

We conducted this review between December 2020 and April 2021 under the 
authority of the Inspector General Act of 1978, as amended, and according to 
the Quality Standards for Inspection and Evaluation issued by the Council of 
the Inspectors General on Integrity and Efficiency. We believe the evidence 
obtained provides a reasonable basis for our findings and conclusions based 
upon our review objective. 
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The Office of Audits major contributors to this report are Sean Pettersen, 
Director; John McPhail, Audit Manager; Megan McNulty, Program Analyst; 
Sabrina Paul, Program Analyst; David Widman, Auditor; Kevin Dolloson, 
Communications Analyst; and Katherine McCall, Independent Referencer. 
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Appendix A 
DHS Comments to the Draft Report  

www.oig.dhs.gov 11 OIG-21-66 

www.oig.dhs.gov


 
         

 
   

 
 
 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

www.oig.dhs.gov 12 OIG-21-66 

www.oig.dhs.gov


 
         

 
   

 

 
 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

www.oig.dhs.gov 13 OIG-21-66 

www.oig.dhs.gov


 
         

 
   

 

 
 

 
 

 
 

 

 
 

 
 

 

 
  

 

 

 

OFFICE OF INSPECTOR GENERAL 
Department of Homeland Security 

Appendix B 
TSA and Coast Guard Corrective Actions from the DHS CAP 

1) Publish TWIC Reader Final Rule:6  The Coast Guard drafted TWIC – 
Reader Requirements; Delay of Effective Date, which will implement TWIC 
reader requirements for certain high-risk passenger facilities and vessels. 
This final rule delayed implementing the reader requirements for 3 years 
for CDC facilities. 

2) Conduct a Risk Analysis: The Coast Guard plans to conduct a risk 
analysis over the next 3 years to identify all CDC facilities that should 
use TWIC readers.7 

3) Develop an Education & Outreach Plan: TSA and the Coast Guard plan 
to develop and implement a comprehensive outreach and education plan 
targeted for MTSA-regulated facilities and vessels, owners or operators, 
and security officers. TSA and the Coast Guard plan to develop new 
advisories, guidance, memorandums, and policy documents to mitigate 
stakeholder confusion and clarify TWIC definitions and processes. 

4) Enhance Coast Guard Risk Assessment Data: The Coast Guard plans to 
develop and implement a revised process to improve data quality for 
security breaches in its Marine Information for Safety and Law 
Enforcement system.8 

5) Update Coast Guard Policy relating to TWIC Program: The Coast Guard 
plans to review existing instructions, policies, and procedures related to 
the TWIC Program to determine whether updates and clarification are 
necessary. 

6 The TWIC Reader Final Rule will require facilities Coast Guard determines to be high-risk to 
electronically inspect TWICs using biometric readers and match them to the holders.  
7 The Coast Guard commissioned the HSOAC to conduct the risk analysis.  The scope of work 
includes three activities: estimate the population of facilities that handle CDC; develop and 
implement a risk assessment; and develop a revised cost estimate.  
8 The Marine Information for Safety and Law Enforcement system contains “significant event” 
information and the Coast Guard’s actions in the maritime environment. 
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Appendix C 
Report Distribution 

Department of Homeland Security 
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Deputy Secretary 
Chief of Staff 
Deputy Chiefs of Staff 
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Executive Secretary 
Director, GAO/OIG Liaison Office 
Under Secretary, Office of Strategy, Policy, and Plans 
Assistant Secretary for Office of Public Affairs 
Assistant Secretary for Office of Legislative Affairs 

Science & Technology Directorate 

Under Secretary 
Chief of Staff 
S&T Audit Liaison 

Transportation Security Administration 

Administrator 
Chief of Staff 
TSA Audit Liaison 

United States Coast Guard 

Commandant 
Coast Guard Audit Liaison 

Office of Management and Budget 

Chief, Homeland Security Branch 
DHS OIG Budget Examiner 

Congress 

Congressional Oversight and Appropriations Committees 

House of Representatives 
Committee on Homeland Security 
Committee on Transportation and Infrastructure 
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Senate 

Committee on Commerce, Science, and Transportation 
Committee on Homeland Security and Governmental Affairs 
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Additional Information and Copies 

To view this and any of our other reports, please visit our website at: 
www.oig.dhs.gov. 

For further information or questions, please contact Office of Inspector General 
Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov. 
Follow us on Twitter at: @dhsoig. 

OIG Hotline 

To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click 
on the red "Hotline" tab. If you cannot access our website, call our hotline at 
(800) 323-8603, fax our hotline at (202) 254-4297, or write to us at: 

Department of Homeland Security 
Office of Inspector General, Mail Stop 0305 
Attention: Hotline 
245 Murray Drive, SW 
Washington, DC 20528-0305 
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