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Audit 2019-15653 — Federal Information Security
Modernization Act

EXECUTIVE SUMMARY

Why the OIG Did This Audit

The Federal Information Security Modernization Act of 2014 (FISMA)
requires each agency’s Inspector General (IG) to conduct an annual
independent evaluation to determine the effectiveness of the information
security program (ISP) and practices of its respective agency.

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the Fiscal Year (FY)
2019 IG FISMA Reporting Metrics Version 1.3. Our audit scope was
limited to answering the IG FISMA metrics (defined in Appendix B).

What the OIG Found

During the course of this audit, we utilized the methodology and metrics in
the IG FISMA metrics (as detailed in Appendix B) in our annual
independent evaluation to determine the effectiveness of TVA’s ISP.
Each metric was assessed to determine its maturity level, as described in
the following table.

FY 2019 IG FISMA Maturity Definitions

Maturity Level Maturity Level Description
Policies, procedures, and strategy are not formalized;
Level 1: Ad Hoc activities are performed in an ad hoc, reactive
manner.

Policies, procedures, and strategy are formalized and
documented but not consistently implemented.

Policies, procedures, and strategy are consistently
implemented, but quantitative and qualitative

Level 2: Defined

Level 3: Consistently

Implemented effectiveness measures are lacking.

Quantitative and qualitative measures on the
Level 4: Managed and effectiveness of policies, procedures, and strategy
Measurable are collected across the organization and used to

assess them and make necessary changes.

Policies, procedures, and strategy are fully
institutionalized, repeatable, self-generating,
Level 5: Optimized consistently implemented, and regularly updated
based on a changing threat and technology
landscape and business/mission needs.
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The IG FISMA metrics were organized into eight domains, which aligned
with the following five function areas in the National Institute of Standards
and Technology Framework for Improving Critical Infrastructure
Cybersecurity: Identify, Protect, Detect, Respond, and Recover. Our
analysis of the metric results were used to determine the overall function
maturity levels presented below.

FY 2019 IG FISMA Function Results
Function  Assessed Maturity Level Rating
Identify 2 — Defined Not Effective
Protect 4 — Managed and Measurable Effective
Detect 2 — Defined Not Effective
Respond 4 — Managed and Measurable Effective
Recover 3 — Consistently Implemented Not Effective

The IG FISMA metrics consider cybersecurity functions at a level 4,
(managed and measurable), to be at an effective level of security. Based
on our analysis of the metrics and associated maturity levels defined with
the IG FISMA metrics, we found three of the five functions fell below the
targeted level 4; therefore, TVA’s ISP was not operating in an effective
manner. In addition, we noted several weaknesses in the Protect function
that should be addressed.

What the OIG Recommends

We made eight specific recommendations to TVA management to make
improvements in the ISP. Our specific recommendations are included
within the report.

TVA Management’s Comments

In response to our draft audit report, TVA management stated they agreed
with the overall quantitative assessment of the program being effective as
calculated through the Department of Homeland Security (DHS)
evaluation tool, which uses the IG FISMA metrics. TVA agreed with seven
of the eight recommendations for security improvements and will continue
efforts to improve program maturity. TVA will continue to utilize a
risk-based approach when prioritizing security initiatives and investments.
See Appendix C for TVA management’s complete response.

Auditor’s Response

The DHS tool referred to above by TVA management is a reporting tool
used to report the OIG’s evaluation of the IG FISMA metrics. The DHS
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EXECUTIVE SUMMARY

tool provides an automated overall score based on metric scoring results
and does not separately evaluate TVA’s ISP. Although the DHS tool’s
automated overall FISMA score for TVA’s ISP was effective, the OIG
exercised discretion offered by the IG FISMA metrics to conclude the ISP
was not effective. This conclusion was based on our analysis of the
metrics and associated maturity levels, where we found three of the five
functions fell below the targeted maturity level. Additionally, after
receiving TVA management’s response to our draft audit report, we had
additional discussions with TVA management regarding the
recommendation with which they disagreed. Based on the additional
information provided in those discussions, the recommendation was
revised accordingly.
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BACKGROUND

The Federal Information Security Modernization Act of 2014 (FISMA) requires
each agency’s Inspector General (IG) to conduct an annual independent
evaluation to determine the effectiveness of the information security program (ISP)
and practice of its respective agency. The Fiscal Year (FY) 2019 IG FISMA
Reporting Metrics Version 1.3 (see Appendix B) were developed by the Office of
Management and Budget, the Department of Homeland Security (DHS), and the
Council of the Inspectors General on Integrity and Efficiency, in consultation with
the Federal Chief Information Officer Council. The IG FISMA metrics were
organized into eight domains, which aligned with the following five function areas in
the National Institute of Standards and Technology Framework for Improving
Critical Infrastructure Cybersecurity: ldentify, Protect, Detect, Respond, and
Recover. The FY 2019 IG FISMA functions and domains are shown in Table 1.

FY 2019 FISMA Functions and Corresponding Domains

Function Domain

Identify Risk Management

Protect Configuration Management
Identity and Access Management
Data Protection and Privacy
Security Training

Detect Information Security Continuous Monitoring (ISCM)
Respond Incident Response
Recover Contingency Planning

Table 1

The results of our review were provided to Office of Management and Budget
and DHS through the use of their online reporting tool on October 29, 2019.

OBJECTIVE, SCOPE, AND METHODOLOGY

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) ISP and practices as defined by the FY 2019 IG FISMA
Reporting Metrics Version 1.3. Our audit scope was limited to answering the
IG FISMA metrics (defined in Appendix B). A complete discussion of our audit
objective, scope, and methodology is included in Appendix A.

FINDINGS AND RECOMMENDATIONS

The IG FISMA metrics consider cybersecurity functions at a level 4 (managed
and measurable) to be at an effective level of security. Based on our analysis of
the metrics and associated maturity levels defined with the IG FISMA metrics, we
found three of the five functions fell below the targeted level 4; therefore, TVA’s
ISP was not operating in an effective manner. See Table 2 on the following page
for individual function ratings.

Audit 2019-15653 Page 1
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FY 2019 IG FISMA Function Results
Function  Assessed Maturity Level Rating
Identify 2 — Defined Not Effective
Protect 4 — Managed and Measurable Effective
Detect 2 — Defined Not Effective
Respond 4 — Managed and Measurable Effective
Recover 3 — Consistently Implemented Not Effective

Table 2

In addition, although the Protect function in total was rated as effective, we noted
several weaknesses that should be addressed.

IDENTIFY

The Identify function includes understanding the business context, the resources
that support critical functions, and the related cybersecurity risks. This
understanding enables an organization to focus and prioritize efforts consistent
with its risk management strategy and business needs. Within the context of the
IG FISMA metrics, the Identify function includes the risk management domain.
We evaluated the risk management domain and determined it was operating at a
level 2 (defined) maturity level. Based on these results, we determined the
Identify function was operating at a level 2 (defined) maturity level and not
effective.

In summary, we found appropriate policies and procedures have been defined
and are generally implemented and monitored to address risk throughout the
agency. Specifically, roles and responsibilities have been defined and
communicated across the agency. TVA has defined policies and/or processes
for software and hardware inventory and risk management. Also, TVA has
implemented processes to (1) maintain an inventory of information systems
(including cloud systems, public-facing Web sites, and third-party systems) and
system interconnections, (2) utilize a risk profile to facilitate a determination of
risk for a system, (3) perform security architecture reviews on new hardware and
software and define supply chain requirements prior to installation on TVA’s
network, (4) define and validate security requirements for contractor systems
before contract execution, and (5) perform system risk assessments.

However, TVA has not fully implemented (1) centralized tracking of plans of
actions and milestones,! (2) a network access control solution, (3) diagnostic and
reporting frameworks for enterprise level risk management, and (4) the
monitoring, measuring, and reporting on information security performance of
contactor operated systems and services. In addition, although TVA has
implemented processes to maintain an inventory of information systems, TVA
does not have a complete and accurate inventory of its information systems.

1 TVA retired its previous centralized tracking solution during FY 2019 and is currently searching for a new
solution.
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Recommendation — We recommend the Vice President (VP), Chief Information
Officer (CIO), Information Technology (IT):

1. Update Risk Management policy to include centralized tracking of plans of
actions and milestones.

TVA Management’s Comments — In response to our draft report, TVA
management stated they made a business decision to use an alternative
means of tracking identified issues. This approach includes rigorous
processes to track and address all plans of actions and milestones, and
reports progress monthly via established metrics. TVA management stated it
considers this function to be adequately addressed through the current
process but will modify its stated policy to reflect their approach. See
Appendix C for TVA management’s complete response.

PROTECT

The Protect function supports the ability to limit or contain the impact of a
potential cybersecurity event by developing and implementing appropriate
safeguards to ensure delivery of critical infrastructure services. Within the
context of the IG FISMA metrics, the Protect function includes the following four
domains: (1) configuration management, (2) identity and access management,
(3) data protection and privacy, and (4) security training. We evaluated each
domain separately and then used the individual results to determine the overall
maturity level of the Protect function. We found two domains operating at level 4
(managed and measurable) maturity level, one operating at level 3 (consistently
implemented) maturity level and one operating at level 1 (ad hoc) maturity level.
Based on these results, we determined the Protect function was operating at a
level 4 (managed and measurable) maturity level and effective.? The following
provides a detailed discussion of the findings for each of the four domains in the
Protect function.

Configuration Management

In summary, we found appropriate policies and procedures have been (1) defined
and are generally implemented and monitored, (2) strengthened through the use
of lessons learned, and (3) consistently implemented. Specifically, roles and
responsibilities have been defined and communicated across the agency and
assigned in a risk-based manner. TVA has developed and implemented
processes for baseline configurations, common security configurations,
automated tools to help maintain security configurations for information systems,
and the collection and reporting of change control metrics. TVA has incorporated
lessons learned within those processes. In addition, automated tools are used for
patch management and deployment where possible. TVA has also developed
and implemented change control policies and procedures that include determining
the nature of the change (e.g., configuration), review of proposed changes, and

2 As described on page 3 of Appendix A, the maturity level of each function was determined using a simple
majority rule of the most frequent resulting domain maturity level within that function.

Audit 2019-15653 Page 3



Office of the Inspector General Audit Report

consideration of security impacts. We found that TVA monitors, analyzes, and
reports qualitative and quantitative performance measures on the effectiveness of
its change control activities and ensures that data supporting the metrics is
obtained accurately, consistently, and in a reproducible format.

However, TVA is not meeting defined vulnerability remediation time frames.
While TVA has implemented automated tools for patch management, not all
systems within TVA are managed by these tools. In addition, automated
mechanisms such as network access control that would take immediate action to
limit any security impact have not been fully deployed to detect unauthorized
hardware, firmware, or software.

As a result of our testing of the configuration management domain, we
determined TVA was operating at a level 4 (managed and measurable) maturity
level.

Identity and Access Management

In summary, we found TVA had defined appropriate policies for (1) roles and
responsibilities, (2) access and acceptable use agreements, (3) remote access,
and (4) the provisioning and management of user accounts, including privileged
accounts. In addition, TVA used automated mechanisms for the management of
user and privileged accounts, which includes access agreements.

However, we found TVA (1) was not performing periodic user access reviews in
a consistent manner,3 (2) did not screen all individuals before granting them
access, (3) does not require rescreening for all individuals, and (4) has not
developed an identity, credential, and access management (ICAM) strategy* or
milestones detailing plans to align with federal initiatives for strong
authentication.®

As a result of our testing of the identity and access management domain, we
determined TVA was operating at a level 1 (ad hoc) maturity level.

Recommendations — We recommend the VP, CIO, IT:
2. Ensure periodic user access reviews are performed in a consistent manner.
TVA Management’s Comments — TVA management agreed with the

recommendation. See Appendix C for TVA management’s complete
response.

3 During FY 2019, TVA identified a deficiency in the user access review process of financially significant
applications.

4 TVA provided an ICAM strategy for OIG Audit Report 2018-15526, Federal Information Security
Modernization Act, December 18, 2018. However, in FY 2019, TVA did not have a current ICAM
strategy in place.

5 National Institute of Standards and Technology Special Publication 800-63-3, Digital Identity Guidelines,
June 2017.
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3. Ensure all individuals are properly screened before granting access to TVA
systems and periodically rescreened as required.

TVA Management’s Comments — TVA management agreed with the
recommendation. See Appendix C for TVA management’s complete
response.

4. Update the ICAM strategy to include plans for the use of strong authentication
mechanisms aligned with federal initiatives.

TVA Management’s Comments — TVA is in the process of executing its
current ICAM strategy. Efforts are underway to update and improve the
existing strategy to include industry best practices for strong authentication.
Management disagrees with the identified issue and resulting
recommendation. See Appendix C for TVA management’s complete
response.

Auditor’s Response — During audit fieldwork, we requested the ICAM
strategy and were informed by TVA personnel that TVA did not have a current
ICAM strategy; however, subsequent to the issuance of the draft report and
following additional discussion with TVA management, TVA provided an
ICAM strategy. Upon review of this strategy we noted this document had not
been updated since FY 2017 and did not contain milestones beyond FY 2017.
Accordingly, we revised the recommendation to update the strategy, rather
than recommending that a strategy should be developed.

Data Protection and Privacy

In summary, we found appropriate policies and procedures had (1) been defined
and communicated across the agency and (2) defined roles and responsibilities
and processes to address the protection, collection, and use of personally
identifiable information. In addition, TVA had (1) consistently implemented its
data breach response plan and used tabletop exercises to improve the plan as
needed and (2) implemented enhanced network defenses and used monitoring
and testing to determine effectiveness. Also, TVA provided near real-time
monitoring of the data entering and exiting the network and other suspicious
inbound and outbound communications and performs tabletop exercises to
evaluate effectiveness of the data breach response plan.

However, TVA has not (1) implemented data encryption at rest® and in transit’
and (2) ensured all those required to take role-based privacy training completed
the training at least annually. As a result of our testing the data protection and
privacy domain, we determined TVA was operating at a level 4 (managed and
measurable) maturity level.

6 Inactive data that is stored physically in any digital form.
7 Data that is being transferred over a computer network.
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Security Training

In summary, we found TVA had a security awareness plan in place that defined
roles and responsibilities, required the completion of security awareness training,
and required specialized training as needed for roles with significant security
responsibilities. TVA also collects and analyzes security awareness training data
to improve exam questions and training content.

However, TVA does not collect and analyze security training performance
measures for effectiveness and had not performed a centralized assessment of
the IT workforce for skills, knowledge, and abilities to provide tailored awareness
and security training. In addition, not all individuals with significant security
responsibilities completed the required training. As a result of our testing the
security training domain, we determined TVA was operating at a level 3
(consistently implemented) maturity level.

Recommendation — We recommend the VP, CIO, IT:

5. Develop and monitor performance measures on the effectiveness of the
security awareness and training program.

TVA Management’s Comments — TVA management agreed with the
recommendation. See Appendix C for TVA management’s complete
response.

DETECT

The Detect function enables timely discovery of cybersecurity events by
developing and implementing actions to identify their occurrence. Within the
context of the IG FISMA metrics, the Detect function includes the ISCM domain.
We evaluated the ISCM domain and determined it was operating at a level 2
(defined) maturity level. Based on these results, we determined the Detect
function was operating at a level 2 (defined) maturity level and not effective.

In summary, we found TVA had developed an ISCM strategy as part of its
situational awareness program and was in the process of implementing policies,
processes, and tools in support of this strategy. Specifically, TVA has defined its
processes for ongoing assessments, monitoring security controls, and analyzing
data. TVA has implemented tools for the monitoring of security controls.

However, TVA has not completed the development of policies and processes or
the implementation of monitoring tools for the specific requirements within the
ISCM strategy.

In our FY 2018 FISMA audit report,® we recommended the TVA Director,
Cybersecurity, complete the deployment of tools for the specific requirements

8 Audit Report 2018-15526, Federal Information Security Modernization Act, December 18, 2018.
Audit 2019-15653 Page 6
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within the ICSM strategy. TVA is in the process of addressing this
recommendation. Therefore, we have no additional recommendations.

RESPOND

The Respond function supports the ability to contain the impact of a potential
cybersecurity event by developing and implementing actions to take when a
cybersecurity event is detected. Within the context of the IG FISMA metrics, the
Respond function includes the incident response domain. We evaluated the
incident response domain and determined it was operating at a level 4 (managed
and measurable) maturity level. Based on these results, we determined the
Respond function was operating at a level 4 (managed and measureable)
maturity level and effective.

In summary, we found TVA had developed an incident response program with
defined and implemented policies and procedures that can detect, remediate,
and communicate incidents in a timely manner. Specifically, TVA has
incorporated the use of technology and tools as well as collaborative efforts from
DHS to provide additional incident response support. However, TVA has not
adopted trusted Internet connection® and has not implemented EINSTEIN 11.1°

RECOVER

The Recover function supports timely recovery to normal operations to reduce
the impact from a cybersecurity event. Activities within the Recover function
develop and implement plans for resilience and to restore any capabilities or
services that were impaired due to a cybersecurity event. Within the context of
the IG FISMA metrics, the Recover function includes the contingency planning
domain. We evaluated the contingency planning domain and determined it was
operating at a level 3 (consistently implemented) maturity level. Based on these
results, we determined the Recover function was operating at a level 3
(consistently implemented) maturity level and not effective.

In summary, we found appropriate policies and procedures have been defined
and implemented for TVA’s contingency planning program including roles and
responsibilities, training, exercise and testing schedules, plan maintenance
schedules, backups and storage, use of alternate processing and storage sites,
and technical contingency planning considerations for specific types of

systems. Also, TVA has defined how the planning and performance of recovery
activities are communicated and consistently communicates to relevant
stakeholders and executive management teams.

9 Trusted internet connection is a federal government initiative to optimize and standardize the security of
individual external network connections currently in use by federal agencies.

10 EINSTEIN Il is a federal government program that provides additional cybersecurity monitoring to
participating agencies.
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However, TVA (1) has not integrated information and communications
technology supply chain risks related to contingency planning activities in its
policies and procedures, (2) does not currently employ automated mechanisms
to test system contingency plans, and (3) does not utilize metrics on
effectiveness of recovery activities.

Recommendations — We recommend the VP, CIO, IT:

6. Update contingency planning policies and procedures to include supply chain
risks.

TVA Management’s Comments — TVA management agreed with the
recommendation. See Appendix C for TVA management’s complete
response.

7. ldentify and utilize automated mechanisms to test system contingency plans
where appropriate.

TVA Management’s Comments — TVA management agreed with the
recommendation. See Appendix C for TVA management’s complete
response.

8. Develop and monitor performance measures on the effectiveness of recovery
activities.

TVA Management’s Comments — TVA management agreed with the
recommendation. See Appendix C for TVA management’s complete
response.

CONCLUSION

Based on our analysis of the metrics and associated maturity levels defined with
the IG FISMA metrics, we found three of the five functions fell below the targeted
level 4; therefore, TVA’s ISP was not operating in an effective manner. In
addition, we noted specific weaknesses in the Protect function that should be
addressed.

TVA Management’s Comments — TVA management agreed with the overall
guantitative assessment of the program being effective as calculated through the
DHS evaluation tool, which uses the IG FISMA metrics. TVA agreed with seven
of the eight recommendations for security improvements and will continue efforts
to improve program maturity. TVA will continue to utilize a risk-based approach
when prioritizing security initiatives and investments. See Appendix C for TVA
management’s complete response.

Auditor’s Response — The DHS tool referred to by TVA management is a
reporting tool used to report the OIG’s evaluation of the IG FISMA metrics. The
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DHS tool provides an automated overall score based on metric scoring results
and does not separately evaluate TVA’s ISP. Although the DHS tool’s
automated overall FISMA score for TVA's ISP was effective, the OIG exercised
discretion offered by the IG FISMA metrics to conclude the ISP was not effective.
This conclusion was based on our analysis of the metrics and associated
maturity levels, where we found three of the five functions fell below the targeted
maturity level. See page 6 of Appendix B for details on the DHS scoring
methodology.
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OBJECTIVE, SCOPE, AND METHODOLOGY

Our objective was to determine the effectiveness of the Tennessee Valley
Authority’s (TVA) information security program and practices as defined by the
Fiscal Year (FY) 2019 Inspector General (IG) Federal Information Security
Modernization Act of 2014 (FISMA) Reporting Metrics Version 1.3 (see
Appendix B). Our audit scope was limited to answering the IG FISMA metrics
(defined in Appendix B). Our fieldwork was completed between June 2019 and
October 2019.

To accomplish our objective, we:

e Inquired with personnel in the Information Technology (IT) organization as
necessary to gain an understanding and clarification of the policies,
processes, and current state.

e Reviewed documentation provided by IT to corroborate our understanding
and assess TVA's current state, including:

— Relevant TVA agency-wide and business unit specific policies,
procedures, and documents (such as Standard Programs and Processes
and Work Instructions).

— Relevant metric reports.
— FY 2018 Cybersecurity Awareness and Training Strategic Plan.

— Memorandum of Agreement between TVA and the Department of
Homeland Security’s Office of Cybersecurity and Communication, dated
May 16, 2016, regarding EINSTEIN II.1

— Information system inventories.
— Employee and user lists.

— FY 2019 IT risk heat maps.

— Logon banner screenshot.

e Reviewed a previous Office of Inspector General audit report on TVA’s
compliance with FISMA in 20182 for relevant findings.

e Conducted a network access control walkthrough.

e Judgmentally selected all 25 incidents that were reported to United States
Computer Emergency Response Team?® in FY 2019 as they are considered
higher risk. We reviewed these incidents to determine how they were
handled and communicated in accordance with related TVA processes.
Since this was a judgmental sample of incidents, the results of the sample
cannot be projected to the population.

1 EINSTEIN Il is a federal government program that provides additional cybersecurity monitoring to
participating agencies.
2 Audit report 2018-15526, Federal Information Security Modernization Act, December 18, 2018.

3 The United States Computer Emergency Response Team acts as the federal information security
incident center for the United States Federal Government.
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e Judgmentally selected one system from a population of TVA identified high
value assets based on the number of system changes performed throughout
the year. For the sample system, we reviewed the system security plan,
authorization to operate package, risk and vulnerability reports, change
tickets and configuration management database to validate hardware and
software inventory, system level risk assessments, baselines, patch
management, change control activities, and security controls. Since this was
a judgmental sample, the results of the sample cannot be projected to the
population.

e Judgmentally selected three systems based on auditor knowledge of
importance to TVA’s mission and operations. For these three systems, we
reviewed contingency plan test after action reports and information system
contingency plans, to validate (1) those identified with roles and
responsibilities were involved in testing and (2) recommendations and
lessons learned were communicated. In addition, we reviewed business
impact analysis documentation for completeness and accuracy. Since this
was a judgmental sample, the results of the sample cannot be projected to
the population.

During the course of this audit, we determined the overall effectiveness of TVA’s
information security program by assessing the IG FISMA metrics (as detailed in
Appendix B) on a maturity model spectrum. Table 1 details the five maturity model
levels.

FY 2019 IG FISMA Maturity Definitions

Maturity Level Maturity Level Description
Policies, procedures, and strategy are not formalized,;
Level 1: Ad Hoc activities are performed in an ad hoc, reactive

manner.

Policies, procedures, and strategy are formalized and
documented but not consistently implemented.
Policies, procedures, and strategy are consistently
implemented, but quantitative and qualitative

Level 2: Defined

Level 3: Consistently

Implemented effectiveness measures are lacking.

Quantitative and qualitative measures on the
Level 4. Managed and effectiveness of policies, procedures, and strategy
Measurable are collected across the organization and used to

assess them and make necessary changes.

Policies, procedures, and strategy are fully
institutionalized, repeatable, self-generating,
Level 5: Optimized consistently implemented, and regularly updated
based on a changing threat and technology
landscape and business/mission needs.

Table 1

The maturity level of each domain was determined by answering the related IG
FISMA metrics and using a simple majority rule of the most frequent resulting
maturity levels, using the higher level when two or more levels are the frequently
most rated an equal number of times. The maturity level of each function was
determined using a simple majority rule of the most frequent resulting domain
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maturity level within that function. Overall effectiveness was determined using I1G
discretion based on the function effectiveness results.

We conducted this performance audit in accordance with generally accepted
government auditing standards. Those standards require we plan and perform
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis
for our findings and conclusions based on our audit objective. We believe the
evidence obtained provides a reasonable basis for our findings and conclusions
based on our audit objective.
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FY 2018 Inspector General FISMA Reporting Metncs v1 3
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12 0372972019 | Addressed comments received from the Joint Cyber Various
Performance Management Working Group (JCPMWG) and the
Information Technology Committee of the Federal Audit
Executive Council.

1.3 04092019 | Final provided to OMB and DHS, NiA
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GENERAL INSTRUCTIONS

Overview

The Federal Information Sccunty Modemization Act of 2014 (FISMA) requires cach agency Inspector
General (1G), or an mdependent exteral auditor, to conduct an annual independent evaluation to
determme the effectiveness of the information security program and practices of its respective agency,
Accordingly, the fiscal year (FY) 2019 1G FISMA Reporting Metrics contained in this document provide
reporting requirements across key arcas to be addressed in the independent evaluations of agencics’
information security programs,

Submission Deadline
In au.onhmx with FISMA and ¢ )ﬂ'oe of \hmgemenl and Budget (OMB) Munonndum M-19-02,

eral cation Security and Privacy A

Requirements. all Federal agencies are to submit their 1G metries into the anrlmcnl of Homeland
Security’s (DHS) CyberScope application by October 31, 2019. IG evaluations should reflect the status of
agency information sceurity programs from the completion of testing fickdwork conducted for FISMA in
2019, Furthermore, 1Gs are encouraged to work with management at ther respective agencies Lo establish
a cutofT date to facilitate timely and comprehensive evaluation of the effectiveness of information security
programs and controls.

Background and Methodology

The FY 2019 IG FISMA Reporting Metrics were developed as a collaborative effort amongst OMB,
DHS. and the Council of the Inspectors General on Integrity and Efficiency (CIGIE), in consultation with
the Federal Chief Tnformation Officer (CT0) Council. The FY 2019 metrics represent a continuation of
work bcgun m FY 2016, whm the IG mcmcs were ahgned mlh the five fum.uon arcas in the National

) ds

Cyharsecurity ((_\fbctsccm-ny meewot\) Identify. Protect, Detect, Respond, and Recover. The
Cybersecurity Framework provides agencies with a common structure for identifying and managing
cybersecurity risks across the enterprise and provides 1Gs with guidance for assessing the maturity of

controls to address those nisks.

The FY 2019 metnies also mark a continuation of the work that OMB, DHS, and CIGIE undertook in FY
2017 to transition the 1G evaluations to a maturity model approach, In previous years, CIGIE, in
partnership with OMB and DHS, fully transitioned two of the NIST Cybersecurity Framework function
arcas, Detect and Respond, to maturity models, with other function arcas utilizing maturity model
indicators. The £7 200 711G FISMA Reporting Metrice completed this work by not enly transitioning the
Identify, Protect, and Recover functions to full maturity mocdels, but by reorganizing the models
themselves 1o be more intuitive, This alignment with the Cybersecurity Framework helps promote
consistent and comparable metrics and eniteria in the CTO and 1G metries processes while providing
agencics with a meaningful independent asscssment of the effectiveness of their information secunty
programs. Table I provides an overview of the alignment of the IG and CIO FISMA metrics by NIST
Cybersecurity Framework function area.
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Table 1: IG and CIO Metrics Align Across NIST Cybersecurity Framework Function Areas

Function (Domalns) 1G Metries C1O Metries
Identity (Risk NManagement) X X
Protect ( Conﬁgumlim Management} X X
Protect (1dentity and Access Management) X X
Protect (Data Protection and Privacy) X X
Proteet (Security Training) X X
Deteet (Information Secunity Continuous Momitoring) X X
Respond (Incident Responsc) X X
Recover (Contingency Planning) X X

1Gs are required to assess the cffectivencss of information security programs on a maturity model
spectrum, in which the foundational levels ensure that agencics develop sound policies and procedures
and the advanced kevels capture the extent that agencies institutionalize those policies and procedures,
Table 2 details the five maturity model levelks: ad hoe, defined, consistently implemented. managed and
measurable, and optimized. Within the context of the maturity model, a Level 4, Managed and
Measurable, information security program is operating at an effective level of security. NIST provides
additional guidance for determining cffectivencess of sceurity controls.' 1Gs should consider both their and
management’s asscssment of the unique missions. resources, and challenges when asscssing the maturity
of agencies” information security programs. Management's consideration of agency mission, resources.
and challenges should be documented in the agency’s assessment of risk as discussed in OMB Crreular
A-123, the U.S. Govemnment Accountability Office’s {(GAO) Green Book, and NIST SP 800-37/800-39.

Table 2: IG Evaluation Maturity Levels

Maturity Level Maturity Level Description

Level 1: Ad-hoc Policies, procedures, and strategies are not formalized: activities are
performed in an ad-hoe, reactive manner.

Level 2: Defined Policies, procedures, and strategies are formalized and documented but not

consistently implemented.

Level 3: Conssstently | Policies, procedures, and strategies arc consistently implemented, but
Implemented | quantitative and qualitative effectivencss measures are lacking.

Level 4: Managed and | Quantitative and qualitative measures on the cffectivencss of policics.
Measurcable | procedures, and strategics are collected across the organization and used to
assess them and make necessary changes.

Level §: Optimized Policies, procedures, and strategies are fully institutionalized, repeatable,
self-generating, consistently implemented, and regularly updated based on a
changing threat and technology landscape and business/'mission needs.

! NIST ublication (SP) 86 & fpcur " 1, mafion Syifems and
Orgamzationy, defines security control effectiveness as the extent to which the controls are implkemented correctly,
operaling as intended, and preducing the desired outcome with respect 1o meetng the secunty requirements for the
informution gystem in s operational environment oc enforcing/mediating established secunty policies
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FISMA Metrics Ratings

Level 4, Managed and Measurable, is considered 1o be an effective level of security at the domain,
function. and overall program level. As noted carlier. cach agency has a unique mission. cybersecurity
challenges. and resources to address those challenges. Within the matunty model context, agencics should
perform a risk assessment and identify the optimal maturity kevel that achieves cost-eflective security
based on their missions and risks faced, risk appetite, and risk tolerance level. The results of this
assessment should be considered by I1Gs when determining effectiveness ratings with respect to the
FISMA metrics. For example, if an agency has defined and formalized specific parameters (e.g. control
parameters tailoring decisions documented in sccurity plans/nsk assessments ). 1Gs should consider the
applicability of these parameters and determine whether or not to consider these when making maturity
determinations.

Ratings throughout the eight domains will be determined by a simple majority, where the most frequent
level (i.e., the mode) across the questions will serve as the domain rating. For example, if there are seven
questions in a domam, and the agency receives defined ratings for three questions and managed and
measurable ratings for four questions. then the domain rating s managesd and measurable, OMB and DHS
will ensure that these domain ratings are amtomatically scored when entered into CyberScope, and 1Gs
and C10s should note that these scores will rate the agency at the higher fevel in mstances when two or
more levels are the most frequently rated.

Similar to FY 2018, IGs have the discretion Lo determing the overall effectivencss rating and the rating for
each of the Cybersceurity Framework functions (¢.g., Protect, Detect) at the maturity level of their
choosing. Using thiz approach, the I1G may determine that a particalar function area and/or the agency’s
mformation security program is effective at maturity level lower than Level 4. The rationale here 1s to
provide greater flexibility for the 1Gs, while considering the agency-specific factors discussed above,

OMB strongly encourages 1Gs to use the domain ratings o inform the overall function ratings, and to use
the five function ratings to mform the overall agency rating. For example, if the majority of an agency’s
ratings in the Protect-Configuration Management, Proteet-Identify and Access Management. Protect-Data
Protection and Privacy, and Protect-Security Training domains are Managed and Measurable, the 1Gs are
encouraged to rate the agency’s Protect function as Managed and Measurable. Similarly, 1Gs are
encouraged to apply the same simple majonity rule deseribed above to mform the overall agency rating.
1Gs should provide comments in CyberScope to explain the rationale for their effectivencess ratings.
Furthermorz, in CyberScope, [Gs will be required to provide comments explaming the rationale for why a
given metric 15 rated lower than a Level 4 maturity, Comments in CyberScope should reference how the
agency's risk appetite and tolerance fevel with respect to cost-effective security, including compensating
controls. were factored into the IGs decision,

Key Changes to the FY 2019 IG FISMA Metrics

One of the goals of the annual FISMA evaluations is 1o assess the agency s progress toward achieving
outcomes that strengthen Federal eybersecurity, including implementing the Administration’s priorities
and best practices. The F¥ 2079 (10 FISMA Metrics, OMB Memorandum M-19-03, Strengthening the
Cybersecurity of Federal Agencies by Enhancing the High Value Assat Program, and DHS® Binding
Operational Directive 18402, Securimng High Value Assets. have placed additional emphasis on the
enhancement of the High Value Assct (HVA) program. As such. the £7° 20719 /G FISMA Reparting
Metrics include additional maturity indicators and criteria references regarding the evaluation of the
effectiveness of agencies” HV A programs,

Furthermore, on December 21, 2018, the §
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Risk Exposure Technology Act of 2018 (SECURE Technology Act) established new requirements for

supply chain risk management, The T 207 916G FISMA Metrics have been updated to gauge agencies”
preparcdness in addressing these new requirements while recognizing that specific guidance will be
wssucd at a later date.

In addition. since the publication of the £1° 207 8 /G FISMA Reporting Metrics. NIST has updated several
af its Special Publications te enhance existing eniteria. such as NIST SP 800-37 (Revision 2) and NIST
SP 800160 (Volume 1), These updates include changes to crteria that impact the G FISMA metnes,
such as an alignment with the constructs m the NIST Cybersecurity Framework, the integration of privacy
risk management processes, an alignment with system life cycle security engineering processes, and the
mcorporation of supply chain risk managerment processes, While the updates will not go into full effect
until one year after their respective publications, the criteria references i the T 2079 15 FISUA
Reparting Metrics have been updated to reflect these changes.

FISMA Metrics Evaluation Guide

Ome of the goals of the matunity model reporting approach 1s to ensure consistency mn [G FISMA
evaluations across the Federal government. To that end in FY 2018, a collaborative effort amongst OMB,
DHS, and CIGIE was undertaken to develop an evaluation guide to accompany the 1G FISMA metrics.
The guide is designed 1o provide a bascline of suggested sources of evidence that can be used by 1Gs as
part of their FISMA evaluations, The guide ako includes suggested types of analysis that 1Gs may
perform 1o assess capabilities in given areas.” In FY 2019, the evaluation guide will be strengthened to
include more detailed testing steps and methodologies for 1Gs to utilize in the function arca of Tdentify
(Risk Management). OMB, DHS, and CIGIE plan to continue to enhance the evaluation guide m future
vears for 1Gs to consider as part of thewr FISMA reviews,

4 The evaluation guide will be posted on the DHS FISMA webage subsequent 1o wssuance of the metrics
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February 4, 2020
David P. Wheeler, WT 2CK

RESPONSE TO REQUEST FOR COMMENT S~ DRAFT AUDIT 2018-15653 —
FEDERAL INFORMATION SECURITY MODERNIZAT ION ACT

Ourresponsa to vour request for comments regarding the subject draft report is
attached. Please let us know if vour staff has any concerns with TVA's comments

We would like to thark Saran Huffman, Scolt Marler, and the aude team for their
professionalism and cooparation in conducting this audt. If you have any questions,
pleasa contact Brandy Brown.

7
Jaremy Fisher

Viee President and Chief Information Officer
Informaton Technology

SP3A-C

ASH: BAB

ce (Attachmert) Response to Request
Samued Austin, MP 3B8-C Chnstopher Marsalis, WT S5D-K
Clifford Beach Jr, WT 7A-K Jill Matthews, WT 2C-K
Ardraa Brackelt, WT 50-K Todd McCarter, MP 2C-C
Tammy Bramlett, 5P 2A-C Sherry Quirk, WT 7C-K
Krystal Brendenburg, MP 28-C Stephen Smith, MP. 2C-C
Robertson Dickens, WT 9C-K John Thomas, MR 6D-C
David Hamson, MP 5C-C Chad Tyler, MP. 2C-C
Benjamin Jones, SP 3L-C OIG File No_ 2018-15653

Melissa Livesey, WT 56-K
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Audit 201918653 ATTACHMENT A
Faderal Information Security Modernization Act Paga 1o 1
Response to Request for Comments
Page | Draft Report Section Comments
TVA agreaes with the ovarall quantitative of tho program being “Effective” as
calculated through the Dap of } land Security evaluation toal, which uses the 1G
Ovarall FISMA metrics. TVA agreas with 7 of the 8 recommendations for secueity iImprovements and
wil continue efforts to Improve program maturty. TVA will continue to Leiize a risk-based
spproach when prioritizing security initathves and investments.

Recommendation

Comments

Wi recommend the Vice Presaent (V) Chied Information Officer
(CKD), informaton Techrology (IT) update Risk Mansgament
polcy %0 nohde centralaed tracking of plans of actions and
mikstones

Seeking to be good stewards of tinancial resowoes. TVA made 3
DUBINEGS COUSION 10 USE 3N ATeMave means of trackng Wentfisd
ieaune. Tris approach reiudes ngorous processes 1o track and
address af plans of achons and miesiones (FOAMs) and reports
Prograss Marthly via estabished metncs Manageman! considarns the
furchion %0 be sdequately addresead ihvough cotnert process, but will
mockly ts stated poloy to reflect cur approach

Ve recommend the VP, CI0, IT ensure panodis SComss evews

2 are performad N a consstent marTer Miragement agrees
Vie recommend the VP, CIO, IT ensire al ndwiduals are properly
3 | screened before granting access to TVA systerrs and perodcaly | Maragemen agrees.

rescreered &% requined

W recommend the VIP, CIO, IT develop an wentty, cracential
a0 BCoss gerert siralegy that i the use of wrong
authenticabon mechaniums abgned wih fedecal ritogves.

TVAis inthe process of exacuting £s curent ICAM strategy. Efarts
are underway to updabe and argrave the exsing siiategy 10 induoe
Industy best prachoss for stong sutherticsbon Marsgement
G5a0ees wih thiy dertified Bsuo and resubing recammandation

o

W recommend the VP, CIO, IT deesiop ang monitar perlomance
measues on the effectiveress of the secunty searersss and
traming program

Meragemest agiees.
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Faderal Information Security Modernization Act Page 201 1

Response to Request for Comments

Recommendation

Comments

W recommend the VP, CIO, T update contingency panning o
potes ardd procedures 10 Mclude supply S Nesks Me e

Wie recommend the VP, G0, IT icentify and wtilze automased 1
MEChansMs 10 196t Sysharm conlingency plans whene agprpaate M ey

We recommend the VP, GO, IT develop and morvor performsrce
measures on the effeciveress of recavery activitis Harmgerart agres






