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(U) Executive Summary

(U) Audit of the Federal Bureau of Investigation’s
Management of its Confidential Human Source Validation

Processes

(U) Objectives

(U) The objectives of this audit were to: (1) evaluate
the Federal Bureau of Investigation’s (FBI) Confidential
Human Source (CHS) program policies and procedures,
including its validation procedures; (2) assess the FBI's
policies and procedures for the use of non-attributable
communications between agents and CHSs; and

(3) examine the FBI's ability to identify and fill gaps in
the alignment of its CHSs with the nation’s highest
priority threats and intelligence needs.

(U) Results in Brief

(U) We found that the FBI's vetting process for CHSs,
known as validation, did not comply with the Attorney
General Guidelines. We also found deficiencies in the
FBI's long-term CHS validation reports which are relied
upon by FBI and Department of Justice (Department or
DO)) officials in determining the continued use of a
CHS. Further, the FBI inadequately staffed and trained
personnel conducting long-term validations and lacked
an automated process to monitor its long-term CHSs.

(U) The joint DOJ-FBI committee tasked with oversight
of the FBI's CHS program did not meet its composition
requirements placing an undue burden on just a few
members. The committee also had a backlog of CHSs
awaiting continued use determinations, potentially
allowing them to operate when they should not have.

(U) The FBI also missed an opportunity to identify its
non-compliance with established CHS validation
requirements because it did not follow its own directives
for incorporating new procedures into policy. Further,
we identified issues related to the FBI's current
validation process for CHSs with characteristics the FBI
considers significant and its lack of policy for
communicating with CHSs. Lastly, a newly proposed
system designed to align its CHS base with its highest
priorities will rely on ingesting data from at least one
FBI system with known data quality issues.

(U) Recommendations

(U) Our report contains 16 recommendations to help
the FBI better manage its CHS program.

(U) Audit Results

(U) Between FY 2012 and FY 2018 the FBI spent an
average of $42 million annually in payments to its
CHSs. As of May 2019, nearly 20 percent of the FBI's
CHS base met its definition of a long-term CHS. As we
conducted our audit, of particular concern was the FBI's
management of these long-term CHSs.

(U) FBI Did Not Comply with the AG Guidelines
and Faces Ongoing Challenges in Overseeing
Long-Term CHSs - The FBI uses CHSs to provide
intelligence and support law enforcement and national
security operations. The Attorney General Guidelines
Regarding the Use of FBI Confidential Human Sources
(AG Guidelines) and the FBI categorize CHSs based on
several risk factors.

(U) We found that the FBI did not comply with the AG
Guidelines’ requirements and its own policies and
procedures for managing long-term CHSs and,
consequently, a backlog of CHSs awaited validation. In
addition, the FBI's long-term CHS validation reports
were insufficient because they did not ensure the full
scope of a long-term CHS's operation was reviewed and
FBI validation personnel told us they were discouraged
from documenting conclusions and recommendations.
Further, the number of personnel tasked with
conducting long-term CHS validations was insufficient
due to the size of the long-term CHS validation backlog
and the lack of adequate training. The FBI also lacked
an automated process to identify, track, and monitor
long-term CHSs, and there was no automated process
to document approvals that allow the same agent to
continue to manage a CHS in excess of five years.
These factors increase the likelihood that the FBI has
not adequately mitigated the risks associated with long-
term CHSs, including the risks posed by overly familiar
and non-objective handling agent and CHS
relationships.

(U) FBI officials told us that they did not believe “long-
term” to be a useful indicator in determining CHS risk
and, towards the conclusion of our audit work, the FBI
indicated that it now intends to pursue discussions with
DOJ on the AG Guidelines long-term CHS validation
requirements.
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(U) Human Source Review Committee Was Not
Composed According to Requirements and Faces
an Ongoing Backlog - The joint DOJ and FBI Human
Source Review Committee (HSRC) did not comply with
the composition requirements set forth in the AG
Guidelines and a backlog of CHSs awaited the HSRC's
continued use determinations. By not meeting the
composition requirement for the HSRC, an undue
burden was placed on a few HSRC members to keep up
with the workload.

(U) Further, by not reviewing these long-term CHSs for
continued use in a timely manner, some CHSs may
have remained active when they should have been
closed or had additional conditions placed on their
continued use. For example, we found that the HSRC
requested a CHS be closed because the CHS was a chiid
sex offender and the HSRC did not believe the benefits
of using the CHS outweighed the associated risks.
Because of the current backlog of long-term CHSs
awaiting validations at the FBI, important continued use
determinations like this may not occur for significant
periods of time.

(U) FBI Did Not Follow Its Policy Implementation
Process When Revising Validation Practices -
Between 2011 and 2019, the Directorate of Intelligence
(DI) implemented different validation processes without
incorporating them into policy. Instead, various
electronic communications were issued to provide
guidance on the revised processes. Because the DI did
not incorporate the revised validation processes into
policy, it missed the opportunity to go through the
formal deconfliction process that should have identified
its non-compliance with AG Guidelines requirements for
long-term CHSs. To date, the most recent iteration of
the validation process, developed in 2017, has not been
incorporated as policy.

(U) FBI's Current Validation Process Lacks
Adequate Independent Oversight and Should Be
Reengineered - We found that the FBI has not
implemented adequate controls in its latest validation
process, creating a risk that CHSs are not adequately
scrutinized or prioritized. The FBI’s current validation
process does not provide sufficient independent FBI

X 1, y (U) Audit of the Federal Bureau of Investigation’s
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headquarters oversight and monitoring to ensure CHS
risk is effectively mitigated.

(U) FBI's Annual CHS Validation Report and the
Communication of its Importance Should be
Improved - While we found that the FBI's annual CHS
validation report met the minimum requirement of the
AG Guidelines, we determined that the report may not
be sufficiently addressing CHS risk. In addition, we
found that the importance of the annual CHS report in
the overall validation process has not been adequately
communicated to FBI field offices.

(U) Challenges Exist in Securing and Safeguarding
CHS Communications and Information - We found
that the FBI lacked clear guidance to inform its
personnel of the acceptable platforms for
communicating with CHSs. For example, we found
varying practices and opinions among FBI field offices
on whether government-issued cell phones were an
acceptable method to communicate with a CHS.
Without clear guidance, we believe there is increased
operational security risk that could result in agents and
CHSs being put in harm’s way. In addition, we found
that the FBI is not ensuring its highly classified CHS
reporting platform is properly safeguarded from
unauthorized access, increasing the potentia! for
unmitigated insider threat risks.

(U) FBI Should Prioritize Automation of its
Processes to Identify and Fill Gaps in CHS
Coverage - We identified issues related to the FBI's
ability to align its CHSs with its highest threat priorities.
Specifically, we found that the FBI lacked an automated
process to analyze its CHS coverage and relied on an
ineffective process that was time consuming and
resulted in potentially outdated information. Although
we learned that the FBI was developing a system to
automate its assessment of CHS placement to address
these deficiencies, we determined that the proposed
system would rely on data from several other FBI
systems, including its CHS system of record, which has
known issues related to data quality.
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(U) AUDIT OF THE FEDERAL BUREAU OF INVESTIGATION’S
MANAGEMENT OF ITS CONFIDENTIAL HUMAN SOURCE
VALIDATION PROCESSES

(U) INTRODUCTION

(U) Confidential Human Sources (CHS) play a critical role in the Federal
Bureau of Investigation’s (FBI) operations. The Attorney General’s Guidelines
Regarding the Use of FBI Confidential Human Sources (AG Guidelines) define a CHS
as any individual who is believed to be providing useful and credible information to
the FBI and whose identity, information, or relationship with the FBI warrants
confidential handling. Because of the important role of CHSs, vetting the credibility
of CHSs and assessing the veracity of the information they provide is critical to the
overall integrity and reliability of the FBI's CHS program. This process, known as
validation, is a fundamental responsibility of intelligence collectors, including the
FBI. Validation serves as an essential component of FBI human intelligence
(HUMINT) because it assists in ensuring that information obtained from any CHS is
accurate, authentic, reliable, and free from undisclosed influence.

(U) The U.S. intelligence and law enforcement communities place a strong
emphasis on CHS validation because of lessons learned from various historical
operations. For example, it was the FBI's mishandling of informant James “Whitey”
Bulger, a long-term CHS for the FBI who was tipped off by his FBI handling agent
and fled prosecution but was later arrested that spurred, in large part, a review of
the AG Guidelines.! These operations demonstrated the importance of ensuring
independent and objective FBI headquarters oversight of the relationship between
handling agents and CHSs in order to avoid the pitfalls associated with poor
operational security and overly familiar relationships.

(SAHANF) In addition to properly vetting CHSs, communicating and
documenting contacts with CHSs are important aspects of the FBI's intelligence
gathering process. Further, it is vital for the FBI to have a sufficient CHS base that
is aligned with its highest priorities and the greatest threats to the American
people. For example, it is important to have CHSs embedded in terrorist cells,
violent gangs, and espionage operations, among others, in order to collect valuable
intelligence and investigative information. As of May 2019, the FBI managed
i active CHSs, including [l 1ong-term CHSs whom the FBI had registered
as CHSs for more than 5 consecutive years.2 The FBI spent an average of $42
million annually in payments to CHSs from FY 2012 through FY 2018.

1 (U) The multiple FBI management and oversight failures of Bulger’s time as a CHS,
including Bulger’s crimes such as murder and racketeering while being handled as an FBI CHS, are
documented in a case study in the OIG's report The Federal Bureau of Investigation’s Compliance with
the Attorney General’s Investigative Guidelines (September 2005).

2 (U) The AG Guidelines use this criteria to define long-term.

1
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(U) FBI CHS Guidance and Policy

(V) The AG Guidelines govern the use of FBI CHSs. As a result of lessons
learned, the guidelines were most recently revised in December 2006, including the
creation of special provisions for long-term CHSs and a Human Source Review
Committee (HSRC) to approve a long-term CHS’s continued use.? The AG
Guidelines apply to the use of CHSs in both criminal and national security
investigations, although certain oversight requirements differ depending on whether
the CHS is reporting on criminal or national security matters. The AG Guidelines
also require validation activities at various intervals, including initial and annual
CHS validations, and enhanced validations for certain special categories of CHSs,
such as long-term CHSs.*

(U) In addition to the AG Guidelines, the U.S. Intelligence Community
provides CHS validation guidance through its National HUMINT Manager Directive
001.08, which establishes a common set of validation standards for collectors of
intelligence.® To provide guidance to its workforce on the implementation of the AG
Guidelines and the U.S. Intelligence Community validation standards, the FBI
issued a CHS Policy Guide (Policy Guide) and a CHS Validation Standards Manual
(Validation Manual). The Policy Guide was established to ensure consistent
application of CHS program policies in all FBI investigative programs and to
promote compliance with the AG Guidelines.® The purpose of the Validation Manual
is to standardize CHS validation procedures across investigative programs.’

(U) CHS Program Management

(U) The FBI’s Directorate of Intelligence (DI) is responsible for the
development and oversight of the FBI's CHS program, including the implementation
of the Policy Guide and the Validation Manual. Within the DI, the HUMINT
Operations Section, among its other responsibilities, is responsible for ensuring that
the FBI's policies are consistent with the AG Guidelines. In addition, the HUMINT
Operations Section is responsible for providing guidance to all field offices, legal
attachés, and FBI Headquarters’ divisions to ensure their respective CHSs are in
compliance with FBI, DOJ, and U.S. Intelligence Community directives. Further, the

3 (U) The AG Guidelines specify that certain Department and FBI officials are required to
participate in the HSRC.

4 (V) The AG Guidelines define special categories of CHSs as those that are: (1) senior
leadership CHSs, (2) privileged or media CHSs, (3) high-level government or union CHSs; and
(4) long-term CHSs.

5 (U) The Director of the Central Intelligence Agency serves as the National HUMINT Manager.
The National HUMINT Manager Directive 001.08 became effective January 18, 2008.

6 (U) The FBI released its first CHS Policy Manual in 2007. The 2007 CHS Policy Manual was
superseded by the Policy Guide in March 2012 and it was most recently revised in October 2016.

7 (U) The FBI's first released its CHS Validation Manual in August 2007 and it was last
updated in March 2010.

2
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HUMINT Operations Section is responsible for ensuring CHSs with the highest risk
potential are vetted according to established policies and procedures.

(U) Within the HUMINT Operations Section, there are multiple units, including
the HUMINT Services Unit II and the Validation Management Unit (Validation Unit).
The HUMINT Services Unit II's responsibilities include CHS policy revisions, and it
serves as the program management unit for all CHS policy matters as they relate to
CHS operations. The Validation Unit’s responsibilities include program management
and oversight responsibilities for CHSs through the FBI's validation process.

(U) At the field offices, the Assistant Director in Charge or Special Agent in
Charge (SAC) is responsible for ensuring a local CHS program that contributes to
the FBI's collective CHS base.® To assist in fulfilling this responsibility, Special
Agents in the field offices (“handling agents”) recruit, vet, handle, and
communicate with CHSs. In addition, supervisors oversee handling agents and are
responsible for the completion of quarterly CHS reporting. FBI Assistant Special
Agents in Charge (ASAC) are responsible for reviewing and submitting annual CHS
reports, that serve as the field office’s review of the CHS file — a responsibility that
cannot be delegated. To assist in CHS compliance and oversight requirements, the
Policy Guide requires that each field office must have at least one CHS Coordinator
who acts as a liaison with FBI headquarters and other field offices regarding CHS
matters.

(U) FBI Validation Processes

(U) The AG Guidelines set forth certain CHS validation requirements,
including annual and long-term CHS validations, and the FBI incorporated processes
in its Validation Manual to meet these requirements. In addition, the FBI
implemented various validation processes based on additional CHS risk factors it
identified. The FBI's validation processes, both those required by the AG Guidelines
and those that it has implemented as a result of CHS risk factors the FBI believes to
be higher risk, have changed over time. For example, all CHSs must receive an
annual CHS review but the oversight of the review has shifted from FBI
headquarters to the field offices. As discussed in the Audit Results section of this
report, in 2013 the FBI implemented a new validation process, which deviated from
its long-term CHS validation process as described in its Validation Manual and failed
to prioritize long-term CHSs. Consequently, in fiscal year 2016 the FBI discovered
that it had a backlog of long-term CHSs awaiting validations. In response, the FBI
developed a new, separate validation process for long-term CHSs. We discuss
these processes further in the Audit Results.

(U) Audit Approach

(U) The objectives of this audit were to: (1) evaluate the FBI's CHS program
policies and procedures, including its validation procedures; (2) assess the FBI's

8 (U) Based on the size of the offices, the FBI has Assistant Directors in Charge in 3 of its 56
field offices. The remaining 53 field offices are headed by SACs.

3
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policies and practices for the use of non-attributable communications between
agents and CHSs; and (3) examine the FBI’s ability to identify and fill gaps in the
alignment of its CHSs with the nation’s highest priority threats and intelligence
needs. To accomplish our audit objectives, we interviewed FBI headquarters
officials, as well as officials at FBI field offices in Philadelphia, Pennsylvania and
Washington, D.C. In addition, we interviewed Department officials and officials
from another intelligence agency to gain an understanding of how its programs
function. We also (1) reviewed the AG Guidelines, the National HUMINT Manager
Directive 001.08, and FBI CHS policies and procedures; (2) analyzed CHS-related
data; and (3) examined documents relating to CHS management, oversight, and
validation. This audit primarily covers the FBI's CHS program from fiscal year (FY)
2012 through May 2019.

(U) The results of our review are detailed in the Audit Results section of this
report. Our audit objectives, scope, and methodology are discussed in further
detail in Appendix 1. We also reviewed prior reports conducted by the OIG and FBI
related to the management and oversight of CHSs. Details of these reports can be
found in Appendix 2.
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(U) AUDIT RESULTS

(U) We found significant weaknesses with certain aspects of the FBI's CHS
program. First, regarding long-term CHSs, we found that the FBI failed to comply
with AG Guidelines’ validation requirements and its own validation policies and
procedures. Related to this finding, we also identified issues with the FBI's long-
term CHS validation reports, which serve an important function when
determinations are made on the continued use of a long-term CHS. In addition,
insufficient resources and inadequately trained personnel who conducted long-term
validations increased the likelihood that some of the risks associated with long-term
CHSs were not mitigated. We also found that the FBI lacked an automated process
to identify, track, and monitor its long-term CHSs or to document continued agent
handling approvals in FBI field offices. Second, we found that the joint DOJ and FBI
Human Source Review Committee (HSRC) consistently fell short of the composition
requirements of the AG Guidelines and operated with a backlog of long-term CHSs
awaiting continuing use determinations. Third, we found that because the FBI
changed its process for validating CHSs without following its own directives for
incorporating new processes and procedures into policy, it missed an opportunity to
go through the formal deconfliction process that should have identified its non-
compliance with AG Guidelines requirements for long-term CHSs. Fourth, we
determined that the FBI's current validation process for CHSs with characteristics
the FBI considers significant lacks sufficient independent headquarters oversight
and monitoring to ensure CHS risk is effectively mitigated. Fifth, we found that the
FBI's annual CHS validation report may not be sufficiently addressing CHS risk.
Sixth, we identified areas that can be improved related to CHS communications.
Finally, we found that the FBI was in the process of developing a system to align its
CHSs with its highest threat priorities. However, we determined that the proposed
system relies on utilizing data from several other FBI systems, including its Delta
system, which has known data quality issues.®

(U) FBI Did Not Comply with the AG Guidelines and Faces Ongoing
Challenges in Overseeing Long-Term CHSs

(U) The FBI uses CHSs in all types of investigations, as they can provide
ongoing intelligence to support law enforcement and national security operations.
The AG Guidelines and the FBI categorize CHSs based on a number of factors, such
as their placement or access within certain organizations and the length of time
serving as a CHS, which was of particular concern to us as we conducted our audit.
According to the AG Guidelines and FBI policy, a long-term CHS is defined as one
that has been registered for more than five consecutive years. As we conducted
our audit, of particular concern was the FBI's management of long-term CHSs.

9 (U) Delta is the FBI's official electronic record-keeping system for CHS management.
According to the FBI, Delta was intended to facilitate compliance with the AG Guidelines and FBI CHS
policies through automated administrative and management functions.

5
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(V) FBI Did Not Adhere to Long-Term CHS Validation Requirements and Should
Ensure Policies and Procedures Comply with the AG Guidelines

(SHANF) The AG Guidelines and the FBI's Validation Manual require that all
special category CHSs, such as long-term CHSs, receive an enhanced review every

5 years. According to the Validation Manual, an enhanced review includes (1) ||}
*; (2) a
production review; and (3) .10 However, we found that
the FBI did not ensure that all long-term CHSs received an enhanced review every
5 years and repeatedly deviated from its Validation Manual guidance for enhanced
validations, which contributed to a backlog of long-term CHSs awaiting validations.
This backlog, originally identified by the FBI in 2015, has continued to persist and,
according to the FBI, long-term CHSs (or nearly half of FBI's long-term CHS
base) awaited validation as of May 2019.1! We believe that several factors
contributed to the FBI's non-compliance with the AG Guidelines and its Validation
Manual, including the 2011 development of a new validation prioritization system,
insufficient headquarters validation resources, and frequent leadership turnover in
the Directorate of Intelligence.

(V) Implementation of a New Validation Prioritization System

(U) In 2011, the DI began developing a new validation process to identify
and prioritize CHSs with certain risk factors. This process, known as the CHS
Prioritization System (CPS), sought to direct headquarters validation resources to
its riskiest CHSs. FBI headquarters’ validation units began using CPS in January
2013 aznd CPS was implemented for use in Delta by all field offices in September
2013.1

(SHNF) According to FBI documentation, the initial CPS was based on a
series of. value-weighted, cross-programmatic risk factors that were used to rank
all CHSs by potential risk profiles. Each category was assigned a number between 2
and 5 corresponding to the risk, with 2 being the lowest risk and 5 being the
highest risk. All applicable risk categories were then totaled and prioritized into
three tiers, with a focus on Tier 1 validations first. Long-term CHSs were given a
risk number of 3 for the “long-term” risk factor. We determined that, under this
scoring system, it was possible to be a long-term CHS and not be prioritized for
validation, because CHSs whose only risk factor was that they were long-term
would fail to score as a Tier 1 CHS in any programmatic area. In December 2015,
the FBI revised its CPS risk categories and its methodology for prompting a

10 (U) Production reviews seek to identify all CHS reporting and verify the reporting.

11 (U) The FBI provided this data to the OIG but we were not able to verify the number due to
Delta’s limitation in accurately identifying long-term CHSs requiring validations. We discuss these
limitations later in this report.

12 (U) At the time the Validation Manual was issued in March 2010, FBI headquarters had
multiple validation units based on program areas. While the March 2010 Validation Manual was the
primary CHS validation guidance at the time of our audit, FBI headquarters no longer had multiple
validation units. The Validation Unit is the only validation unit that existed within the HUMINT
Operations Section during this audit.

6
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validation. Under the revised CPS, the FBI eliminated “long-term” as a risk factor
altogether, making it even less likely that a long-term CHS would be prioritized for
validation. We recognize the FBI's efforts to prioritize its limited validation
resources to what it believes to be its riskiest CHSs through the development of
CPS. As part of that effort, DI management may have determined, despite prior
instances of serious misconduct by long term CHSs, that the evidence no longer
supports including “long term” as a risk factor. However, we are concerned that,
rather than elevating to senior Department leadership its concern with the AG
Guidelines’ requirement that all long-term CHSs receive an enhanced review every
five years, DI management on its own decided to implement a new review system
that does not comply with the AG Guidelines.!3

(U) FBI officials from the Directorate of Intelligence told us that they did not
believe “long-term” to be a useful indicator in determining CHS risk, that long-term
validations are not a priority for the FBI, and, towards the conclusion of our audit
work, that it now intends to pursue discussions with the Department to modify the
AG Guidelines long-term CHS validation requirements. However, we identified
instances of management and oversight failures involving long-term CHSs. For
example, an August 2017 FBI Office of Professional Responsibility investigation
determined that a field office handling agent had an improper relationship with
CHSs that included entertaining at least one long-term CHS at the handling agent’s
personal residence on multiple occasions. An FBI headquarters official who was
tasked with assisting that same handling agent stated that he “had never
experienced such poor operational security when it came to the handling and
briefing of CHSs.”

(U) Given these past instances of misconduct involving long term CHSs,
absent strong evidence that long term CHSs are no longer a risk, we believe long-
term should be included as a factor in assessing CHS risk to ensure the pitfalls that
may occur with long-term CHSs, including overly familiar relationships and poor
operational security, are avoided. We recommend the FBI ensures that the DI
designs, implements, and adheres to validation policies and procedures for its long-
term CHSs that comply with the AG Guidelines, or coordinate with the Department
to seek revisions to the AG Guidelines, as necessary.

(U) Insufficient Validation Resources

(U) We believe that a reduction in the number of Intelligence Analysts
conducting validations also contributed to the FBI's non-compliance with long-term
CHS requirements. From the issuance of its 2010 Validation Manual through the
time of our audit, FBI leadership has significantly reduced the number of
intelligence analysts conducting validations at headquarters. In February 2010, the

13 (U) As discussed later in this report, the FBI developed in 2017 the Significant Source
Review Panel as a process for identifying what it believes to be the most significant CHSs for
validation. This new process was separate from both the CPS and its long-term CHS validation
process. Although the FBI still utilizes all three of these processes, the FBI told us that it now
dedicates most of its resources and efforts to the Significant Source Review Panel for identifying CHSs
for validation.

[3
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FBI had 213 FBI headquarters personnel dedicated to validation efforts. As of
March 2019, FBI headquarters had only a single validation unit comprised of 29
personnel — an 86 percent decrease in FBI headquarters validation personnel since
February 2010.

(U) When we asked why such a significant decrease occurred, the FBI
Assistant Director for the Resource Planning Office told us that in anticipation of the
2013 sequestration spending cuts, the FBI identified certain FBI headquarters
resources to be cut, including a portion of DI's Intelligence Analysts. The same
official explained that when sequestration did not come to pass as expected, the
resources were not restored and were instead re-allocated to the field offices.

(UAHFOUO) At the time the DI initially discovered the backlog in 2015, it did
not have sufficient validation resources and proposed that the Inspection Division
conduct a Special Inspection using Assistant Inspectors-in-Place to help reduce the
long-term CHS backlog.!* The FBI told us that this Special Inspection employed 33
Assistant Inspectors-in-Place to conduct validations at FBI headquarters over a 10-
day period beginning February 2016. We asked the FBI to provide us with
documentation that demonstrated the success of the Special Inspection in reducing
the backlog. However, the evidence provided to us was insufficient and we could
not confirm the results of the effort. Further, the FBI did not provide any
documentation demonstrating an increase in validation personnel to ensure
compliance with the AG Guidelines long-term CHS validation requirements.
Therefore, even if the Special Inspection temporarily mitigated the extent of
backlog, the FBI did not allocate sufficient resources after the Special Inspection to
ensure compliance with the AG Guidelines requirements for long-term CHSs and
prevent the FBI's admitted backlog of [l long-term CHS’s awaiting validation as
of May 2019.

(S/ANF) The FBI's Inspection Division identified an issue related to validation
resources in a 2013 National Program Review (2013 National Program Review) of
its CHS program and recommended the DI “analyze the effect of any reduction in
staffing on the humber and quality of validations.” However, we were unable to
obtain documentation that the DI attempted to remedy this recommendation, in
part, because the Inspection Division’s resolution process did not require the DI to
demonstrate that the recommendation had been implemented. Given an active
cHS base of [l cHSs as of May 2019, including [l 1ong-term CHSs, we do
not believe the DI has taken appropriate corrective actions to ensure sufficient
validation personnel are allocated to fulfill the long-term CHS oversight function in
compliance with the AG Guidelines.

(U) Because it did not allocate sufficient resources to validate all long-term
CHSs in accordance with the AG Guidelines, the FBI increased its risk of missing
warning signs, especially for questionable CHSs. We recommend that the FBI

14 (U) FBI personnel must be either a Supervisory Special Agent (SSA) or a Supervisory
Intelligence Analyst to be eligible to participate as an Assistant Inspector-in-Place. According to the
FBI, Assistant Inspectors-in-Place may be canvassed by the FBI Inspection Division to participate in
National Program Reviews and Field Office, Legal Attaché, and Special Inspections.

8
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dedicate sufficient resources to ensure that long-term CHS validations, including
backlogged long-term CHS validations, are conducted in accordance with the
requirements of the AG Guidelines.

(U) DI Leadership Turnover

(U) We believe leadership turnover within the DI may have also contributed
to the FBI's non-compliance with long-term CHS requirements because executives
did not remain in positions long enough to complete certain initiatives. In the 2013
National Program Review, the FBI’'s Inspection Division noted that an updated
Validation Manual was “pending final approval.” The same review determined that
failing to make timely updates and revisions to policy had created policy gaps and
widespread confusion. During our audit, we found that the FBI never approved an
updated Validation Manual, and one FBI official told us that it was never finalized
due to leadership turnover within the DI. Another FBI official also stated that
because the DI has experienced ongoing turnover of executive management, the DI
continues to have challenges formalizing policy. Additionally, we found that most
FBI officials with contemporaneous knowledge of CHS validation non-compliance
issues, such as long-term CHS validations and the related backlog, were no longer
assigned to the DI and several officials rotated to field office positions during our
audit. We also found that many DI units were headed by FBI officials in an acting
capacity, which may make it more difficult for policy and resource improvements to
be implemented.

(U) Long-Term CHS Validation Report Needs Improvement

(U) In late 2015, the DI created a new long-term CHS validation report
intended to be a streamlined product that would effectively and efficiently address
the long-term CHS backlog and provide the standard for future long-term CHS
validations. We reviewed the long-term CHS validation report and its related
guidance and found that it failed to sufficiently account for the full scope of a CHS's
use, regardless of whether the CHS had operated for 5 years, 10 years, or longer.
While we determined that the long-term CHS validation report required validation
personnel to review the last 5 years of a CHSs' field office annual reports, as we
discuss later in this report, we found the annual reports may not adequately
address CHS risk.

(U) In addition, we found that the long-term CHS validation report was
limited to: (1) 1 year of in-depth file review; (2) certain CHS database checks; and
(3) CHS production reviews, which analyze a CHS's contributions, but do not
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include the corroboration of information.!s
Aside from these issues with the scope of the
long-term CHS validation report, we also
identified issues with the related guidance
because it discouraged validation personnel
from making any overall conclusions or
recommendations based on the information
gathered.1®

(U) We discussed the long-term CHS
validation report with a Department official
who participates on the HSRC and relies on
the information to approve the continued use
of long-term CHSs. The Department official
told us that HSRC members lacked insight
into the FBI's long-term CHS validation
process, and expressed concerns that
database checks only examined 1 or 2 years,
rather than the full 5-year period or longer.
Further, this official told us that it is
important for FBI headquarters validation
personnel to have the ability to draw

(U) HSRC MEMBER QUOTES

(U) “...deeply concerned that the
limited scope of the long-term
validation review may
potentially be omitting
important information and
critical red flags that the HSRC
members rely on to approve the
ongoing use of long-term CHSs."”

(U) “The limited scope of
information in the [validation]
reports places those individuals
deciding the continued use of
long-term CHSs in a terrible
decision-making position.”

conclusions and make recommendations as those conclusions and
recommendations are valuable to the HSRC members.

(U) We believe that because the long-term CHS validation report did not
ensure that the entire scope of a long-term CHS'’s operation is reviewed and
reported, it may have increased the likelihood that red flags or anomalies were
omitted. In addition, the absence of conclusions or recommendations may have
deprived HSRC members of sufficient information to make continued use decisions.
We recommend that the FBI coordinate with the Department and update, as
necessary, its long-term CHS validation report to ensure that it addresses the

CHSs productivity in detail.

15 (SHHNF) According to the FBI's Validation Manual, a CHS production review addresses a

16 (U) Conclusions and recommendations can include such examples as continuing to operate
the CHS, polygraphing a CHS, or engaging in operational testing of the CHS.

10
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appropriate scope of review and memorializes any validation personnel’s
conclusions or recommendations.

(V) FBI Did Not Ensure Appropriate Staffing To Conduct Long-Term CHS Validations
and Will Continue to Face Challenges Without Adequate Resources

(U) An FBI official told us that in 2017 the responsibility for conducting long-
term CHS validations was moved from the Validation Unit to the HUMINT Services
Unit II. This change was made so that the Validation Unit could focus on other
types of validation reports. However, we found that the HUMINT Services Unit II
did not have a cadre of trained intelligence analysts to perform long-term
validations. For example, the only HUMINT Services Unit II Supervisory Special
Agent (SSA) tasked with conducting long-term CHS validations from July 2017
through August 2018 told us that she did not receive adequate training to write
intelligence products. In fact, she told us that she only received on-the-job
training, whereas, intelligence analysts typically receive 13 weeks of formal
training, including multiple weeks of analytical writing courses. A second SSA who
was brought in to replace the first SSA when she returned to the field in January
2019 told us that he did not have the background or skills to be conducting
validations and was not aware that he would be conducting them when he took the
position. He added that he was doing nothing more than he would have done as a
field supervisor because he was reviewing annual CHS reports solely for
completeness and was not doing any “deep diving” in the CHS files.

(V) This same individual also told us that he received his training from the
SSA who herself had advised us that she did not receive adequate training. By not
ensuring personnel were adequately trained, those tasked with conducting long-
term CHS validations risked missing anomalies and red flags that could have
harmed operational security.

(V) In addition to inadequately trained staff, we also found that staffing
levels were not adequate to address the volume of long-term CHS validations. As
noted above, from July 2017 through August 2018, only one individual was
assigned to conduct long-term CHS validations. This same individual told us that
clearing the backlog was an impossible task for one person and believed it would
only continue to grow with the limited resources dedicated to conducting long-term
CHS validations. We believe that inadequate staffing was a primary contributor to
the increasing backlog.

(UHFBUYB) The DI recognized these risks and, in April 2019, the Chief of the
Validation Unit told us that responsibility for conducting long-term CHS validations
would be returned to the Validation Unit. Nevertheless, the lack of validation
resources remains a concern. According to documentation provided by the Chief of
the Validation Unit, each Intelligence Analyst would be responsible for conducting
two long-term CHS validations per quarter. As of March 2019, the Validation Unit
had only 18 Intelligence Analysts. Accordingly, only 36 long-term CHS validations
would be conducted per quarter or 144 per year. Based on this staffing level, we
do not believe the Validation Unit will be able to significantly decrease the backlog
of- long-term CHSs awaiting validation. We recommend that the FBI develop

11
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a strategy to eliminate the existing backlog of long-term CHSs and perform an
assessment of its current resources dedicated to long-term validations to ensure
staff are appropriately trained and able to maintain their expected workload.

(U) Lack of Reliable Process to Identify and Monitor Long-Term CHSs Hinders the
FBI’s Ability to Comply with the AG Guidelines

(V) Delta is the FBI's official electronic record-keeping system for CHS
management. According to the FBI, Delta was intended to facilitate compliance
with the AG Guidelines and FBI CHS policies through automated administrative and
management functions. However, we found that Delta lacked an automated
workflow that: (1) reliably identified all long-term CHSs; (2) notified the
appropriate unit that a validation was due; and (3) tracked long-term CHSs to
ensure a validation was completed. As a result, the FBI was unable to reliably
quantify the backlog.

(U) An FBI official told us that the Delta system neither automatically
updates a CHS file when a CHS meets the definition for long-term by having been
in existence for 5 consecutive years or more nor contains a workflow designed to
automatically notify the unit tasked with conducting long-term validations. For the
FBI to be able to provide us an estimate of its backlog, it had to manually create a
spreadsheet to identify those CHSs that were long-term, and review each of those
CHS's Delta files to determine if a validation had been performed in the past two
years.

(U) We discussed these deficiencies with FBI officials who told us that Delta
can be updated when a CHS becomes a long-term CHS, however, this only occurs if
the handling agent manually enters the information. A January 2019 Delta data
assessment found this process unnecessarily prone to error, particularly given that
the date field could be automatically calculated.!” According to FBI documentation,
the FBI was working on Delta upgrades to both automatically update CHSs when
they become long-term and to send email notifications that a validation was due at
that time. However, these upgrades had not been implemented at the time of this
audit.

(U) We believe the inadequate design of Delta hindered the FBI’s ability to
ensure long-term CHSs were identified, tracked, and monitored. Although the FBI
has considered improvements to address the shortcomings, it has not taken
corrective action by implementing an automated mechanism in Delta. We
recommend that the FBI develop and implement an automated mechanism in its
Delta system to ensure that long-term CHSs are accurately identified and
monitored, including an automated notification to the headquarters unit responsible
for conducting long-term CHS validations.

17 (U) A contractor was used to conduct the assessment to provide the FBI with an
understanding of the data contained in Delta.
12
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(V) Inadequate Controls Over Continued Handling of CHSs Beyond 5 Years by the
Same Handling Agent Increased the Risks of Improper CHS Relationships

(U) According to the FBI'’s Policy Guide, the continued handling of a long-
term CHS by the same handling agent for 5 consecutive years, and every 5
consecutive years thereafter, requires SAC approval. In addition, this approval may
not be delegated, and the SAC may only approve continued handling by the same
handing agent for good cause. The FBI's Policy Guide definition of ‘good cause’
included the following justifications:

(1) whether the handling agent has a unique role in an investigation
supported by the CHS, to the extent that the investigation may face
impediments due to reassignment of the handling agent; (2) whether
reassignment of the handling agent would diminish the FBI’s ability to obtain
information in a reliable manner due to the sophisticated or technical nature
of the CHS reporting and the knowledge base of the handling agent; or (3)
whether there are other circumstances that affect the effective operation of
the CHS, including the availability of other handling agents with the requisite
experience or capability to operate the CHS.

(U) We determined that the FBI did not ensure that all handling agents
requested and received SAC approval for the continued handling of CHSs in excess
of 5 years. When we requested documentation of those approvals, we were told
Delta does not automatically remind agents to seek approval for continued handling
of a CHS beyond 5 years. In instances where the SAC approval was requested and
received, the FBI did not ensure that the approval or disapproval and related
justification were consistently documented.

(U) Because of Delta’s limitations, the FBI could not provide us with a
universe of requests for approval for continued CHS handling. However, an FBI
official was able to manually create a partial spreadsheet of this data, by reviewing
the files of long-term CHSs whose information had been forwarded to the HSRC for
continued use approval.!® This spreadsheet included a calendar year 2018 sample
of 37 CHSs who had the same handling agents for at least five-years.!® Of those
37, a total of 8 did not include any reason justifying the continued handling by the
same agent. For the remaining 29 CHSs, although we did not assess the validity, a
justification was provided for approving the agents’ continued handling of the CHS
that was generally based on the CHS's trust of the handling agent, rapport, and
productivity of the CHS. The FBI did not provide us with any evidence of
disapprovals.

(U) We were informed during this audit that the FBI requested an upgrade
to Delta to include an automated workflow for SAC approvals for continued handling

18 (U) As part of the HSRC process, all handling agents must answer an HSRC questionnaire.
The HSRC questionnaire includes a question that asks the handling agent whether or not they have
sought SAC approval for continued handling in excess of 5 years.

19 (U) The FBI official who provided the sample told us that she was not able to provide the
complete universe of continued handling requests because of limitations of Delta.

13
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of CHSs by the same handling agent in excess of five years. However, this upgrade
has not yet been implemented. Limiting the amount of time an agent is permitted
to handle a CHS mitigates the risk of an agent compromising objectivity or
developing an overly familiar relationship with a CHS. We recommend that the FBI
develop and implement an automated workflow in Delta to ensure that all handling
agents request and document SAC approval or disapproval for the continued
handling of CHSs in excess of 5 years.

(U) Human Source Review Committee Was Not Composed According to
Requirements and Faces an Ongoing Backlog

(V) After a long-term CHS has received a validation, the AG Guidelines
require the FBI to seek approval for continued use of the long-term CHS from the
HSRC.2° The HSRC is comprised of both Department and FBI officials, with specific
composition requirements defined by the AG Guidelines for both components. As
we discuss below, the OIG identified weaknesses in both the Department’s and the
FBI's compliance with the AG Guidelines HSRC requirements.

(U) The Department and the FBI Did Not Comply with Human Source Review
Committee Composition Requirements

(U) We determined that both the Department and the FBI did not comply
with AG Guidelines composition requirements for the HSRC. The AG Guidelines
require that each HSRC includes a Chairperson who should be an FBI agent at or
above the Deputy Assistant Director level. In addition, each HSRC shall include two
FBI Agents, two attorneys from the FBI's Office of General Counsel (OGC), and five
federal prosecuting office attorneys. The AG Guidelines specify that of the five
federal prosecuting office attorneys, one should be a Deputy Assistant Attorney
General (DAAG) from the Criminal Division and at least two shall be from U.S.
Attorney's Offices and have experience in organized crime matters. In addition to
the five federal prosecuting attorneys with voting power on the HSRC, the AG
Guidelines require the Assistant Attorney General (AAG) for National Security to
designate one federal prosecuting attorney who will not be considered a voting
member.

(U) We reviewed HSRC minutes from 16 meetings conducted between
February 2016 and November 2018 and found that for each HSRC meeting: (1) the
FBI had only one of the two required FBI OGC attorneys; (2) the Department did
not have a DAAG present from the Criminal Division for any of the meetings; (3)
the number of additional federal prosecuting office attorneys participating in the
meetings varied between one and three; and (4) there was no attorney designated
by the AAG for National Security.

(U) We interviewed FBI and Department officials who participated in the
HSRC process to gain an understanding of how the meetings functioned without a

20 (U) While the AG Guidelines require all long-term CHSs to receive an enhanced validation,
those CHSs providing information for use in national security investigations or foreign intelligence
collections are exempt from the HSRC requirements.

14

SEERET//NOFORN



SEERET//NOFORN

full composition according to AG Guidelines. We learned through these interviews
that two HSRC members—one Department official and one FBI official —generally
decided all HSRC long-term CHS continued use requests. Both FBI and Department
officials told us that that HSRC composition for the period we reviewed has left a
few individuals assuming a large burden of risk and that, with the exception of the
one Department official who shared in the decision-making burden, the other
Department officials generally did not actively participate.

(V) The Criminal Division DAAG to whom the Organized Crime and Gang
Section reports told us that he was not aware of the AG Guidelines requirements for
the composition of the HSRC, including the requirement for a DAAG from the
Criminal Division to participate. We also interviewed the Chief of the Organized
Crime and Gang Section who stated that having a Criminal Division DAAG
participate in the HSRC was unnecessary. He added that the DAAG would be more
appropriate as an arbiter when consensus could not reached. Further, he believed
that there should be more member participation but that the composition
requirements should be reconsidered. Similarly, an FBI official who participates in
the HSRC told us that the composition requirements should be revisited.

(U) We believe the Department and the FBI increased the risk of inadequate
oversight of the FBI's long-term CHSs by placing an undue burden on a few HSRC
members rather than the full complement required by the AG Guidelines. We
recommend that the Department and FBI coordinate to ensure the composition of
the HSRC is sufficient and appropriate and includes the requisite skills and
knowledge to approve the continued use of FBI’'s long-term CHSs and seek
revisions to the AG Guidelines, as necessary, to memorialize any changes in the
composition.

(U) HSRC Has a Backlog Which May Continue to Increase and Add to its Existing
Burden

(U) As of September 2018, the FBI reported to us that there were 235 long-
term CHSs awaiting continued use approvals from the HSRC. According to the FBI,
the number had been reduced to 95 as of May 2019. However, as the FBI works to
reduce the backlog of existing long-term CHS validations, this will inevitably
increase the burden on the HSRC and potentially add to its backlog. In addition, we
tried to reconcile the decrease from 235 to 95 long-term CHSs awaiting review by
the HSRC based on HSRC meeting minutes and we found inconsistencies. When we
asked the FBI about these inconsistencies, we were informed that the numbers may
not be exact due to Delta system errors or the fact that some CHSs did not meet
the criteria for HSRC review.

(U) Nonetheless, we are concerned about the HSRC backlog for two primary
reasons. First, as shown in Figure 1, we determined that between February 2016

15

SECRET//NOFORN



SEERET//NOFORN
and November 2018, the HSRC closed or added conditions—including caveats,
questions, or recommendations—to 33 percent of the CHS files it reviewed.?!

(U) Figure 1
(U) HSRC Meetings Results From February 2016 to November 2018
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(U) Source: OIG based on FBI documentation.

(U) For example, we found in one review that the HSRC requested a CHS be
closed because the CHS was a child sex offender, and the HSRC did not believe the
benefits of using the CHS outweighed the associated risks. In another instance, the
HSRC granted continued use approval but added a caveat that the CHS file be
reviewed for unauthorized illegal activity. Further, in another instance the HSRC
approved a CHS’s continued use but added a recommendation to ensure SAC
approval for continued use for five or more years is granted, an issue previously
identified in this report. Because of the current backlogs of long-term CHSs

21 (U) According to HSRC minutes between February 2016 and November 2018, the HSRC
applied the following conditions for CHSs continued use: (1) approving a CHS’s continued use but
adding a caveat which requires the handling agent to take a specific action; (2) approving a CHS's
continued use based on a handling agent answering additional questions; and (3) approving a CHS's
continued use while adding a recommendation for ongoing handling of the CHS. In addition, the HSRC
also requested CHSs to be closed.
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awaiting both HSRC continued use determinations and FBI validations, these
important conditions or closures may not be added for significant periods of time.

(U) By not reviewing these long-term CHSs in a timely manner, we believe
there is a risk that CHSs could remain active when they should have been closed or
had additional conditions placed on their continued use.

(U) Our other concern regarding the HSRC backlog is, due to the frequency
of the HSRC meetings and the number of long-term CHS files reviewed at each
meeting, the HSRC will be unable to eliminate or even significantly reduce its long-
term CHS backlog. Between February 2016 and November 2018 (a period of 34
months), the HSRC met 16 times, as shown in Figure 2, making a total of 414 long-
term CHS continuing use decisions.

(U) Figure 2
(U) Long-Term CHSs Reviewed from February 2016 to November 2018
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(U) The AG Guidelines do not specify the frequency that the HSRC should
meet and we were told by HSRC members that more frequent meetings would be
problematic given the preparation burden for each HSRC meeting. Although the
HSRC met, on average, every other month between February 2016 and May 2018,
we determined that the HSRC did not meet for a 4-month period between June
2018 and October 2018. We asked why no meetings were conducted during this
time and were told that one of the two individuals who generally made continuing
use decisions had been unable to attend the July 2018 meeting so it was cancelled.

17

SEERETF/NOFORN



SEERETF//NOFORN

Subsequently, the September 2018 meeting was postponed due to a conflict with
another event. We believe the cancellation of these meetings suggest that the
HSRC has placed too much of the burden on a small humber of individuals. These
HSRC meetings are critical to the CHS program and every effort should be made to
promptly reschedule them when they must be cancelled.

(V) According to Department and FBI officials, the HSRC can typically review
no more than about 25 long-term CHS files at one meeting because of the burden
involved in reviewing each file. A Department official told us that while the FBI was
forwarding more than 25, it was too many for the HSRC to thoroughly review. The
Department official stated that he informed the FBI that 25 long-term CHSs was the
maximum number the FBI should send to the HSRC. While limiting the number of
CHSs forwarded to the HSRC to 25 may be reasonable given the limited
composition and burden involved in the preparation for each meeting, it suggests
long-term CHS reviews are being delayed.

(V) Given that the HSRC added conditions to or closed about 33 percent of all
long-term CHSs during continued use review, this oversight function appears to
have merit and impact. Therefore, it is important that the HSRC operates
consistently and without a backlog. And, although the HSRC has made some
progress in reducing the backlog during this audit, we believe the Department and
the FBI should consider convening additional HSRCs to mitigate the investigative
and operational security risks associated with those long-term CHSs awaiting
approval for continued use. As the FBI works to reduce the backlog of existing
long-term CHS validations, this will inevitably increase the burden on the HSRC and
potentially add to its backlog. As a result, the HSRC may continue to operate with
an increasing backlog of continued use approvals if an alternative is not sought.
We recommend that the Department and FBI coordinate to consider establishing
additional HSRCs or increasing the frequency of the HSRC meetings until the
backlog of CHSs awaiting HSRC approval for continued use is eliminated.

(U) FBI Did Not Follow Its Policy Implementation Process When Revising
Validation Practices

(V) The FBI's Internal Policy Office’s (IPO) Policy Process Directive (IPO
Directive) standardized the FBI's policy-making process to effectively coordinate,
align, and deconflict policy-making activities and ensure compliance with laws,
regulations, and applicable Department guidance. The IPO Directive also eliminated
electronic communications as channels to create policy. According to the FBI, the
IPO review process begins after the “owning division” submits the initial draft policy
to the IPO.22 This process is shown below in Figure 3.

22 (U) An FBI “owning division” refers to the sponsoring entity submitting the policy. This can
include both FBI headquarters divisions as well as field offices.
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(U) Figure 3
(U) FBI Policy Update Process
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(U) Source: OIG based on FBI documentation.

(U) We found that the DI changed its process for validating CHSs without
following the process outlined above. Specifically, as described earlier, between
2011 and 2019, the DI implemented at least two different validation processes
without incorporating them into policy. First, neither version of the CPS was
incorporated into the Validation Manual. Instead, various electronic
communications were issued to provide guidance on the process. In addition, in
2017, the DI developed a new validation process known as the Significant Source
Review Panel process, which is discussed later in this report. As with the CPS, the
DI did not incorporate the Significant Source Review Panel process into policy and
instead communicated it to FBI employees through the issuance of electronic
communications. Because the DI did not incorporate these processes into policy, it
missed the opportunity to go through the formal deconfliction process that should
have identified its non-compliance with AG Guidelines requirements for long-term
CHSs.

(U) As mentioned previously, the Inspection Division conducted a 2013
National Program Review. Although the 2013 National Program Review did not
identify explicit non-compliance with the AG Guidelines, it observed that existing
CHS policies were disjointed, inadequate, and out of date. Further, it highlighted
that a draft Validation Manual was pending at the time of the 2013 National
Program Review but had not been implemented. The 2013 National Program
Review also reported that the DI’s interactions with the IPO were not productive.
IPO employees reported that a lack of engagement by the DI was a constant source
of frustration and constituted “the single biggest policy risk to the FBI” at the time.
As discussed previously, FBI officials told us that ongoing leadership turnover
contributed to the DI's continuing challenges with formalizing policy.
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(U) Over 2 months after our audit was initiated, DI leadership approved the
issuance of an electronic communication that negated certain portions of the
Validation Manual that had not been followed since at least 2015. For the reasons
we note above, we do not believe this was an appropriate action to remedy the
FBI's outdated validation policy because it circumvented the process for updating
policy. In addition, by continuing to update processes through the issuance of
electronic communications, the DI increases the risk of confusion and non-
compliance. We recommend that the DI update its Policy Guide to formally
incorporate its Validation Manual in accordance with the IPO Policy Directive to
ensure current validation processes and procedures are in compliance with AG
Guidelines requirements.

(U) FBI's Current Validation Process Lacks Adequate Independent
Oversight and Should Be Reengineered

(U) We found that the FBI has not implemented adequate independent
oversight in its current validation process, which creates a risk that CHSs are not
adequately scrutinized or prioritized. As we discuss in the following paragraphs, the
FBI's current validation process for significant CHSs did not provide sufficient
independent FBI headquarters oversight and monitoring to ensure CHS risk is
effectively mitigated.

(V) Implementation of the Significant Source Review Panel

(U) In February 2018, the FBI implemented a new validation process for its
CHSs with characteristics the FBI believed were significant.?*> According to the FBI,
the purpose of the new validation process was to: 1) improve the depth and
relevancy of CHS validation, 2) offer FBI field offices the opportunity to understand
and manage their own CHS risk, and 3) drive the validation process by field office
proximity to significant cases rather than by CHS Prioritization System (CPS) score.
The validation process, called the Significant Source Review Panel, is shown below
in Figure 4.

23 (U) The process was initiated as a pilot in five FBI field offices in March 2017 and
implemented in all 56 field offices in February 2018.
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(V) Figure 4
(U) Significant Source Review Panel
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field offices

(U) Source: OIG based on FBI documentation.

(U) According to the FBI, the process is initiated by field offices through the
identification of significant cases and the CHSs associated with those cases.?* The
FBI provided a non-inclusive list of guidance to the field offices to assist them in
identifying significant CHSs for validation, including CHSs that may be:

(U) As noted in Figure 4 above, significant CHSs are identified by and
forwarded from the field office to the Validation Unit to conduct a CHS validation
and issue a validation report.2® The validation report is then provided to the field
office where a panel is convened to review the report. After the panel concludes, it
communicates its results to the Validation Unit for concurrence or non-concurrence.
In the instance of non-concurrence, a discussion between the field office and the
Validation Unit occurs.

24 (U) According to the FBI, a significant case may be one that: (1) is regularly briefed to FBI
Executive Management or FBI headquarters; (2) involves sizable US government resources; or (3)
includes high level of violence.

25 (U) As noted earlier in this report, the FBI does not currently consider the length of use of a
CHS as a significant risk factor.

26 (U) As part of the new validation process, the FBI developed a validation report called the
Significant Source Validation Report.
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(U) The OIG identified several deficiencies with the Significant Source Review
Panel process. First, we determined that the guidance and messaging on the
process was inadequate. Second, we found that the Validation Unit did not have a
process in place to independently monitor and assess field office CHS selections for
submission to the process and deferred to field offices concerning the continued
CHS use. Lastly, we determined that Validation Unit Intelligence Analysts
conducting validation reports were not authorized to 1) conduct analysis; 2) add
caveats; or 3) draw conclusions or make recommendations, an issue previously
described in this report with respect to long-term validation reports.

(V) Significant Source Review Panel Guidance and Messaging Was Inadequate and
Could Be Improved

(U) We determined that the Significant Source Review Panel process
guidance and messaging was inadequate and, as a result, created confusion in the
field offices. In addition, the guidance included subjective criteria for which CHSs
should be forwarded to headquarters, leaving field offices with differing standards
for CHS selection. Further, the FBI provided no evidence that certain field office
personnel received guidance on their roles and responsibilities in the process. At
the time of this audit, CHS Coordinators, ASACs, and SSAs had received training on
the process; however, we were not provided any documentation that handling
agents and field office Division Counsels, among others, had received guidance and
training.

(U) We were advised by an Assistant Division Counsel that those in her
position had received no guidance about their role in the panel discussions, despite
being asked to document their review. The same official told us that, due to the
lack of guidance, the field office Chief Division Counsel told her not to sign off on
the panel results. Further, despite being trained, a CHS Coordinator told us that
the guidance was not clear about what CHS Coordinators were responsible for
communicating to handling agents about the process. In addition, an SSA told us
that FBI headquarters was not effective at explaining the process to the field
offices. These statements were consistent with a December 2018 CHS validation
process review conducted by the FBI's Resource Planning Office Internal Advisory
Group that found, historically, changes to validation processes have not been
effectively communicated to field offices.?”

(U) Because the DI failed to provide adequate guidance and training to field
office personnel participating in the process, we recommend that the FBI ensure all
validation process roles and responsibilities are defined and field office personnel
receive adequate training on the validation processes.

27 (U) The FBI's Resource Planning Office Internal Advisory Group conducted a review of the
FBI's CHS validation process. This review began in July 2018, 4 months after the initiation of the
OIG's audit, to identify duplicative efforts in the CHS validation process and find efficiencies. The
Internal Advisory Group presented its findings and recommendations to the DI in December 2018.
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(V) Significant Source Review Panel Process Should be Improved to Ensure
Effective Independent Headquarters Oversight

(U) With the FBI's Significant Source Review Panel process, there is a risk
that field offices may not identify their most significant CHSs for review. We asked
FBI officials how they monitor field office selection and were told the DI did not
have a process to assess field office CHS selection to ensure it met the guidance
provided in various electronic communications. Further, the Validation Unit had not
assessed the risks associated with allowing field offices to select CHSs for
validation.

(U) Several FBI officials suggested to us that there is a risk that field offices
may avoid the selection of certain CHSs for validation review because the field
offices may wish to continue using those CHSs despite the presence of particular
risk factors. In fact, one of these officials told us that the field offices may be
sending “softballs,” meaning field offices may be sending CHSs lacking any
significant risk factors. Another FBI official told us that given the field office’s
autonomy over the Significant Source Review Panel process, “there is no doubt that
the field is picking their CHSs to avoid troublesome CHSs.” If true, this could mean
that the field offices may avoid validation review of the most risky CHSs, to ensure
that they can continue using them. Although we did not conduct an assessment to
determine whether field offices were intentionally withholding potentially concerning
CHSs from validation review, we recognize the risk identified by the Intelligence
Analysts and the FBI official and believe stronger internal controls should be
considered.

(U) At the conclusion of the Significant Source Review Panel process,
continued use determinations are made by the field office, and the results are
forwarded to the Validation Unit for concurrence or non-concurrence. We reviewed
the results from panels held from March 2017 through September 2018 and found
that the FBI conducted 718 panels across its 56 field offices.?8 Of these, 39 panels
(or 5 percent) resulted in field offices closing the CHS. For the remaining 679 CHSs
that the field office did not close, the Validation Unit granted concurrence in 100
percent of the panels. We believe that field office continuing use decisions, as with
field office CHS selections, require closer scrutiny and oversight by the DI’s
Validation Unit.

(U) However, during our audit, the former Chief of the Validation Unit told us
that he views the unit’s role as supporting the field offices rather than providing
oversight. This description of the Validation Unit’s role mirrored the FBI's
perspective discussed in a prior OIG review, which found that, within the FBI, there
was belief that “the field was supreme and that FBI headquarters played a
supporting role, having delegated virtually all authority to the field.”?® In response

28 (U) These results include data from the period the process was initially piloted in five field
offices.

29 (U) DOJ OIG, A Review of the FBI's Handling and Oversight of FBI Asset Katrina Leung,
Oversight and Review Division Report (May 2006).
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to that review, the FBI created validation entities “to implement a program with
independent review capabilities.” It now appears that the Validation Unit is
deferring a significant amount of autonomy back to the field offices, thereby
reducing its “independent review capabilities” and we believe this is further
evidence of the Validation Unit moving back towards a supporting role. We
discussed these concerns with the DI’s Assistant Director who recognized that
headquarters validation directives to the field have been an ongoing challenge for
the FBI. We believe that the field office’s autonomy in the Significant Source
Review Panel process, from CHS selection to continued CHS use decisions,
increases the likelihood that risks associated with CHSs will not be independently
and objectively addressed and mitigated. We recommend the FBI reengineer its
process for CHS validation to ensure that the CHSs with the greatest risk factors
are selected, that those selections are independently assessed by headquarters,
and that continued CHS use determinations receive appropriate headquarters
scrutiny.

(V) Significant Source Validation Report Process Needs Improvement to Ensure
Analysis, Conclusions, and Recommendations are Documented

(V) The Validation Manual states that the FBI has an abiding interest in
establishing the validity of each CHS. Accordingly, the FBI has a duty to ensure
that each CHS is reporting truthfully and to document those instances of red flags,
derogatory reporting, and anomalies.

(U) However, we were told by multiple Intelligence Analysts that they
received guidance to only state the facts and not to conduct analysis, report
conclusions, and make recommendations in the Significant Source Review Panel
validation reports. For example, one Intelligence Analyst told us that he was
permitted to recommend a CHS receive a polygraph or operational test to the
handling agent by phone but not permitted to document the recommendation in the
CHS's validation report. Additionally, multiple FBI officials told us that they believe
that field offices do not want negative information documented in a CHS file due to
criminal discovery concerns and concerns about the CHS’s ability to testify.3° For
example, one FBI official told us that some U.S. Attorney’s offices will not use a
CHS at trial if there is negative documentation in the CHS's file. However, a CHS
Coordinator emphasized the historical value of documenting issues with the CHS
because handling agents change and new handling agents can only know the risks
if they are documented.

30 (U) validation documents relevant to the credibility of a CHS may be discoverable in judicial
proceedings. Discovery in criminal cases is controlled by case law and the Federal Rules of Criminal
Procedure. For example, information in the validation report which refers to the CHS’s motivation or
vulnerabilities may be discoverable pursuant to Brady v. Maryland, 373 U.S. 83 (1963) or Giglio v.
United States, 405 U.S. 150 (1972). “Brady” refers to information known to the government that is
material to a criminal case and could tend to exculpate the defendant. “Giglio” refers to information
that could be used to impeach a witness for the prosecution.
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(V) A prior 2013 OIG review found that FBI headquarters validation
personnel could make one of three recommendations with respect to a CHS:
continue to operate, continue to operate with caveats, or close.3! We believe that
these important recommendations should continue as they serve an important
independent oversight function. In addition, by withholding potentially critical
information from validation reports, the FBI runs the risks that (1) prosecutors may
not have complete and reliable information when a CHS serves as a withess and,
thus, may have difficulties complying with their discovery obligations; and (2)
future handling agents may be deprived of reievant information about the CHS that
could not only jeopardize an investigation but also put the agent’s safety and
potentially sensitive information at risk. We recommend the FBI ensures that
headquarters validation personnel document their analyses, conclusions, and
recommendations in validation reports.

(U) FBI's Annual CHS Validation Report and the Communication of its
Importance Should be Improved

(V) The AG Guidelines require that each CHS file receive a validation at least
annually by the FBI. To address this requirement, the FBI's Validation Manual
states that ASACs are responsible for reviewing annual CHS reports, which are then
forwarded to headquarters for an independent review to ensure completeness and
to determine the level of validation a CHS receives.

(UAFQUYO) However, we found that the FBI was not following its own
guidance for annual CHS validations in that annual reports are no longer reviewed
by headquarters validation personnel. As noted previously, in April 2018, over 2
months after the OIG initiated this audit, the DI's Assistant Director approved a
departure from certain requirements of the Validation Manual, including the
independent headquarters validation unit reviews of annual CHS reports. Although
the Assistant Director granted approval, the departure was never formalized as
policy. An FBI official told us that it was not feasible to conduct reviews of all
annual CHS reports because of the limited number of validation personnel. Given
the FBI's current validation resources and an active CHS base of over -, we
agree with this assessment. In our view, with appropriate guidance to handling
agents on preparing a well-designed annual CHS report and to ASACs on how to
review them, we believe the ASAC review of the annual CHS reports can be
sufficient to satisfy the AG Guidelines requirements.

(U) Although we believe reviews by ASACs could satisfy minimum AG
Guidelines requirements, we identified areas of the reporting process that should be
strengthened. For example, we were told that FBI handling agents often cut and
paste information from prior annual reports into the revised reports. This can
inadvertently lead to the carrying forward of duplicative and outdated information.

31 (U) DOJ OIG, A Review of the FBI’s Progress in Responding to the Recommendations in the
OIG Report on the FBI's Handling and Oversight of Katrina Leung (October 2013).
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Some FBI officials attributed this to the FBI not adequately communicating the
importance of the annual report in the FBI's CHS validation process.

(U) The FBI Inspection Division’s 2013 National Program Review also
identified issues related to the annual CHS report. Specifically, the 2013 National
Program Review found that field offices did not understand the annual CHS report’s
role or importance in the CHS validation process and reported that nearly 43
percent of the 2,101 agents who responded to the survey indicated the annual
report was not effective in identifying CHS risks. To address this issue, the
Inspection Division recommended that the DI disseminate guidance to the field
offices highlighting the annual CHS report as a fundamental component of
validation and develop a training module illustrating how it can mitigate risk. We
asked the DI how it addressed this recommendation but it could not provide us with
any evidence that this internal recommendation had been implemented.
Furthermore, the FBI's December 2018 Resource Planning Office review of the FBI's
validation process noted that some questions on the current annual CHS report are
duplicative and may not sufficiently address the highest priority risks.

(U) We believe that a poorly designed annual CHS report may fail to
sufficiently identify the CHS risks. In addition, given the important role the annual
CHS report plays in the validation process, we believe it is critical that the
importance of this report is adequately communicated to all FBI field offices. We
recommend that the FBI (1) update its Validation Manual to ensure that its annual
CHS review process is accurately documented; and (2) review and update its
annual CHS report to ensure that it sufficiently addresses CHS risks, provide field
offices guidance on the updates, and stress to field offices the importance of the
annual CHS report in the FBI's validation process.

(U) Challenges Exist in Securing and Safeguarding CHS Communications
and Information

(V) Safely communicating and securely documenting contact with CHSs are
critical aspects of the FBI's intelligence gathering process. We identified two areas
where the FBI could improve its guidance and controls in this area.
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(U) FBI Lacked Clear Policy for Communications with CHSs and Should Develop
Policies for Acceptable Communication Platforms

(U) Secure communications are vital to the operational security of FBI
investigations across all FBI programs. Failure to use secure communications can
allow for the interception and exploitation of highly sensitive information by
adversaries and potentially compromise the safety of FBI personnel as well as
CHSs. Although the FBI’s Policy Guide discourages agents from using email, text
message, facsimile, and other electronic communications when communicating with
CHSs, it does not prohibit them. Further, the policy does not positively identify the
types of devices, applications, and methods that should be used when
communicating with CHSs to mitigate operational and safety risks.

(U) Overall, we found varying uses of
communication platforms among FBI handling (U) FIELD OFFICE

agents. Some handling agents used their FBI- AL _
issued devices, while others used non FBI-issued |
devices to communicate with their CHSs. The (U) “The FBI has no
disparity in type of device used appeared to be policy guidance for non-
based on a number of factors, including: (1) the attributable device use
handling agent'’s field office, (2) the handling for when communicating

with CHSs, which
increases the operational
security risks."”

agent’s operational division, (3) the handling
agent’s supervisor, (4) the ease of obtaining
non-FBI-issued devices within the field office,

and (5) the experience of the handling agent. (V) "No FBI policy
prohibits the use of
government phones to
communicate with CHSs,
so many agents use their
bureau phones.”

(V) “It is critical to make
the first contact [with a
CHS] with a non-
attributable
device...[although] no
policy requires non-
attributable devices.”

(SHNF) During our audit we learned that the FBI has an ongoing initiative
related to the FBI-wide use of technology when communicating with CHSs. The
purpose of the initiative is to identify and assess the FBI’s vulnerabilities and
operational risks to better ensure secure communication methods and contacts with
CHSs. This internal initiative included a survey which found
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32 Nearly I of the

survey’s respondents stated that they had never received formal training on
communicating with CHSs or that the training they had received was inadequate.
The team leading this FBI initiative also determined that the FBI lacks clear and
concise guidance on communicating with CHSs.

(U) Despite the lack of clear guidance for CHS communications, we did
identify some field offices where a supervisor or specific unit encouraged techniques
that may have reduced the operational risks associated with CHSs communications.
For example, one SSA told us that he does not allow any of his agents to use FBI-
issued devices to communicate with CHSs because of the security risks. Another
FBI official who is responsible for HUMINT training told us that despite the absence
of official policy, the FBI's HUMINT Operations Training Unit trains handling agents
not to use FBI-issued devices when communicating with CHSs.

(U) Because of the importance and sensitivity of many of the FBI's law
enforcement, national security, and intelligence operations, as well as the risks to
both FBI personnel and CHSs, we recommend that the FBI develop and implement
a policy that clearly informs FBI personnel of the acceptable platforms for
communicating with CHSs and provides training to its workforce on the policy.

(U) Ensuring Highly Classified CHS Reporting is Properly Safeguarded

(SAHANF) We found the FBI was not ensuring its highly classified CHS
documentation was safeguarded from potential unauthorized access. During this
audit, the FBI used a shared site called

UAAHFOUO) According

to the Policy Guide

uisite “need to know.” As of
September 2018, the FBI . When we

discussed this concern with FBI officials, they told us that DI leadership was
considering alternatives to [

. In addition, we were told that the DI is no longer promoting the use of
to the field offices and it will be phased out once the new system is

operational.

did not possess the reg

(UAFGHO)
those without a specific "need to know

be accessed by

, the FBI should ensure
. We recommend that the DI restrict

unauthorized access

32 (U) According to FBI documentation, the initiative team surveyed 49 field offices and 14
Legal Attacheé offices and received a total of 508 responses.

33 (U) As noted earlier, Delta is the FBI’s primary CHS management system. However, it is
not approved for all classification levels.
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access to its highly classified CHS shared system to only those with a need to know
until the system is replaced.

(U) FBI Should Prioritize Automation of its Processes to Identify and Fill
Gaps in CHS Coverage

(U) In addition to ensuring an adequate CHS base, the FBI must align its
CHSs with its highest threat priorities to better ensure the security and safety of the
American public. In order to succeed in that effort, the FBI must continually assess
its CHS placement and access to detect any gaps in its CHS coverage.

(V) Inefficient Process for Assessing CHS Coverage and Identifying Potential Gaps

(SHNF) As of April 2018, the FBI had intelligence gaps
ranging from groups
. However,

we found that the FBI lacked an automated process to analyze its CHS coverage to
address these gaps and relied on an ineffective process that was time consuming
and resulted in potentially obsolete information. Specifically, we learned that FBI
Collection Managers must manually combine data from separate FBI systems into
spreadsheets to identify its most up-to-date CHS coverage. According to one FBI
official, this inefficient process can produce information that is immediately
outdated. We agree that this process is inefficient and can yield stale information
and, further, we believe the process is prone to human error because of the manual
entry required. FBI officials told us that they are aware of these deficiencies and
described a new threat intelligence and CHS coverage system being developed to
automate this process. At the time of our audit, the FBI forecasted that the new
system would be deployed in the summer of 2019. We recommend that the FBI
take actions to mitigate its gaps in CHS coverage by prioritizing the development of
its new threat intelligence and CHS coverage system and ensure that the policies
and procedures for its use are documented and accompanied by detailed training on
the new system.

(U) FBI Should Ensure Data Integrity of Underlying Systems for its Proposed Threat
Intelligence and CHS Coverage System

(U) While we believe an automated threat intelligence and CHS coverage
system is a step in the right direction for the FBI to more efficiently and effectively
understand its CHS coverage, we found that the proposed system relies on
ingesting data from several other FBI systems, including Delta. As we have already
noted, we have significant concerns with the quality of the information in Delta.

(U) We discussed our concerns with the FBI officials responsible for
developing the new automated system and provided them with examples of data
issues identified during our audit. In one instance a SSA told us that tagging CHS
threats in Delta is confusing and should be simplified. This supervisor believed that
many agents “just hit the buttons to get the form to move onto the next screen”
without regard to the accuracy of the information they input. In addition, we were
told that some data fields in Delta are not mandatory and that many agents will
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skip a data field if it is not mandatory. When we asked why certain fields were not
mandatory in Delta, an FBI official told us that the DI does not want to overburden
agents with policy requirements. We also found that because Delta does not
identify and track extraterritorial sub-sources, the proposed CHS coverage system
will lack complete and accurate information on its CHS coverage stemming from
extraterritorial sub-sources.34

(U) We learned that in September 2018, the FBI initiated a Delta data
assessment conducted by a FBI contractor to identify Delta’s areas of incomplete,
incorrect, or missing data. The assessment concluded in January 2019 and results
of the assessment included a recommendation to the FBI to improve Delta’s data
quality as well as findings such as:

o Certain fields were not enforced, which may lead to unpredictable
results;

¢ Redundant data existed in multiple locations within Delta; and

¢ Incorrect data.

(U) Without complete and reliable information in its underlying systems, the
FBI's proposed system cannot accurately identify intelligence gaps and CHS
coverage. We believe that remedying Delta’s data quality issues will assist the FBI
in developing a more reliable threat intelligence and CHS coverage platform. We
recommend that the FBI consult with all proposed stakeholders that will be
responsible for providing data to the new system, identify any other data integrity
issues, and document the policies and procedures for ongoing data quality
monitoring of its new threat intelligence and CHS coverage system.

34 (U) A sub-source is any individual who directly acquires information that is then provided to
the FBI by an FBI CHS.
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(U) CONCLUSION AND RECOMMENDATIONS

(U) We identified issues related to aspects of the FBI’'s oversight and
management of its FBI's CHS program. First, regarding long-term CHSs, we found
that the FBI failed to comply with AG Guidelines’ validation requirements and its
own validation policies and procedures, and maintained a significant backlog of
long-term CHSs awaiting validation. Related to this finding, we also identified
issues with the FBI’'s long-term CHS validation reports, insufficient validation
resources, and inadequately trained personnel who conduct these reviews. In
addition, we found that the FBI lacked an automated process to identify, track, and
monitor its long-term CHSs or to document continued agent handling approvals in
FBI field offices. We believe these issues increased the likelihood that some of the
risks associated with long-term CHSs were likely not mitigated. Second and also
concerning long-term CHSs, we found that the joint DOJ and FBI HSRC consistently
fell short of the composition requirements of the AG Guidelines, placing continued
use approval decisions on a few rather than the full complement of personnel
contemplated by the AG Guidelines. This contributed to an additional backlog of
long-term CHSs awaiting continuing use determinations and increased the risk that
long-term CHSs continued to operate when they should have been closed or had
important conditions added to their continued use. Third, because the FBI changed
its process for validating CHSs without following its own directives for incorporating
new processes and procedures into policy, it missed an opportunity to go through
the formal deconfliction process that should have identified its non-compliance with
AG Guidelines requirements for long-term CHSs. Fourth, we determined that the
FBI's current validation process lack sufficient independent headquarters oversight
and monitoring. Fifth, FBI's annual CHS report may not be sufficiently addressing
CHS risk. Sixth, we identified areas that could be improved related to CHS
communications. Finally, we found that the FBI was in the process of developing a
system to align its CHSs with its highest threat priorities. However, we determined
that the proposed system relies on utilizing data from several other FBI systems,
including its Delta system, which has known data quality issues.

(U) We recommend the FBI:

1. (U) Ensure that the DI designs, implements, and adheres to validation
policies and procedures for its long-term CHSs that comply with the AG
Guidelines, or coordinate with the Department to seek revisions to the AG
Guidelines, as necessary.

2. (U) Dedicate sufficient and appropriately trained personnel to ensure that
long-term CHS validations, including backlogged long-term CHS validations,
are conducted in accordance with the requirements of the AG Guidelines.

3. (U) Coordinate with the Department and update, as necessary, its long-
term CHS validation report to ensure that it addresses the appropriate
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scope of review and memorializes any validation personnel’s conclusions or
recommendations.

(U) Develop and implement an automated mechanism in its Delta system
to ensure that long-term CHSs are accurately identified and monitored,
including an automated notification to the headquarters unit responsible for
conducting long-term CHS validations.

(U) Develop and implement an automated workflow in Delta to ensure that
all handling agents request and document SAC approval or disapproval for
the continued handling of CHSs in excess of 5 years.

(U) Update its Policy Guide to formally incorporate its Validation Manual in
accordance with the IPO Policy Directive to ensure current validation
processes and procedures are in compliance with AG Guidelines
requirements.

(V) Ensure all validation process roles and responsibilities are defined and
field office personnel receive adequate training on the validation processes.

(U) Reengineer its process for CHS validation to ensure that the CHSs with
the greatest risk factors are selected, that those selections are
independently assessed by headquarters, and that continued CHS use
determinations receive appropriate headquarters scrutiny.

(V) Ensure that headquarters validation personnel document their analyses,
conclusions, and recommendations in validation reports.

(U) Update its Validation Manual to ensure that its annual CHS review
process is accurately documented and review and update its annual CHS
report to ensure that it sufficiently addresses CHS risks, provide field offices
guidance on the updates, and stress to field offices the importance of the
annual CHS report in the FBI's validation process.

(U) Develop and implement a policy that clearly informs FBI personnel of
the acceptable platforms for communicating with CHSs and provide training
to its workforce on the policy.

(U) Restrict access to its highly classified CHS shared system to only those
with a need to know until the system is replaced.

(U) Take actions to mitigate its gaps in CHS coverage by prioritizing the
development of its new threat intelligence and CHS coverage system and

ensure that the policies and procedures for its use are documented and
accompanied by detailed training on the new system.
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(U) Consult with all proposed stakeholders that will be responsible for
providing data to the new system, identify any other data integrity issues,
and document the policies and procedures for ongoing data quality
monitoring of its new threat intelligence and CHS coverage system.

(U) We recommend the Department and FBI:

15.

16.

(U) Coordinate to ensure the composition of the HSRC is sufficient and
appropriate and includes the requisite skills and knowledge to approve the
continued use of FBI's long-term CHSs and seek revisions to the AG
Guidelines, as necessary, to memorialize any changes in the composition.

(U) Coordinate to consider establishing additional HSRCs or increasing the
frequency of the HSRC meetings until the backlog of CHSs awaiting HSRC
approval for continued use is eliminated.
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(U) STATEMENT ON INTERNAL CONTROLS

(U) As required by the Government Auditing Standards, we tested, as
appropriate, internal controls significant within the context of our audit objectives.
A deficiency in an internal control exists when the design or operation of a control
does not allow management or employees, in the normal course of performing their
assigned functions, to timely prevent or detect: (1) impairments to the
effectiveness and efficiency of operations, (2) misstatements in financial or
performance information, or (3) violations of laws and regulations. Our evaluation
of the FBI's internal controls was not made for the purpose of providing assurance
on its internal control structure as a whole. FBI management is responsible for the
establishment and maintenance of internal controls.

(U) As noted in the Audit Results section of this report, we identified
deficiencies in the FBI’s internal controls that are significant within the context of
the audit objectives and based upon the audit work performed that we believe may
adversely affect the FBI's ability to adequately manage the risks associated with
operating CHSs.

(U) Because we are not expressing an opinion on the FBI's internal control
structure as a whole, this statement is intended solely for the information and use
of the FBI. This restriction is not intended to limit the distribution of this report,
which is a matter of public record. However, we are limiting the distribution of this
report because it contains sensitive information that must be appropriately
controlled.?®

35 (U) A redacted copy of this report with sensitive information removed will be made
available publicly.
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(U) STATEMENT ON COMPLIANCE WITH LAWS AND
REGULATIONS

(V) As required by the Government Auditing Standards, we tested, as
appropriate given our audit scope and objectives, selected records, procedures, and
practices to obtain reasonable assurance that the FBI's management complied with
federal laws and regulations for which noncompliance, in our judgment, could have
a material effect on the results of our audit. FBI's management is responsible for
ensuring compliance with applicable federal laws and regulations. In planning our
audit, we identified the following regulation that concerned the operations of the
auditee and that were significant within the context of the audit objectives:

o Attorney General Guidelines Regarding the Use of FBI Confidential Human
Sources

(U) Our audit included examining, on a test basis, the FBI's compliance with
the aforementioned laws and regulations that could have a material effect on the
FBI's operations, through interviewing FBI personnel, analyzing data, examining
practices, and assessing internal control procedures. As noted in the Audit Results
section of this report, we found that the FBI did not comply with aspects of the
Attorney General Guidelines Regarding the Use of FBI Confidential Human Sources.
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(U) APPENDIX 1
(U) OBJECTIVES, SCOPE, AND METHODOLOGY

(U) Objectives

(U) The objectives of the audit were to (1) evaluate the FBI's CHS program
policies and procedures, including its validation procedures; (2) assess the FBI's
policies and practices for the use of non-attributable communications between
agents and CHSs; and (3) examine the FBI's ability to identify and fill gaps in the
alignment of its CHSs with the nation’s highest priority threats and intelligence
needs.

(U) Scope and Methodology

(U) We conducted this performance audit in accordance with generally
accepted government auditing standards. Those standards require that we plan
and perform the audit to obtain sufficient, appropriate evidence to provide a
reasonable basis for our findings and conclusions based on our audit objectives.

We believe that the evidence obtained provides a reasonable basis for our finding
and conclusions based on our audit objectives. Our audit of FBI's CHS program
generally covered, but was not limited to, FY 2012 through activities that took place
through May 2019.

(V) To evaluate the FBI's CHS program policies and procedures, including
validation practices, we interviewed over 100 FBI officials, including individuals
from the FBI's Criminal Investigative Division, Counterintelligence Division,
Counterterrorism Division, Directorate of Intelligence, Information Technology
Applications and Data Division, Insider Threat Office, Inspection Division, Office of
Professional Responsibility, Resource Planning Office, and Weapons of Mass
Destruction Directorate. In addition, we conducted site visits and interviewed
responsible officials at FBI field offices in Philadelphia, Pennsylvania and
Washington, D.C. We also interviewed officials from the U.S. Department of Justice
Criminal and National Security Divisions and officials from another US Intelligence
Community agency.

(U) We reviewed guidelines and policy documents, including the December
2006 Attorney Guidelines Regarding the Use of FBI Confidential Human Sources,
the FBI's September 2015 CHS Policy Guide, and the March 2010 CHS Validation
Standards Manual to gain an understanding of the policies and procedures in place
during the scope of this audit.

(V) During our review, we obtained information from the FBI’'s Delta system.
We did not test the reliability of the Delta system as a whole, therefore any findings
identified involving information from those systems were verified with
documentation from other sources. As noted in our report, FBI officials expressed
concerns about the data quality of Delta and a Delta Data Assessment study was
conducted during our audit to identify Delta’s areas of incomplete, incorrect, or
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missing data. This assessment identified issues in the Delta’s data and structure
which created challenges for accessing and using the data and found that
duplicative, incomplete, and malformed data exists. We noted exceptions related
to the reliability of the Delta data throughout the report. In addition, while we
attempted to obtain data from Delta to quantify the FBI's long-term CHS backlog
issue from FY2011 through FY 2018, we were told that the humbers we received
could not be relied upon. Therefore, we did not use the data we received for that
time period and did not rely on Delta’s data for the basis for our findings.

(U) CHS Communication

(U) To assess the FBI's CHS communication practices, we reviewed FBI policy
guidance on CHS communications. In addition, we met with FBI officials tasked
with reviewing policies the FBI has in place governing the communications with
CHSs as part of an ongoing digital operations security initiative. Further, we met
with FBI officials related to the storage and safeguarding of highly classified CHS
communications and reviewed documents related to the system.

(U) CHS Coverage

(U) To examine the FBI's ability to identify and fill gaps, we interviewed FBI
officials tasked with the development of the FBI's automated CHS coverage
platform as well as received a demonstration and reviewed documentation on the
proposed system. In addition, we reviewed policy directives and guidance related
to collection management, including the FBI’'s Intelligence Program Policy Directive
and Policy Guide.

(U) We also reviewed the FBI's January 2019 Delta Data Assessment to gain
an understanding of the effect of the quality of Delta’s data on its proposed CHS
coverage platform. As noted in the Audit Results, the Delta Data Assessment found
issues in the data and structure that created challenges for accessing and using the
data of Delta.
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(U) APPENDIX 2
(U) PRIOR REPORTS

(U) The OIG identified several prior reviews. Below we discuss these reviews
and the status of corrective actions taken by the FBI to address recommendations
in these reviews.

(U) Office of the Inspector General Reviews

(U) The FBI's Compliance with the Attorney General's Investigative
Guidelines

(U) In September 2005, the OIG completed a review of The FBI's Compliance
with the Attorney General's Investigative Guidelines.3® Among the most significant
issues identified during the review included failures by the FBI to comply with the
2002 Attorney General’s Guidelines Regarding the Use of Confidential Informants.3?
As a result of the this review, the FBI began developing its Delta system, an
automated CHS database intended to (1) facilitate the CHS management by
automating manual workflows; (2) expand the ability to search intelligence
obtained from CHSs; and (3) reduce paperwork and human error. Delta was
officially launched in 2008 and all recommendations from the review have been
implemented.

(U) A Review of the FBI's Handling and Oversight of FBI Asset Katrina Leung

(V) In May 2006, the OIG completed A Review of the FBI’s Handling and
Oversight of FBI Asset Katrina Leung.®® The review included the FBI's handling of
Katrina Leung, one of the FBI’'s highest paid, long-term counterintelligence CHSs
who allegedly also worked for the People’s Republic of China, and the performance
and management issues relating to her case. The OIG concluded that the FBI's
inattention to oversight and supervisory mismanagement permitted the long-term
CHS access to sensitive FBI information and to engage in an intimate relationship
with her handling agent, both of which continued over an 18 year period. The
review made 11 recommendations, including recommendations to improve FBI CHS
validation procedures and practices. As discussed below, a follow-up review was
conducted to evaluate the FBI’'s progress in responding to the OIG's 11
recommendations.

36 (U) U.S. Department of Justice, Office of the Inspector General, The FBI’s Compliance with
the Attorney General's Investigative Guidelines (September 2005).

37 (U) The May 2002 AG Guidelines Regarding the Use of Confidential Informants were
superseded by the current 2006 AG Guidelines Regarding the Use of FBI Confidential Human Sources.

38 (U) DOJ OIG, A Review of the FBI's Progress in Responding to the Recommendations in the
OIG Report on the FBI’'s Handling and Oversight of Katrina Leung (October 2013).

38

SEEREF//NOFORN



SECRET//NOFORN

(U) A Review of the FBI's Progress in Responding to the Recommendations in
the OIG Report on the FBI's Handling and Oversight of Katrina Leung

(U) In October 2013, the OIG completed A Review of the FBI’s Progress in
Responding to the Recommendations in the OIG Report on the FBI’'s Handling and
Oversight of Katrina Leung, a follow-up review of the 2006 Katrina Leung Review.3
The 2013 review found that the FBI had implemented 5 of the 11 recommendations
from the 2006 Katrina Leung Review and, as shown in Table 1 below. In October
2015, the FBI provided the OIG responses to the 6 remaining recommendations
and those recommendations remained on hold/pending with OIG as of August
2019.40

(U) Table 1

(U) The 2006 Katrina Leung Review On Hold/Pending Recommendations

2006 Katrina Leung

Review .
. Recommendation
Recommendation
Number
1 On Hold/Pending | The FBI should continue its FBI Headquarters
with OIG managed asset validation review process and provide

sufficient resources for the Analytical Unit to devote
to these reviews.

2 On Hold/Pending | The FBI should require that any analytical products
with OIG relating to the asset, together with red flags,
derogatory reporting, anomalies, and other
counterintelligence concerns be documented in a
subsection of the asset’s file.

3 On Hold/Pending | The FBI should require the field Supervisory Special
with OIG Agent, the Assistant Special Agent in Charge, and the
FBI Headquarters Supervisory Special Agent
responsible for each asset to signify that they have
reviewed the entries in this [Validation] subsection as
part of the routine file review or of semi-annual or
annual asset re-evaluations. If anomalies exist, the
Supervisory Special Agent should note what action
has been taken with respect to them, or explain why
no action is necessary, and the Assistant Special
Agent’s in Charge agreement should be noted.

3% (U) DOJ OIG, A Review of the FBI's Progress in Responding to the Recommendations in the
OIG Report on the FBI’s Handling and Oversight of Katrina Leung (October 2013).

40 (U) The term “On Hold/Pending with OIG” means the completion of the OIG’s assessment
of the status of the recommendation is on hold or pending due to ongoing reviews or other factors.
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6 On Hold/Pending | The FBI should require agents to record in the asset
with OIG file any documents passed and all matters discussed
with the asset, as well as each person who was
present for the meeting.

7 On Hold/Pending = The FBI should require alternate case agents to meet
with OIG with the source on a regular basis, together with the
case agent.
8 On Hold/Pending = The FBI should limit the number of years any Special
with OIG Agent can continue as an asset’s handler. Exceptions

should be allowed for good cause only.
(V) Source: OIG
(U) Federal Bureau of Investigation’s Inspection Division Reviews

(U) In addition to OIG reviews, we identified FBI Inspection Division reviews
and inspections related to the recruitment, handling, and use of CHSs. These
reviews and inspections included observations of issues that were significant within
the objectives of this audit and we discuss these reviews further in the following
paragraphs.

(V) Confidential Human Source National Program Review

(U) In 2013, the FBI's Inspection Division conducted a CHS National Program
Review. This review made 13 observations that resulted in 26 recommendations to
the DI and other FBI branches and divisions.** According to the FBI's Inspection
Division, all recommendations from the review have been implemented. However,
as noted throughout the Audit Results section of this report, we found instances
where observations made by the Inspection Division persist or were not fully
implemented.

(V) EBI Field Office Inspections

(U) The FBI's Inspection Division conducts periodic reviews of its field offices
to assess their compliance with 14 different program areas, including CHS
Performance. In FY 2017, the Inspection Division reviewed 12 field office CHS
programs (or 21 percent of the 56 field offices) and documented over 100
observations related to the CHS programs at those field offices. The most
frequently observed area of non-compliance was inadequate quarterly and annual
CHS reports.

41 (U) The FBI Inspection Division used the term observation throughout its 2013 CHS
National Program Review to describe an area of non-compliance within the FBI's CHS program.
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(U) APPENDIX 3

(U) FEDERAL BUREAU OF INVESTIGATION’S RESPONSE TO THE
DRAFT AUDIT REPORT

U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

September 24, 2019

The Honorable Michael E. Horowitz
Inspector General

Office of the Inspector General

U.S. Department of Justice

950 Pennsylvania Avenue, N.W.
Washington, DC 20530

Dear Mr. Horowitz:

The Federal Burcau of Investigation (FBI) appreciates the opportunity to review and
respond to your office’s report entitled, Audit of the Federal Bureau of Investigation's
Management of its Confidential Human Source Validation Processes.

The Human Source Review Committee (HSRC) comprised of DOJ and FBI has had a
positive impact as 33% of the CHS files reviewed between February 2016 and November 2018
were closed, or continued operation with conditions added including caveats or
recommendations. The FBI looks forward to improving the HSRC in order to address the
highest risk CHSs in a timely manner.

We agree it is important to continue to improve the validation process to ensure
compliance with the AG Guidelines. The FBI has already initiated meetings with DOJ to
address possible revisions to the AG Guidelines to establish a better validation policy with a
cohesive CHS validation strategy. In that regard, we concur with your fourteen
recommendations for the ¥BI and the two recommendations for the Department and FBI.

Should you have any questions, fcel free to contact me. We greatly appreciate the
professionalism of your audit staff throughout this matter.

Sincegely,
urner
Section Chief
External Audit and Compliance Section

Inspection Division

Enclosure

41

SECERET//NOFORN



SEERET//NOFORN

(U) The FBI’s Response to the Office of the Inspector General’s Audit of the Federal
Bureau of Investigation’s Management of its Confidential Human Source Validation
Processes

(U) Recommendation 1: OIG recommends FBI ensure that the DI designs, implements,
and adheres to validation policies and procedures for its long-term CHSs that comply with
the AG Guidelines, or coordinate with the Department to seek revisions to the AG
Guidelines, as necessary.

(U) FBI Response to Recommendation 1: Concur. The FBI has already initiated meetings
with DOJ to address possible revisions to the AG Guidelines that would better align current FBI
resources, personnel, and policies with a cohesive long-term CHS validation strategy. The FBI is
assessing other characteristics that might indicate higher risk levels and a need for enhanced
scrutiny, as opposed to utilizing long-term continuous handling as the sole criteria for enhanced
review. The CHS Policy Guide is in the process of being updated to reflect the most recent
changes to the FBI’s current validation process, to include the results of the above-mentioned
assessment and any resulting changes to the AG Guidelines.

(U) Recommendation 2: OIG recommends FBI dedicate sufficient resources to ensure that
long-term CHS validations, including backlogged long-term CHS validations, are
conducted in accordance with the requirements of the AG Guidelines.

(U) FBI Response to Recommendation 2: Concur. The FBI has already initiated meetings
with DOJ to address possible revisions to the AG Guidelines that would better align current FBI
resources, personnel, and policies with a cohesive long-term CHS validation strategy. The FBI
will evaluate resources and the process to ensure long-term validations to include the back log
are conducted in accordance with the requirements of the AG Guidelines.

(U) Recommendation 3: OIG recommends FBI coordinate with the Department and
update, as necessary, its long-term CHS validation report to ensure that it addresses the
appropriate scope of review and memorializes any validation personnel’s conclusions or
recommendations.

(U) FBI Response to Recommendation 3: Concur. The FBI has already initiated meetings
with DOJ to address possible revisions to the AG Guidelines that would better align current FBI
resources, personnel, and policies with a cohesive long-term CHS validation strategy. This
would potentially result in a new validation product with a new set of parameters for period of
review, depth of analysis, and responsible personnel. Furthermore, the inclusion of
recommendations and conclusions in the validation report will be discussed with DOJ and
internally with OGC.
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(U) Recommendation 4: OIG recommends FBI develop and implement an automated
mechanism in its Delta system to ensure that long-term CHSs are accurately identified and
monitored, including an automated notification to the headquarters unit responsible for
conducting long-term CHS validations.

(U) FBI Response to Recommendation 4: Concur. The automated mechanism in the Delta
system to ensure long-term CHSs are accurately identified and monitored to include a
notification to headquarters was deployed in 08/2019 and is currently being tested to ensure
accuracy.

(U) Recommendation S: OIG recommends FBI develop and implement an automated
workflow in Delta to ensure that all handling agents request and document SAC approval
or disapproval for the continued handling of CHSs in excess of 5 years.

(U) FBI Response to Recommendation 5: Concur. The FBI is currently working on
automating the SAC approval or disapproval for continued handling of a CHS in excess of 5
years and is tentatively scheduled for deployment in Quarter 2 of FY 2020.

(U) Recommendation 6: OIG recommends FBI update its Policy Guide to formally
incorporate its Validation Manual in accordance with the IPO Policy Directive to ensure
current validation processes and procedures are in compliance with AG Guidelines
requirements.

(U) FBI Response to Recommendation 6: Concur. The FBI is currently working to update the
CHS Validation Manual (CHSVM) and to fully incorporate it into the CHS Policy Guide
(CHSPG). The policy guide will ensure compliance with the AG Guidelines.

(U) Recommendation 7: OIG recommends FBI ensure all validation process roles and
responsibilities are defined and field office personnel receive adequate training on the
validation processes.

(U) FBI Response to Recommendation 7: Concur. All Special Agents and Intelligence
Analysts receive training on validation during the Basic Field Training Course. Additional
training is available, however the FBI will further explore training opportunities for HQ
personnel and ensure role and responsivities are better communicated throughout the FBI.

(U) Recommendation 8: OIG recommends FBI re-engineer its process for CHS validation
to ensure that the CHSs with the greatest risk factors are selected, that those selections are
independently assessed by headquarters, and that continued CHS use determinations
receive appropriate headquarters scrutiny.

(U) FBI Response to Recommendation 8: Concur. The FBI has already initiated meetings
with DOJ to address possible revisions to the AG Guidelines that would better align current FBI
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resources, personnel, and policies with a cohesive long-term CHS validation strategy. The FBI is
assessing other characteristics that might indicate higher risk levels and a need for enhanced
scrutiny, as opposed to utilizing long-term continuous handling as the sole criteria for enhanced
review. The CHS Policy Guide is in the process of being updated to reflect the most recent
changes to the FBI’s current validation process, to include the results of the above-mentioned
assessment and any resulting changes to the AG Guidelines.

(U) Recommendation 9: OIG recommends FBI ensure that headquarters validation
personnel document their analyses, conclusions, and recommendations in validation
reports.

(U) FBI Response to Recommendation 9: Concur. FBI will coordinate with the appropriate
OGC representatives and DOJ counterparts to discuss validation report content in more detail
and how specific findings should be documented.

(U) Recommendation 10: OIG recommends FBI update its Validation Manual to ensure
that its annual CHS review process is accurately documented and review and update its
annual CHS report to ensure that it sufficiently addresses CHS risks, provide field offices
guidance on the updates, and stress to field offices the importance of the annual CHS
report in the FBI’s validation process.

(U) FBI Response to Recommendation 10: Concur. The DI will update the QSSR and FOASR
forms within Delta. The FBI is currently working to update the CHS Validation Manual and
fully incorporate it into the CHS Policy Guide, which will incorporate any changes based on the
discussions with DOJ on the AG Guidelines.

(U) Recommendation 11: OIG recommends FBI develop and implement a policy that
clearly informs FBI personnel of the acceptable platforms for communicating with CHSs
and provide training to its workforce on the policy.

(U) FBI Response to Recommendation 11: Concur. The FBI has proactively undertaken
efforts to address CHS handling and tradecraft matters, with a specific focus on operational
communication policy, protocols, and best practices. The FBI has demonstrated a commitment
to developing and implementing policy that clearly informs FBI personnel of the acceptable
platforms for communicating with CHSs, and to provide training on those platforms to its
workforce. All newly adopted policy recommendations and associated prohibitions will be
communicated to the workforce in an effort to ensure awareness and compliance.

(U) Recommendation 12: OIG recommends FBI restrict access to the highly classified
CHS shared system to only those with a need to know until the system is replaced.
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(U) FBI Response to Recommendation 12: Concur. Access to the shared system is restricted
to the CHS’s handling agent and whoever the handling agent designates as requiring access to
their specific CHS’s highly classified reporting. No other FBI field office personnel can view
the reporting within system. The only individuals at FBI Headquarters that have access to the
shared system reporting are the program manager and that program manager’s back-up who
establishes the shared system folder for the CHS’s reporting. The FBI will ensure only those who
need to know have access to the system.

(U) Recommendation 13: OIG recommends FBI take actions to mitigate its gaps in CHS
coverage by prioritizing the development of its new threat intelligence and CHS coverage
system and ensure that the policies and procedures for its use are documented and
accompanied by detailed training on the new system.

(U) FBI Response to Recommendation 13: Concur. The FBI has prioritized the development
of a platform that will offer the ability to understand enterprise-wide collection capabilities
against FBI threats, and aggregates data to analyze the FBI source posture. The platform will
eliminate the need to leverage multiple systems by creating one central location to view this FBI
data collection. The platform will be compliant with all FBI policies governing approved
datasets coming from FBI Source Systems. Detailed training on use of the platform application
will be provided upon its release to the FBI enterprise.

(U) Recommendation 14: OIG recommends FBI consult with all proposed stakeholders
that will be responsible for providing data to the new system, identify any other data
integrity issues, and document the policies and procedures for ongoing data quality
monitoring of its new threat intelligence and CHS coverage system.

(U) FBI Response to Recommendation 14: Concur. The FBI will continue to work with the
stakeholders to address data integrity issues related to how the application aggregates federated
and ingested data. The FBI has a process in place to track and monitor issues reported pre-
enterprise release. After enterprise release users will follow current practices of reporting data
integrity and application functionality issues via feedback loops that will be tracked in a
SharePoint and or ticketing system.

(U) Recommendation 15: OIG recommends the Department and the FBI coordinate to
ensure the composition of the HSRC is sufficient and appropriate and includes the
requisite skills and knowledge to approve the continued use of FBI’s long-term CHSs and
seek revisions to the AG Guidelines, as necessary, to memorialize any changes in the
composition.

(U) FBI Response to Recommendation 15: Concur. The FBI has already initiated meetings
with DOJ to address possible revisions to the AG Guidelines that would better align current FBI
resources, personnel, and policies with a cohesive long-term CHS validation strategy. This will
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include discussions of the overall composition of the HSRC and additional methods to ensure the
correct personnel with appropriate skills and knowledge are able to attend the committee
meetings.

(U) Recommendation 16: Coordinate to consider establishing additional HSRCs or
increasing the frequency of the HSRC meetings until the backlog of CHSs awaiting HSRC
approval for continued use is eliminated.

(U) FBI Response to Recommendation 16: Concur. The FBI has already initiated meetings
with DOJ to address possible revisions to the AG Guidelines that would better align current FBI
resources, personnel, and policies with a cohesive long-term CHS validation strategy. This will
include discussions of increasing the frequency of the HSRC and methods to ensure the correct
personnel with appropriate skills and knowledge are able to attend the committee meetings.
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(U) APPENDIX 4

(U) DEPARTMENT OF JUSTICE’S RESPONSE TO THE DRAFT
AUDIT REPORT

U.S. Deparsment of Justice

Office of the Deputy Attomey Genesa)

Bradiay Weinshamer Washogon, D.C. 20530
Asscciste Depaty Afurney Gensra) 202-305-7848
MEMORANDUM
TO: Jasop R. Malm<om

Assistant Inspector General

For Audit

Office of the Inspecior General
FROM:  Bradley Weinsheimef °*04 "Vrouhoime

Associate Deputy Attorney General

Office of the Deputy Attorney General
DATE: Septembxr 24, 2019

SUBJECT: Response to OIG's Draft Report: “Audit of the Federal Buseau of Investigation's
Mapagement of its Confidential Human Source Validation Process™

The Office of the Deputy Attorney General (ODAG) appreciates the audit undestaken by
the Office of the Inspecior General (OIG) apd the opportunity to comment on OIG’s draft audit
seport, Audit of the Federal Bureau of Investigation's Mamagement of its Confidential Humpan
Source Validation Process™ (the “Report™).

The Report sets forth several recommendations. Recomtnendations Onpe through
Fousteen are directed to the Fedesat Bweau of Investgation (FBI), and I undersiand the FBI
responded separalely. We respond below to Recommendations Fifieen and Sixteen, which are
dusected to both the FBI and the Departinent.

15.  OIG recommends the Department and the ¥BI coordinate to ensure the
composition of the HSRC is sufficient and appropriate and includes the
requisite skills and knowledge to approve the continued use of FBI’s long-
term CHSs and seek revisions to the AG Guidelines, as necessary, to
memorialize any changes in the composition.

The Departinent concius with this recommendation, and has recently met with the FBI on
the composition of the Human Sowste Review Committee (“HSRC™). The Depastment and the
FBI wll ensure the composition of the HSRC 1s sufficient and appropmate and includes the
requisite skils and knowiedge to approve the contipved use of FBI's long-term CHSs. To the
extent necessary, we will seek revisions to the Attomey General’s Guidelines in accordance with
that determination.
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16.  Coordinate to consider establishing additional HSRCs or increasing the
frequency of the HSRC meetings nntil the backlog of CHSs awaiting HSRC
approval for continued use is eliminated.

The Department concurs with this recommendation. and has recently met with the FBI on
the issue of HSRC processing of CHS validations. We will consider establishing additional

HSRC:s or increasing the frequency of the HSRC meenngs unnl the backlog of CHSs awaiting
HSRC approval for continued use is eliminated.
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(U) APPENDIX 5

(U) OFFICE OF THE INSPECTOR GENERAL ANALYSIS AND
SUMMARY OF ACTIONS NECESSARY TO CLOSE THE REPORT

(U) The OIG provided a draft of this audit report to the Federal Bureau of

Investigation (FBI) and the Department of Justice (Department or DOJ). Reponses
from the FBI and the Office of the Deputy Attorney General are incorporated in this
final report as Appendices 3 and 4, respectfully. In response to our audit report,
the FBI and Department concurred with our recommendations and discussed the
actions they will implement in response to our findings. As a result, the status of
the audit report is resolved. The following provides the OIG analysis of the
response and summary of actions necessary to close the report.

(U) Recommendations for the FBI:

1l

(U) Ensure that the DI designs, implements, and adheres to
validation policies and procedures for its long-term CHSs that comply
with the AG Guidelines, or coordinate with the Department to seek
revisions to the AG Guidelines, as necessary.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it has already initiated meetings with
the DOJ to address possible revisions to the AG Guidelines that would better
align current FBI resources, personnel, and policies with a long-term CHS
validation strategy. Additionally, the FBI stated that it is assessing other
characteristics that might indicate higher risk levels and a need for enhanced
scrutiny, as opposed to utilizing long-term as the sole criteria for enhanced
review. Further, the FBI stated that it is in the process of updating its Policy
Guide to reflect the most recent changes to the FBI's current validation
process, to include the results of the above-mentioned assessment and any
revisions to the AG Guidelines.

(V) This recommendation can be closed when the FBI provides evidence that
has designed, implemented, and adhered to validation policies or procedures
for its long-term CHSs that comply with the AG Guidelines or has coordinated
with the Department to seek revisions to the AG Guidelines, as necessary.

(U) Dedicate sufficient and appropriately trained personnel to ensure
that long-term CHS validations, including backlogged long-term CHS

validations, are conducted in accordance with the requirements of
the AG Guidelines.

(U) Resolved. The FBI concurred with our recommendation.
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(U) The FBI stated in its response that it has initiated meetings with the
Department to address possible revisions to the AG Guidelines that would
better align current FBI resources, personnel, and policies with a long-term
CHS validation strategy. Further, the FBI will evaluate resources and the
process to ensure that long-term validations, including any backlog, are
conducted in accordance with the requirements of the AG Guidelines.

(U) This recommendation can be closed when the FBI provides evidence that
it has dedicated sufficient and appropriately trained personnel to ensure that
long-term CHS validations, including backlogged long-term CHS validations,
are conducted in accordance with the requirements of the AG Guidelines.

(U) Coordinate with the Department and update, as necessary, its
long-term CHS validation report to ensure that it addresses the
appropriate scope of review and memorializes any validation
personnel’s conclusions or recommendations.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it has initiated meetings with the
Department to address possible revisions to the AG Guidelines that would
better align current FBI resources, personnel, and policies with a long-term
CHS validation strategy. Additionally, the FBI stated that this may result in a
new validation product with a new set of parameters for period of review,
depth of analysis, and responsible personnel. Further, the FBI stated that
the inclusion of recommendations and conclusions in the validation report will
be discussed with the Department and the FBI's Office of General Counsel
(OGCQ).

(V) This recommendation can be closed when the FBI provides evidence that
it has coordinated with the Department and updated, as necessary, its long-
term CHS validation report to ensure that it addresses the appropriate scope
of review and memorializes any validation personnel’s conclusions or
recommendations.

(U) Develop and implement an automated mechanism in its Delta
system to ensure that long-term CHSs are accurately identified and
monitored, including an automated notification to the headquarters
unit responsible for conducting long-term CHS validations.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it deployed an automated mechanism
in its Delta system to ensure long-term CHSs are accurately identified and
monitored, including a notification to headquarters, in August 2019. Further,
the FBI stated that the automated mechanism is currently being tested to
ensure accuracy.
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(V) This recommendation can be closed when the FBI provides evidence it
has developed and implemented an automated mechanism in its Delta
system to ensure that long-term CHSs are accurately identified and
monitored, including an automated notification to the headquarters unit
responsible for conducting long-term CHS validations.

(U) Develop and implement an automated workflow in Delta to
ensure that all handling agents request and document SAC approval
or disapproval for the continued handling of CHSs in excess of 5
years.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it is currently working on automating
SAC approval or disapproval for continued handling of a CHS in excess of 5
years and deployment of this process is tentatively scheduled for second
quarter of FY 2020.

(U) This recommendation can be closed when the FBI provides evidence that
it has developed and implemented an automated workflow in Delta to ensure
that all handling agents request and document SAC approval or disapproval
for the continued handling of CHSs in excess of 5 years.

(U) Update its Policy Guide to formally incorporate its Validation
Manual in accordance with the IPO Policy Directive to ensure current
validation processes and procedures are in compliance with AG
Guidelines requirements.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it is working to update its Validation
Manual and fully incorporate it into its Policy Guide. Further, the FBI stated
that the Policy Guide will ensure compliance with the AG Guidelines.

(U) This recommendation can be closed when the FBI provides evidence that
it has updated its Policy Guide to formally incorporate its Validation Manual in
accordance with the IPO Policy Directive to ensure current validation
processes and procedures are in compliance with AG Guidelines
requirements.

(U) Ensure all validation process roles and responsibilities are
defined and field office personnel receive adequate training on the
validation processes.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it provides all Special Agents and
Intelligence Analysts with validation training during its Basic Field Training
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Course. While the OIG acknowledges that validation training is provided
during its Basic Field Training Course, the OIG found that the FBI's guidance
and messaging related to its newest validation process for CHSs with
characteristics the FBI believed were significant was inadequate. As noted in
our report, the guidance included subjective criteria for which CHSs should
be forwarded to headquarters and provided no documentation that certain
field office personnel had received guidance on their roles and responsibilities
related to the new validation process. Further, in December 2018, the FBI's
Resource Planning Office found that, historically, changes to validation
processes have not been effectively communicated to field offices.

(V) This recommendation can be closed when the FBI provides evidence that
all validation process roles and responsibilities are defined and field office
personnel receive adequate training on the validation processes.

(U) Reengineer its process for CHS validation to ensure that the CHSs
with the greatest risk factors are selected, that those selections are
independently assessed by headquarters, and that continued CHS use
determinations receive appropriate headquarters scrutiny.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it has initiated meetings with the
Department to address possible revisions to the AG Guidelines that would
better align current FBI resources, personnel, and policies with a long-term
CHS validation strategy. In addition, the FBI stated that it is assessing other
characteristics that may indicate higher risk levels and a need for enhanced
scrutiny. Further, the FBI stated that it is in the process of updating its
Policy Guide to reflect the results of the above-mentioned assessment and
any resulting changes to the AG Guidelines.

(U) This recommendation can be closed when the FBI provides evidence that
it has reengineered its process for CHS validation to ensure that the CHSs
with the greatest risk factors are selected, that those selections are
independently assessed by headquarters, and that continued CHS use
determinations receive appropriate headquarters scrutiny.

(U) Ensure that headquarters validation personnel document their
analyses, conclusions, and recommendations in validation reports.

(V) Resolved. The FBI concurred with our recommendation.
(U) The FBI stated in its response that it will coordinate with appropriate

OGC representatives and DOJ counterparts to discuss validation report
content in more detail and how specific findings should be documented.
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(U) This recommendation can be closed when the FBI provides evidence that
ensures that headquarters validation personnel document their analyses,
conclusions, and recommendations in validation reports.

(U) Update its Validation Manual to ensure that its annual CHS
review process is accurately documented and review and update its
annual CHS report to ensure that it sufficiently addresses CHS risks,
provide field offices guidance on the updates, and stress to field
offices the important of the annual CHS report in the FBI’s validation
process.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it the DI will updated its quarterly and
annual CHS report forms within Delta. Further, the FBI stated that it is
currently working to update its Validation Manual and fully incorporate it into
its Policy Guide, which will incorporate any changes based on the discussion
with DOJ on the AG Guidelines.

(U) This recommendation can be closed when the FBI provides evidence it
has updated its Validation Manual to ensure that its annual CHS review
process is accurately documented and review and update its annual CHS
report to ensure that it sufficiently addresses CHS risks, provide field offices
guidance on the updates, and stress to field offices the important of the
annual CHS report in the FBI's validation process.

(U) Develop and implement a policy that clearly informs FBI
personnel of the acceptable platforms for communicating with CHSs
and provide training to its workforce on the policy.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it has undertaken efforts to address
CHS matters, including a specific focus on operational communication policy,
protocols, and best practices. The FBI also stated that it has demonstrated a
commitment to developing and implementing policy that clearly provides
information to FBI personnel regarding acceptable platforms for
communicating with CHSs and providing training on those platforms.
However, as noted in our report, the OIG found varying uses of
communication platforms among FBI handing agents due to a lack of clear
guidance for CHS communications.

(U) This recommendation can be closed when the FBI provides evidence that
it has developed and implemented a policy that clearly informs FBI personnel
of the acceptable platforms for communicating with CHSs and provide
training to its workforce on the policy.
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(U) Restrict access to its highly classified CHS shared system to only
those with a need to know until the system is replaced.

(U) Resolved. The FBI concurred with our recommendation.

(UAFOHO) The FBI stated in its response that access to the shared system is
restricted to the CHS’s handling agent and whoever the handling agent
designates as requiring access to their specific CHS's highly classified
reporting and that no other FBI field office personnel can view the reporting
within the system. Further, the FBI stated that the only individuals at FBI
headquarters that have access to the shared system are the program
manager and that program manager’s backup. However, as noted in our

reﬁorti the OIG learned that the shared sistem was not iroierli secured

did not possess the requisite “need to know.” The FBI stated in its response
that it will ensure that only those who need to know will have access to the
system.

(V) This recommendation can be closed when the FBI provides evidence that
it has restricted access to its CHS shared system to only those with a need to
know until the system is replaced.

(U) Take actions to mitigate its gaps in CHS coverage by prioritizing
the development of its new threat intelligence and CHS coverage
system and ensure that the policies and procedures for its use are
documented and accompanied by detailed training on the new
system.

(U) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it has prioritized the development of a
platform that will offer the ability to understand enterprise-wide collection
capabilities against FBI threats, and aggregates data to analyze FBI CHS
posture. In addition, the FBI stated that the platform will eliminate the need
to leverage multiple systems by creating one central location to view this FBI
data collection. Further, the FBI stated that the platform will be compliant
with all FBI policies governing approved datasets from FBI systems and
detailed training on the system will be provided upon its release to the FBI
enterprise.

(U) This recommendation can be closed when the FBI provides evidence it
has taken actions to mitigate its gaps in CHS coverage by prioritizing the
development of its new threat intelligence and CHS coverage system and
ensure that the policies and procedures for its use are documented and
accompanied by detailed training on the new system.

(U) Consult with all proposed stakeholders that will be responsible
for providing data to the new system, identify any other data
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integrity issues, and document the policies and procedures for
ongoing data quality monitoring of its new threat intelligence and
CHS coverage system.

(V) Resolved. The FBI concurred with our recommendation.

(U) The FBI stated in its response that it will continue to work with
stakeholder to address data integrity issues related to how the proposed
threat intelligence and CHS coverage system aggregates federated and
ingested data. In addition, the FBI stated that it has a process in place to
track and monitor issues reported pre-enterprise release. Lastly, it stated
that after enterprise release, users of the system will follow current practices
of reporting data integrity and application functionality issues via feedback
loops that will be tracked.

(U) This recommendation can be closed when the FBI provides evidence that
it has consulted with all proposed stakeholders that will be responsible for
providing data to the new system, identify any other data integrity issues,
and document the policies and procedures for ongoing data quality
monitoring of its new threat intelligence and CHS coverage system.

(U) Recommendations for the Department and the FBI:

15.

(U) Coordinate to ensure the composition of the HSRC is sufficient
and appropriate and includes the requisite skills and knowledge to
approve the continued use of FBI's long-term CHSs and seek
revisions to the AG Guidelines, as necessary, to memorialize any
changes in the composition.

(U) Resolved. The Department and the FBI concurred with our
recommendation.

(U) The Department stated in its response that it has recently met with the
FBI on the composition of the HSRC and that the Department and the FBI will
ensure the composition of the HSRC is sufficient and appropriate and includes
the requisite skills and knowledge to approve the continued use of FBI's long-
term CHSs. Further, the Department stated that, to the extent necessary, it
will seek revisions to the AG Guidelines.

(U) The FBI stated in its response it has already initiated meetings with the
Department to address possible revisions to the AG Guidelines that would
better align current FBI resources, personnel, and policies with a cohesive
long-term CHS validation strategy. This will include discussions of the overall
composition of the HSRC and additional methods to ensure the correct
personnel with appropriate skills and knowledge are able to attend the
committee meetings.
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(U) This recommendation can be closed when the Department and the FBI
provide evidence that it has coordinated to ensure the composition of the
HSRC is sufficient and appropriate and includes the requisite skills and
knowledge to approve the continued use of FBI's long-term CHSs and seek
revisions to the AG Guidelines, as necessary, to memorialize any changes in
the composition.

(U) Coordinate to consider establishing additional HSRCs or
increasing the frequency of the HSRC meetings until the backlog of
CHSs awaiting HSRC approval for continued use is eliminated.

(U) Resolved. The Department and the FBI concurred with our
recommendation.

(U) The Department stated in its response that it has recently met with the
FBI on the issue of HSRC processing of validations and that it will consider
establishing additional HSRCs or increasing the frequency of the HSRC
meetings until the backlog of CHSs awaiting HSRC approval for continued use
is eliminated.

(U) The FBI stated in its response that it has already initiated meetings with
the Department to address possible revisions to the AG Guidelines that would
better align current FBI resources, personnel, and policies with a cohesive
long-term CHS validation strategy. The FBI further stated that this will
include discussions of increasing the frequency of the HSRC and methods to
ensure the correct personnel with appropriate skills and knowledge are able
to attend the committee meetings.

(V) This recommendation can be closed when the Department and the FBI
provide evidence that it has coordinated to consider establishing additional
HSRCs or increasing the frequency of the HSRC meetings until the backlog of
CHSs awaiting HSRC approval for continued use is eliminated.
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