NSA Office of the Inspector General Releases Three Reports

17 February 2016

The National Security Agency (NSA) is releasing today three reports by NSA’s Inspector General
about the Agency’s compliance with a current and former statute authorizing electronic surveillance.
The reports detail steps NSA has taken to adhere to the law and highlight the importance of these legal
authorities to the Agency’s national security mission. They also reveal some procedural and other
deficiencies that have been subsequently corrected. NSA reported the incidents to Congress as
required. All three reports — more than 300 pages total — confirmed that there had been no cases of
intentional violation of laws. NSA released the reports under a Freedom of Information Act request.
They are being published on NSA.gov to help raise public awareness of the Agency’s foreign intelligence
mission and to highlight the Agency’s ongoing commitment to compliance with the law. The NSA
Inspector General’s rigorous, independent, and continuous reviews are an essential part of the Agency’s
extensive oversight.

These reports, issued over a five-year period beginning in 2010, concern NSA activities
conducted pursuant to two authorities: Section 702 of the Foreign Intelligence Surveillance Act (FISA),
which authorizes targeted surveillance of foreign persons located outside the United States in certain
cases, and Section 215 of the USA PATRIOT Act, which was replaced last year by the USA FREEDOM Act.
NSA itself initiated two of the reports, and one was requested by members of the Senate Judiciary
Committee. Below are highlights from these NSA Office of the Inspector General (OIG) reports.

NSA OIG report ST-14-0002. This report, issued on February 20, 2015, was compiled by the NSA
OIG at the request of members of the Senate Judiciary Committee. The OIG reviewed the controls
implemented by NSA in carrying out activities pursuant to two FISA authorities. The first was Section
702, which was enacted as part of the FISA Amendments Act of 2008 and authorizes the targeting of
non-U.S. persons reasonably believed to be outside the United States to acquire critical foreign
intelligence information. This collection authority is one of the Intelligence Community’s most
significant tools for the detection, identification, and disruption of terrorist threats to the United States
and its allies. The second authority examined by the OIG was Section 215 of the USA PATRIOT Act.
Pursuant to Section 215, NSA was authorized to collect in bulk certain telephone metadata. This
program operated from 2006 until its termination by statute on November 28, 2015. Section 215 was
amended by the USA FREEDOM Act, which was enacted on June 2, 2015, and became effective on
November 29, 2015. The USA FREEDOM Act made significant changes to NSA’s authority to collect
telephone metadata pursuant to the Foreign Intelligence Surveillance Act and was not the subject of the
OIG’s review, so significant portions of the report are no longer relevant to NSA's activities.

The report presents a detailed, comprehensive picture of the operation of the Section 702
program. Specifically, it describes the extensive internal and external oversight and compliance regime,



including access restrictions, training requirements, and technical controls — as well as limits on data
retention and dissemination of information. The report also notes a number of unintentional
compliance failures and describes the controls put in place to mitigate recurrence. The report further
notes that Section 702 contributes significantly to NSA’s mission.

NSA OIG report, ST-11-0009. This report focused solely on Section 702 and was issued on
March 29, 2013. It reviewed the system of management controls that NSA implemented, including
training, access, and multiple levels of review and oversight. The OIG did not identify any areas of non-
compliance. It recommended several areas in which controls over compliance with Section 702 could be
improved, including a lack of clear guidance to analysts, inadequate documentation, and insufficient
training in some instances. In each case, NSA’s Signals Intelligence Directorate agreed with the OIG’s
recommendations and implemented corrective action plans.

NSA OIG report AU-10-0023. This report, which covered only certain aspects of NSA’s
implementation of Section 702, was issued on November 24, 2010. Specifically, the report reviewed the
process by which NSA transitioned from collection pursuant to Section 702 to other authorities under
FISA. The OIG identified the lack of a standardized process, which created the potential for gaps in
lawful surveillance coverage. The Agency has since implemented an improved transition process.
Moreover, Section 701 of the USA FREEDOM Act subsequently clarified surveillance procedures in that
regard.

The National Security Agency is tasked with a complex foreign intelligence mission and is
dedicated in its respect for U.S. laws and policies. There is a robust internal and external oversight
structure in which all three branches of government play a key role, as well as a rigorous internal
compliance program. The three NSA OIG reports published herélare intended to help raise public
awareness of the Agency’s mission and to highlight ongoing commitment to compliance with the law.
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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute. the Office of'the Inspector General conducts
audits, investigations. inspections. and special studies. Its mission is to ensure the integrity.
efficiency. and effectiveness of NSA operations. provide intelligence oversight. protect against
fraud. waste. and mismanagement of resources by the Agency and its affiliates. and ensure that
NSA activities comply with the law. The OIG also serves as an ombudsman. assisting NSA/CSS
employees. civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and their
internal controls. Financial audits determine the accuracy of the Agency’s financial statements.
All audits are conducted in accordance with standards established by the Comptroller General of
the United States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous tips) about
fraud. waste. and mismanagement. Investigations may be undertaken in response to those
complaints. at the request of management. as the result of irregularities that surface during
inspections and audits. or at the initiative of the Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions comply with
federal law. executive orders. and DoD and NSA policies. The 10 mission 1s grounded in
Executive Order 12333, which establishes broad principles under which IC components must
accomplish their missions.

(U) FIELD INSPECTI ONS

(U) Inspections are organizational reviews that assess the effectiveness and efficiency of Agency
components. The Field Inspections Division also partners with Inspectors General of the Service
Cryptologic Elements and other IC entities to jointly inspect consolidated cryptologic facilities.
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TO: DISTRIBUTION

SUBJECT: (U) Revised Report on the Special Study: Assessment of Management
Controls Over FAA §702 (ST-11-0009)—ACTION MEMORANDUM

1. (U/ /49067 This revised report summarizes the results of our special study
of management controls that ensure compliance with Section 702 of the Foreign
Intelligence Surveillance Act (FISA) Amendments Act of 2008 (FAA §702) and the
Targeting and Minimization Procedures associated with the 2011 Certifications. It
reflects changes made based upon additional information provided subsequent to the
release of the original report on 8 November 2012. The report documents our
analysis, findings, and recommendations for improvement. It also notes other areas
that merit attention.

2. (U/ #6H6+In accordance with NSA/CSS Policy 1-60, NSA/ CSS Office of the
Inspector General, and 1G-11358-12, Follow-up Procedures for OIG Report
Recommendations, actions on OIG recommendations are subject to monitoring and
follow-up until completion. Consequently, we ask that you provide a written report
concerning each OPEN recommendation in the following circumstances: when your
action plan has been fully implemented or has changed or if the recommendation is no
longer valid. The report should provide sufficient information to show that corrective
actions have been completed. If a planned action will not be completed by the target
date, please state the reason for the delay and give a revised completion date. Reports
should be sent to| | Follow-Up Program Manager, at e-mail DL
D1 Followup (ALIAS) D1.

3. (U//FOUSr We appreciate the courtesy and cooperation extended to our
staff throughout the special study. For additional information, please contact

|on 963-1422(s) or via e-mail at|

(b)(6) %ML%

(b)(3)-P.L. 86-36 DR. G
Inspector General
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(U) EXECUTIVE SUMMARY

(U) Overview

—{¥8// St The National Security Agency/Central Security Service
(NSA/CSS) conducts activities nunder the authority of Section 702 of the
Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008
(FAA §702), a key source of information on foreign targets, Since FAA's
inception, reporting based on FAA §702 collection has grown from an
average of reports per month to more thanl | FAA §702 reports are
sourced from collection obtained with the assistance of
U.S. communications service providers. The majority of the collectior

:i-s from Internet Service Providers (PRISM traffic), and the
remainder (telephony and upstream Internet traffic) is obtained from (b))

(U/ /Feteq For the Agency to retain this important tool in support of its
mission, it must ensure compliance with FAA §702. NSA/CSS has
implemented policies and control procedures, including training, access
control, multiple levels of review, and oversight. This system of controls is
designed to provide reasonable assurance of compliance with the statute
and FAA §702 targeting and minimization procedures that form the basis for
the affidavits made by the NSA Director concerning the Agency’s use of the
authority.

(U/ /#8H6+The findings represent improvements needed to the overall
control environment in which the FAA §702 authority is used. In a later
review, the Office of the Inspector General will conduct compliance and
substantive testing to draw conclusions on the efficacy of the management
controls.

577945

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Highlights

(U/ AFEB0T Although the OIG did not identify areas of non-compliance with the
targeting and minimization procedures, we identified six areas in which controls
over compliance with FAA §702 should be improved:

= (U/FFotEey Assessment of performance against compliance standards
Establishing accountability for compliance requires clear performance
standards, measurement of actual performance against those standards,
reporting results, and implementation of corrective action. These
processes are not fully developed.

{ r

i
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(b)(1)
(b)(3)-P.L. 86-36
(b){3)-50 USC 3024(i)

(b)(3)-P.L. 86-36

- TSRS ]

- —{tF5#5HA Dissemination process

A review of FAA §702-sourced serialized dissemination does not include
steps to verify that, when MCTs were used to support what is being
disseminated, the multiple communications transaction (MCT)
documentation required was prepared in accordance with the
minimization procedures.

(U/IFe9) Documentation deficiencies

Some internal Standard Operating Procedures and other internal
FAA §702 guidance have not been kept up to date and require
reorganization by subject across internal NSA web pages.

(Uireser] |
would improve purge execution, training

compliance, and production of compliance alerts.

(U//~2y Training update and enforcement

Adjudicators (personnel responsible for approving targeting requests) do
not have a documented, standardized version of their training for
reference. In addition to the initial FAA §702 training required before
accessing FAA data, analysts are now required to take a new FAA §702
applications course on compliant targeting requests and targeting
maintenance. However, the requirement for the applications course is
not yet enforced.

(U) Management Action

(U/ AFEHOT Signals Intelligence Directorate personnel agreed with the Inspector
General recommendations, and the planned actions meet the intent of the
recommendations.

n
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(U) INTRODUCTION

(U) Background

(U) Sources of Section 702 Foreign Intelligence Surveillance Act (FISA)
Amendments Act of 2008 (FAA §702) collection (b)(3)-P.L. 86-36

—FSA5HMF FAA §702 data is composed of Digital Network Intelligence

(DNI) and Dialed Number Recognition (DNR) data. DNI is Signals

Intelligence (SIGINT) received from Internet Service Providers (ISPs) with the

assistance of the Federal Bureau of Investigation (FBI) (the PRISM program)|

and from |(upstream collection). Analysts submitting

FAA §702 tasking can | |
DNR data is SIGINT obtained via mtercept of the telephone

network. NSA has the authority to acquire communications to, from, or, in

the case of DNI collection f1'0m| | about tasked selectors.

(b)(1)
(b)(3)-P.L. 86-36

(U) Requirements of FAA §702

—8/ The target of collection must be a non-U.S. person (USP) who is
reasonably believed to be located outside the United States and possesses, is

expected to receive, and/or is likely to communicate foreign intelligence
| |FAA §702 Certifications:

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

S/ FAA §8702 requires the Attorney General to adopt targeting and
minimization procedures in support of the statute. The targeting and
minimization procedures are documented in each Certification. DIRNSA’s
affidavit for each certification provides information regarding how the
Government will implement those procedures and states that:

| (h)(1)
b)(3)-P.L. 86-36
)(3)-50 USC 302
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= Reasonable procedures are in place to ensure that acquisition under
the Certification is limited to targeting non-USPs reasonably believed
to be located outside the United States.

» Targeting procedures are reasonably designed to prevent the
intentional acquisition of domestic communications. ?

» Acquisition is for the purpose of obtaining foreign intelligence
information within the scope of each Certification.

= NSA will follow specific minimization procedures.
= NSA may provide the Central Intelligence Agency (CIA) and the FBI
unminimized communications acquired through this authority.

(U) Independent measure of compliance performance

=tS77¥F The Agency’s compliance with FAA §702 is subject to bi-monthly

review by the Department of Justice (DOJ) and the Office of the Director of
National Intelligence (ODNI), who review disseminations, queries of U.S.
person identifiers, compliance incidents, and the targeting requests for all
new and retasked selectors for the period as well as the supporting
information for a sample of the selectors. These entities have reported a
very small number of errors.

(U) Objective and Scope of Review

(U/ /#6807 The objective of the OIG review was to assess the adequacy of
management controls to ensure reasonable compliance with FAA §702. This
analysis was based on review of published and draft guidance and certain
controls in systems supporting application of the authority. We also
interview ed managers and analysts responsible for targeting, approval, and
oversight subject to FAA §702 requirements. Testing of the controls
identified will be the subject of a later review.

(U) Standards of Internal Control

(U) We assessed management controls against the Government
Accountability Office’s Standards for Internal Control in the Federal
Government, November 1999, which presents the five standards that define
the minimum level of quality acceptable for management control in
government: Control Environment, Risk Assessment, Control Activities,
Information and Communications, and Monitoring,.

(U) Internal control, or management control, comprises the plans, methods,
and procedures used to meet missions, goals, and objectives. It provides

“S5~5 Domestic communications . according to Section 2 of the FAA §702 Minimizalion Procedures. are all

communicutions other than foreign communications. including those in which the sender and all intended recipienls
are reasonably believed to be located in the United States at the time of acquisition. Foreign communications musl

have at least one communican! oulside the United States.

2
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reasonable assurance that an entity is effective and efficient in its
operations, reliable in its reporting, and compliant with laws and
regulations. NSA/CSS Policy 7-3. Managers’ Internal Control Program,

14 February 2012, advises that evaluations of internal control consider the
requirements outlined by the GAO standards. The Office of the Inspector
General (OIG) evaluate s management control against the standards,

(U) Targeting and Minimization Procedures: Basis for Compliance

(U) Targeting

5S4 The targeting procedures specify that NSA will make a
determination about “whether a person is a non-United States person
reasonably believed to be outside the United States in light of the totality of
the circumstances based on the information available with respect to that
person,| |

(b)(1) 4 | | With respect to the foreign intelligence

(b)(3)-P.L. 86-36 purpose lor the targeting, the procedures require NSA to assess “whether the
target possesses and/or is likely to communicate foreign intelligence
information concerning a foreign power or foreign territory....” With respect
to documentation. “analysts who request tasking will document in the
tasking database a citation or citations to the information that led them to
reasonably believe that a targeted person is located outside the United
States” as well as “identify the foreign power| |labout which
they expect to obtain foreign intelligence information pursuant to the
proposed targeting.”

=877 The submitted targeting request, is then subject to an adjudication

review by specially trained personnell

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i

—t5++5H#+ Obligation to review target status Once collection begins,
analysts are responsible for conducting “post-targeting analysis to detect
those occasions when a person who when targeted was reasonably believed
to be located outside the United States has since entered the United States,
and...enable NSA to take steps to prevent the intentional acquisition of any
communication as to which the sender and all intended recipients are
known at the time of acquisition to be located in the United States, or the
intentional targeting of a person who is inside the United States,” per the
targeting procedures. NSA’s Guidance to Analysts on Obligation to Review
Data Under...the FISA Amendments Act (OTR Guidance), states that, after
tasking, “analysts are required to verify the foreignness and nature of the
target | The OTR Guidance
states that the targeting analyst must perform initial target verification
within five business days of first receipt of data, verifying that the:

« User of the selector is the intended foreign intelligence target,

(b)(1)
(b)(3)-P.L. 86-36 " POTRN. :
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= Target remains appropriate under the Certification cited in tasking,
and

« Target remains outside the United States and/or there is no
information to indicate that the target is inside the United States.

—AS4FThe On-Going Target Review section of the OTR Guidance states
that analysts must| lto uphold
that there has been no change in the target’s status that would require
adjustment to maintain NSA’s compliance. At least every 30 days...the (b)(1)
review should confirm that the: (b)(3)-P.L. 86-36

* Selector remains associated with the intended target,
+ Target remains appropriate to the Certification cited,

» Target remains outside the United States and/or there is no
information to indicate that the target is inside the United States, and

« Type of data being obtained is not routinely of a type that is subject to
immediate destruction requirements (i.e., domestic communications).

=877/ Information that demonstrates a change in any of these factors
might require detasking the selector, destroying or otherwise handling
collected traffic in accordance with the minimization procedures, and notice
to the Agency’s overseers

(U) Oversight and reporting

(U/ [#6E6+ The Agency must:

* Train those targeting and those approving targeting or accessing
FAA §702 information ;

« Ensure that FAA §702 raw traffic is stored only in authorized
repositories and is accessible only to those who have had the proper
training : and

« Conduct spot-checks of targeting decisions, intelligence
disseminations, and queries of data repositories for compliance.

(U) Minimization

(U/ /FEH0) The minimization procedures are designed to protect USP
information during acquisition, processing, retention, and dissemination of
information obtained by targeting non-USPs reasonably believed to be
located outside the United States. They require that the Agency ensure that:

¢ Acquisition is conducted in a manner designed, to the greatest extent
feasible, to minimize the acquisition of information not relevant to the
authorized purpose of the acquisition;

« Personnel...exercise reasonable judgment in determining whether
information acquired must be minimized and...destroy inadvertently

~FOP-SECRET/ST/NOFORN
4
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acquired communications of or concerning a USP at the earliest
practicable point in the processing cycle [unless the data can be
retained under exception provisions detailed in the minimization
procedures] ; and

= Report(s) based on communications of or concerning a USP may be
disseminated...if the identity of the USP is deleted and a generic term
or symbol is substituted so that the information cannot reasonably be
connected with an identifiable USP. Otherwise, dissemination of
intelligence reports based on communication of or concerning a USP
may be made to a recipient requiring the identity of such person only
for the performance of official duties but only if meeting [certain]
criteria.

(U) Control Environment

(U) Reliance on manual controls

(U/ /507 A significant number of the procedures and controls established
to ensure compliance with FAA §702 and NSA's court-approved targeting
and minimization procedures are manual. Thus, training, supervisory
reviews, and oversight are critical elements of the control structure.
Modifications to the systems relied on for targeting, collection, and
processing continue to:

» Improve the ability to purge information when required,
+ Identify and prevent instances of over-collection, and

« Improve efficacy and efficiency of processing and oversight.

(U/FEH6) Realignment of responsibility

(U) SID has restructured operations to better manage FAA §702 processing
and compliance.

o S| lassumed
-responsibility for adjudicating FAA §702}

(b)(1) .
(b)(3)-P.L. 86-36

- ] I

« (U/AFEH6T S2 Mission and Compliance performs functions
supporting use of the authority, as well as additional oversight of
FAA §702 processing and compliance (SV continues to perform much
of the direct oversight of targeting.) | |
assumed responsibility from SV for;

(b)(3)-P.L. 86-36
—TUOPSECRET /ST NOTFORN—
5



DOCID: 4273133
—FOP-SECRETSHNOFORN—

0 Execution of purges related to FAA §702 incidents (removal
from data repositories of records ineligible for retention under
the authority).

0 Implementation of a purge adjudication process to better
ensure completeness of purges.

o Development of processes and tools to enhance compliance
while reducing the burden on analysts,

0 Training and oversight of targeting adjudicators, and

0 Preparation of additiona | management measures, including
metrics, to improve accountability.

(U) Continued process improvement

—tFS/SHHF The Agency has undertaken several reviews of NSA systems
and processes, as well as the data acquired from communications providers
and other Agency sources under FAA §702 authority, in response to
compliance incidents and questions raised by the Foreign Intelligence
Surveillance Court (FISC). These reviews and other efforts to improve
compliance and efficiency of operations have resulted in several changes to
the processes and controls supporting the Agency’s use of the authority.

—tS778Fy SID continues to take steps to improve FAA §702 compliance.

« In addition to FAA §702 training that focuses on legal requirements
for use of the authority, a new course, “FAA702 Practical
Applications,” was released |

(b)(3)-P.L. 86-36

= SID continues to make changes to the targeting tool to support
b)) compliance and increase efficiency (see Findings Resolved During the
(b)(3)-P' L. 86-36 _ Review, p. 9). (b)(3)-P.L. 86-36
_* SID completed thel |pr0jec"t
“.to reduce errors in targeting requests. 1he most signilicant gaps

iderntified included a lack of standardized feedback to targetin
analysts for the reasons targeting requests failed approval| |

msufficient management reporting of denied targeting
requests, and the need to inerease accountability and compliance for
targeting. Corrective actions, including standardized denial reasons,
management reporting of denial metrics | |
|We.1'e implemented. These actions reduced average
weekly denials of targeting requests by 24 percent, | |

I improved
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compliance with required internal procedures for selector
management, and reduced the risk of incidents.

(U) Definitions

(U) Annual Contribution Evaluation (ACE): The Agency’s performance
management system based on established individual performance
objectives and performance elements.

Adjudicators: Personnel| - | (b)(3)-P.L. 86-36
with responsibility for reviewing and approving FAA §702

targeting requests.

(U/ 70663 [ |

which provides authorization attributes and access control services to
enterprise programs and projects.

~+F&5/H5HNF Digital Network Intelligence (DNI): SIGINT derived from
communications involving Interne t-based selectors | |
37| M = .
(b)(3)-P.L. 86-36 I - : | e oy 4
(b)(3)-50 USC 3024(i) 157757y Dialed Number Recognition (DNR): Collection p‘rucessD
from telephony systems.

(U) Foreignness: Assessment and documentation supporting the
determination of reasonable belief that a target is not a United States
person and is outside the United States.

(U] [Fe+6| | A corporate compliance tool that serves as a
streamline d access control mechanism, | |Checks that
individuals meet the necessary mission, tramming and clearance required
for initial account access to SIGINT tools and databases.

(U/ Fetor] |

(b)(3)-P.L. 86-36

(U/ /#84E09 Master Purge List (MPL): NSA'’s central record of SIGINT
collection, including records derived from that collection, which NSA has
purged. The list includes| - |that have been
marked for purge or have been purged from| |
systems that are used in sourcing traffic for SIGINT reporting.

v ¥ T r
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B
(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36

'(6)(3;)-P.L. 86-36

—FOP-SECREFASHANOFORIN—

— S5ty Multiple Communications Transaction (MCT): Traffic

containing more than one discrete communication. This traffic might
contain discrete communications that are not to, from, or about tasked
selectors. Upstream collection might contain both discrete and MCT
traffic and could include MCTs of non-targeted individuals that contain a
tasked selector.

{-U//-F-G-H-G-]l | A database repository that provides storage and
retrieval Ufl content. It is a raw SIGINT storage

..system.

W NSA's primary storage, search, and retrieval

mechanism for SIGINT | It is a raw
SIGINT storage system.

1FS/+St PRISM: PRISM refers to the portion of the FAA 702 collection
architecture wherein individual electronic communication service providers

provide Internet communications |
| | that. in general_are hosted by the provider. |

(U/ /¥686+ Product Lines (PLs): | lalso known as
production centers. They have authority for tasking and reporting on
SIGINT targets. [ |

(U) Purge: The on-demand removal of data items, rendering them
unreco verable through standard mission data access mechanisms,

(U/ fPove |

(U/ [4+6+Raw SIGINT: Any SIGINT acquired either as a result of
search and development or as targeted collection operations against a
foreign intelligence target before the information has been evaluated for
foreign intelligence and minimized in accordance with the applicable set
of minimization procedures.

(U/ robe) A controlled information
management system which is the authoritative data source for a given
configuration managed data element and is governed in accordance with
NSA/CSS Policy]| |

(U} /FeHey t A SID organization that
leads planning and acquisition efforts for| |
l_:lcullection of intelligence.

(U] Fower| | AsD

initiative whose objective was to reduce targeting errors, thereby
improving processing efficiency and compliance for FAA §702
transactions.
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—F5/+5t7F) Upstream Collection: NSA’s interception of Internet
T communications acquired from| _ |locr—1_tecl on the United‘
(b)(3)-P.L. 86-36 States’ h:lterpet “back]:mne"; conducted with the assmt:ance of eleFtronxc
(b)(3)-50 USC 3024(j) Communications service providers who are locatecl_ inside the United
States and have been served with FAA §702 directives. This collection
method lis distinguished from other
FAA §702 DNI collection (PRISM).

{5775t )I | The targeting tool for
(b)(3)-P.L. 86-36 submitting DNI and DNR targeting compliant with FAA and other SIGINT

authorities,
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Il. (U/FFSYO) FINDINGS RESOLVED DURING THE REVIEW

(U/IiFeJey Incompatibility between Assigned Authorities

[ land Compliance Controls for FAA §702

—{5/N One of the primary NSA internal control mechanisms that ensure
compliance with FAA §702 Targeting Procedures is the adjudication of
(b)(3)-P.L. 86-36 targeting requests before tasking. This review confirms that the target and
il associated selector are tasked under the proper FAA §702 Certification, the
target is not a USP, the target is outside the United States (foreign), and the
determination of reasonable belief of foreignness is properly supported. An

(U/ /[EOE8+ SV was aware of this gap between the NSA-required internal

(b)(3)-P.L. 86-36 control and implementation of the internal control within the tool, and it
' was resolved| |

I I
—{S#NF) Increased Risk of FAA §702 Non-Compliance for

| ITasked Selectors

—t5+¥+ To support compliance with FAA §702, automated OTR notices that

a required review of target communica tions is due are generated
and sent to analysts. | |

(B)(3)-P.L. 86-36

~S77NFY I

11



DOCID: 4273133

(U) This page intentionally left blank.



DOCID: 4273133
—TFOP-SECRET/SHNOFORN—

Il. (U/FFoH6) FINDINGS AND RECOMMENDATIONS

(U/FOUYS) FINDING ONE: Performance Standards,
Performance Metrics, and Compliance Enforcement
Measures for Targeting and Minimization Procedures

Are Incomplete

(U/FF6H6} Establishing accountability for compliance requires clear performance
standards, measurement of actual performance against those standards,
reporting results, and implementation of corrective action. These processes are
not fully developed.

(U) Elements of an Effective Compliance Oversight Program

~4S-LLNE4-NSA has established a pre-tasking process that includes reviews of
targeting requests for compliance with the targeting procedures. The
targeting request must be approved before the selectors are released for
(b)(3)-P.L. 86-36  tasking and collection. | |

(U/ A6+ Effective compliance oversight requires the development of
measurable standards against which actual performance can be assessed.
Comparison of performance against these standards must be reported
regularly to management for timely review and follow-up action, Together.
these elements provide the means to establish accountability and initiate
action to improve compliance.

(U) Shared Responsibility for Oversight

“{S/7NTT Monitoring compliance with FAA §702 targeting and minimization
procedures has become a shared responsibility within the Agency. Before
2010, SID SV had primary responsibility for monitoring the Agency’s
application of FAA §702 authority. |

(b)(1) |
(b)(3)-P.L. 86-36

—tS7FT As personnel outside SV assumed more of the responsibility for
adjudicating FAA §702 targeting reqllests.:l trained new adjudicators

—TOPSECREF/ ST NOFORN— (b)(3)-P.L. 86-36
13
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and assumed oversight of the targeting queue. Statistics on the targeting
queue provide an assessment of the timeliness of the adjudication process
and the means to evaluate the adequacy of the number of adjudicators given
the volume of targeting requests. |

(b)(1)
(b)(3)-P.L. 86-36

[Although these
statistics inform management of the overall processing of targeting requests,
they do not provide qualitative information regarding the accuracy of target
requests submitted and approved and compliance with the targeting
procedures.

(b)(3)-P.L. 86-36
(U/ A6+ SV’s continuing oversight of analyst and adjudicator
performance is effected through reviews of targeting requests (see Finding
Three), participation in bi-monthly overseer reviews, and management of
FAA §702 incident reporting. Errors identified in targeting requests are
communicated to the analyst, adjudicator, and After overseer 60-
day reviews, SV prepares feedback briefings to inform adjudicators of
overseer findings. The briefings also provide metrics on the reasons for
denial of targeting requests, trends identified in SV's review, and guidance
on FAA 8702 targeting procedures. Incident reports are also analyzed to
identify trends that might require action. SV's oversight provides a critical
assessment of compliance with FAA §702 independent of those requesting
targeting, This feedback, however, is not provided to the managers
responsible for the targeting analysts and adjudicators.

(U) Development of FAA §702 Compliance Metrics AR Bl

(U/ FFEeHOT S2 Compliance & FISA Staff:l provides some metrics for
FAA §702 processing and compliance, including weekly reports on the
targeting request queue| |

| | The process to establish complete standards and
measures for assessment of compliance continues.

(U/ /#6464 To support effective monitoring of the Agency’s use of FAA §702
authority, metrics must be:

» Based on clear and consistent expectations of performance for all
targeting analysts and adjudicators within the Agency and

(b)(3)-P.L. 86-36

(U Foven| |
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= Generate sufficient detail to facilitate action by the adjudicator or
targeting analyst. (b)(3)-P.L. 86-36

(U/ o0y The development of these metrics by'I:Iis not associated
with the Comprehensive Mission Compliance Program, a group of NSA
initiatives to achieve reasonable assurance that the SIGINT and Information
Assurance missions are conducted in accordance with the laws and policies
that protect USP privacy. The program includes monitoring and
assessments, including trend analysis.

(U) Incomplete Implementation of Processes to Ensure Targeting
Proficiency and Compliance Accountability

(U/ /#6561 In 2010, SID completed theljproje(‘t, a Lean Six Sigma
project to reduce targeting errors and improve processing efficiency and
compliance for FAA transactions. The project team comprised personnel
. . from |

(b)(3)-P:L. 8836 Although several of the
1‘ec0mmendaﬁoﬁs”from| |have- been implemented, recommendations
that focused on accountability for targeting accuracy have not. The
study recommended for FAA analysts:

* Employee performance review objectives for compliance with targeting
requirements;

+ Periodic metrics to leaders in organizations responsible for targeting
(original focus was on denial metrics for FAA §702 targeting requests);
and

= Progressive measures to improve compliance with targeting
standards, including removal of FAA §702 targeting authority.
(b)(3)-P.L. 86-36
(U/ #6464+ Although not addressed by theI study, similar actions are
needed to assess, monitor, and remediate the quality of targeting reviews
conducted by adjudicators.

(U/ 8464 To measure and increase targeting proficiency of the work force,
including targeting under FAA §702 authority, SID has developed
the Targeting Workforce Readiness Standard (WRS), a functional Job
Qualification Standard (JQS) for all Agency personnel involved with
targeting. Its purpose is to establish the standard targeting tasks along with
the knowledge, skills, and abilities necessary to complete the tasks at a
defined proficiency level.* The standard is supported by training and
assessment plans (standard tests and on-the-job training evaluations). The
WRS is under review and not fully implemented. Associated development

' (U ELSHeA functional JQS defines (he standard of performance for a broad SIGINT function. such as targeting
or reporting . and crosses skill communilties. work roles. and personnel ypes. Tt applies to civilians (and contractors)
as well as military personnel. The functional JQS. once completed at the specified proficiency level. accompanies
the individual across PLs and SID.

15
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plans and a means to track progress are being created within the Associate
Directorate for Education and Training’s (ADET) Enterprise Learning
Management (ELM) architecture and include much of the required training
(classroom and on-the-job) for FAA §702 targeting analysts to achieve full
proficiency. Implementation of the WRS and associated training and
assessments will provide a means to achieve accountability for compliance
with targeting requirements and ensure training standardization and
enforcement. Development of FAA §702 metrics based on the WRS
proficiency standards would support the performance measurement
component of the WRS.

(U#FEHQ) RECOMMENDATION 1

(U//Fedeq Establish for FAA §702 targeting analysts and adjudicators ACE
performance objectives based on completion of a specified proficiency level
of the Targeting Workforce Readiness Standard and ELM training plan.

—(SHNE) ACTION: | |
(U) Management Response . (b)(3)-P
(U/ /46+8) AGREE SID| |are preparing an ELM plan for

target analysts and adjudicators. The ELM plan will be broken down into
proficiency levels, thereby allowing the analyst to register for the correct
training as stated in the ACE objective. The ELM plan for the Targetin
Workforce Readiness Standard for FAA §702 will be completed

for all National Cryptologic School (NCS) courses. Enforced
registration in the ELM program and targeting proficiency statistics to the
individual level as well as completion rate of any required FAA §702
training (NCS courses) will be comp'leted[ I Structured on-
the-job training will be phased in.
(U) Status: OPEN ]
(U) Target Completion Date: | | (b){3)-P.L. 86-36

(U) OIG Comment

(U / /#6564 Planned action satisfies the intent of the recommendation.

L. 86-36
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(U/fF6801- RECOMMENDATION 2

(U/F©40) Develop metrics and management reporting to:

= (U/FOYO) Measure targeting analyst and adjudicator compliance
with FAA §702 targeting and minimization procedures and

= (U/H=BY©j Support analysis of trends indicative of changes needed in

training or guidance.

(U//FOY®) Coordinate this process with the Comprehensive Mission
Compliance Program,

—(SHNF} ACTION: |

(U) Management Response

-8/ AGREE | | as part of the
SID Lean Six Sigma Team. Participants will assess the feasibility of

developing metrics to evaluate de-targeting trends and process
deficiencies. Final implementation will depend on technical capabilities
and deployment schedules.
(U) Status: OPEN
(U) Target Completion Date: I I

(U) OIG Comment
(U / /#66+Planned action satisfies the intent of the recommendation.

(b

i7

(tﬂ(s)-P.L. 86-36

(3)-P.L. 86-36



DOCID: 4273133

(U) This page intentionally left blank.



DOCID: 4273133

{b)(1) (SHNFy FINDING TWO: Certain FAA §702 Selectors

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

TTSHSHNF|

~SHNFY Verification that Authorized Selectors Are on Collection

(RS SHHY

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

P35St The OIG’s Report on the Assessment of Management Controls
to Implement the Protect America Act (PAA) of 2007 (ST-08-0001), 7 April
2008,

(
(b)(3)-P.L. 86-36
(b)(3)-$0 USC 3024(i)

(DA
(b)(3)-H.L. 86-36
(b)(3)-40 USC 3024(i)

19
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(1) -
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U//FE86} RECOMMENDATION 3

(U/FOY6 ACTION:

(U) Management Response

(b)(3)-P.

| . 86-36

{FS775t//#F AGREE |

(U) Status: OPEN
(U} Target Completion Date: | I

(U) OIG Comment
(U/ /#9464 Planned action satisfies the intent of the recommendation.

(b)(3)-P.L. 86-36

20
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(U/FFeH©O) FINDING THREE: Oversight Requirements of
FAA §702 Targeting Procedures and NSA Policy Are Not
Fully Addressed

—{TSHSHNF)-SV oversight of FAA §702-sourced dissemination has not been
modified to address requirements for multiple communication transactions. SV
is implementing a new process for oversight of audits of FAA §702 database
queries.

(U/FEY8) Oversight of FAA §702 Dissemination

—5/+- The FAA §702 targeting procedures associated with the 2011
certifications require that SV perform “periodic spot checks...of intelligence
disseminations to ensure compliance with established procedures....” SV
performs spot checks of both serialized dissemination and dissemination of
evaluated minimized traffic,

—ITS77St/ 7 FAA §702 minimization procedures establish unique
requirements that analysts must implement. This includes the requirement
that analysts document steps taken to verify that discrete communications
within collection containing MCTs are eligible for dissemination. SV's spot-
check of serialized dissemination does not include steps to verify that, when
MCTs were used to support what is being disseminated, the MCT
documentation required was prepared in accordance with the minimization
procedures.

(U/ [Feber

(b)(3)-P.L. 86-36
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(U/FEHe-RECOMMENDATION 4

FSHEHNFY Although not required by the minimization procedures, SV
should include in the spot-check of serialized disseminations of FAA §702-
sourced material procedures to evaluate analysts’ compliance with the
documentation requirements pertaining to dissemination based on discrete
communications within MCTs. The spot-check should also evaluate proper
use off [per NSA policy.

(U/FFedey ACTION: SV

(U) Management Response

| [to modify the methodology and process
for spot-checking disseminations of FAA §702-sourced material.
(U) Status: OPEN

(U) Target Completion Date:

(U) OIG Comment

(U/ /#6864 Closure of this recommendation will be evaluated upon receipt
of documentation supporting the action taken.

1S7%F+ AGREE | 1 b)3)

P.L. 86-36

(U) Oversight of Targeting Decisions

(b)(3)-P.L. 86-36

(b))
(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36

5+ FAA §702 targeting procedures require that SV “conduct ongoing

oversight activities and make any necessary reports, including those relating

to incidents of noncompliance [with the FAA §702 targeting
procedures]...and ensure that necessary corrective actions are taken to
address any identified deficiencies.” SV achieves oversight of targeting

decisions through several means:

. Adiud_icatnrs|

[ |[review FAA §702 targeting requests for
compliance with the FAA §702 targeting procedures and NSA's

implementation guidance. |

weo] | SV’s review includes analysis of the adequacy of

the foreignness support for these targeting requests. |

= 8V adjudicates selectors nominated by the CIA, after review by NSA

personnel |

l |the FBI

y
L=V
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implemented its own process for nominating selectors. These are also

adjudicated by SV.)

SV reviews | |selectors before (b)(3)-P.L. 86-36
sending them to the overseers bi-weekly. | ]
|

SV evaluates the targeting request for inconsistencies or inaccuracies
and might review the sources cited to support foreignness if SV
question s information | |

« A full review, including sources supporting foreignness, is conducted
for all targeting requests selected for review by DOJ/OD NI.

Supporting documentation was reviewed for:l of the (P)(3)-P.L. 86-36

targeting requests submitted for a recent review period.

—tS77 Nt Together, these processes give SV a perspective on the quality of the
FAA 8702 targeting and adjudication processes

| (b)(3)-P.L. 86-36

(U/ /#0464 An assessment of compliance with the targeting procedures,
based on SV'’s reviews of targeting requests, is not reported to management.
Such reporting would aid in identification of trends, analysts and
adjudicators whose performance demonstrates a need for additional
training, and authoritative guidance in need of improvement.

(U/F6H6} RECOMMENDATION 5

(U/4=0U0) Periodically provide management an assessment of targeting
analyst and adjudicator performance against the legal and policy
requirements for FAA §702 targeting based on SV reviews of targeting
requests. Coordinate with FAA §702 metrics reporting (see
Recommendation 2).

(U/FeH6} ACTION: SV

(U) Management Response

U AGREE Per the requirements of Recommendation 2,

will incorporate metrics for management’s assessment.
(U) Status: OPEN '
(U) Target Completion Date: | |

{U) OIG Comment
(U / /#0567 Planned action satisfies the intent of the recommendation.

(b)(3)-P.L. 86-36
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(U) Oversight of FAA §702 Raw Traffic Repositories

(U/ FOH56+ The FAA §8702 targeting procedures for the 2011 certifications
require that SV conduct periodic spot-checks of queries against repositories
containing unevaluated and unminimized FAA §702 traffic. All queries of
databases containing raw SIGINT content are subject to daily review by
auditors assigned to each targeting analyst. Under U.S. Signals Intelligence
Directive (USSID) CR 1610, Section A2.9, auditors must be trained in
accordance with SV standards or meet with SV for a briefing on auditor
responsibilities before conducting audits. USSID CR 1610 also requires that
SV conduct “super audits” of all interactive raw SIGINT database systems.

(U/ /#6461 Daily audits of queries assess compliance with FAA §702 query
requirements. Oversight of the audits is necessary to ensure that they are
properly and consistently executed. However, such reviews are not
performed with regularity. SV has piloted and will soon fully implement a
new super audit process that will examine the justifications for queries and
evaluate query terms for foreignness using various Agency databases.

(U/F~ed6) RECOMMENDATION 6

(U/A04e} Implement the super audit process and provide periodic feedback
to FAA §702 auditors and their management on the quality of audit
performance.

(U//Fe"Be+ ACTION: SV

(U) Management Response

(U/ Ao+ AGREE SID/SV has fully implemented the super audit
process for FAA 702. SID requests closure of the recommendation.

(U) Status: OPEN
(U) OIG Comment

(U /#6464 Closure of this recommendation will be evaluated upon receipt
of documentation supporting the action taken.
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(U/FF6UJ8) FINDING FOUR: Some Documentation Supporting
Use of FAA §702 Authority Has Not Been Kept Up-to-Date
and Requires Reorganization Across NSA Web Pages

(U/FF6H6} Guidance supporting compliant use of FAA §702 authority is
maintained in several locations and is not fully organized by subject. Some of the
guidance is outdated. Two Standard Operating Procedures (SOPs) provide
differing guidance on the adjudication process. SOPs for some oversight
functions have not been developed.

(U) Maintenance of FAA §702 Guidance

(U/ 6864 Part of the function of NSA’s SOPs and other forms of guidance
on FAA 702 is to instruct analysts and adjudicators in the proper use of
FAA §702 authority. Included in the guidance are such topics as targeting,
| | dissemination, incident reporting, and the requirements
for approval of FAA §702 targeting requests.

(b)(3)-P.L. 86-36
(U/ /6] These instructions are found in several places, including the
FAA, SV, a’nd:lweb pages, the SV SharePoint site, and web pages
maintained by individual S2 product lines. It is unclear whether some of
the guidance is current because it refers only to PAA, the predecessor to
FAA. In addition, much of the information on the FAA web page is
presented as tips or appears in memorandum form, making it unclear
whether it carries the same degree of authority as the SOPs.

S-S Some of the links from the FAA web page to the guidance _
documents do not work such as the| " (b)(3)-P.L. ¢
Material

1s not fully organized by topic. Thus, to access complete mformation on a
topic, a user might have to search through working aids, frequently asked
questions, and other references.

(U/ /64 The FAA web page, which should be the primary source of
(b)(3)-P.L. 86-36  authoritative guidance, is owned by the| |
SID’s FAA §702 Implementation Lead has been planning to
update the guidance on this site, but other priorities, such as support for
the 2011 FAA §702 Certification renewals, required attention.

(U) Targeting Review: Two SOPs

—SHfSHAH-Two SOPs that provide guidance for adjudication of FAA §702
targeting requests have been issued. SV prepared the| |
| |
(b)(3)-P.L. 86-36 and the| |web page carries the| |
The former, written primarily for
adjudicators, provides detailed descriptions of the review process, including

23
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examples ofl |and common _errors.  It| |J
In

contrast, the SOP published by| |lists the roles and responsibilities
for targeting analysts, releasers, and adjudicators reviewing FAA §702
targeting activities but does not provide a detailed description of the review
requirements. Responsibility for training adjudicators now resides in
I_I__l which should establish the authoritative guidance to support that
training.

(U) SOPs for Oversight Activities

(b)(1) :
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

- compliance with the authority by analysts and adjudicators.]
1 | supports 60-day reviews of targeting and

(U/ o861 SOPs are key elements of a system of management controls.
They establish performance expectations necessary to achieve corporate
objectives, including compliance with established authorities.

(U/ AFOH6+ The Agency’s use of FAA §702 authority is subject to monitoring
by SV, S2 Mission Support Staff, and Agency personnel who oversee
targeting analysts (including adjudicators). As noted already, guidance for
targeting analysts and adjudicators has been developed by SV and S2
Mission Support Staff, It is important for the oversight functions to have
documented procedures to ensure consistent execution of these functions
despite staff turnover.

—{S++H4 Responsibilities for FAA §702 oversight have changed significantly

in the past year. SV performs reviews that support assessment of

dissemination by DOJ/ODNI, and manages incident report investigation and
follow -up. As personnel outside SV have accepted responsibility for review
and approval of a significant portion of the targeting requests (including
adjudicators across the Agency), the FAA Implementation Team has
assumed responsibility for training and oversight of adjudicators and
monitoring the targeting process. Ih_as implemented the purge
adjudication process to improve the completeness and accuracy of purges of
FAA §702 data. SOPs for these oversight functions have not been fully
developed.

(b)(3)-P.L. 86-36

(U) Role of the Rules Management Process

(b)(3)-P.L. 86-36

(U/ o561 As part of NSA’s Comprehensive Mission Compliance Program,
the role of the ODOC] lis to gather, organize,
maintain, and provide access to the information contained in external
authorities, NSA/CSS policy, and compliance standards which govern NSA
mission activities, The FAA §702 guidance should be maintained within this
framework,
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(U/AeH84 RECOMMENDATION 7

(U//FOY6Y In accord with the Rules Management framework, establish a
process to maintain authoritative guidance supporting compliant execution
of FAA §702 authority:

- (U/FBH8) Organize the information to facilitate research by topic,

= (U/FFeYes Coordinate changes in guidance with required training,

and (b)(3)-R.

» (U/A-QY0) Establish a single SOP as the guidance for adjudication of
all FAA §702 targeting requests.

(U/FeH©e) ACTION:

(U) Management Response

(U//*F-G-B-G} AGREE The following activities are in progress:
lare developing and updating a single SOP for
oversight, adjudication, and targeting FAA §702 functions and

training.

* The| |is populating FAA §702

~ documentation into a repository. In October 2012, SID
work ed with the - ; to discuss the process

‘and progress.
= SV will collaborate with --S-QI:'to organize the “go FAA”
and { JFAA” web pages.

» Guidance changes that require updates to NCS courses (within
the CRSK series) will be requested via a New Learning Solution. In
such case, will be the originator upon coordination with
SV. In addition, (see Recommendation 1) will manage
changes to the Targeting Workforce Readiness Standard and ELM
training plan,

(U) Status: OPEN
(U) Target Completion Date: I I

(U) OIG Comment

(U / [2B84) Planned action satisfies the intent of the recommendation.

L. 86-36
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(U/IF6YS) FINDING FIVE: Increased Automation of
Processes Supporting FAA §702 Is Needed to Ensure
Compliance and Reduce Errors

—{(SHSHNF-The process for purge adjudication and execution relies on manual
procedures that might result in incomplete and untimely processing. Eligibility
for access to FAA §702 raw traffic databases is not verified after user accounts

are established. Notices supporting required reviews are not
automated.

(b)(;) L. 86-36
(U) Purging of FAA §702 Records sgi{a};ﬁ_ﬁﬁg__&uﬂi)

(U/ /FOT) The Agency identifies communications that must be removed
from its systems by making a determination that content does not meet the
standards for retention. Such records are ineligible as sources for Agency
reports and must therefore be removedl
Ii As these records are identified, they are added to the | Jor
MPL. This system contains items that have been or are being evaluated for
purge. NSA analysts rely on:as a primary source for reporting. To
prevent improper use of purged records, all records sourced to a report are
checked against the MPL, in real time, when a report is released. The
are responsible for deleting records from their system based on an
Execute Order, which is an authoritative request to remove data from the
Completeness of the MPL as a register of records purged and full
removal of records from the I:lare critical to compliance.

(B)(3)-P.L. 86-36

(U/ /#5643 FAA §702 records that analysts identify for purge are subject to
adjudication by personnel in: The review provides assurance that
records subject to purge are completely identified. It also avoids purging
records eligible for retention because they were collected under authorities
e _in addition to FAA §702. also.. .c:uordinates' |
(b)(3)-P.L. 86-36 I:Im execute the purge order.

(U/ /#6607 The adjudication process is manually intensive . | I

[personnel issue the execute order to the
appropriate systems and conduct follow-up without automated support.

| The manual process 1s subject to

(b)(3)P.L.8636 ~ error]

Lack of automation to
complete the purge creates the opportunity ior incomplete or untimely
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processing. |

(b)(3)-P.L. 86-36

(U/ =004 No instances of inappropriate reporting were identified during
this review which did not include testing.

(U//FOUQO) RECOMMENDATION 8

(U/FS6H67 Increase automation of the purge adjudication and execution
processes to support complete and timely execution.

(U/FoYoy ACTION:

(U) Management Response (b)(3)-P.L|86-36

(U/ o884 AGREE SID outlined a three-phased approach to develop
requirements for automation to improve purge process efficiency. plan a
schedule of work, and implement the new capabilities (see Appendix C for
the detailed response).
(U) Status: OPEN

(U) Target Completion Date: | |

(U) OIG Comment
(U / A6+ Planned action satisfies the intent of the recommendation.

(U/IIF6HO) Access Controls over FAA §702 Raw Traffic Databases

b)(3)-P.L. 86-36
—S++The FAA §702 targeting procedures associated with the 2011( N3)-P

certifications require that SV establish processes to ensure that raw traffic is
accessible only to those who have had the proper training. Raw traffic

derived from FAA §702 collection is maintained in I

To obtain a user account and access these databases, users must he

assigned to an approved mission| |obtain the
access required for the database] | and take

required training. When all of these requirements have been met,
(b)(1) ; | | an automated notice that

(RJA)-P-L Bb-3p permits establishment of an account. This process ensures that users have

a mission need to access the mformation, understand the restrictions for
handling the data, and have been properly trained in FAA §702

requirements. : "(b)(3)-P.L. 86-36

(U/ [FereH |does not update training or access information
after accounts have been established. does not verify that persons
accessin% FAA §702 raw traffic databases continue to meet eligibility criteria.

can be used to verify this information; began using

30
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:lfor this purpusel I Plans for :lhave not been

established.

(U//-FG-H-G-)I:' provides authorization attributes and access control

services to NSA enterprise programs and projects. NSA/CSS Policy 6-31,
Authentication and Authorization Services on NSANet Resources, 26 July
2010, requires that all legacy data repositories and applications be

enabled. According to the policy, a system is enabled
when it utilizes attributes about the user; obtained from and
applies authorization decisions based on those attributes.” The
Usage Guide states that, “authorization is based on privileges held such as
security clearances, training completedl |

(U/ /#6567 Failure to verify user attributes that qualify for raw SIGINT
access increases the risk of inappropriate access to FAA §702 raw traffic
databases. although no such inappropriate access was identified by the OIG
during this study.

(U/Fe46} RECOMMENDATION 9

U/ Establish for repositories of FAA §702 data, | |
a means to verify that users remain eligible for access.

(b)(3)-P.L. 86-36 (U/FBHE) ACTION: | I

(U) Management Response

(U/ /#656) AGREE | |manages the mapping of access controls
thro-u-ghl [to repositories. Eligibility to access FAA §702 data
is updated and reflected in |
' |are able to restrict access according to a user’s eligibility
status. This control was previously handled at a system level but is now
managed by| |SID requests
closure of the recommendation.
(U) Status: OPEN

(U) OIG Comment

(U / [46-) Closure of this recommendation will be evaluated upon receipt
of documentation supporting the action taken.

|Required Reviews of FAA §702 Selectors

—SHNFY

(b)(1)
(b)(3)-P.L. 86-36

—&5- Under FAA §702 authority, analysts are required, before tasking
selectors, to determine that the intended target is a non-USP reasonably

(b)(3)-50 USC 3024(i) believed to be outside the United States and confirm that the person is

appropriate for targeting under FAA Certifications. After tasking is initiated
and collection begins, the targeting procedures require NSA to conduct post-
targeting analysis “designed to detect those occasions when a person who
when targeted was reasonably believed to be located outside the United
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States has entered the United States, and will enable NSA to take steps to
prevent the intentional acquisition of any communication as to which the
sender and all intended recipients are known at the time of acquisition to be
located in the United States, or the intentional targeting of a person who is
inside the United States.”

—t54F+ To ensure compliance with these requirements, the Agency has
implemented the Obligation to Review (OTR) process, which establishes
standards for post-tasking reviews, Initial target verification must be
completed within five days of receipt of communications for the tasked
selector. Analysts must confirm that:

* The user of the tasked selector is the intended foreign intelligence
target,

*» The target remains appropriate under the Certification cited in
tasking and is not a USP, and

» The target remains outside the United States or there is no
information to indicate that the target is inside the United States.

—SM-After the initial verification, analysts must review sufficient
information to verify that no change has occurred in the target’s status that
would affect eligibility for targeting. NSA’s internal guidance directs that

:E;g;-P.L. 86;36 this .Fevie_w is to he dpne at least every 30 days. In addition to the_

(b)(3)-50 USC 3024(i) requirements for I‘fijlEW‘I : . ! |analysts must determme_
whether the collection obtained is routinely of a type that might require
prompt destruction (e.g., domestic communications).?

~8-A5H-r Automation _has been implement ed to support compliance with

the OTR requirements. |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

" (U4~ Guidance to Analysts on Obligation to Review Data Under Protect America Act and the FISA
Amendments Act (on the FAA web page).
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U/fFeY©e) RECOMMENDATION 10

H5HSHF) Improve accountability for compliance with NSA's internal OTR
requirement:

-

. | | (D)(3
(U/H~ede} ACTION: |

(U) Management Response

ST S+ AGREE SID reports that the requirements| |
| |

are completed. | |

|
(U) Status: OPEN
(U) Target Completion Date: | |

(U) OIG Comment

(U /HBH6+ Planned action satisfies the intent of the recommendation.

33
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(b)(3)-P.L. 86-36
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(UHFOUHO) FINDING SIX: The FAA §702 Curriculum Needs to
Be Updated and the Training Requirement Enforced

(UHBH8) Although the new FAA §702 course significantly improved training
content, additional subjects should be considered, and the training should be
enforced. An online resource supporting adjudicator training is needed.

(U) Analyst Training

(U) SID has significantly improved training for FAA §702

(U/ o8 All personnel with access to FAA §702 raw traffic databases
must take the training course “FISA Amendments Act (FAA) Section 702"
(OVSC1203), which provides students with an understanding of the legal
policies and minimization procedures for this authority.

(b)(3)-P.L. 86-36

#ﬁﬁ) “FAA702 Practical Applications,”|
teaches application of FAA §702 authority. The course is part of the

1 | which is establishing common
standards and processes for SIGINT targeting and creating training and
competency assessment mechanisms to support those standards. “FAA702
Practical Applications” will provide a tool to improve analyst understanding
of how to apply FAA §702, including clear examples of documentation that
meets the legal and policy requirements, and exercises in the use of the
principles. Topics covered in the training include targeting requirements,
selector research, documentation required to support the targeting decision,
approval of targeting requests, analyst obligation to review communications
to verify that selectors continue to meet targeting requirements, and incident
research and reporting.

(U/HSGT “FAAT02 Practical Applications” does not address certain topics
important to compliance with FAA §702

—F5F 5N “FAAT02 Practical Applications” focuses on targeting and
target maintenance. Certain matters were not included in the scope of the
course, including handling of incidents resulting from improper
minimization, dissemination, handling, and site tasking, Based on
interviews with SID personnel and OIG review of the course, other matters
should be considered for addition to the course:

= Explanation of the reasonable belief standard,

* Reporting (including the new procedures required for handling
MCTs),

*= Query requirements, and

* Procedures for sharing FAA §702-derived information within the
Agency and disseminating FAA §702-derived information to
customers.
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(b)(3)-P.L. 86-36

, ; RN

(U/F658) “FAAT02 Practical Applications” is not enforced for targeting under
FAA §702 authority

(U/ 67 According to S2 officials, completion of “FAA702 Practical
Applications” is required for analysts who have access to data derived from
FAA 8702 collection. The course offers more detailed training in the
application of the authority and the potential to improve targeting efficiency
and compliance with FAA §702. However, the requirement to take the
course will not be enforced until ADET modifies the content to address
deficiencies identified by SID Operations personnel plan to begin
enforcing the requirement for all analysts with access to FAA §702
information | |

(U) Adjudicator Training

(b)(3)-P.L. 86-36

—tS++5H Adjudicators verify that targeting requests meet FAA §702

compliance standards before tasking. A significant training effort was

undertaken |

ut a standardized online resource is needed to support current
and future adjudicators. An online course would provide the basis for
performance standards, support consistency of training, and serve as a
ready reference when questions arise.

(U/FEH6-RECOMMENDATION 11

(U/H2H0) Modify the FAA §702 curriculum:

* (U/FOY6) Include additional training on incidents (e.g., from
improper minimization, dissemination), reporting requirements
unique to FAA §702, query requirements, sharing of FAA §702-derived
information, and an explanation of the reasonable belief standard;

+ (U/FB4Y6e) Update “FAAT02 Practical Applications” and enforce the
requirement for all FAA §702 analysts to complete the course; and

= (UHBH8} Document the adjudicator training and make it available for
reference.

(UHFEHEYT ACTION: | ||

(b)(3)-P.L. 86-36
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(U) Management Response

(U/ /#6661 AGREE
OVSC1203: SV will work with ADET to update the FAA §702 (OVSC1203)

course to reflect the amended Targeting and Minimization Procedures that
the Foreign Intelligence Surveillance Court approved in September 2012.
Ewill publish training slides onto the S2 FAA §702 Targeting
Review Guidance web page and work with ADET to update OVSC 1203

CRSK 1304 & 1305: Updates to “FAA702 Practical Applications”
(CRSK1304) and “FAA702 Adjudicator Training” (CRSK1305) were
completed| | In addition, enforced registration in the
ELM program and targeting proficiency statistics to the individual level as
well as completion rate of any required FAA §702 training (NCS courses)
will be completed | | Structured on-the-job training will be
phased in.

(U) Status: OPEN

(U) Target Completion Date:

(U) OIG Comment

(U / /#6146 Planned action satisfies the intent of the recommendation.

(U) Conclusion

(U/ H=H67 NSA has designed a system of management controls, including
training, policies, processes, procedures, systems, and oversight, to ensure
compliance with FAA §702. Our recommendations suggest ways to improve
the overall control environment in which the FAA §702 authority is used.

(U) This review examined the design of the controls. Compliance and
substantive testing needed to draw conclusions on the efficacy of the
management controls will be conducted in a later review.




DOCID: 4273133

(U) This page intentionally left blank.

38



DOCID: 4273133

IV. (U) OBSERVATION S

(U/FoHE) Procedures to Improve Representations to the FISC

(b)(3)-P.L. 86-36

(U/ /#6H6+In an operation as diverse as NSA, where a multitude of legacy
systems are involved in processing and compliance under a given authority,
it is understandable that variations might exist in systems and manual
procedures involved in the application of authority under FAA §702. These
variations have the potential to create compliance concerns when standards
are mandated for all users of an authority. | | NSA expanded its
use of Verification of Accuracy (VoA) procedures to NSA’s FAA 702
Minimization Procedures and Affidavits. NSA’s VoA procedures are to be
applied to written representations that describe NSA’s acquisition,
processing, retention, analysis, and dissemination and form the basis of a
legal opinion, a FISC Order, or an Executive Branch decision or authority.
The purpose of a VoA review is to increase confidence that the
representations made to external entities are accurate and based on a
shared understanding among operational, technical, legal, policy, and
compliance officials. The VoA procedures require all factual statements
within the declarations to be verified. Subject documents must be reviewed
by authorizing individuals identified by senior leaders within the
Directorates.

(U/ /#e04 Additional training, maintenance of clear and updated guidance,
and continued implementation of the VoA procedure s will provide an
increased level of confidence in obtaining a consistent understanding of
Agency processes and in the accuracy of representations made regarding
these processes to outside authorities (see Recommendations 7 and 11).

(UIFOYO} Effect od on Compliance with FAA §702

(U//FoEer|

3)-P.L. 86-36
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(b)(3)-P.L. 86-36

(U/HFOYO) Effect of Manual Entry of Information on Targeting Requests

—t5/HH A significant requirement for processing targeting requests under
FAA §702 authority is the documentation of support for analysts’
determination that the target is outside the United States and is not a USP.

(b)(1) :
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

5 Before the targeting request is approved, adjudicators review the
sources documented in the targeting request that support the foreignness of

the selector. |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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V. (UFBHE8)» SUMMARY OF RECOMMENDATIONS

(U/HFEYeY RECOMMENDATION 1

(U/FFOH©0) Establish for FAA §702 targeting analysts and adjudicators ACE performance
objectives based on completion of a specified proficiency level of the Targeting
Workforce Readiness Standard and ELM training plan.

{S#NFY ACTION: | I
(U) Status: OPEN (b)(3)-P.L. 86-36

(U) Target Completion Date: I:l

(U//FE6H6+ RECOMMENDATION 2
(U//FOYOY Develop metrics and management reporting to:

« Measure targeting analyst and adjudicator compliance with FAA §702 targeting
and minimization procedures and

« Support analysis of trends indicative of needed changes in training or guidance.
(U/FPOB07 Coordinate this process with the Comprehensive Mission Compliance

Program.
—S#HNF) ACTION: |

(U) Status: OPEN (b)(3)-P.L. 86-36

(U) Target Completion Date: | | (b){_‘l__) .

(b)(3)-P.L. 86-36
(U/Fe-96) RECOMMENDA TION 3 (b)(3)-50 USC 3024(i)

’:@ﬁsws-i |

(U/FBYdey ACTION: .

(U) Status: OPEN ARl B

(U) Target Completion Date: :l

—tHed8) RECOMMENDATION 4

—{FS#5HANE) Although not required by the minimization procedures, SV should include in
the spot-check of disseminations of FAA §702-sourced material procedures to evaluate
analysts’ compliance with the documentation requirements pertaining to dissemination
based on discrete communications within MCTs. The spot-check should also evaluate
proper use of |per NSA policy.

(U//IFOe+ ACTION: SV (b)(3)-P.L. 86-36
(U) Status: OPEN
(U) Target Completion Date: |
(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of
documentation supporting the action taken.

41
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(U/Fed6) RECOMMENDATION 5

(U/FFEY83 Periodically provide management an assessment of targeting analyst and
adjudicator performance against the legal and policy requirements for FAA §702
targeting based on SV reviews of targeting requests. Coordinate with FAA §702 metrics
reporting (see Recommendation 2),

(U/AFBHde) ACTION: SV

(U) Status: OPEN Y y
(U) Target Completion Date: | | L et

(U/F~8d8) RECOMMENDATION 6

(U/fF6H8) Implement the super audit process and provide periodic feedback to FAA §702
auditors and their management on the quality of audit performance.

(U/FFHe) ACTION: SV

(U) Status: OPEN SID/SV reports the super audit process is fully implemented for FAA 702.
(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of
documentation supporting the action taken.

(U/Fede) RECOMMENDATIO N 7

(U/HSY6) In conjunction with the Rules Management framework, establish a process to
maintain authoritative guidance supporting compliant execution of FAA §702 authority:
= Organize the information to facilitate research by topic,
= Coordinate changes in guidance with required training, and
- Establish a single SOP as the guidance for adjudication of all FAA §702 targeting
requests.

(U/Fe40) ACTION: | |

(U) Status: OPEN
(U) Target Completion Date: | | (b)}3)-P.L. 86-36

(U//[Febe4 RECOMMENDATION 8

(U/F6Y8)-Increase automation of the purge adjudication and execution processes to
support complete and timely execution.

(U//F848) ACTION: | |
(U) Status: OPEN (b)(3)-P.L. 86-36
(U) Target Completion Date: | |

(U/FF6H6) RECOMMENDATION 9 (b)(3)-P.L. 86-36
(U/F~ed61 Establish for repositories of FAA §702 data, a
means to verify that users remain eligible for access.
(U/FEH8) ACTION: | | - (b)(3)-P.L. 86-36

(U) Status: OPEN SID reports that actions have been taken to resolve the recommendation and
requests its closure.

(U) OIG Comment: Closure of this recommendation will be evaluated upon receipt of
documentation supporting the action taken.

—TFOPSECRET/ST/NOFORN
42
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(UHedey RECOMMENDATION 10
(U/FOY6) Improve accountability for compliance with NSA’s internal OTR requirement:

tatus: -
. b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
(U) Target Completion Date: | | (B)3) (b)(3)-50 USC 3024(i)

(U/FOHES+RECOMMENDATION 11
(U//FFeH0T Modify the FAA §702 curriculum:

« (U/FFOU0T Include additional training on incidents (e.g., improper minimization,
dissemination), reporting requirements unique to FAA §702, query requirements,
sharing of FAA §702-derived information, and an explanation of the reasonable
belief standard;

» (U/IiF2Y6]j Update “FAA702 Practical Applications” and enforce the requirement
for all FAA §702 analysts to complete the course; and

« (U/FSUe) Document the adjudicator training and make it available for reference.
(U/FeH6) ACTION:

(U) Status; OPEN .
(U) Target Completion Date: | | (b)(3)-P.L. 86-36
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VI. (U) ABBREVIATIONS AND ORGANIZATIONS

(U) ADET Associate Directorate for Education and Training
(U) CDW Corporate Data Warehouse
57t CIA Central Intelligence Agency
(U) DIRNSA Director of NSA
S-S DN Digital Network Intelligence
S5+ NF-DNR Dialed Number Recognition
(U) DOJ Department of Justice
(U) ELM Enterprise Learning Management
(U) FAA Foreign Intelligence Surveillance Act Amendments Act
(U) FBI Federal Bureau of Investigation
(U) FISA Foreign Intelligence Surveillance Act
(U) FISC Foreign Intelligence Surveillance Court
(U) ISP Internet Service Provider
tF5/ 53 MCT  Multiple Communications Transactions
(U) MPL Master Purge List
(U) NCS National Cryptologic School
S NTOC NSA/CSS Threat Operations Center
(U) ODNI Office of the Director of National Intelligence
(U) ODOC Office of the Director of Compliance
(U) OGC Office of General Counsel
(U) OIG Office of the Inspector General
(U) OTR Obligation to Review
(U) PAA Protect America Act
(U) PL Product Line
(U)} |
(U) S02 SIGINT Policy and Corporate Issues Staff
(U) S2 SID Analysis and Production
(U)
| ()
(b)(3)-P.L. 86-36(U)
' (U)
(U) S3 SID Directorate for Data Acquisition
(U)
(U}ISID Signals Intelligence Directorate I
(U) SIGINT Signals Intelligence
(U) SOP Standard Operating Procedure
(U)
(U)
(U) SV SID Oversight and Compliance
(U) TD Technology Directorate
(V)
(U)
(U)
(U)
(U) USP U.S. person
(U) USSID United States Signals Intelligence Directive
—TFOPSECREF/STHNOTFORN-
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(] I | - o T (b)3)-P.L. 86-36
(U) VoA Verification of Accuracy
; ti* J‘ﬁ(ﬂm‘ - - -
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(U) ABOUT THE STUDY

(U) Objective

(U/ 44 The objective of this study was to assess the adequacy of
management controls designed to provide reasonable assurance of

compliance with Section 702 of the Foreign Intelligence Surveillance Act of
1978 (FISA), as amended by the FISA Amendments Act of 2008 (FAA §702).

(U) Methodology

(U/ HE63 This study was conducted from March 2011 to February 2012
and was based on review of published and draft forms of guidance; review of
certain controls in systems supporting application of the authority; and
interviews with managers and analysts responsible for targeting. approval,
and oversight subject to FAA §702 requirements. (This report of the study’s
findings also incorporates information that was provided subsequently ,
primarily with respect to Finding Three.) Testing of the controls identified
will be the subject of a later review.

(U/ /POP6T The study was conducted according to the standards of the
Council of the Inspectors General on Integrity and Efficiency Quality
Standards for Inspection and Evaluation, January 2011. We believe that the
information derived from interviews and the documentation reviewed
provides a reasonable basis for our findings, observations, and conclusions
according to our study objectives.

(U) Use of Computer-Processed Data

(U) The use of computer-processed data was not necessary to perform this
audit.

(U) Prior Coverage

(U/F6H6) Assessment of Management Controls to Implement the Protect
America Act (PAA) of 2007

—8- The Assessment of Management Controls to Implement the Protect
America Act of 2007 found that additional controls were needed to verify that
only authorized selectors were on collection and that tasked selectors were
producing foreign intelligence on the expected targets. The study also
identified the need for more rigorous controls to increase the reliability of
spot checks for PAA compliance (PAA was the predecessor to FAA).

A-1



DOCID: 4273133

(U/HEH0T Audit of the FISA Amendment s Act (FAA) §702 Detasking
Requirements

—{S7/~ The OIG Audit of the FISA Amendments Act (FAA) § 702 Detasking
Requirements |

| |and that the Agency does not have a
consistent process to ensure a seamless transition from FAA §702 authority
to FBI FISA.

(b) (1)
(b) (3)-P.L. 86-36

A-2



DOCID: 4273133

(U) APPENDIX B

(U) FAA §702 Control Requirements
and Management Controls
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(U) FAA §702 CONTROL REQUIREMENTS AND MANAGEMENT CONTROLS

(b} (1)
(b) (3)-P.L. BE-36

—t5~MHL Many of the internal control requirements are established by the Affidavit of the Director of NSA (DIRNSA
submitted for each Certification, Exhibit A to the Affidavit, and Exhibit B to the Affidavit, |

|
I IExhiEn A establishes the Agencyv's FAA 8702 targeting procedures: the process lor determining that a person
T

argeted under Section 702 of the Foreign Intelligence Surveillance Act (FISA) Amendments Act of 2008 (FAA §702)
authority is a non-U.S. person (USP) reasonably believed o be located outside the United States; required post-targeting
analysis to ensure that the Agency does not intentionally target a person known at the time of acquisition to be in the
United States and does not result in intentional acquisition of domestic communications, required documentation of the
foreignnes s determination: compliance and oversight; and steps required for departure from the procedures. Exhibit B
contains the minimization procedures to be used for information collected. In addition to the control requirements
established by the affidavits and exhibits, the Standards for Internal Control in the Federal Government provide a
general framework of controls that should be incorporated into daily operations.

(U] This document provides a summary of the internal controls in place to meet these require ments.
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Assessment
Control Objective” Source Control Description o - Needs
X Impro
() TARGETING PROCEDURES
1 | (L) Determination of Whether the Acquisition (U} Exhibit & Targefing Requirements:
Targets Non-USPs Reasonably Believed to Be e |
Located Outside the United States | |

FraErRISA determines whether a person is a
Jthe selector tasked

non-USP reasonably believed to be outside the |
Lfmted States in light of the tqtailly o[_lhe Y and support Tor the ble belef of forei is alsa required
circumstances based on the information available X - X
with respeet to the. person, ~tEH#F-The Targeting Rationale (TAR) Statement is also reguired and
NSA documents why targeling is requested and must indicate the tie to a

aralyaTs may use Ton o are aroate of foreign intelligence purpose specific to the FAA Cerification under which
the following to make that determination: targefing Is requested.

Lead information 'Ifs i | I| L]

agdei?;:tzr[arll mﬁ:;izases. Bl yapoct. | e atrReleaser review, Signals Intelli ( NT) Directora
S0 Product Ling (PL) personnel lwlewl I
| | |Iargetir1g Reguests for overall compliance wi e chosen
rtification before releasing it for adjudicah’on| ]
|

i Adjudication: Al targeting requests submitted under FAA §702
Certifications must pass this review for accuracy of processing and
sompliance with FAA 5702 requirements. It includes the
appropriatenass of the target to the carification, verfication of the
support for reasonable belief of forelgnness, conflirmation that the most
recent foreignness support is used, and that the information supports the
non-USF status of the target, (See recommendation 11 regarding
determination of a single Standard Operating Frocedure (SOP) for

adjudication )

(b))
{b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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Assessment
Control Objective” Source Control Description Needs
Good Adequate Improvement
2 (L) Determination of Whether the Asquisition (U) Special Processing:
Targets Non-USPs Reasonably Believed to Be ettt
Located Outside the Unitad States (continued)
(B)(1) |5+ The Central Intelligence Agency (CIA) has its own nomination ¥
(b)(3)-P.L. 86-36 process. Requests are reviewed for FAA §702 compliance by NSA
(b)(3)-50 USC 3024{(1) Imrsonneil :
| | SV perlarms the
adjudication review.
&M+ FBI Tasking Requests; The FBI implemented -its own (b)(3)-P.L.186-36
%process subsequent to the field work on this study:
[T |
3 sk To acquire communications about the | (U) Exhibit A ey |P filters are used to ensure that one end of collected
target that are not to or from the target, NSA will lications for DNI selectors is foreign (see special requirements
[ Jto enstire for Multiple Gommunications Transactions (MCTs } — Minimization #
that the person from whom it seeks to obtain Procedures, row 4).
foreign intelligence information is located overseas
l| |N'5A ill direct 1 |(b)1)
Will direc
survelllance at a party to the communication (b}{S]»P.L. 8636 r
reasonably believed to be outside the United {b)(3)-50 USC|3024(i)
States
4 (L) Assessment of the Non-USP Status of the (L) Exhibit & (U) See Targeting Requirements (rows | and 2).
Target
=TS Information that MNSA examines to
determine whether a target is reasonably believed
to be located outside the United States might also 8
bear on the non-USP status of the target. For
axample

(b)(3)-P.L. 86-36
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(b)(1)

(b)(1)
(h){(3)-P.l. B6-36

|The adjudicator's review verifies

the reasonable beliel of foreignness and that there is no contrary
Information conceming the target's USP status

{b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
Assessment
Control Objective” Source Contrel Description Needs
Good Adequate Improvement
5 : To grevent inadvartent targating of & (L) Exhibit A
USF‘,i |
Sty
| | q
]

B-4
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Assessment
Control Objective” Source Control Description Needs
Good Adequate
Improvement
B |-tEr Assessment of the Foreign Intelligence (W) Exhibit A “Taifr The TAR Statement documents why targeting is requested and o

Purpese of the Targsting must indicate the tie to a loreign intelligence purpose specilic to the FAS

~ShTo assess whether the target possesses Certificalion under whith targeting Is requested. This is subject to

andler is likely to communicate foreign_intell adjudication

infarmation related to a forelgn powe
q MNSA considers infarmation a

ineluding

seleclor

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

(b)(3)-P.L. 86-36
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(D)X3)-S0 USC 30280, g rcREFrstvOFORN—
& 0 I » i/

B-6

Assessment
Control Objective® Source Control Description Needs
Good Adequate Improvement

3 I, (U/FeEEs POST-TARGETING ANALYSIS BY (U) Exhibit A | e NEA's Internal Obligation to Review (OTR) policy reqlires

MNSA analysts to perform reviews as follows:

e et Fost -targeting analysis is designed to - Initial collection must be reviewed within 5 days to venly that the ( j(1]

detect when a person who, when targeted, was user of the selector is the intended foreign intelligence target, {b)(3)-P.L. 86-36

reasonably believed to be located outside the the target is appropriate to the FAA Certification under which it i <

United States has since entered the United States is tasked, and the selector is pot in the United States ora USP. { }3)-50 USC 3024(i)

and will enable NSA to take steps to prevent - Collection must be reviewed at least every 30 days to affirm the

intentional acquisition of communication in which target's foreignness and non-USP status and verify that

the sander and all intended tecipients are-known-at information obtained is not of a type to raquire immediate

the time of acquisition o be located in the United destruction (e.g., domestic communications).

States. or the Intentional targeting of a person who %

i& in the United States. Such analysis may includa: Curiayiie |

#
]
|
(b)(1)
{b)(3)-P.L. 86-36
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Assessment
Control Objective” Source Control Description Needs
Good Adequate Improvement
Il {U) DOCUMENTATION (U} Exhibit A “TeeEAll targeting requests submitted under FAA §702 Cenifications
—ramER Analysts who request tasking will are sublect lo review by an adjudicater for verification of compliance with
decument inﬁe laskinqualaba:e I:?:Iration of requirements including approprialeness of the target to the Certification,
citations to the informatian that led them o support for determination of forelgnness and USP status, and foreign
reasorably believe that a targeted persan is intelligence purpose. The adjudicator is responsible for ensuring that the
located outside the United States. Before tasking support far reasonable belief of forsignness is documerded ina
is approved, the database entry for that tasking will database maintained by 31D SV
be reviewed to verily that the database entry |=+S#—r The largeting system requires the analyst to choose from a
contains the necessary citations. menu of foreign intelligence purposes specilic to each FAA §702
84447 A citation is a reference that identifies the joal] certification is chosen, the analyst must s #
3 [ ; ] associated with that ceftification. If the|
WHIE | Is not in the menu, the selector cannot be tasked under
Wil maitain, The ctalion wil enable those FAA authority
responsible for conducting oversight to locate and (b]ﬁ]
review the Information that led NSA analysts to
conclude that a target is reasorably believed to be (b)(3)-P.L. 86436 (b)(3)-P.L. 86-36
located outside the Unlt.etl_ Statles. - (b)(3)-50 USC 3024(i)
nalysts also will identify the foreign power
bout which they expect ta
obtain foreign intelligence.
IV, (U) OVERS|IGHT AND COMPLIANCE (L) Exhibit & (UiFetey Adjudicators are subject to the same training requirements
(U/FOHGS SV with NSA's OGG will develop and as analysts. They also have recejved in-person training on the targeting
deliver training to ensure that personnel review process. Documentation standardizing the information provided
respansible for appraving hrgeﬁ_ng of persans in ;hls_ training has not been made available online for reference by the
under FAS §702, as well as analysts with access adjudicators
to the acquired forzign intelligence information, (/e sV and OGC developed the “FISA Amendment Act (FAA)
understand their responsibililies and the Seqtion 702" course (OVSC1203) when FAA was implemented. |t B
procedures that apply to this acquisition. locuses on the legal requirements of FAA.
(Ul/Fakkes A new course, “FAA T al Applications ™
(CRSK1304), was made availablg It provides analysts with
detailed examples of use of the autharity, The requirement for its
completion s not yet enforced (see Recommendation 11)

(b) {(3)-P.L. 86-36
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Control Objective”

Source

Control Description

Assessment

Neads

Imp

(Lif=des SV has established processes for
ensuring that raw traffic is labeled and stored only
in authorized repositories and is accessible only to
those wha have had the proper training

(t

(U) Exhibit A

h)(3)-P.L. 86-3¢

(/e Al collection stores must be compliance cerdified before they
can be vsed o process. or store FAA §702 data

(/e All FAL §T02 systems are cenlified for purge and access
functions ,
(Ln=2H54 To obtain access to the FAA §702 databases individuals

p must have anapproved mission (entered ln:] by their
upervisor). appropriate clearances (supervisor must request in the

§

I bystem]. and required training
(Overview of Inteligence Aulhontles, USSID 18 Legal Compliance and
Minimization Procedures, and OWVSC1203).

BT Requests for analysts access tof |

ontaining FAA 702 data must
& subm Y ar access sponsor access must be
approved by the[——Jowner.
(L= 5V reviews requests for compartmented accesses, verifying
that the analyst has required training and an appropriate justification for
access (8.0, Includes mission function, targets requiring FAA access)

FF& ﬂ@; ECRE] venl‘,r an aceount IioiaerE COH‘II‘IUII"IQ engiEiH'[y o

access FAA §702-derlved collection. Eliglbility is determined when the
account fs established. Compliance with annual requirements to update

L] : rified at sign-on g t-up (thie wae correctad
far ina system updat (see Recommendation

2

—

{

)3)-P.L. 86-36

a1

)(3)-56.USC 3024(i)

(b){3)-P.L. 86-36
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listing all the key fislds for the review. | 1

T0J sends NSA 3 spreadshest

of e seleciors chosen 1of review. SV must gather all supporting
material for each selector.

Assessment
Control Objective” Source Control Description Needs
Good Adequate Improvement
1 (U/iFesas SV will conduct oversight activities and | (U) Exhibit A (U} Incident Reporting — see row 13,
will make necessary reports, including those (OO low : ;
refating fe incidents of non-compliance, to the NSA - S pedonns Wi tobowiie ve st swities:
inspactar General and OGC, r = —lnewly tasked or retasked before
. sending to DCJ and Office of the Director of Mational Inteligence (ODNI
=~ SV will alse ensure that comrective actions Di-waekly.
are taken to address wertified deficlencies. To
that end, SV will conduct periodic spot checks of {b)(1)
targeting decisions and intelligence disseminations {b)(3)-P.L. 86-36
o ensure o iance with established procedures (b)(3)-50 USC 3024(i)
and conduct periodic spot checks of queries in
data repositories.
- Review targeting support for the bulk of items requested b
DOJ/ODN] for the 60-day review
Q If support is insufficient, SV WIT Tolow dp W & adjudicator #
and largeting analyst for additional support or correttive action (including
possible detasking).
(b)(3)-P.L. 86-36 - Spot check sefialized reports based on FAA 5702 information,
feports containing USP identifiers_and evaluated, minimized tlal’fiD
following up on Identified
discrepancies  Provide record of all FAA §702-derived dissermination for
review by DOJ/ODNI and follow up on any issues identified in their
review . SV's spot check of serialized disseminations does riot include
rocedures| |
[ [verfication of analysis ;
Complance with The minimizanon procedures documentation (0)(3)-P.Ly 86-36
requirements for dissemination defved from MCTs(see
Redommendation 4).
- Oversight of Queries: All queries are reviewed daily by auditors in
the 51D production centers. SV has not conducted reviews of auditor
performance consistently (see Recommendation 6)
12 (UrfFstey DOJ and QDN will conduct oversight (Y Exhibit & (/s 5V coordinates bi-monthly reviews by DOJ/ODN| of targeting
of NSA's exercise of [FAA §702 authonty], which and dissemination. including respanding to guestions raised and
will Inelude periodic reviews by DOJ and QONI providing feedback sessions to adjudicators on the overseers' findings,
personnel to evaluate the implementation of the [-r&raebi+ DOJ performs reviews every 60 days covering all tasking and
pracedures. Such rewiews will occur at least once dissemination for a two-manth pariod. Every 15 days. SV sends a
every 60 days. document to DOJ for each certification,_one each for DNI and DNR E

(b)(3)-P|L. 86.
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Assessment
Control Objective* Source Control Description £e Neads
Good 1 5
mp
13 | (Uis=een NSA vill report to DOJ and ODNI (L) Exhibit A (U} Incident Research/Reporting:
incidents of non-compliance with these prozedures (UFeeen SV and the targeting team research potential incidents
by NSA persannel that result in the intentional jointly, SV maintains records of the meiderits (b)(3)-P
targsting of a person reasonably believed to be Jir a SharePoinl database TManages
lacated |n the: Urited States. the intentional The Tallow-up process 1o praduce the required notice to DOJODNI within
targeting of a USF, or the intentional acquisition of & business days of confirmation of an incident
communication in which the sender and all SR 1
intended recipients are known at the time of it |
acquisition to be located within the Uniten States.
(LirFean NSA will pravide such reports within 5
business days of leaming of the Incidert,
| |
(b)1)
| SANEFORC raviens he mcidert and Wtiately detetmines whatter £ [ a) s Dp-a0
e reviews the incident and ullimately determines whether - s
meets the criteria for reporting to DOJ/OONI. For incidents of non- (b)(3)-50 USE 3024(i)
compliance with procedures (e.g.. failure to appropriately detask a
selector. over-collestion). NSA must explain why it happened and what
steps were taken to remediate the matter (e.g,, purge dafa, provide
additional training). DOJ determines whether the matter must be
reported to the FISC |n accordance with Rule 13(b} of the FISC Rules of
Procedure,
(U0 The Target of Primary [nterast (TOPI) provides SV with the
parameters lor hecessary purge of j i
[ Incident record in SharePaoint. S2°
Fuses this infermation to initiafe The purge process. verlying 1hat
parameters include_all affected collection without purging informalion
eligible for retention. [ |
(UmRalICL) Infarmation acquired by intentionally |_9 |
fargeting a USF or a person not reasonably P B
believed to be outside the United States at the time I_l_rﬂ'_\'h_l_k_‘w puUrge process
of such targeting will be purged fram NSA relies on manual procedures fhal create a risk of incomplete or untimely
databases. purge execution (see Recommendation &),
(b)(3)-P.L. 86-36

L. 86
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Assessment
Control Objective” Source Control Description Needs
Good Adequate Improvement
14 [TSHNNSA will report to DOJ and OONI Incidents | (U) Exhibit A |78 Per OGC, the sammie incident reporting process is used for
of non-compliance (including over<allection) by matters involving providers incident reports ‘b]“}
any electroniac communication sernvice pravider to @5 a result of provider error have been il (b)(3)-P.L 86-36
whom the Altorney General and Director of " whae

Hatiorial Intelligence issued a directive under §702.
Such report will be made within 5 business days
after deterrining that the provider has not
complied or does not intend to comply with a

directive,

15 {8 In the event that NS4 corcludes that a (L) Exhibit & | =SS s the analyst's respansibility to follow up on
person is reasonably believed to be located Information from review of traffic and detask all related selectors
outside the United States and, after targeting, promptly il the target is in the United States or identified as a USP, the

learns that the person is inside the United States or rimary user is not the target

If NSA concludes that a persan, who at the lime of An incident is initiated

targeting, was believed to be a non-USP was in dentification_of i A ¢l

fact a USP, it will take the following steps: Teview of collaction.

1. Terminate the acquisition without delay, If NSA m_—‘ ] The
2 2 g argeting team works with SV to document the incident. Information

inadvertently acquires a communication sent to or !

from the target while the target was located inside captured in the Incident Report database Includes the detasking date, th"“

the United States, including communication In whether other selectors associated with the target were detasked, and C(b)(3)-PIL. 86-36
parameters for purge of communications collected that are ineligible for (b)(3)-P|L. 86-

which the sender and all intended recipients ars .
reasonably believed loabe lozated |§si5ﬂe the United fetention. SV follows up with PL personnel ta ensure that the incident - (b){3)-50 USC 3024(i)
record iz complete, including entry of purge criteria, i

States at the time of acquisition, such

communication will be treated in accordance with -Mpelécml management ensures lhat:
the minimization procedures Insident folleve-up are handled timely. regardiess of analyst turnover or
2. Report the incident to DOJ and ODNI within & absence.
business days I::ls respons:; ;or l me;y ;n;nw-up.
Note: [mplementat an of| [WIII add
m

controls over the process, Including a requirement for anagement
te document their review that the Incident record |s complete,

(1)(3)-P.L. 6Bl l

(U) See Row 13— Incident Reporting.

- 1 il
s 0 75 1

B-11
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Good X Imp
16 | V. (U) DEPARTURE FROM FROCEDLIRES (L) Exhibit A (Urieeen According to OGC, such actions would be coordinated by
i If, to protect against an immediate threat to that deparm!elnl and involye per:ip_nnel at the hlghesi levels of the
national security, NSA determinies that ft must take Agency; DOJ/ODNI would be notified, No specific procedures or L
action lemporarily in apparent departure from controls have heen developed.
these procedures and It is not feasible to oblain a
timely modification of these procedures from the
Attorney General and Director of National
Intelligence, NSA may take such action and will
report that activity pramptly to DOJ. Under such
circumstances, NSA will continue to adhere (o all
of the statutory limitations set forth in the Act
(U} MINIMIZATION PROCEDURES
1 1. (U Acquisition and Processing — General (U} Exhibit B, o See targeting and adjudication processes foreignness criteria,
(3l TSTStPHFY Acquisition of information by Section 3 TAR. etc. (rows 1 throtigh 6 of Targeting Procedures).
targeting non-USPs reasoriably believed to be — | (b)(1)
located outside the United States pursuant to | (b)(3)-P.L.
FAA 5702 will be effected in accordance with an (UEakses] 1
authorization made by the Attormey General and Ak AT 1 " (b)(3)-80 US
Director of National Intelligence and will be Tiey may stap collectian (b)(3)-P.L. 86-36
conducted ina manner designed. to the greatest = £ %
extent possible. to minimize the acquisition of fﬁ% query procedures define spacific requirements lor use
infarmation not relevant lo the authorized purpose of Inguery selection tefms.
of the acquisition +E-Daily audits of querres.I:] identify overly
broad queries (excessive targeling).

86-36

C 302
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| SV performs fellow-up

( b)(3)-P.L. 86-3p0 verlly Thal Purge and Frelasking Compliance has Updated the inaldent

record with the status of purge completion. The purge process relies on
marnial procedures that create a risk of incomplete or untimely purge
exacution (see Recommendation 8)

e SV works with TOPIs 1o prepare destriction waivers for
pbjects that meet purge criteria and conlain significant lorsian
intelligence value or evidence of a crime of threat of harm. The
Destruction Waiver must be appraved by DIRMSA.

Assessment
Control Objective” Source Control Description
Good Adequate Neds
Improvement
2 (b} (U) Monitoring, Recording, and Processing (U) Exhibit B, (Uit} The FAA §702 training course (OVSC1203) specifies the
(1 |#EEtFs Personnel will exercise reasonable Section 3 steps_anaiys!s are to take lo analyze communications for eligibllity for
Judament in determining whether Information ratention.
atquired must be minimized and will destroy |
inadvertently acquired communications of or Frovides direction for retentiondestruction on the basis
concerning @ USP at the sarliest practicable pomnt {b)(3)-P.L. 8 ether the target was putside the United States at the time of
inthe processing cycle at which such collection and whether the communication is fareign or domestic,
tommunication can be identified sither as clearly | <&+ Unless an incident is reperted from improper acquisition of stch
not relevant to the autharzed purpose of the communications, there is no review process o ensure that analysts &
acguisition (e.g., the communication does not identify and destroy them as required.  The cost of such control wauld be
contain foreign intelligence infarmation) or as nat prohibitive The requirement s that all identilizd issues of improper
containing evidence of a crime that nay be collection be reported ta SV and an Insident Initiated. Performance
disseminated under these procedures. standards and analysis of actual versus expected performance cauld
=S Except for Internet transaction from Improve accountability for compliarce (see Recommendations 1-4),
Lpsiream collection, such inadvertently acquired (U} Examination of retention contrals was not included in this review. {B){[1)
communications of or conceming a USP may be (b)(B)-P.L. 86-36|
retained no longer than 5 years from the expiration by 7
date of the certification authorizing the collection. (b)(P)-50 USC 3Q24(i)
3 (4)+5-EHHE Az a communication is reviewed (U} Exhibit B, | |
analysts will determine whether it is a domestic or Section 3 | provides direction for retention/destruction on the basis
foreign communication to. from, or about a target of whether the target was oltside the United States at the time of
and is reasonably believed to contain loreign collection and whather the cc ication is foreign or domestic. This is
intelligence. information or evidence of a crime covered in detall in OVSC1203. the required FAA §702 training
3:2:5””" ‘“"f'm”_“':a“:!';s aa" ha P'c_'“::‘ﬁd Al (L) See aiso Obiigation to Review — row 7 of Targeting Procedures.
: B y (/s Parameters for purge of collection associated with an
Incident are provided to SV by the TOP| and recorded In the incident
record in SharePaint. 52 Purge and Pretasking Compliance uses this to
Initiate the purge process, verilying that all affected collect
#

0y 0 7

B-13
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W1, ()5 ey Processing of Internet (L) Exhibit B, T3t The Technology Directorate developed procedures to
Transactions Acquired through NSA Upstrean Section 3 analyze upstream colleclion. Data permitted for use by analysts must
Collection Technigues have the active user (sender or recipiept) be the target or be outside the
(@ FERERHFrS A Wil take reasonable steps United States (currently approximalely ol Lpsiream oollection).
after acquisition to identify and segrepate through Datauls_ sequaste be in
technical means Internet transactions that cannot the United States
be reasonably identified as containi na single, |
discrete communications inwhich the active user
of the transaction (i.e.. the selector used ta send or TS There is no training on use of MCTs at this time (see
receive the Internet transaction te or from a service Recommendation 11),
pravider) is reasonably believed to cate A
the United States] | {(b)(1)
- - - (b)(3)-P.L. 86-36
(@)1, 4FSHE=h Such segregate: "
communications will be rélained in an access- (b)(3)-50 USC 3024(i)
controlled repositary accessible only to NSA ’ )
analysts trained to review suich transactions for the (LS Efforts are ongoing to develop procedires for removing data
purpase of identifying those that cantain discrete from sequestration anc_# spec_lal training for analysts who will process this
communications in which the sender and all data {no recommendation — in protess)
Intended reciplents are reasonably believed to be
lozated in the United States.
I (b)(5)b ~+Fertt NSA analysts seeking to (U} Exhibit B,
use a discrete communication within an Internet Section 3
transaction that contains multiple discrete ”

communications will assess whather the discrete
communication (1) is @ communication in which
the sender and all intended recipients are located
in the United States and (2) is to, from, ar about &
tasked selector or otherwise containg foreign
intelligence information.

UL (b)(5)b.3 Tk ]

Training on appiication of these procedures Nas not been developed
(s=se Recommendation 11},

(b)(1)
(b){3)-P.L. 86-36

(b)(3)-50 USC 3024(i)
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Assessment
Control Objective” Source Control Description Needs
Good Adequate &n
provement
Il (D)(E)+FRr3t=PT Magnetic tapes or other (U) Exhibit B, |-rS#FGuidance on queries of FAA Databases states that NSA may not
storage media containing FAA §702-denved Section 3 use USP namess oridentifiers as selection terms when reviewing
communications may be queried ta identily and tallected FAA 5702 data
select communications for analysis. Query terms (/e Queries are subject 1o review by auditors in the 52
used will be limitad to selection terms reascnably production centers to verily that the query has a foreign intelligence
fikely ta return foreian friteligence intormatian. purpose within misslon scope and reasonably excludes protected data
Identifiers of an identiflable USP may not be used W ) .
as terms to identify and select for analysis any (Ui Reviews of the audits performed by PL personnel have not
infernet communication acquired through NSA's been regularly executed by SV to ensure quality of the audit process (see ]
upstream tollection technigues. Recommendation 6),
=t Any use of USP identifiers as terms to
|dentify and select communications must first be {b}(ﬂ
approved In accordance with NSA& procedures, % x
NSA vill maintain records of all USP idenfifiers (b)(3)-P.L{86-36 (b)(3)-P.L. 86-36
approved for use as selection terms, (b)(3)-50 WSC 3024(i)
1L (e} (L 4=exHer Destruction of Raw Data (WY Exhibit B, . | |
" Section 3 provides direction for retention/destruction on the basls
FAA 5702 afﬁ&lﬁ”'&ﬁe‘?ﬁ;ﬂ?;Igi;hu::{mam whether the target was outside the United States at the fime of
callection that do niot meet the retention: standards collection and whether the communication s foreign or domestic, This is
set farth in these procedures and that are known to also covered in detail in OVSC1203, the reguired FAA §702 tralning
contain communications of of concerning LISPs will (L) See also Obligation to Review — row 7 of Targeting Procedures.
De:destrnyed. Alpor racothition and may ba ey A malrix of scenarios/reasons purge action is required is
retained no longer than 5 years from the expiration documented for authorities including FAA §702. Purges are identiiied as
date of the ceification authorizing the colleclion. part of the incident investigation process: SV and the TOPL capture the
purge parameters in the incident record on the SV SharePoint site. The
purge adjudication team per! fris esearch i
items identified for A
rge
completeness and timeliness (see Recommendation B)
U/ Purge Process: | 1 (4)(3)-P.L. 86-86
Jare
responsible for deleting recards from their system on the basis of a
Purge Execute Order, to prevent impraper use of purge records to
support reporting.
(b)(1) L '
(b)(3M{P.L. 86-36
{b"33150 USC 3024( )} Retention — outside scope.
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(b)(3)-P.L. 86-3q  Good Adeq -
8 MR Internet transactions that are acquired | (U) Exhibit B, (U) See also Obligation to Review —row 7 of Targeting Procedures,
fhrough NSA's upstream collection and do not Section 3 o
contain information that meets the retention provides direction for retenionidestruchion on he basts
standards set forth in these procedures and that of whether the target was outside {he United States at the time of
are known ta contain communieation of or collection and whather tha communication is forsign or domestic. This is
concerning USPs will be destroyed upon plso covered in detail in OWSC1203. the required FAA §702 tralning.
recognition. Al upstream collection may be : -]
retained no longer than 2 years fram the expiration 1UJ_PFG'|:P0? Th_a need to purge communications 1s identified as part of the
date of the certification authorizing the collection Incident investigation process; SV and the TOPI capture the purge (b)(1)
The Internet transactions that may be retained parameters in the incident record on the SV SharaPoint site, The purge
include those that were acquired becalse of adjudication team perorms research to verily completeness of items (b)(3)-P/L. 86-36
limitations on NSA's ability to fiter Identified for purge. Purge adjudication and execution is manual and (b)(3)-50 USC 3024(i)
communications. subject to error affecting completeness and timeliness (see
Recommendation ),
(U} Retention — outside scope.
9 li.{d) (U} Change In Target's Location or Status {U) Exhibit B, (V) See also Obligation to Review —row T of Targeting Procedures.
a4 I the event that NSA determines thata | Section 3 FrErste Detasking guidance states that analysts are responsible for
person reasonably believed (o be located outside delasking a selector upon review of content indicating that the selsctor is (P)1)
the United States and, after targeting the person. used by a USP, confirmation that the selector js being Lised by an {E"s}_P L. 86-36
learns that the person is inside the United States or individual in the United States | Lo é
if NSA congludes that a person who, at the time of {p)(3)-50 USC 3024(i)
targeting, was believad o be 3 non-lUSP is i fact
a USSP, the acquisition from that person will be
terminated without delay.
TETSt T Communications acquired through the #
targeting of a person whe at the lime of targeting (U} See row 7 for purge procedures.
was reasonably believed to be located outside the
United States but was in fact located inside the
United States at the time such communications
were acquired. and any communications acquired
by targeting a person who at the time of targeting
was believed to be a non-USP but was infact &
USP, will be treated as domeslic communications.
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Assessment
Control Objective” Source Control Description
Good Adequate Neds
Improvement
10 1Yo Acquisition and Processing — Attarney- | (U) Exhibit B,  [S#StR OGC reports that noinstances of such collection have been
Client Communications Section 4 identified to date by NSA analysis  and, therefore, no log has been
e ; initiated. Such instances would be rare (e.g. it would occur only if a
cnrnmunicatg; sg&ﬁ;:ﬁ“@f&:ﬂaﬁ;‘eg I-:ﬁ\tw?\ person reasanably believed to be outside the United Stales targeted by
to be under criminal indictment in the United States NSA s knowri o be under Indictmant in the United States and NSA&
and an attomey who represents that individual 1 intercepts a communication between the target and an attarney NA
the matter. manitoring of thal commurization will representing that foreign person in the U.S. legal proceeding) .
cease and the communication will be identified as
an attormey -client commu nication in a log
maintained far that purpose.  The relevant portion
of the communication containing that conversation
will be segregated, and the National Security
Divislon of DOJ will be notified. In addition. all
proposed di inations of inf i
constituting USP attorney-cllent privileged
communications must be reviewed by OGC before
dissemination,
11 V. (U) Domestic Communications (U} Exhibit B, e < tion that is determined to be domestic (does not
TSt HFErA communication identified as a Section S have at least one communicant qutside the United States) will be
domestic communication will be promptly promptly destroyed upen recognition Llnielss DIRNSA specifically 8
destroyed upon recognition unless DIRNSA for determines in writing that the communicatinn may be retained. SV
Acting DIRNSA ) specifically determines. in writing, wnlk_s with TOPIs to prepare destruction ‘Walvers This process is
that if meats certain criteria (e.q., contains monitored as part of the follow-up on incidents and purges.
significant foreian intelligence, evidence of a
cnme}.
a domestic communication indicates
that a target has entered the United States, NSA
may advise the FBI of that fact,
12| VI (U) Fareign Commurnications of ar Concerning (1) Exhibit B, ommunication resulting from the targeting of a person who
UsPs Section & was reasnnably believed at the time of targeting to be a non-USP
(a} (U} Retention Incated overseas but is later determined to be & USP ora person inthe g
; o S United States will be promptly destroyed upan recognition unless
[—HE=R Foreign communications of or concerning DIRNEA specifically determines in writing that the commiunication may
USPs may be retained only If necessary for the be retained. S\ works with TOPIs to prepare destrustion waiyers. This
g;:slr:;:‘::::nD;:izz:ﬁﬁ;ﬁ:::ing i process is monitored as part of the follow-up oh Incidents and purges,
reference to such USPs would be parmitted upder
subsection (b), orif the Information is evidence of a
crime and is provided 1o appropriate federal law
enforcement autharities.
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Requlation 5240 1-R Procedures Governing the Acfivities of DOD
Intelligence Components That Affect United Stales Persons, and the
Classified Annex to Department of Delense Procedures Under Execulive
Order 12333,

Assessment
Control Objective” Source Caontrol Description Neads
Good Adeq '
mp
13 | VI by (U) Dissemination () Exhibit B, (Il This restriction on dissemination is not unigue to FAA §702
S+EHME A report based on communications of ar Section & and is consistent with procedures required by Executive Order (EO. )
concerming a USP may be disseminated in 12333, B
accordance with Section VIl or VI if the identity of
the USP is masked, Ctherwise, dissemination of
intelligence reports based on communications of or
goncerming a USP may be made only to a recipient
requinng the identity of such person for the £
performance of official duties that meet certain (b)(1)
sriteria (b)(3)-P.L. 86-36
14 | VI {cTrSe&s Provision of Unminimized (U) Exhibit B,  |Fenskue] |
Communications to CIA and FBI Section &
BBy MSA may prowide to the CIA and FBI
unminimized communications derived from
FAA §702 collection. e Discussion of FAA §702 collzction with CIAFBL: If IC analysts &
have their own copy of the data, provided threugh C1A nomination or FBI
dual route, NSA analysts may discuss the information with them, They
may not provide copies of the information to IC personnel. This is
addressed in required NSA/CSS Pelicy 11-1, Infarmation Sharing.
15 | VI (U) Other Foreigh Communications (U) Exhibit B, (UrFeveer Dissemination is handled In accordance wilh the Foreign
Uy F icali f Section 7 Intelligence Surveillance Act Amendments Act of 2008, the Minimization
LQLJ;?;:: rg;n ;:;::?’nsu;: racnc:’n;?;:;nrﬁi:amd Procedures Used by the National Security Agency in Connectior ith
inany lorm o accardance witrolhae applicable Acquisitions of Fareign Intelligence Information Pursuant to Section 702
of the Forgign Inteligence Survelllance Act of 18978, as Amended. DoD L4
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Control Objective”

Source

Control Description

Good

Needs

mpro

16 | VIl 7S Collaboration with Foreign
Governments

(&) +EMF) Procedures for the dissemination of
evaluated and minimized infermation: Infarmation
acquired under FAA §702 may be disseminated to
a foreign government.  Other than in cases lor
linguistic assistance by a forelgn government
(Saction VIl (b)), dissemination to a foreign
government of information of or concerning a USP
may be done only ina manner consistent with
subsections VI (b) and VI (rows 13 and 15)

(b)Y +E Pracedures for technical o linguistic
assistance: Communications that, because of their
technical or linguistic content, may require further
analysis by foreign governments to assist NSA in
determining thelr meaning or significance, MNSA
may disseminate items containing unminimized
FAA §702 information ta foreign governments Tor
analysis, under certain restrictions

(U) Exhibit B,
Section 8

[=tEmiie Sharing Evaluated and Minimized I ]

5445 Evaluated and minimized |

||

L)1)

iy |
]

#’ The provision for technicalllinguistic assvslance[

IDocumentm“on Is developed case by case. Consideration
ould be given to documentation of this process,

(b)(3)-P.L.
(b)(3)-50 |

86-36
JSC 3024(i)

(b)3

(U} MANAGEMENT CONTROLS

-P.L..
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Assessment
Control Objective” Source Control Description Neads
Good Adeq L
mp
| (L) Activities must be established to monitor (U) Standards (Ui Annual perfarmance objectives for compliance with
perfarmance measures and indicators. Contrals for Internal FAA §702 requirements, associated policy, and SOPs have not been "
should be aimed at validating the propriety and Control in the established (see Recommendation 1).
integrity of orgarizational and individual Federal
performance measures and Indicators, Gavernment
2 (U} Information should be recorded and (1) Standards (/42 Companson of actual parformance o established standards
communicated to management and athers within for Intarnal for compliance activities associated with FAL 5702 are incomplate (see #
the entity who nesd it and in a form and within a Control I the Recommendalions 2, 4.5 and &)
time frame that enables them to carry out their Faderal
internal control and other responsibilities. Government
3 (U Internal control monitoring should assess the (U} Standards wﬂ | (b)(1)
quality of performance aver lime and ensure that fer Internal (b)(3)-P.L.
findings are resolved. It includes regular Control in the
management and supervis ory activities, such as Federal (bj3)-50 U
ongoing comparnsons and reconciliations, to Government
ensure that controls are Junctioning properly.
4 (U} Access to resources and records should be (U} Standards (U/H=2e=To share FAA §702 information with other NSA analysts
limited ta authonzed Individuals, for Internal steps must be laken to ensure that the individial has the proper &
Control in the clearance, This infarmation is not addressed in the required FAA 8702
Faderal tralning and guidance Is not included on the FAA web page |see
Gavernment Recommendation 11).

B-20

86-36
SC 3
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(U) APPENDIX C

(U) Full Text of Management Response
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SIGNALS INTELLIGENCE
DIRECTORATE

memorandum

22 February 2013

FROM: Signals Intelligence Directorate (SID)

T0: Office of the Inspector General (01G), ATTN s S (b) (3)-B.L. 86-36

SUBJ: (U//FEt67SID Response to the Revised Report on the 01G Assessment of Management
Controls Over FAA 702 (ST-11-0009).

(1) The purpose of this memorandum is to provide SID's revised response to the subject report
which includes updates to corrective action plans, content adjustments, and technical minutiae to
ensure accuracy

(U/ Aot SID reviewed the revised report in its entirety. The attached response
acknowledges SID's agreement with eleven recommendations, and provides pevised
corrective action plans, points of contact, and target completion dates as needed.

(U/ Fo405 The SID consolidated response is attached to this memorandum. Please
contact 8022, 966-5621(s) if you have any questions,

sy (Y. L. 86436

Deputy Chief of Staff for
SIGINT Policy and Corporate Issues (S02)

Encl: a/s
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NSA/CSS OFFICE OF INSPECTOR GENERAL

———u .

(U) OFFICE OF INSPECTOR GENERAL (OIG) DRAFT REPORT:
Assessment of Management Controls Over FAA §702

Management Response to Draft Report

(U) In accordance with 1G-11357-12, “Coordinating Office of Inspector General Reports,” the
purpose of the draft coordination phase is to gain management's agreement or disagreement
with report findings and recommendations. The SIGINT Directorate (SID) has been extended
an opportunity to review and comment on the revised report to ensure contexlual accuracy.

(U) The following matrix includes SID's consolidated revisions to management's action plans
where applicable:

Rec.
No.

Action

Agree or
Disagree

Management Response

Completion
date

—HEHNERSID.

wi

Agree

(U, the
recommendation. Th nd

re currently preparing an ELM
plan for Target Analysts and
Adjudicators. This plan will include FAA
702-specific training

(U) POC;

(unrete)| |
963-0561

preparing an ELM plan for target
analysts and adjudicators. The ELM
plan will be broken down into
proficiency levels thus allowing the
analysts to register for the correct
training based on proficiency level as
stated in the ACE objective. The ELM
plan for the Targeting workforce

readiness standard for FAA §702 will be
completely for all NCS
courses. Enforced registration in the

ELM program and targeting proficiency
statistics to the individual level as well
as completion rate of any required FAA
§702 trainj will be
complete Structured
OJT training will be phased in

: -(b

Rerved From: NSA/CSSM 1-52
Dated: 20070108
Declassify On:<2895660+

)3)-P.L. 86-36
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(b)(3)-P.L. 86

il work
with{ Jes part of the SID Lean Six
Sigma Team. Participants will assess
the feasibility of developing metrics to

uate de-targeting trends and
Pldcess deficiencies, Final
implementation will be dependent on
technical capabiiities and deployment
schedules,

(b

reconciliation process.

(U) POC:

o —

)(3)—PL86“ ==

I e —
bard (U) POC:
(uirever |
963-0561
g . i
(UPoEe) 960-
6729
| |
Oversight & Compliance (SV) |
] }m‘l! convene to establish
3 (UD Agree nical procedures to implement a :

- (V) SV with OGC

SID/SV will collaborate withl
nd OGC to establish a
m y and process for spot-

checking disseminations of FAA 702-
sourced material dependent on the
volume of dissemination

{U) POC:

(Urove ——TJoss.

b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 302
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and OGC to modify the
odology and process for spol-
checking dissemination of FAA §702-
sourced material.

(V) sv

Agree

(UI#=2He Per the requirements of
Recommendation 2, SID/SV will
incorporate metrics for management's
assessment.

(U) POC:

uiFese s, s6s-

2479

(b)(3)-P.L. 86-36

(v sv

(U/AOBOTSIDISV has fully
implemented the super audit process
for FAA 702 SID requests closure of

Request
Closure

rﬂm"

V.

ith ODOC

Agree

Sk The following activities are
currently in progress.

« SID/ e
developing and updating a
single SOP for oversight,
adjudication and targeting FAA

currently populating

documsnui::gn infoa _I
|

Pmﬂm
\ will collaborate with S2 and
to organize the “go FAA"
a AA" web pages.

i ki

Revised Management Response:
(U/#=2=24 Add bullet #4: Guidance
changes that require updates to NCS
courses (within the CRSK series) will be
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requested vi earning Solution.
In such case ill be the
originator oordination with SV. In
addition (see recommendation
1) will manage changes to Targeting
Workforce Readiness Standard and

(b)(3)-P.L. 86-36

ELM training plan.

63-1109

o | 0L

(b)(3)-P.L. 86-36

Agree

(U/FeHe) Phase 1: Requirements
Gathering:
« Conduct techpi e
sessions witn&.@r

developers.

p .
|:u:mg :e;:::: ;e:ngs of

the purge process and
requirements.

+ Document recommendations
for specific areas where
automation will improve
process efficiency.

* Update the compliance
steering group on automation
requirements and existing
gaps.

(ViFOHe} Phase 1 Deliverable:
Report documnenting reviews and
technical exchanges with[__] This will
include an implementation plan,

(U) Target gomnlgﬁion:

(] Phase 2: Planning Phase:
Per the development and
implementation plan, create a schedule
of work required to increase automation
of the purge adjudication and execution
processes.

(Uieu8) Ph eliverable:
Coordinate wir:EF.l document a
scheduleftimeline with specific
completion tasks required to enhance
this capability per the implementation
plan.
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(b)(3)-P.L. 86-36

U) Ta C tion Date:

Ui Phase 3:

Development/implementation:
Work with_Jto develop the new
capability per Phase 1 and 2

(U846 Phase 3 Deliverable:
Complete the development and provide
a final report to OIG defining results.

pletion Date:

(U)POC:
UI}FOUOI-
t953-0551 I

) SF Agree

(b)(3)-P.L. 86-36

(UHFQHG;-GIE‘ lrnanages the

s controls through

repositories. Eligibility
to access Ffamammqed and
refi in
ﬁﬂl—ﬂ“ able [0 reslncl access according 10

a user’s eligibility status. This control
was previously handled at a system
leve! but is now managed by

mapping of access controls through
#c repositories.
| Eligibility to access FAA §702 data is

(U) POC;

(Uiseue)| |
963-0561

age the

Jareable 1o

restrict access according to a user's
eligibility status. This control was

previously handled at a system level but
is now managed t_rﬂ I

(U/F~256+ SID requests closure of the
recommendations. Deliverable
Update: The SID Data Manager can
provide documentation to enable
closure of this recommendation.

Request
Closure

= “(b)(3)-P.L.



DOCID: 4273133

ST-11-0009

(U
969-6729 & ]
963-3004

('i;iis)-P.L.

ibi(ﬁ)-P.l

B6-36

Agree

.. 86-36

(U) Sub-bullet #1:

—t8ier DNI OTR guidelines, the

requtremeniuu.umusm.ﬂ_
completed

The analyst must assess trafc

and respond to three supportin
questfons.l I

(U) POC:

(uiFeve)| ]
963-0561

(Ui-ene)
6729

1

GC,
ADET

(U Sub-bullet 1 & 2:

Si eferred to SV. SV will work
with ADET to update the following
course: FISA Amendment Act (FAA)
Section 702 (OVSC1203) to reflect
modified Targeting and Minimization
Procedures that are currently pending
the Foreign Intelligence Surveillance
Court ruling

(U#FEEST Sub-bullet 3: SI will

(b)(3)—P L. 85p3ﬁ|sh training slides onto the 52 FAA

702 Targeting Review Guidance
webpage and will work with ADET to
develop a course to replace briefings
and informal training sessions

(u) POC:
| |

- (b)(1)

(b)(3)-P.L. 86-36
(b)(3)-50 USC 302
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ST-11-0009

963-1109 and| |

SV, 966-2479

(UIFSHSy OVSC 1203: SV will work
with ADET to update the FAA §702
(OVSC1203) course to reflect the
amended Targeting and Minimization
Procedures that the Foreign Intelligence
Surveillance Court ap in
September 2012, S| will publish
training stides onto the S2 FAA §702

‘| Targeting Review Guidance webpage
and work with ADET to update OVSC

(U/He-erCRSK 1304 & 1305:
Updates to FAA §702 Practical
Applications (CRSK 1304) and FAA
§702 Targeting Adjudication (CRSK
1305) were completed in December
2012. In addition, enforced registration
in the ELM program and targeting
.| proficiency statistics to the individual
level as well as completion rate of any
required i0j

3 SIEMﬂEWQS—I
ﬂstrucmre OJT training will be

phased in.
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