NSA Office of the Inspector General Releases Three Reports

17 February 2016

The National Security Agency (NSA) is releasing today three reports by NSA’s Inspector General
about the Agency’s compliance with a current and former statute authorizing electronic surveillance.
The reports detail steps NSA has taken to adhere to the law and highlight the importance of these legal
authorities to the Agency’s national security mission. They also reveal some procedural and other
deficiencies that have been subsequently corrected. NSA reported the incidents to Congress as
required. All three reports — more than 300 pages total — confirmed that there had been no cases of
intentional violation of laws. NSA released the reports under a Freedom of Information Act request.
They are being published on NSA.gov to help raise public awareness of the Agency’s foreign intelligence
mission and to highlight the Agency’s ongoing commitment to compliance with the law. The NSA
Inspector General’s rigorous, independent, and continuous reviews are an essential part of the Agency’s
extensive oversight.

These reports, issued over a five-year period beginning in 2010, concern NSA activities
conducted pursuant to two authorities: Section 702 of the Foreign Intelligence Surveillance Act (FISA),
which authorizes targeted surveillance of foreign persons located outside the United States in certain
cases, and Section 215 of the USA PATRIOT Act, which was replaced last year by the USA FREEDOM Act.
NSA itself initiated two of the reports, and one was requested by members of the Senate Judiciary
Committee. Below are highlights from these NSA Office of the Inspector General (OIG) reports.

NSA OIG report ST-14-0002. This report, issued on February 20, 2015, was compiled by the NSA
OIG at the request of members of the Senate Judiciary Committee. The OIG reviewed the controls
implemented by NSA in carrying out activities pursuant to two FISA authorities. The first was Section
702, which was enacted as part of the FISA Amendments Act of 2008 and authorizes the targeting of
non-U.S. persons reasonably believed to be outside the United States to acquire critical foreign
intelligence information. This collection authority is one of the Intelligence Community’s most
significant tools for the detection, identification, and disruption of terrorist threats to the United States
and its allies. The second authority examined by the OIG was Section 215 of the USA PATRIOT Act.
Pursuant to Section 215, NSA was authorized to collect in bulk certain telephone metadata. This
program operated from 2006 until its termination by statute on November 28, 2015. Section 215 was
amended by the USA FREEDOM Act, which was enacted on June 2, 2015, and became effective on
November 29, 2015. The USA FREEDOM Act made significant changes to NSA’s authority to collect
telephone metadata pursuant to the Foreign Intelligence Surveillance Act and was not the subject of the
OIG’s review, so significant portions of the report are no longer relevant to NSA's activities.

The report presents a detailed, comprehensive picture of the operation of the Section 702
program. Specifically, it describes the extensive internal and external oversight and compliance regime,



including access restrictions, training requirements, and technical controls — as well as limits on data
retention and dissemination of information. The report also notes a number of unintentional
compliance failures and describes the controls put in place to mitigate recurrence. The report further
notes that Section 702 contributes significantly to NSA’s mission.

NSA OIG report, ST-11-0009. This report focused solely on Section 702 and was issued on
March 29, 2013. It reviewed the system of management controls that NSA implemented, including
training, access, and multiple levels of review and oversight. The OIG did not identify any areas of non-
compliance. It recommended several areas in which controls over compliance with Section 702 could be
improved, including a lack of clear guidance to analysts, inadequate documentation, and insufficient
training in some instances. In each case, NSA’s Signals Intelligence Directorate agreed with the OIG’s
recommendations and implemented corrective action plans.

NSA OIG report AU-10-0023. This report, which covered only certain aspects of NSA’s
implementation of Section 702, was issued on November 24, 2010. Specifically, the report reviewed the
process by which NSA transitioned from collection pursuant to Section 702 to other authorities under
FISA. The OIG identified the lack of a standardized process, which created the potential for gaps in
lawful surveillance coverage. The Agency has since implemented an improved transition process.
Moreover, Section 701 of the USA FREEDOM Act subsequently clarified surveillance procedures in that
regard.

The National Security Agency is tasked with a complex foreign intelligence mission and is
dedicated in its respect for U.S. laws and policies. There is a robust internal and external oversight
structure in which all three branches of government play a key role, as well as a rigorous internal
compliance program. The three NSA OIG reports published herélare intended to help raise public
awareness of the Agency’s mission and to highlight ongoing commitment to compliance with the law.
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(U) NSA OFFICE OF THE INSPECTOR GENERAL

(U) The NSA Office of the Inspector General (OIG) conducts audits, investigations, inspections, and special
studies. Its mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, provide
intelligence oversight, protect against fraud, waste, and mismanagement of resources, and ensure that NSA
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency
employees, civilian and military, with complaints and questions.

(U) Intelligence Oversight

(U) The OIG Office of Intelligence Oversight reviews NSA’s most sensitive and high-risk programs for
compliance with the law.

(U) Audits

(U) The OIG Office of Audits within the OIG provides independent assessments of programs and organizations.
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA
operations comply with federal policies. Information Technology audits determine whether IT solutions meet

customer requirements, while conforming to information assurance standards. All audits are conducted in
accordance with standards established by the Comptroller General of the United States.

(U) Investigations and Special Inquiries

(U) The OIG Office of Investigations administers a system for receiving and acting on requests for assistance
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be
undertaken as a result of such requests and complaints (including anonymous tips), at the request of

management, as the result of questions that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) Field Inspections

(U) The Office of Field Inspections conducts site reviews as part of the OIG’s annual plan or by management
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field
operations and support programs, along with an assessment of compliance with federal policy. The Office
partners with Inspectors General of Service Cryptologic Components and other Intelligence Community
Agencies to conduct joint inspections of consolidated cryprologic facilities.
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OFFICE OF THE INSPECTOR GENERAL
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

24 November 2010
1G-11226-10

TO: DISTRIBUTION

SUBJECT: (U) Audit of the FISA Amendments Act (FAA) §702 Detasking
Requirements (AU-10-0023) — ACTION MEMORANDUM

X, (U) This report summarizes the results of our audit of the FISA
Amendments Act (FAA) §702 Detasking Requirements (AU-10-0023) and
incorporates management’s response to the draft report.

2. (U/ /#0Y6) As required by NSA/CSS Policy 1-60, NSA/CSS
Office of the Inspector General, actions on OIG audit recommendations are
subject to monitoring and follow-up until completion. Therefore, we ask
that you provide a written status report concerning each planned corrective
action categorized as “OPEN.” If you propose that a recommendation be
considered closed, please provide sufficient information to show that
actions have been taken to correct the deficiency. If a planned action will
not be completed by the original target completion date, please state the
reason for the delay and provide a revised target completion date. Status
reports should be sent to Assistant Inspector General
for Follow-up, at OPS 2B, Suite 6247, within 15 calendar days after each
target completion date.

3. (U/ /O80T We appreciate the courtesy and cooperation
extended to the auditors throughout the review. For additional
information, please contact on 963-0957 or via e-mail at

(b) (3)-P.L. 86-36

Cedard
George’ Ellard
Inspector General

Y EW A oS
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(b) (1)
(U) EXECUTIVE SUMMARY ®) (3)-P.L. 86-36
(U) OVERVIEW (b) (3)-50 USC 3024 (i)

=877 ST/ /RECTO USE, TVEY] Section 702 of the Foreign Intelligence Surveillance Act
(FISA) Amendments Act of 2008 (FAA), has strengthened Signals Intelligence

(SIGINT) collection, particularly against terrorist targets. From September 2008 to
March 2010, the number of SIGINT reports that incorporated FAA §702 sourced
collection| |

—TS77/St/7NF Under the law, collection under FAA §702 must cease in certain
circumstances, potentially resulting in a gap in coverage. To regain coverage, NSA
must transition to another authority for continued collection, such as a FBI FISA
Order. The Agency does not have a consistent process to ensure a seamless
transition from FAA §702 authority to FBI FISA Orders.

(U) HIGHLIGHTS

(U) Gaps in coverage exist
. SATTYEY Analysis of detasking for FAA §702 compliance

(b)(3)-P.L. 86-36

(U) Significance of| |
RS/ SHHF) | i
5t =1 36

(b) (3)-50 UsC 24 (i)

S-S REETFO-HSATFYEY) Need for standardized processl |
— PSS NE) The Agency lacks a standardized process |

(U/ /FOH6) Management Response
(U/ /864 The recommendation is being addressed by management,

(b) (1)
(b) (3)-P.L. 86-36
—FOP-SFERETF/CONMINT/NOFORN" (b) (3)-50 UsSC 3024 (i)

iii
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I. (U) INTRODUCTION

(U) Background

(b) (1) —FSLLSLL/NFE] Section 702 of the Foreign Intelligence Surveillance Act
(b) (3)-P.L. 86-36 (FISA) Amendments Act of 2008 (FAA), enhances surveillance against
(b) (3)-50 Usc 3024(i) foreign nationals outside the United States. | |

! 18702 effectively broadened

access to critical targets of interest, particularly terrorists. From
September 2008, when FAA was implemented, to March 2010, the
number of Signals Intelligence (SIGINT) reports that incorporated
§702 sourced collection | |

(b) (1)
(b) (3)-P.L. B6-36

~FS5H5t7#F Collection under FAA §702 must cease under certain
circumstances. Detasking is required when a target is determined to
be entering or to have entered the United States| |
Collection also must cease when a target is found to be a U.S. person
(USP)|

| To regain coverage of such a target, collection

must transition to another authority, for example, a Federal Bureau

(b) (3)-P.L. 86-36 of Investigation (FBI) FISA Order. The transition from FAA §702 to

(b) (3) -50 USC 3024 (i) another authority may not be seamless, thereby creating a gap in
coverage and potentially causing a risk to U.S. security. This audit
assessed the circumstances and extent of the FAA §702 coverage gap
by examining tasking and detasking records, FBI FISA data, traffic
collected and purged, and SIGINT reporting.

(U) FAA §702

—tFS7-5H - FAA §702 allows NSA to use the assistance of U.S.
telecommunications and Internet service providers to target non-
USPs outside the United States, After the Attorney General and the
Director of National Intelligence file a joint certification that certain
statutory requirements have been met and the certification is
approved by the FISA Court (FISC), NSA may conduct foreign
intelligence surveillance of the content of communications. The
certification includes an affirmation that the surveillance targets only
non-USPs reasonably believed to be outside the United States. The
certification is submitted to the FISC and typically is approved for
one year. Acquisition under a certification must adhere to targeting
and minimization procedures approved by the Court. As of August

—TOP SECRETHCOMINTANOFORN—
1
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2010, NSA was authorized to conduct FAA §702 collection under

I:Icertiﬁcations.

(b) (1)
(b) (3)-P.L. B86-36
(b) (3)-50 USC 3024 (i)

(U/ /#6861 Other, FISA authorities provide alternative means to
obtain collection against foreign intelligence targets when NSA must
stop collection (detask) pursuant to FAA §702.

«(U) FAA §704
(U/ FFOB0Y Other Acquisitions Targeting USPs Outside the
United States. A FISC Order is required, but surveillance
techniques are not reviewed by the court.

= (U) FAA §705b
(U/ B Joint Applications and Concurrent Applications .
When a FISA Order that authorizes surveillance of a target
inside the United States is in place, the Attorney General can
authorize targeting while the USP is reasonably believed to be
outside the United States.

«(U) FBIFISA Order

5+ SHREEFOFYEY The FBI is authorized under a FISC
______ Order to perform searches and electronic surveillance a%ainst

(b) (1) agents of a foreign power. Under FISC docket number
(B) (3)-P.L, B6-36 (known as the Raw Take Sharing Order) dated July 2002, NSA

(b) (3) -50 USC 3024 (1) is able to receive most FBI FISA collection.

(U) Increased use of FAA §702 Authority

—SSHREEFOUSAFYEY According to analysts in the Signals
Intelligence Directorate (SID), collection under FAA §702 authority is
productive and grew in the 19 months between September 2008 and
March 2010. Increased tasking under FAA §702 authority has
resulted in increased SIGINT reporting. The Agency has also
experienced an increase in compliance-related detaskings of
selectors.
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= (U) Tasking
S HRE—FO-HSA—FVEY- Tasking by selector] |
=2 ]

increased
::; :;:_P e - (U) Detasking
(b) (3) =50 USC 3024 (i) 37754 —H - Compliance-related detasking
=09 significantly increased| |

= (U) SIGINT reporting
Reporting based on collection
under FAA §702 authonty increased | |

I I
S R S Py

B raaara e e 2 o
(U) NSA oversight of FAA §702 collection
—5H5HREEFO-HSAYEH In addition to the analysts’ obligation to

review the status of their selectors, the SID Oversight and
Compliance Office (SV) is responsible for monitoring compliance with
FAA §702 and tracking detasking. SV monitors selectors through
special tools to ensure comphance| ; |(b) (3)-P.L. B6-36

When a compliance problem exists, SV contacts the
Targeting Office of Primary Interest (TOPI) and requests that its
personnel research the selector before detasking. SV is also
responsible for maintaining a Protect America Act (PAA)/FAA
Incident database to record and track incidents and provide that
information for external oversight by the Department of Justice (DoJ)
and the Office of the Director of National Intelligence.
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Il. (U) FINDING AND RECOMMENDATION

(U) FINDING: Gaps inl Coverage Exist RN -RR. BRTIR

—FSH#SHNF Although FAA §702 has provided important SIGINT
collection, the Agency has experienced coverage gaps when
transitioning from FAA §702 to another authority.

~ The Agency does not have a consistent process to ensure a
seamless transition from FAA §702 authority to FBI FISA Orders.

(b) (1)
(b) (3)-P.L. 86-36
(U) FAA §702 Implementation (B () ~5% UEG J02{1)

(U) FAA §702 procedures

PS54 FAA §702 requires that NSA adopt procedures to
ensure that its collection targets are non-USPs reasonably believed to
be outside the United States and to ensure that the Agency does not
intentionally acquire communications known to be purely domestic.
NSA must also establish minimization procedures that reasonably
balance its foreign intelligence needs against the privacy interests of
USPs with respect to the collection, retention, and dissemination of
information.

(U) FAA §702 detaskings for compliance

(U/ F6H6) In certain circumstances, NSA must detask selectors to
maintain compliance with FAA §702 and approved targeting and
minimization procedures. There are three broad reasons for
detasking.

«(U) Roamers

—8/ S REFFO-B5A— A The foreign target is initially

believed to be oversea.s, but it is subsequently determined
that the target has entered the United States| |

(b) (1)
(b) (3)-P.L. 86-36

» (U//FEHe+~ USP status determined after tasking
S SHARE-FO-U5ATFYEY The target is overseas and
believed to be foreign, but NSA subsequently determines that
the target is a USP overseas.
(b) (1)
(b) (3)-P.L. B6-36
(b) (3) -50. USC 3024 (i)

STt REE oS AR | I

—FOP-SECREFHCOMINTHNOFORN—
5
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(b) (1)

(b) (3)-P.L. 86-36

(B) (1)
(b) (3)-P.L. B86-36

Al-10-0023 —TOPR SECREFACOMNANCGFORN—
- |
—+57 - The target is foreign and
overseas.|

NSA must detask the account from FAA §702 collection.

—FS//SIA/NEL Once NSA determines that a target is a USP, is
roaming in the United States, or |
NSA must detask associated selectors from collection under
FAA §702 authority and purge related SIGINT holdings from all
databases. To avoid a break in coverage, other authorities must
be sought if the target remains of interest and is an agent of a
foreign power (e.g., §704, §705b, and/or FBI FISA).

(C) Compliance detaskings few in context, but potential risk is great

ST/ SHREETFE-U54

—FYEYr The number of (U/FEH0; FAA 701 detasked
selectors that are Selectors compared to all FAA
Savealind Das tasking and total SIGINT Selectors
compliance reasons (b) (1)
from collection under (b) (3}

FAA §702 authority is
small compared with
all SIGINT selector

tasking as of March
2010|

however, loss of FAA
§702 collection on
potentially high-
interest selectors,
particularly those
related to poses a
risk when transition to
alternative coverage is

not seamless.

tP.L. B6-36

(U) Defining the FAA §702 gap in coverage

—F5/-5H-- The gap in coverage is the collection lost in the time
between destasking selectors from FAA §702 collection authority and
initiation of collection under anether authority (e.g., §704, §705b, or
FBI FISA). For non-FAA §702 coverage, a higher legal standard,
individualized probable cause, is required to secure a FISA order. In
some cases, the Government may not be able to assemble facts
sufficient to satisfy the probable cause standard.
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(b) (3)-P.L. 86-36

(U) Audit universe of FAA §702 detaskings

—{ESF#SH MY To determine the extent of the coverage gaps, we
identified every Digital Network Intelligence (DNI) and Dialed
Number Recognition (DNR) selector that was detasked to comply
with FAA §702 after enactment of the FAA in July 2008. By

examining

|tasking records and SV’s

PAA/FAA Incidents database, we identified
‘These selectors were drawn from

®) (1)

relevant detasked

(b) (3)~-P.L. 86-36
(b) (3)-50 USC 3024 (i)

DNI and DNR selectors

FAA §702 certifications

(U/IFFe5©) Contribution of collection under FAA §702 authority to
reporting

From September 2008 to March
2010, FAA §702 collectlon contributed to an increasing percentage

M e “of| " |reporting. Overall; the increase was from Dpercent to
(b) (3)-P.L. B6-36 percent.
877 ST REEFSHSATTFYEY)

Percentage of] Reports with Contributions from FAA

(September 2008 - March 2010)

ﬁp S% Qﬂp S 59 63 éﬁ &5 ;9 63‘é9 65 (ﬂ ﬁﬂ C9 65 ?9 SP G&
CJQ;Q O(}' %0 0‘6 \;bc‘ QQ\;O @'b‘ V‘Q é\’b\\ \)Q \0 v"'% Q’Q él Qo ng‘ \;bo ‘(Q‘p \x\b
—FOP-SECREBHCOMINEANOFPORN—
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{bi (3) -P.L. B6-36

(3)-P.L. 86-36
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(b)(3)-P.L. 86-36

(U/FFoYEY Audit sample focuses o DNI selectors

=S SHREEFO-HS3ATFYEYT From the universe ometasked
DNI and DNR selectors, We_id_enti'fied|___|DNI selectors for

.. detailed selector-by-selector gap analysis (see Appendix B for

scope and methodology). DNI selectors represented the large
majority of FAA §702 detaskings in the sample (93 percent). In
addition, electors accounted for| [percent of tasked FAA

§702 DNI DNI FAA §702 Selectors by Certification

selectors as
indicated in the (as of March 2010)

adjacent diagram,
The large quantity
of taskings and
detaskings
coupled with the
significant role of
FAA §702 on
reporting, as well
as the high risk
that a gap in
coverage poses,
prompted_our
focus on DNI
detaskings.

(b) (1) Jg
(b) (3)-P.L. |—36
(b) (3) =50 Usci3024(i)

(U) Effective
Collection Priority

—SHSHAREEFO-
USATFYEY To understand better the priority of tasking and
forwarding of collection for these selectors, we obtained the

- Effective Collection Priority (ECP) of the Dselectors under review.

- ECP-is derived from two values: national SIGINT priority and
collection precedence| : |

| | ECP values range from
one through nine, with one being the highest priority. For the
selectors that we identified, the average ECP was 2.52, indicating
that these selectors are of high priority.

(U) Effect of Gaps on SIGINT Collection and Reporting

-P.L. B6-36

—FSAASLLNEL To determine the effects of FAA §702 detasking on
I:l_SIGINT_ collection and reporting, we .analyzed the I:]selectors
during a 13-month period (February 2009 to March 2010),
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(b) (1)

b) (3)-P.L. 86-36
Ll S L (W) Collection Coverage Gap Analysis

(b) (1)

(b) (3)-P.L. 86-36 " 1
(U//FBY0) Time delay poses risk on productive selectors

—ESH S |
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(b) (1) '
(b) (3)-P.L. 86-36

(b) (1)
(b) (3)-P.L. B86-36
(b) (3)-50 USC 3024 (1)

(b) (1)
(b) (3)-P.L. 86-36
(b) (3)-50 USC 3024(1i)

(U) Minimal delay on some high-interest selectors

S SHE|

(U) Projected lost FAA §702 collection

— S/ SHAREE-FO U A FYETT|
|could
result in risk to the nation ifrom these high-interest |_|targets.
(b)) (1)
(U) Majority of_|selectors dropped from collection (b) (3)-P.L. 86-36
—ES SN |
—TFOP-SECREL/CONMINT/ANOFORN-
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(U) Selectors not Retasked

— SN
; No. of Percentage
Reason Selector Was not Retasked D ki f Total
(b) (1)
(b) (3)-P.L. B6-386
Tofal | |  100.00%
RS

(U) Lack of Systematic Process | |

| (b)(3)-P.L. 86-36

()]
~+FSHHSHHI | | Production Center has faced
challenges in achieving seamless coverage of targets while
(b)(1) maintaining compliance with FAA §702 requirements, | |
(b)(3)-P.L. 86-36
(b)(1) UlFedey
(b)(3)-P.L. 86-36 '%'EFS#SH'}LL"H'I I I

(b)(3)-50 USC 3024(i)

(U) Need for consistent process

—{RSHHEHHNT |

? (U/+eBes |

11

(b)(3)-P.L. 8

(b)(3)-P.L. 8
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(b)(1)
(£)(3)-50 USC 30244 (U____rasking Time Gap (b)(3)-P.L. 8
—{FE 5T
Gap s er::c;t(:)t's Percentage
(b)(1)
(b)(3)-P.L. 8
Total | 100%

(b)(3)-P.L. 86-36

(UIFese) |

~(RST7SHNFT

(b)(1)
(b)(3)-P.L. 86-36

—{FS 75|

1. 4FSA/ASH--N After the Agency detasks an FAA §702 selector,

(b)(3)-18 USC 798

(b)(3)-50 USC 3024(i)

2. —¥8/5HHH TOPIs can directly n

otify | |

(b)(1)

3. FSSH-HHS After normal duty hours, NSA's (b)(3)-P.L. 86-36

4, 4FS4+S-HHS Agency analysts can send

RS/ S |

— S5~ [n addition, in September 2009, at the request of

the NSA Director, an Eme
Operations was developed

rgency Authorization Concept of- (b)(1)

and the Office of (b)(3)-P.L. 86-36

General Counsel (OGC) to outline a detailed process for

maintaining coverage|

23 d S g

}(1)

12

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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(U/A~oe) Lack of understanding of the handoff process

~RSHSHNR

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U//FOUO)

Case studies

S SN |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

1 4FSHHSHAREEFO--5ATFYEY Informal, but nearly seamless:
]

S SR o Foh ]

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 79
(b)(3)-50 USC 30

—{PSA SR} |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

I—_w&llectors Associated with|

(P77 SN

Selectors

(b)(1)

(b)(3)-P.L. 86-36

13

(b)(1)

(b)(3)-P.L. 8

(b)(1)
(b)(3)-P.L. 8
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—FSH5H-- NSA, the Central Intelligence Agency, and the FBI

(b)(1)
(b)(3)-P.L. 86-36

Iw«,—ﬁ‘&ﬂ Learning experience: |:|

—FS7SHNE |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—(%NFTSeIectors Associated with |

5/ .S A

(b)(1)
(b)(3)-P.L. 86-36

~{FS/ SN
S/ S REE-FO- 54 YEY These selectors had been placed

under FAA §702 coverage |

because they were used by several persons assoclated with

(b)(1)

(b)(3)-P.L. 86-36 s
(b)(3)-50 USC 3024(i)  —FSHSHR [ ]analysts initially

did not know who to contact

about obtaining alternative coverage and were not clear about

what could be obtained from FAA 8§70

taskingl

5b tasking and how this
Ultimately, the analysts

J‘f‘S“"S']""R‘EHG‘b‘Sﬂ—F\'E"Q-)'I. - - - - - - —

14

(b)(1)
(b)(3)-P.L. 8

(b)(1)
(b)(3)-P.L. 8

(b)(3)-P.L. 8
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were provided guidance internally | |
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
~FSSHNTY |

occur because not all analysts in the office are familiar with these
new procedures.

3. 1P SH/REEFOHSAFYEY Limited feedback and a long
delay: |  —

—SHSHA| I

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

ﬁelector Associated with|

-l

—TTST 7St
[TS778HA2d0_Shortly after tasking on the selector had been
initiated _

(b)(1)
(b)(3)-K

LSHSHREFOHS ATV RSV useslIIlu monitor tasked selectors to ensure foreignness and

compliance with (he law.

—FOP-SECRET/COMINT /NOTFORN—
(b)(3)-P.L. 86-36 15

(b)(1)
(b)(3)-P.L. 8

.L. 86-36

(b)(3)-40 USC 3024(i)
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(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

= () I
(D)(3)-P.L. 86-36  —(PSFFSHE|
agreed that a standardized process would improve the timeliness
| | They also concluded that the
process should be strengthened and suggested other
improvements to the current system.

III_\ el 11— : =]

“+FS//SI//NF) Establish a standardized process for
ras when it is determined that
(b)(1) coverage should continue after selectors are detasked

(b)(3)-P.L. 86-36 -
(b)(3)-50 USC 3024(i) from FAA §702 collection.

(ACTION: SID with OGC)

(U) Management Response

CONCUR. (U//#oue}[ Jand OGC concur with OIG’s (b)(3)-P.L. 86-36
recommendation. Corrective action 1s under wav and will be

completed as soon as possible,

—FOR SECRELHACOMINIANOFORN—
16
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Successful completion within this timeframe is contingent upon
direct involvement from SV and S1 as they are owners of mission
components that are directly tied to the transition process (see
Appendix C for full text of management comments).

(U) OIG Comment

(U) Planned actions meet the intent of the recommendation.

’ (b)(3)-P.L. 86-36
(U) Loss of Collection | |

TS/ SH/REETOUSAFYEY We also grouped the selectors

reviewed by the reason for detasking.

e Circumstances of Detasking

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—{ S SN
P
(U) Significance of] ~ (b)(3)-P.L. 86-36
1TSFSHNH|
—FOP-SEFEREH/CONMTINT/NOTORN—

17
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(U/fFBH67- Strict guidance on detasking (b)(3)-P.L. 86-36
TS7STFREETFOGSAFYEY Strict guidance from DoJ and OGC

—{FS/SHEY| |

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Action taken
— PSS | | the DIRNSA, along with the  (b)(3)-P.L. 86-36

Attorney General and the acting Director of National Intelligence,

filed with the FISC FAA 8702 certification renewal documents

related to targeting and minimization procedures for the

— SR | | NSA learned that the FISC was

concerned with the proposed changes to the minimization
procedures. DoJ and NSA are exploring alternatives to address
the matter while continuing to operate under the existing
procedures.

18
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(U) ACRONYMS AND ORGANIZATIONS

()] |

CIA (U) Central Intelligence Agency

U/ /fetre) -

() _

DIRNSA (U) Director, NSA R g

DNI (U/ 567 Digital Network Intelligence (b)(3)-P.L. 86-36

DNR (U) Dialed Number Recognition

DaoJ (U) Department of Justice

ECP (U) Effective Collection Priority

FAA (U) Foreign Intelligence Surveillance Act of 1978 (FISA)
Amendments Act of 2008

FBI (U) Federal Bureau of Investigation

FISA (U) Foreign Intelligence Surveillance Act of 1978

FISC .(U)IForeign Intelligence Surveillance Court |
(U)

0GC (U) Office of General Counsel

PAA (U) Protect America Act

SID (U) Signals Intelligence Directorate

SIGINT (U) Signals Intelligence

SV (U/ HoH07 Signals Intelligence Directorate, Oversight and
Compliance

SvV4 (U/ AEH6T Signals Intelligence Directorate, Oversight and
Compliance, FISA Authorities

TOPI (U/ /FOHOT Targeting Office of Primary Interest

USP (U) United States Person

19
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(U) APPENDIX A

(U) About the Audit
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(U) ABOUT THE AUDIT

(U) Objectives

(U) The audit objective was to document the circumstances and the
extent of dropped Signals Intelligence (SIGINT) collection as a result
of Foreign Intelligence Surveillance Act of 1978 (FISA) Amendments

Act of 2008 (FAA) §702 restrictions.

(U) Scope and Methodology

(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

(U) Conducted from February to August 2010, the audit examined
the gaps in coverage when a selector is required to be detasked for
compliance with FAA §702 and the measured effect of the lost
coverage,

(U/ /FOH6+ We reviewed current policies and laws pertaining to FAA
§702. We obtained access to the Protect America Act (PAA)/FAA
Incident database and reviewed reported incidents from 10 July
2008 (when the FAA became law) through 4 March 2010 and
documented actual instances when SIGINT collection was stopped
to comply with §702. See Appendix C - Data Analysis for our data
sources.

-c-We interviewed representatives from the following organizations:

Signals Intelligence Directorate (SID) Oversight and Compliance

(sv),{ | Office of General
Counsel (06€), | | and
addition, we met with| land documented the

collection transfer from NSA to FBIL

(U) SID Oversight and Compliance

(U/ AAOHOT To gain an understanding of the Agency’s process for
documenting and reporting incidents and violations, we met with the
SV staff. We obtained for our analysis information from SV’s
PAA/FAA Incidents database on selectors that were detasked
because of FAA §702 restrictions.

(U) Office of General Counsel

(U/ /#0671 We met with the OGC FAA liaison to gain the overall legal
perspective of the implementation of FAA §702. We also met with the
Acting General Counsel to discuss the nature of collection
restrictions that are inherent in NSA's legal authorities. In addition,
we discussed whether the current law is sufficient for NSA to achieve
its mission goals.

—FOPSHERIBACOMNFAAOORN—
3
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{b)(3)-P.L. 86-36

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

AU-10-0023 —TFOP-SECRET//CONMINT/NOTORN—

(L) |

(U/ o561 We met with technical leadership in the

| |to gain an understanding
of the legal, policy, and compliance constraints in the

|analytic environment, specifically related to

FAA §702. Case studies regarding selectors that were detasked
because of FAA §702 restrictions were conducted. | |

[when a selector was detasked was discussed with

nalysts. We obtained the analysts’ opinions about the effect of
collection on their work, including specific benefits and obstacles of
the FAA §702 authority.

(U) FAA implementation leads

(U/ /[FeQ} We met with the Analysis & Production FAA leads who
are charged with overseeing working groups, which are addressing
problems with carrying out work under the FAA. They outline etforts
on analytic training and coordinate with the Department of Justice,
0OGC, and SV.

{SUSHIREL TO-USA—FvEY| |
—ESASHANF)

(U) Tasking tool and data repository personnel

(U/ /[FOH61 We met with personnel in| . |

to discuss thel. |and
ftasking databases. We obtained extractions from these

databases to assist in our review. In addition, we met with the S2

metrics team,l

personnel, and a representative from SIGINT Strategy and

Governance to gather additional data concerning tasking gaps,

collection prioritization, and qualitative measures related to the FAA

§702 selectors of interest.

(U) Training

(U/ /#6067 We took the Legal Compliance and Minimization
Procedures (USSID 18) training to obtain access to certain
databases. In addition, we attended raining.

(U) Government auditing standards

(U) We conducted this performance audit in accordance with
generally accepted government auditing standards. Those
standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our
findings and conclusions according our audit objectives. We believe

S (b)(3)-P.L. 86-36
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that the evidence obtained provides a reasonable basis for our
findings and conclusions according to our audit objectives.

(U) Prior Coverage

(U) The Office of the Inspector General has not performed any
previous audits or inspections on FAA §702.

(U) Use of Computer-Processed Data

U) To perform this audit, we used data that originated from the
the SV4 PAA/FAA Incid‘e‘nts',| I"and (b)(3)-P.L. 86-36
databases. We used the data to conduct a gap analysis on selectors
that were detasked for FAA §702 compliance reasons. We did not
determine the validity of these databases; however, we validated the
data across multiple sources to ensure an accurate depiction of the
data as used for our analysis.

(U) Management Control Program

(U/ [FOP6+ As part of the audit, we assessed the organization’s
control environment pertaining to the audit objectives, as set forth
in NSA/CSS Policy 7-3, Internal Control Program, 14 April 2006. We
found that SV4’s 2010 statement of assurance reported that a lack
of upgrades of Information Technology systems and software
application and lack of training and staffing could impede the SV4
mission.
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(U) APPENDIX B

(U) Data Analysis
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(U) DATA ANALYSIS

(U) Identification of Detasked Selectors

B \ U ) We used the SV PPAA/FAA incidents database and the
(b)(3)-P.L. 86-36 as sources of selectors that were detasked to maintain
compliance with FAA §702.

(U//IFOUO) SV4 PAAIFAA Incidents database
(U/ /FOTO) We examined the SV4 PAA/FAA Incidents database,
which contains a record of reportable incidents under the PAA/FAA.
A reportable incident under PAA/FAA is one of the following:

(U/ e 0 The conduct of any SIGINT activity (collection,
processing, retention or dissemination) using PAA collectors ina
way that contravenes the terms of the PAA or the terms of the
specific certification under which you are operating. ¢ This includes
any activity that runs counter to the Director’s affidavit or the
associated exhibits that describe the process for determining
foreignness, the minmimization procedures, or the targets authorized
for collection under the certification.

(U/ /#65%) The conduct of any SIGINT activity using PAA
collectors without having a certification in place to cover the (b)(1)
target being collected. (b)(3)-P.L. 86-36

=3 SHREEFO-H5AEH We reviewed the records in the SV
PAA/FAA Incidents database from 10 July 2008 (the inception o

FAA) to 4 March 2010 and determined that there were a total of
incidents.

=

(U/ OS] The records in the database are categorized by incident
type. This allowed us to determine those that met the criteria for
our review of detaskings related to compliance. The relevant
incident types for further review are:

By = _ . -{-S-f-,‘-S-I-;‘ﬁ%EHB—B-SH’b‘E’!‘)' Roamers into the US

(b)(3)-P.L. 86-36 . HHREEFO-HS7 |

(b)(3)-50 USC 3024(i) o SRR S A
* ASHSHARE-FO-ES5AFYEYY Targets identified as a USP after

tasking under §702

(U/ #*OH8) Incident types such as “analyst error” and “tasking
error” did not relate to detasking to maintain compliance with §702;
therefore, we eliminated these types of records from our review.

% (U) PAA was the predecessor lo FAA.

—TOP SECRET//COMINT/ANOIFORN-
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(UIFeHe)| = =

—3 B REEFO O SATFYENT Jis the targeting tool used to
submit and manage Digital Network Intelligence (DNI) targeting
requests. To ensure that we obtained records of all detaskings
related to §702 compliance, we requested fmmIZItasking records
a record of detaskings for any of the three following reasons’:

1. Userisa USP
2. User is entering the United States
3. User is in the United States

—=de4 The main purpose for requesting
detasking records from was to search for selectors that were
detasked citing a reason “user is entering the United States” and
that were not captured as incidents in the SV PAA/FAA Incidents
database because they were detasked before the user actually
roamed into the United States.

(b)(3)-P.L. 86-36

(U) Audit universe

(U/ /F#O6H6) We compared the results of the query with the selectors
identified in the review of the PAA/FAA Incidents database and
identified additional selectors that were detasked for compliance
purposes.

~ S-S REETO U 5ATFYEY} From our review of the SV PAA/FAA
(b)(1) _ Incidents and[___ Jdetasking records, we identified a total universe

(b)(3)-P.L. 86-36 0 unique selectors that were detasked for compliance reasons.
The detaskings covered the I‘AA 8702 certifications:
|

| We were able to identify both detasked DNI and

e Dialed Number Recognition (DNR) selectors from the FAA
(b)(1) Incidents database and detasked DNI selectors from
(b)(3)-P.L. 86-36 detasking records. The breakout of the selectors are detailed in the

(b)(3)-50 USC 3024(i) following table:

2009; therefore, our search within
March 2010.

¢ (Uf?‘f‘f}b‘e-'jIZIdid not l't:rrmailt mf] nde a “detask reason” field until anupgrade was performed in February,

detasking records was performed for the date range February 2009 to

" (b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

~ (b)(3)-P.L. 86-36
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(T/ He=er
(U/IFOY) Detasked Selectors by Source and Type
vl
§702 Time No. of
Source Type Selector Description Detasked
Frame
Type Selectors
SV4 PAAIFAA Incidents Compliance-related Jtz'ﬂg?ff
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents Compliance-related ‘ig'{ﬂg?{g}:
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents Compliance-related ‘izliﬂgsf:
database detaskings since July 2008 2010
SV4 PAA/FAA Incidents Compliance-related Jt:“r{ﬂg?ft?
database detaskings since July 2008 2010
Compliance-related February
I:Idetasking record detaskings since February 2009 to
2009 : March 2010
Compliance-related February
I:Idetasking record detaskings since February 2009 to
2009 March 2010
Total |
(b)(3)-P.L. 86-36 (b)(1)

(b)(3)-P.L. 86-36
(U) Audit Sample for Gap Analysis

- The focus of our gap analysis was on
FAA selectors that were detasked for collection for compliance
reasons under the certification from February 2009 to March
2010. We concentrated on the selectors from theEIcertiﬁcation
because of the signifance of the FAA §702 collection, including the
number of FAA §702 taskings, and the key role it plays in[f
SIGINT production. We also based our decisions regarding the time
frame for review and the focus on |selectors on of the availability
(1371 b E——— ez OF, records necessary to conduct the analysis, and the majority of the
(b)(3)-P.L. 86-36 702 detaskings werel """ _ | There were I:Idetasked
selectors. We were unable to conduct an anlysis of| _|selectors
because of 4 lack of traffic or tasking information or both.

—SHSHREEFOHSATYEY Our analysis covered both time gaps

(gaps in coverage in days) and collection coverage gaps (projected
missed collection as a result of the loss of coverage) for the

selectors.
(b){(1)
— S REE O TS AT YR (RSPl 86-36
§702 Selectors Reviewed
Database Type Selector (February 2009 to
Type 2 March 2010)
SV4 PAA/FAA Incidents database
| |detasking records
(b)(3)-P.L. 86-36 Total |
1S3/ REETTOUSA TVEYT
—TOP-SECRET/CONMINT/NOTFORN—
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(U/FOUS) Records reviewed
(U/ /[FOY6+ To measure the extent of the gaps associated with
detasked §702 selectors, we evaluated multiple sources_of

imformation. This information was requested from SV,

|and the S2 We.also reviewed the
" (b)(3)-P.L. 86-36

following databases: [

» (U/FBHESYr §702 tasking history
(U/ o80T records were used to determine the dates of
coverage for the selectors. The data included the dates the
selectors were tasked and detasked i11|:|for Executive Order
12333 and §702 coverage.

- (UIFeuey | |
(U/ /FfOB6} Data were requested from the:on the tasking
and detasking of the selectors. This allowed us to draw a

comparison between information in th PAA/FAA Incidents

database and the tasking records from We also used the
data to determine the Effective Collection

Priority of each of the selectors.

(b)(a)PL 86-36

- (UFedey | |
- : | |data were requested for
determination of the number of pieces of traffic, or “traffic hits,”
collected per day related to §702 This
(b)(1) = ' : trafﬁc_ allowed us to determine how active the selectors were in
(b)(3)-P.L. 86-36 regard to traffic collected| |
(b)(3)-50 USC 3024(i) From this information, we were able to project the potential

collection that was lost during gaps in coverage related to §702
compliance. It also provided us the ability to determine how

» (U/E=eYESr Purged records
(U/ /FEYOT Purge requests from SV4 to database managers were

evaluated for records related to the group o-f-Dselectors in the
atabase. The purged records in effect represent a gap
in collection coverage.
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= (U/FEY8) reporting
(u/ We requested from the 82I l:ounts of

serialized SIGINT reporting that cited §702 data as the source

artial or sole-source). The records were extracted from the
database and provided us the ability to determine the effect
of §702 collection on serialized SIGINT reporting.

| (U;’fF&b‘G‘)l _
ey I

(b)(3)-P.L. 86-36

= (UH=SHO §704/§705b tasking

—S/SHREEFOUSAFYEYT Reports were generated from
and records requested from SV regarding %704/?05]3

authorizations to determine if any of the detasked §702
selectors were subsequently approved under those (b)(3)-P.L. 86-36
authorizations.

(b)(1)
(b)(3)-P.L. 86-36
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(U) APPENDIX C

(U) Full Text of Management Comments
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(U) SID and OGC Management Responses

SECURITY CLASSIFICATION

NSA STAFF PROCESSING FORM

TO | EXREG CONTROL NUMBER | ®Ge CoNTRAL NUMBER

OIG | 2010-8956

THRU - ACTIGN EXREG SUSPENSE
D APPROVAL 15 Nov 2010

SUBJECT KCC SUSPENSE

(U/A6H8,) SID Response to Drafi Audit Report on the [ sonature s

FISA Amendments Act 702 Detasking Requirements INFORMATION

DISTRIBLTION

SUMMARY

PURPOSE: (U//F&6+ To provide the SID response to the draft report on FISA Amendments Act
(FAA) 702 Detasking Requirements (AU-10-0023).

BACKGROUND:; (U541 The Audit was initiated at the request of DIRNSA. The Audit
objective was to document the circumstances and the extent of dropped SIGINT collection as a result
ot FAA 702 restrictions. The dralt Audit report was provided to] |

| and Office of General
Counsel (OGC) to review for factual accuracy and respond to the assigned recommendation listed
below,

SN E-Recommendation: Establish a processl Icoverage for
accounts de-tasked from FAA 702 collection. Lead Actionee: SID with OGC.

DISCUSSION: (U/#2E67 The m@;mnem (Tﬁ is the consolidated SID/S2 and OGC

response to the subject report, The deferred k& or their response to this tasker.

(b)(1)
(b)(3)-P.L. 86-36

Thiz SPE may be downgraded and marked SECRET/COMINTYNOFORN upon removal of encl(s).

COORDINATION/APPROVAL

c_nrnc_E " NAME AND DATE SECURE OFFICE | NAME AND DATE PROARE
_SDIR ] tfzfe e S

502 r'f!r}:ﬁﬂ e T (b)(3)-P.L. 86-36

Sa_ | [Frzno 9633335

QG femait/iiiong | 963-3121
| feimail1 110010 463-4093

ORIGINATOR ORG PHONRE {Sacure) CATE PREPARED
| | 5023 D66-5590 11/15/2010

FORN 467967 REV FEB 2005 | Sunersades AG796 NOV 96 which iz absniste) | SECURITY CLASSIFICATION
WNEMN TRIO-FM-001-5465

Derived From: NSA/CSSM 1-52 =S e REEAC O HINT OT O RN
Dated: 20070108
Declagsify On: -PSSSEHHE-

(b)(3)-P.L. 86-36 (b)(3)-50 USC 3024{i

)
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L (U) SUMMARY

AU-10-0023

(U/FEHJ0} As requested, this correspondence provides the Office of

|and Office of General Counsel's (OGC) statements of (b)(3)-P.L. 86-36

TSHStHN Recommendation : Establish a process for NSAI

concurrence (or non-concurrence) with the recommendation contained in the Office
of Inspector General’s (OIG’s) draft audit report on the transition gap NSA
encounters when targets of Foreign Intelligence Surveillance Act (FISA)
Amendments Act (FAA) §702 collection must be de-tasked from this collection

authority. This memorandum also provides OIG with the results of

and

OGC'’s review of the draft report for factual accuracy.

IL. (U) CONCURRENCE WITH RECOMMENDATION

collection.

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

(U) Lead Actionee: SID with OGC.

(U) Concur/Non-Concur & Estimated Completion Date:

coverage for accounts de-tasked from FAA 702

and OGC concur with  (P)3)-P.L. 86-36

OIG’s recommendation. Corrective action is underway and will be completed as

soon as possible,|

| Successful completion within this

timeframe is contingent upon direct involvement from SV and S1 as they are
owners of mission components that are directly tied to the transition process.

~FSHSHHNR Comment: A”h‘I’i‘?h there is a current process for the Signals

Intelligence Directorate (SID)

|coverage of targets of interest,

OGC does not dispute OIG’s substantive finding that the current process does not

appear to be universally understood by SID’s|

| personnel. 1n ~ "(b)3)-P.L. 86-36

response to this finding and recommendation, OGC and individuals from SID, to

include

personnel, are working on improving the current process

| [coverage of|

collection. OGC and SID|
establish a clearer process for NSA

|targets that must be dropped from FAA 702
|[personnel have already initiated discussions to
coverage for selectors de-

tasked from FAA 702 collection. OGC and| |personnel have begun drafting a
comprehensive standard operating procedure (SOP) for analysts to follow when

as appropriate. The SOP will

also include a quick reference guide and checklist for analysts. OGC will engage

with the Department of Justice (DoJ)

as (b)(3)-P.L. 86-36

B R L
£

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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necessary to ensure that the new process addresses OIG’s finding and

recommendation.
(b)(1) - ‘ - -
(b)(3)-P.L. 86-36 —(FSHSHANFTIn the short term,[__]has initiated a series of training sessions for (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024{hembers of the division and branch leadership teams to raise awareness of the

process| | The purpose of the

training is to establish branch and division level Points of Contact (POCs) who will

be able to assist analysts through th4:|process. Additional Video

Teleconferencing Center (VTC) sessions will be scheduled to include the extended

enterprise.

(b)(3)-P.L. 86-36 _ N . .
Finally, an e-mail alias has been created that includes technical and

policy experts in|:| The purpose of this group is to assist the division and branch
POCs as they work with the analysts on theIt‘process. Members of the
group will also ensure that timely resolution is reached for selectors de-tasked from
FAA 702.

II1. (U) REVIEW FOR FACTUAL ACCURACY

{b)(3)-P.L. 86-36

(U/FEH63 OIG Comment: The OIG does not agree with the|:|that all suggested
changes were due to inaccuracies or misleading statements. In most cases, these
suggested changes were based onDinterpretations of the report and new
information. We made the appropriate changes to update and clarify areas of the
report.

—SHEHANT-The following lists areas of the report where :lidentified factual
inaccuracies or misleading statements that should be corrected in the final version
of OIG’s report on thei:lgap NSA encounters when targets of FAA 702
collection must be de-tasked from this collection authority. These factual
inaccuracies do not affect|:|concurrence with the report’s recommendation that
SID and OGC establish a new processl
| |[targets that must be dropped from FAA 702 collection. The
following constitutes speclflc suggested corrections:

(b)(1)
. (b)(3)-P.L. 86-36 (b)(3)-P.L. 86-36
(U) Correction 1 (b)(3)-50 USC 3024(i)

—{STStHNFY Highlights Section (page i): On page ‘i’ in the “Highlights” section, the
report contains a sentence that says|
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—5HSHNFT Comment: This statement implies that NSA would have been able to
obtain probable cause on all of those selectors and would have been able to

transition to another authority. Believe we should clarify that we cannot transition
all selectors in all circumstances.

(b)(3)-P.L. 86-36
(U) Correction 2 (b)(3)

—{SHSHANFT Gaps inl :Cove'rage Exist (page 5): Under the FINDING (top

of the page), it states “...the Agency has experienced coverage gaps when
transitioning from FAA702 to another authority.”

—5H5HANF Comment: This statement implies that NSA should be able to transition
to another authority in all instances. This is not the case. Believe we should clarify
that we cannot transition all selectors in all circumstances. While the need for a

“higher legal standard” is mentioned on the bottom of page 6, believe we need to be
up front with the fact that some selectors will not transition.

(U) Correction 3

—&H5H Effective Collection Priority (ECP) (page 8): This section states that the

average ECP was 2.52 indicating that “the average ECP was 2.52, indicating that
these selectors are of high priority.”

—{8##Stid Comment: Believe we need to add context to this statement. We would

imagine that most if not all _ has an (b)(3)-P.L. 86-36
ECP that falls into the 1-3 range. Probably all|_|se|ectors are of high priority based
on the ECP.

(U) Correction 4

—{FSHEHAN- Selectors not retasked (page 11): The table at the top of the page
indicates that - (b))

(b)(3)-P.L. 86-36

—FS5HSHAN Comment: We think it is important to add a footnote that indicates
that the analysts were told that they did NOT have to perform thorough research to
try to recall why the selector was not retasked. Below is an excerpt from an email
exchange between OIG andljindicating that the analyst did not have to perform
research if they did not remember why the selector was not retasked.

~FOP-SECRET/COMINT/NOTORN

(b)(3)-P.L. 86-36 6
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—F5HSHANT) We agree with your assertion that the analysts simply note that they do
not recall what happened to the selectors if they cannot remember. Our intention
was not to require people to spend hours trying to recall information to answer our

survey, which is why there is a “don’t recall” option in the first questiorypy1)
(b)(3)-P.L. 86-36

(U) Correction 5 (b)(3)-50 USC 3024(i)

FSHEHANRY]

=T33t Comment :

(U) Correction 6

—F5#5HNFT Need for consistent process (page 11): The document states that,
(b)(1)
(b)(3)-P.L. 8636
(b)(3)-50 USC 3024(i)

—FS5HSHNF- Comment: We think it is important to note that some selectors will
take longer to transition compared to others based on the circumstances. The
probable cause standard is higher than the standard associated FAA 702 tasking.
This statement implies that we should always be able to transition quickly. It may
take time and a lot of back and forth between before we (P)3)-P.L.86-36
reach the probable cause standard. We realize this is addressed in the Case Studies
on page 13 but we think it should be stated up front.

(U) Correction 7

(0)(3)-P.L. 86-36

—{SH5HRELT Footnote 3 (page 14): States that

—F5HSHANE Comment

®N1)
(b){3)-P.L. 86-36
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b)(3)-P.L. 86-36

(U) Correction 8

=5/ 3tHANFY First Paragraph (page 15): “The analysts also may not have been

p)(1)
b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—

—F5H5HA Comment:

(U) Correction 9

—F5H5HNF Action Taken (page 18): This section discusses the new procedures

which are supposed to provide relief on somg scenarios. (b)(1)
(b)(3)-P.L. 86-36

—FSHSHHF Comment: Unfortunately, provisions were (b)(1)
- s (b)(3)-P.L. 86-36
removed from the new procedures so we will not see any relief
based on the new procedures. OGC would have details on exactly what occurred
and where we stand.

IIL (U) OGC - REVIEW FOR FACTUAL ACCURACY

(UHABHQ) OIG Comment: The OIG does not agree with the OGC that all
suggested changes were due to inaccuracies or misleading statements. In most
cases, these suggested changes were based on OGC'’s interpretations of the report
and new information. We made the appropriate changes to update and clarify
areas of the report.

“5H5HHE The following lists areas of the report where OGC identified factual
inaccuracies that should be corrected in the final version of OIG’s report on the
transition gap NSA encounters when targets of FAA 702 collection must be de-
tasked from this collection authority. These factual inaccuracies do not affect
OGC’s concurrence with the report’s recommendation that SID and OGC establish
a new processl Itargets that must be
dropped from FAA 702 collection. The following constitutes OGC'’s specific
suggested corrections:

(b)(1)
—TLORSECRETACOMINT/ANOFORN- (b)(3)-P.L. 86-36

8 (b)(3)-50 USC 3024(i)
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(U) Correction 1 {g;g;-PL P
«SHSHANR Highlights Section (page i): On page ‘i’ in the “Highlights” section, the
report contains a sentence that says the issue of a |
| lis currently under review by DoJ. This statement is
factually incorrect. In July 2010, Dol attempted to persuade the Foreign Intelligence
Surveillance Court (FISC) to allow tasking to continue under one version of the

[but the FISC
refused to accept the proposed change to NSA’s FAA targeting and minimization
procedures that the Government proposed to address this problem. OGC'’s
understanding is that the FISC concluded such a change would conflict with
statutory restrictions contained in the FAA legislation itself. Therefore, Dol is no
longer reviewing this issue in the manner mentioned in the draft report. Instead,
Dol is reviewing two different draft legislative proposals that attempt to close the
transition gap. One proposal was drafted by NSA and the other proposal was

prepared by DoJ's National Security Division. I

. (b)(1)
(U) Correction 2 (b)(3)-P.L. 86-36

{55+ Introduction : On page 2, the “Introduction™ section of the draft report
contains the following sentence:

(b)(1) ~{SHSHNFY “Under FISC docket number[ ___|(known as the Raw Take

:g;g;;‘}i,gﬁgmn Sharing Order) dated July 2002, NSA is able to receive FBI FISA collection.”
(U) As drafted, this sentence is factually inaccurate. The sentence should be revised
to read:

—(SHSHANFY “Under FISC docket number (known as the Raw Take
Sharing Order) dated July 2002, NSA is able to receive most FBI FISA
collection directed against the FBI's counterterrorism targets.”
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(U) Correction 3 (b)(3)-P.L. 86-36

—5H5HANFT Finding that Gaps inDTarget Coverage Exist: Page 6 of this section
of the draft report contains the following sentence:

(55t “To avoid a break in coverage, other authorities must be sought if
the target remains of interest and is an agent of a foreign power (§704, §705b,
and/or FBI FISA).”

~SHSHANE This sentence is inaccurate as drafted since it implies that the listed
authorities are the only possible authorities available to resume coverage. The
sentence should be revised to read:

-SHEHAR “To avoid a break in coverage, other authorities must be sought if
the target remains of interest and is an agent of a foreign power (e.g., §704,
§705b, FBI FISA, etc.).”

(U) Cotrection 4 (b)(3)-P.L. 86-36

~“5HEHNE) Finding that Gaps inDTarget Coverage Exist: Page 6 of this section
of the draft report contains the following statement:

—SHSHHAN-“For non-FAA §702 coverage, a higher legal standard,
individualized probable cause, is required to secure a FISA order. | I

—5HSHAT Although the statement is accurate as drafted, for completeness OIG
may wish to note that, in some cases, the Government may simply not be able to
assemble facts sufficient to satisfy the probable cause standard. ib)ﬁ)

(b)(3)-P.L. 86-36
(U) Correction 5

—FSHSHNFT Discussion of lack of process| | On pages
15 to 16 of this section of the draft report, there is a discussion of the delay
experienced in regaining coverage of selectors associated with|

Since the report says

—FOPSEERFHACOMNTANOFORN—  (b)(1)
10 (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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NSA had to de-task the account once the Agency. learned that] |

(U) Correction 6

—(SHSHANR) Discussion of “Strict guidance on detasking| ]: On

pages 17 to 18, the draft report states that DoJ and OGC have provided “strict
guidance” to de—task[ ] Although accurate, as drafted the report
implies that DoJ and OGC have discretion to alter the guidance. Therefore, the
draft report’s discussion of the legal advice provided by Dol and OGC on the de-
tasking of| |is extremely misleading. Although this section of the
draft report notes that the FISC has expressed “concern” about the modifications
the Government prop’osed:lto NSA’s FAA 702 targeting and
minimization procedures, the report fails to note that the Court’s concern was with
the| lissue. OGC’s understanding is that the Court concluded that
even the modest changes proposed| |to address one aspect of the |

were

incompatible with the current statutory framework. Moreover, for completeness,
the report should also note that, even if the statutory language is changed, there
may be Fourth Amendment problems with maintaining electronic surveillance of a
U.S. person or a person located inside the United States on anything less than a
formal probable cause determination.
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