
 

 

NSA Office of the Inspector General Releases Three Reports 

17 February 2016 

 

The National Security Agency (NSA) is releasing today three reports by NSA’s Inspector General 

about the Agency’s compliance with a current and former statute authorizing electronic surveillance.  

The reports detail steps NSA has taken to adhere to the law and highlight the importance of these legal 

authorities to the Agency’s national security mission.  They also reveal some procedural and other 

deficiencies that have been subsequently corrected.  NSA reported the incidents to Congress as 

required.  All three reports – more than 300 pages total – confirmed that there had been no cases of 

intentional violation of laws.  NSA released the reports under a Freedom of Information Act request.  

They are being published on NSA.gov to help raise public awareness of the Agency’s foreign intelligence 

mission and to highlight the Agency’s ongoing commitment to compliance with the law.  The NSA 

Inspector General’s rigorous, independent, and continuous reviews are an essential part of the Agency’s 

extensive oversight.   

These reports, issued over a five-year period beginning in 2010, concern NSA activities 

conducted pursuant to two authorities: Section 702 of the Foreign Intelligence Surveillance Act (FISA), 

which authorizes targeted surveillance of foreign persons located outside the United States in certain 

cases, and Section 215 of the USA PATRIOT Act, which was replaced last year by the USA FREEDOM Act.  

NSA itself initiated two of the reports, and one was requested by members of the Senate Judiciary 

Committee.  Below are highlights from these NSA Office of the Inspector General (OIG) reports.   

 

NSA OIG report ST-14-0002.  This report, issued on February 20, 2015, was compiled by the NSA 

OIG at the request of members of the Senate Judiciary Committee.  The OIG reviewed the controls 

implemented by NSA in carrying out activities pursuant to two FISA authorities.  The first was Section 

702, which was enacted as part of the FISA Amendments Act of 2008 and authorizes the targeting of 

non-U.S. persons reasonably believed to be outside the United States to acquire critical foreign 

intelligence information.  This collection authority is one of the Intelligence Community’s most 

significant tools for the detection, identification, and disruption of terrorist threats to the United States 

and its allies.  The second authority examined by the OIG was Section 215 of the USA PATRIOT Act.  

Pursuant to Section 215, NSA was authorized to collect in bulk certain telephone metadata.  This 

program operated from 2006 until its termination by statute on November 28, 2015.  Section 215 was 

amended by the USA FREEDOM Act, which was enacted on June 2, 2015, and became effective on 

November 29, 2015.  The USA FREEDOM Act made significant changes to NSA’s authority to collect 

telephone metadata pursuant to the Foreign Intelligence Surveillance Act and was not the subject of the 

OIG’s review, so significant portions of the report are no longer relevant to NSA’s activities. 

The report presents a detailed, comprehensive picture of the operation of the Section 702 

program.  Specifically, it describes the extensive internal and external oversight and compliance regime, 



 

 

including access restrictions, training requirements, and technical controls – as well as limits on data 

retention and dissemination of information.  The report also notes a number of unintentional 

compliance failures and describes the controls put in place to mitigate recurrence.  The report further 

notes that Section 702 contributes significantly to NSA’s mission. 

 

NSA OIG report, ST-11-0009.  This report focused solely on Section 702 and was issued on 

March 29, 2013.  It reviewed the system of management controls that NSA implemented, including 

training, access, and multiple levels of review and oversight.  The OIG did not identify any areas of non-

compliance.  It recommended several areas in which controls over compliance with Section 702 could be 

improved, including a lack of clear guidance to analysts, inadequate documentation, and insufficient 

training in some instances.  In each case, NSA’s Signals Intelligence Directorate agreed with the OIG’s 

recommendations and implemented corrective action plans. 

 

NSA OIG report AU-10-0023.  This report, which covered only certain aspects of NSA’s 

implementation of Section 702, was issued on November 24, 2010.  Specifically, the report reviewed the 

process by which NSA transitioned from collection pursuant to Section 702 to other authorities under 

FISA.  The OIG identified the lack of a standardized process, which created the potential for gaps in 

lawful surveillance coverage.  The Agency has since implemented an improved transition process.  

Moreover, Section 701 of the USA FREEDOM Act subsequently clarified surveillance procedures in that 

regard. 

 

The National Security Agency is tasked with a complex foreign intelligence mission and is 

dedicated in its respect for U.S. laws and policies.  There is a robust internal and external oversight 

structure in which all three branches of government play a key role, as well as a rigorous internal 

compliance program.  The three NSA OIG reports published here are intended to help raise public 

awareness of the Agency’s mission and to highlight ongoing commitment to compliance with the law.   
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(U) NSA OFFICE OF THE INSPECTOR GENERAL 

(U) The NSA Office of tbe Inspector Genera] (OJG) conducts audits, investigations, inspections, and special 
studies. Its mission is to ensure the integrity, efficiency, and effectiveness ofNSA operations, provide 

intell~gence oversight, protect against fraud~ waste, and mismanagement of resources, and ensure that NSA 
activities are conducted in compliance with the law. The OIG also serves as an ombudsman, assisting Agency 

employees, civilian and military, with complaints and questions. 

(U) Intelligence Oversight 

(U) The OIG Office oflntelligencc Oversight reviews NSA's most sensitive and high-risk programs for 
compliance with the law. 

(U) Audits 

(U) The OIG Office. of Audits within the OIG provides independent assessments of programs and organizations. 
Performance audits evaluate the effectiveness and efficiency of entities and programs and assess whether NSA 
operations comply with federal policies. Information Technology audits determine whether IT solutions meet 

customer requirements, while conforming to information assurance standards. All audits are conducted in 
accordance with standards cstablfabed by the Comptroller General of the United States. 

(U) Investigations and Special Inquiries 

(U) The OIG Office oflnvestigations administers a system for receiving and acting on requests for assistance 
and complaints about fraud, waste, and mismanagement. Investigations and special inquiries may be 
undertaken as a resu.lt of such requests and complaints (including anonymous tips), at tbe request of 

management, as the result of questions that surface during inspections and audits, or at the initiative of the 
Inspector General. 

(U) Field Inspections 

(U) The Office of Field Inspections conducts site reviews as part of the OIG's annual plan or by management 
request. Inspections yield accurate, up-to-date information on the effectiveness and efficiency of field 

operations and support programs, along with an assessment of compliance with federal policy. The Office 
partners with Inspectors General of Service Cryptologic Components and other hitelligcnce Community 

Agencies to conduct jo1m inspections of consolidated cryptologic facilities. 
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TO: DISTRIBUTION 

OFFICE OF THE INSPECTOR GENERAL 
NATIONAL SECURITY AGENCY 
CENTRAL SECURlTY SERVICE 

AU-10-0023 

24 November 20 10 
IG-11226-10 

SUBJECT: (U) Audit of the FISA Amendments Act (FAA) §702 Detasking 
Requirements (AU- 10-0023) - ACTION MEMORANDUM 

1. (U) This report summarizes the results of our audit of the FlSA 
Amendments Act (FAA) §702 Detasking Requirements {AU-10-0023) and 
incorporates management's response to the draft report. 

2. (U/ /FOUO) As required by NSA/CSS Policy 1-60, NSA/CSS 
Office of the Inspector General, actions on OIG audlt recommendations are 
subject to monitoring and follow-up unUI completion. Therefore, we ask 
that you provide a written status report concerning each planned corrective 
action categorized as "OPEN.'' If you propose that a recommendation be 
considered closed, please provide sufficient informa tion to show that 
actions have been taken to correct the deficiency. If a planned action will 
not be completed by the original target completion da te, p lease state the 
reason for the delay and Trovide a revised tarJet completion date. Status 
reports should be sent to _ _Assistant Inspector General 
for Fo11ow-up, at OPS 2B, Suite 6247, within 15 ca lendar days after each 
target completion date. 

3. (U / / fi'OUO) We appreciate lhe courtesy and cooperation 
extended to the auditors throughout the review. For additional 
information, please con~ctj jon 963-0957 or via e-mail at 

I I 

(b) (3)-P.L. 8 6-36 

1.~uf!JCLAd 
Inspector General 

TOf' 8EcttE'Ph'CO!~ffNTtYNOFOR:N 
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(b)(J-)~P.L. 8~-36 

1 OP SLCttt:T";J'COlvftN'fJ}'NOFORN A U-10-0023 

'(1;>) ( 1 ) 

(U) EXECUTIVE SUMMARY <b> <3 >-P. L . 06-36 

(U) OVERVIEW 
(b) (3) -SO USC 3024 (i) 

(~//~I/ /Itl!:L TO U5A, Ji mt) Section 702 of the Foreign Intelligence Surveillance Act 
(FISA) Amendments Act of 2008 (FAA), has strengthened Signals Intelligence 
(SIGINT) collection, particularly against terrorist targets. From September 2008 to 
March 2010 the number of SIG INT re arts that incor orated FAA 702 sourced 
collection 

(T~//81//H fi') Under the law, collection under FAA §702 must cease in certain 
circumstances, potentially resulting in a gap in coverage. To regain coverage, NSA 
must transition to another authority for continued collection, such as a FBI FISA 
Order. The Agency does not have a consistent process to en sure a seamless 
transition from FAA §702 authority to FBI FISA Orders. 

(U) HIGHLIGHTS 

(U) Gaps inl !coverage exist 
\ l v I , ,.;, , ./ l'UJJ.J l v v vn., l' v l..J ;; Analysis of detasking for FAA §7 02 compliance 

.. -

(U) Significance .. ·at l I 
i:rs 7' t Sf t 7' fq fi'l I (b) (1) - - I 

\.L.1J \.;>J ·r • .1..1 . oo-
(h) (3) -SO USC : 

{6/ /Ol//REL :re USA, P\l~Yl Need for standardized process! I 
· -:-:: ' '~- 1 1"m1 The A2'encv lacks a standardized Process I I 

I 

(U / /POU0) Management Response 
(U / /FOUQ1 The recommendation is being addressed by managem~nt. · 

, 

(h) ( 1) 

36 
024(i) 

(b) (3) -P. L. 86-36 
Tor sreR£I»€OldH«n'NoroRN <h> (3)-so use 3024 (i) 

iii 
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I. (U) INTRODUCTION 

(U) Background 

'fb>' nr· - ··· - . . - . _. 
(b ) (3 ) -P : L . .. 86-36 
(b) (3 ) - 50 USC .302.4 (~) 

(bfi.i:r - -· 
(b) (3) - P . L . 86- 36 

....... 41• ' " 

4.,., ... • · I:,.,,~~ · ·_;_'•; •-+,:::< .. '""' I''- ' 

(b) (1) 

(b) (3) - P . L . 86- 3 6 
(b) (3 )-50 USC 3024(i) 

!T~// SI// NE) Section 702 of the Foreign Intelligence Surveillance Act 
.. · '[FTSA) ·Amendments. Act .9{ ~008 (FAA), enhances surveillance against 

foreign nationals outside the-Unifod"Sta:tes: I I 
I 1§702 effectively broadened 
access to cntlcal targets of mterest, particularly terrorists. From 
September 2008, when FAA was implemented, to March 2010, the 
number of Signals Intelligence (SIG INT) reports that incorporated 
§702 sourceQ. collection-I I 

(TS//01// HP) Collection under FAA §702 must cease under certain 
circumstances. De~asking is required when a tar et is determined to 
be enterin or to have entered the United States 

Collection also. must cease when a tar et 1s found to be a U.S. erson 
- . . p. 
....._ ______ ..... To regain coverage of such a target, collection 
must tran sition to ano ther authority, for example, a Federal Bureau 
ofinvestigation (FBI) FISA Order. The transition from FAA §702 to 
another authority may not be seamless, thereby creating a .gap in 
coverage and potentially causing a risk to U.S. security. This audit 
assessed the circumstances and extent of the FAA §702 coverage gap 
by examining tasking and detasking records, FBI FlSA data, traffic 
collected and purged, and SIGINT reporting. 

(U) FAA §702 
('FS//Si// tfF) FAA §702 allows NSA to use the assistance of U.S. 
telecommunications and Internet service providers to target non­
USPs outside the United States . After the Attorney General and the 
Director of National Intelligence file a joint certification that certain 
s tatutory requirements have been met and the certification is 
approved by the F'ISA Court (FISC), NSA may conduc t foreign 
intelligence surveillance of the content of communications. The 
certification includes an affirmation that the surveillance targets only 
non-USPs reasonably believed to be outside the United States. The 
certification is submitted to the FISC and typically is approved for 
one year. Acquisition under a certification must adhere to targeting 
and minimization procedures approved by the Court. As of August 

TOP ~~CRE'fhlCO.,\fFN'Fh'NOFORN 
1 
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(l:>) -( l .}__ 
(b) (3)-P.L ... 86-36 
(b) (3) -so USC 302~ (i) 

(b) ( l) 
(b) ( 3 ) - P . L . 8 6 - 3 6 

1
2010,

1 
NSA was authorized to conduct FAA §702 collection under 

certifications. 

(U / /FOUO) Other, FISA authorities provide alternative means to 
obtain collection against foreign intelligence targets when NSA must 
stop collection (detask) pursuant to FAA §702. 

• (U) FAA §704 
(U / /FOUO) Other Acqu.isitions Targeting USPs Outside the 
United States. A FISC Order is required, but surveillance 
techniques are not reviewed by the court. 

• (U) FAA §705b 
(U / /fOUG-J Joint Applications and Concurrent Applications. 
When a FISA Order that authorizes surveillance of a target 
inside the United States is in place, the Attorney General can 
authorize targeting while the USP is reasonably believed to be 
outside the United States. 

• (U) FBI FISA Order 
(S//SI//REL 'FO FYE\') The FBI is authorized under a FISC 
Order to perform searches and electronic surveillance against 

--- agents ·ara··foreign ·powet. Under FISC docket numbed I 
(b) (3 ) -50 USC 3024 (i) 

(known as the Raw Take Sharing Order) dated July 2002, NSA 
is able to receive most FBI FISA collection. 

(U) Increased use of FAA §702 Authority 
(8//SI//REL 'FO USA, f'VI!!i') According to analysts in the Signals 
Intelligence Directorate (SID), collection under FAA §702 authority is 
productive and grew in the 19 months between September 2008 and 
March 2010. Increased tasking under FAA §702 authority has 
resulted in increased SIGINT reporting. The Agency has also 
experienced an increase in compliance-related detaskings of 
selectors. 

'f'Ofl ~ECttE't}]'COldfNf;tj't•lfJFORN 

2 
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'J~)~:<~t::; .......... :·:":""' .. ·~"' 
(b) (3>°:::P '.··L .. 86-36 . 
(b) (3) .,,~o usc-·:.3024 (i) 

TO:P SECRET;$'€0i\£&nn'NOFORN AU-10-0023 

• (U) Tasking 

JIS//Si//7 '1'0 USA, FVEY) Tasking b}'. selector11-l ___ ' .... i 

(U) Detasking 
- (S/ fSi/./R;EL 'fO US:A, FVEY) Compliance-related 

significantly · increased I 
I --- .. ----

(U) SIGINT reporting . --- .... 

de tasking 

!S/ /81//REL TO USA, FVE¥) Reportin based on collection 
under FAA 702 authori increas·ed 

(U) NSA oversight of FAA §702 collection 
(S//SI//REL TO USA, FV.SY) In addition to the analysts' obligation to 
review the status of their selectors, the SID Oversight and 
Compliance Office (SV) is r esponsible for monitoring compliance with 
FAA §702 and tracking detasking. SV monitors selectors throu h 
special tools to ensure complianc~ _ .. _ .. ... · .... -· · - · ·- -·- (b) (3)-P. L . 86-36 

I I When:- a compliance prob em exists, SV contacts e 
Targeting Office of Primary Interest (TOPI) and requests that its 
personnel research the selector before detasking, SV is also 
responsible for maintaining a Protect America Act (PAA)/FAA 
Incident database to record and track incidents and provide that 
information for external oversight by the Department of Justice (DoJ) 
and the Office of the Director of National Intelligence. 

TOf' SECR£Th'C0-1dfNfh'NOFORN 
3 
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II. (U) FINDING AND RECOMMENDATION 

(U) FINDING: Gaps in_I ____ !coverage ·Exist .. 

(TS/fSM'NF) Although FAA §702 has provided important SIG/NT 
collection, the Agency has experienced Ocovera e a s when 
transitionin from FAA 702 to another authorit . 

. ... -(b) (3)-P . L . 86-36 

.. . - _e _ g~ncy oes no ave a cons1s en process o f1nsure a 
.... s_e_a_m_e_s_s .... transition from FA~ §702 authority to FBI. fl$A Or.gers: 

(b) (1) 
(b) (3) - P. L. 86- 36 

(U) FAA §702 Implementation (bl (3) - so usc 3024 (i l 

(U) FAA §702 procedures 
('fS//Oi/ /nFl FAA §702 requires that NSA adopt procedures to 
ensure that its collection targets are non-USPs reasonably believed to 
be out side the United States and to ensure that the Agency does not 
intentionally acquire communications known to be purely domestic. 
NSA must also establish minimization procedures that reasonably 
balance its foreign intelligence needs against the privacy interests of 
USPs with respect to the collec tion , retention, and dissemination of 
information. 

(U) FAA §702 detaskings for compliance 
(U / / FOUO) In certain circums tances ) NSA must detask selectors to 
maintain compliance with FAA §702 and approved targeting and 
minimization procedures. There are three broad reasons for 
detasking. 

• (U) Roamers 
(S// SI// REL 'FO USA, FVEY) The foreign target is initially 
believed to be overseas, but it is subsequently determined 

__ ...... ... . that the targ.et. . .h.as .ent-er:ed .. .the Uni-ted States-I I 

-·~:~ -gT_·~ .-~ : 86-36 · I I 
• (U//FOUO) USP status determined after tasking 

(£//SI//FH5L TO USA, FVEY) The target is overseas and 
believed to be foreign , but NSA subsequently determin es that 
the target is a USP overseas . 

TOf' SECRE'f)$'COARNT;~~..10FOR.'1 

5 

(b)._ (1) 
(b) l 3) - P.L. 86- 36 
(b) (3) :::·5·0 .. , USC 302 4 (i) 

" 1-



DOCID : 4273445 
AU-Hi-0023 

'(b)\ !i\:_: .. ~ -~ .. -- --~ 
(b). (3)-P:L·: 86:::36 

"(~>) .< 1)_ 
(b) (3) . .:P.L .. 86-36 

NSA must detask the account from FAA §702 collection. 

IT~// Sii/NE) Onc·e 'NSA-d_~termines that a tar et is a USP is 
roaming in the United States;·-or D N SA must d etask as sociate..,._s_e-.-ec_,t_o-rs __ r_o_m_ c_o..,....e-c ... ti-on_ u_n ____ e_r_, 

FAA §702 authority and purge related SIGINT holdings from all 
databases. To avoid a break in coverage, other authorities must 
be sought if the target remains of interest and is an agent of a 
foreign power (e.g. , §704, §705b, and/or FBI FISA). 

(C) Compliance detaskings few in context, but potential risk is great 

(U1/FOUO) FAA 702 <let.asked 
Selectors compared to all FAA 

tasking and total SIGINT Selectors 

(~//8I//R8L T'O USA, 
JPv'l!:Y) The number of 
selectors that are 
detasked for 
compliance reasons 
from collection under 
FAA §702 authority is 
small compared with 
all SIGINT selector 
tasking as of March 

(:0) ( 1 

.2.0.101 I 
however, loss of FAA 
§702 co11ection on 
potentially high­
interest selectors, 

··particular~ose 

related' toL_J poses a 
risk when transition to 
altern,ative coverage is 
not seaml.ess. 

(U) Defining the ·FAA §702 gap in coverage 

(b~ (3 

\ 
: 

(TS// Sf/ 01F} The gap in coverage is the collection lost in the time 
between destasking selectors_ from FAA §702 collection authority and 
initiation of collection under another authority (e.g. 1 §704, §705b , or 
FBI FISA). For non-FAA §702 covetaKe, a higher legal standard, 
individualized probable cause, is required to secure a FISA order. In 
some cases, the Government may not be able t<:> assemble fac ts 
sufficient to satisfv the orobable cause standard: I I 

TOf' SECRETWCO.\HNT;¥l'J{)/'ORN 
6 
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(U) Audit Focus 9nl 
(U) Audit universe of FAA §702 detaskings 
('f8//SI//MF~ To determine the extent of the coverage gaps, we 
identified every Digital Network Intelligence (DNI) and Dialed 
Number Recognition (DNR) selector that was detasked to comply 

(b) '( 3 )--P. L'.- 86~36 ... . with FAA §702 after enactment of the FAA in July 2008. By 
. examining I I tasking records and SV's 

'(b'r-tr)~·-.... ~ - ·· · · ..... __ : :_ -:-= :.: .. 
(b) (3) -P·. L. '86-3.6 
Ch> (3) -so use 3024 {i1 

PAA/FAA Incidents database, we identifi.ed 0 relevant detasked 

-~~~~~~{f~~i~;;!~:!!j .. Tife·se- se1ectbrs were· drawn -frDm I 
·I I 

(U/JFOUO} Contribution of collection under FAA .. §7Q~ au.thority ·tG 
reporting . · · 

_ f.S/ /.S:f/t'RBL -'fff lJS.A, .FV'B'f1 From September 2008 to March 

"-(b:> .. _.<:1:5:;: .. ··~~----,,,,,, .. ," .... ,~,., .. :,.,,.~,-: .. ~~·~:-·: .......... ::a .~.?.:1 ·ie~r;1~~~· ~;:rc~~~t~;,~~~~~~:~:~:.~ro~~rej~1~~:i1e;.~~f taf e 

(l:i') (3) -P. L .- - 8~():3: percent. 

Percen~ge ·aOReports with Contributions from FM 
(September 2008 - March 2010) 

TOP SECR£'fh'C0-1tfIN'f'f7'NtJFOR:t'YT 
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(~)(3)-P.L. 86-36 

(U//FOUO' Audit sample focuses o,,ODNI selectors 
(8//SI//REL 'fO USA, PIEY) From the uni~er_se .. Qfr-lietasked 
DNI and DNR_ selec.~o!s1. v.r.e .. id:enti:fiea·I IDNI s'erect'ors for 

.· .. ''' "'"· detailetl·selector:.by-selector gap analysis (see Appendix B for 
Yfu"f(i'.)': .. ·~:~_ .... ::::~L•C scope and methodology). DNI selectors represented the large 
(b) <3 > -P. L. ss-36 ~- raa:jority of .FAA,§70~ detaskings in the sample (93 percent). In 

acfa!tibn,LJelectors -·accotfrtted· forn percen t of tasked FM 
§702 DNI 
selectors as 
indicated in the 
adjacent diagram. 
The large quantity 
Of taskings and 
detasl<ings 
coupled with the 
significant role of 
FAA §702 o~D 
reporting, as well 
as the high risk 
that a gap inD 
coverage poses, 
prompt~d our 
focus on:O DNI 
detaskings. 

(U) Effective 
Collection Priority 
(8//81//REL 'TO 

DNI FAA §702 Selectors by Certification 
(as of March 2010) 

(b) ( 1) 
(b) (3)-P.L. E · -36 
(b) (3) -50 USC 3024 ( i) 

U~A, F¥EY) To understand better the priority of tasking and 
...... :,,~·:::" :~·~:::,. ... ~:. :.::::~ .. . :-~. for~a~di~g ... o~~e-o~l:?tio~ ~or iliese D selectors, we obtained th~ 
(b, CI) .................... •µ.,. _.,. Effective Collection Prrnrrty (ECP) of.the O selectors under review. 
(b) <3 >-P·.1.!. ___ 86- 36 · .... ··· .. EC'P~s,o£le.ri:v.e}~: .... fr_o_tn two values: national SIGJNT riori and 

collection reced'en'Ee ·-
· · "ECP :vahJ~.~ range from 

'""o_n_e___,th_r_o_u_g..,..h_ n.,...in_e_,_w_,i,...th..--o_n_e_b,...e...,i,...n_g_th....-e...,l,...11,....· ghes t priority. For"theD 
selectors that we identified, the average ECP was 2.52, indicating 
that these selectors are of high priority. 

(U) Effect of Gaps on SIGINT Collection and Reporting 

··n;Y'(''i:')"';:..; .. :: 
(b) (3)-P : L. 86-36 

!T~/il ~If/MV) To determine the effects of FAA §702 detasking on 
. ·: D.~~GINT_ 9ol~eQ!ior1 and Ie.p.orting, .we . .aaalyzed ·the·O selectors 

·· durin a · l3-month"· eriod .. Fehruar .. 2009 ·toMarch .. 2010. · 

ffif' gfC1tE'fJ}'COlfffN'f))'N01'0ItN 
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' (b) (11 . 
(b) (3)-P.L . 86-36 

.... 
•• ! :1H41 ·~,,~·:: '' .. -, ... ·-

(~) ( 1) ... . 

(b) (3)-P.L. '86-36 .. 

,,....._' ·-·r- / ·-y--~ 

(U)DCollection Coverage Gap Analysis 
I • ' • 

· · (U//F.O_UOt Time delay poses risk on productive selectors 
(TS I 'SI°''WF) I 1 r r; 
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°(b) {1 ) ·- .. I 
(b) (3) -P. L. - i~~36·-~~~~~~~~~~~~~~~~~~~~~~~~ 

''-(}; )' 'Cl.)." 
(b) (3) ..:p.-L • . ~6-36 
(b) {3)-50 USC 3024(i) 

(b) (-1-). 

(b) (3) -P. f. . -86-36 
(b) (3) -so use 3024'(i') .. 

on some hi h-interest selectors 

could 
'--~~~~~:'""'n"~~~-r~:""'"l'T~~~---r--~T'T'.....,~ta-r--'gets . 

(U) Majority ofn ~lectors dropped -i~~~ . ~-~,;~·~tion 
IT~// Sl/ /.PlF} ·I 

'f'OP SECRE1/5'CO~WrNinlpo,,tOFOR"I\/ 
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(U) Selectors not Retasked 
•m- --
-~ ... ) 

Reason Selector Was not Retasked I _ No. ?1 

rsr~r1) 
(b) (3)-P .L ;·- 8 6·-36-... -

'· -

- -
Total - I 

(U) Lack of Systematic Process I 

A U-10-0023 

I Percentage 
of Total 

I 100.00% 
(TS I 'SI I ' ~ff) I I ii 

.· -I 
... .. 

(b)(3)~P.L. 86-36 
(U)I 
(T~..,./ ""'"l.§.,,..~"""'j...,./N ____ F:),...,1--------....._---.I Production Center has faced 

.. 'challenges in achieving seamless coverage of targets while 
(b)(1) maintainin com liance with FAA 702 re uirements ---
(b)(3)-P.L. 86-36 

fM(1 r . LLJ.UFouo}: I -
(b)(3,)-P .L. 86-36 ('TS/ ( ST)'/'-M-F)-.,--------'""----------------.1 
(b)l 3)-50 USC 3024(i) ,....._........,,__"'-'-___...-__________________ ___ 

(U) Need for consistent rocess 

_2 _cu_1~_o_u_OJ ........ l _________________________ , ~-

I -
TO:P SECRETJ5€0-bffNTj$'NOFOR'J 
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(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

Gap 

Total 

No. of 
Selectors Percenta:ge 

100% 

(f~//~f//N l") 
(b)(~) 
(b)(3)-P.L. 86-36 

{b)(3)-P.L. 86-36 

(U//FOUO) I 
(TS// Oi/ /P .... tF_)..,.1--------------------. 

(bf(3)~PT: 86-36-
(b)(3)-18 USC 798 
(b)(3)-50 USC 3024(i) 

detasks an FAA §702 selector, 

2. (TS//SI// Pff) TOPls can directly notify .... I _______ __,· I 
I I·- ........ - - ........... __ 

(b )(3)-P .L. 8 

(b){1) 
(b)(3)-P.L. 8 

........... - lP)(1) 

3. (TS// 81//MF) After normal duty hours , NSA's tbH'3l-P.L. 86-36 

4. (T8//SI/0fF) Agency analysts can send l 

(TS//Sl//UF) I 

(T8//SI//WF) In addition, in September 2009, at the request ' of 
the NSA Director, an Emergency Authorization Co~cepLof "(b)(1) 
Operations was developed I I and The Office of fJ'.>)(3)-P.L. 86_36 
General Counsel (OGC) to outline a detailed process for 
maintaining coverage .... I ______________ _ 

~ (Sh'Si//R:EL TO USA. FVt Y) I 

TOP BECRET#(30,\ffNT#P't<'DF0~)(1) 
12 (b)(3)-P.L. 86~36 

(b)(3)-50 USC 3024(i) 
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___________ _____,, __ 1 .~. 
. .... - (b)(1) 

(bj{1')' 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(U//FOUO) 

(b)(1) 
(b)(3)-P.L. 86-36 

(U//FOUO) Lack of understandin of the handoff rocess 
(TS// SI// UE)-

Case studies 
I 

(b)(3~50USC3024(i) .....__----------------------~ 

...... ·. ····- , . 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-18 USC 79 
(b)(3)-50 USC 30....._ ______________________ _, 

'('i))°(-if '"' ''' '' ''' ''''''"'" 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(TS//611/~~F) Selectors Associated wi~hl .. I I - - _ .... - - . - .....___ _______ __, 

-
(b)(1) 
{b)(3)-P.L. 86-36 

V /VI /H 

Selectors- " 

- _, . , ... 

TOP SECJUjTb'CDi\fENTh'NOFORH 
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('rS//St//PtF) NSA, the Central Intelligence Agency, and the FBI 

lb)(1.) .. 
(b)(3)-P.t. ·86_-36 · _ 

fb)(1) -
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

{b){1) 

!TS I 'SI f 'Pff) I 7 ff 

- I (TS//Sh'/l~) Selecto_r~ ~s~oc!aJe_d .with- .... 1 ----------

(b)(3)-P.L-86_-36 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

('f'S/ I SI/ I NP) 
-+'f:&++H-H-f*loli-b--TH-tt!~,~lfelfi These selectors had been laced 
under FAA §702 coverage _ .. _ .. _ ... - ~ 

!because they w·ere ·used bv several persons associated with 

!TSf/Si// PiF) I I analysts-initially d-i<l riOt know who to contact 
about obtaining alternative coverage and were not clear .. about 
what could be obtained from FAA §705b tasking ·arid how this 
tasking I l -ulti.mate1y, the analysts 

4 1S//Sl/R£L TO USA. fvgy3 I 
.__ _____________ _,! · -

TOP eECRE1)¥fJO,\ffNT»~t0fORtvT 
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{'bJ<.1) " 
(b).(3)-P.L. 86-36 ·· 
{b)(3)~5o usc..~024(i) 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

AU-10-0023 

were provided guidance inte_r.:nallv· I I 

• ..__ J J r'<IT I __ :...'" ... I 
l • V/ I VJ../ I .1.-.J. I 

occur because not all analysts in the office are familiar with these 
new procedures . 

~lii:ff.~'tdt!!~elector Associated with 

. . - ·' "'7(b)(1) 

(b)(3)-P.L. 8 

---------------

(T 3 /j "1'/ I MP) 

on the selector had been 

(b){1) 
{b)(3)- .L. 86-36 
(b)(3)~ 0 USC 3024(i) 

5 (Sn'Slh'R£L TO UStr, fV"EY) SVuses .... I ___ _.I to monitor tasked selectors to ensure foreignness and 
compliance with lhe law. .--

TOf> SECR£'fJ)'C019ftN'fJ}'NOFOftN 
(b)(3)-P.L. 86-36 15 
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f~)(1) 
(b)(3)-P.L 86-36 
(b)(3)-50 U.SC-3024(i) 

l'T"Q / 1 rn / -·~ I 
. r r•'• I I I 

. _ .. _ ... - . _ . .,. - · - (U·j._ ___ --f" _________ _..ls ..... u ... a ... a ..... e .... s ..... t .... im .... o .... r ..... o ..... v .... em ......... e .... nt ... s....._____, 
(b)(3)-P.L. 86-36 !TS/ /SI// WF)i .... --------------------

(b)(1") - ... -
(b)(3)-P.L. 86-36 
(b)(3)~0 USC 3024(i) 

. agreed that a standardized process would improve the timeliness 
j I They also concluded that the 
process should be strengthened and succested other 
improvements to the current system . I 

Recommendation 

1...,q:l4-lr-+fiiw+-Ht1Tt-fstablish a standardized process for 
when it is determined that .,..._ ___ __,,_....,.._ _ __,, ___ _ 

coverage s ou continue after selectors are detasked 
from f AA §702 collection. 

(ACTION: SID with OGC) 

(U) Management Response 

(b)(3)-P.L. 86-36 CONCUR. (U// FOUO) O ancl-OGe·concatWilh OIG's .. 
recommendation. Corrective afti on js under way and wiU be 
completed as soon as possible, _______________ ___, 

TOP SECRE1}%]0.\f1NF#l'J'.0/'0R:A1 
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Successful completion within this timeframe is contingent upon 
direct involvement from SV and SI as they are owners of mission 
components that are directly tied to the transition process (see 
Appendix C for full text of management comments). 

(U) OIG Comment 

(U) Planned actions meet the intent of the recommendation. 

(U) Loss of Collection I '(b)(3)-P.L. 86-36 

f~){'11 ' -
(b).(aj:P.L .. 86-36 
(b)(3)-50 USC 3024(i) 

(~//~I//:R:EL 'f'O USA, FVEY) We also grouped the O selectors 
reviewed by the reason for detasking. 

rrr~ I I C"lT I 11\.TT':"\. 

Im,.,.' IC'IT/ /1'rr.-d 
( .~I I ~ ., I • - II 

Circumstances of Detasking 

(1'6/f OI/;'Nt") 

(U) Significance ofl I· · .... -(b)(3)-P.L. 86-36 
~-11~r~\1,___.~~~~~~~--~~~~~~~~--I 

I 1 v I I VL ' •• 

TOf' SECR£'fJ)'C019fTN'f,>J'NOFOtft'VT 
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r ..... 

('6)(1)' :. . 
(b)(3)·P.L- s6-~~ .. 
(b)(3)-50 USC 3024(i) 

(U//FOUO) Strict guidance on detasking I I · - (b)(3)-P.L. 86-36 
~..-H'~ffi~f":"-'t¥T-T¥."~~~r+ Strict uidance from DoJ and OGC 

(U) Action take ... n ____ --_---.... 
(TS// 81// WFJl I 1he_JHRNSA·; -along· with tl:ie .. -°(b)(3)-P.L. 86-36 
Attorney General and the acting Director· of .National Intelligence, 
filed with the FISC FAA §702 certification renewak d.ocuments 
related to tar etin and minimization rocedures for the 

('fS//SI//NF)! I NSA learned that the F1SC was 
concerned with the proposed changes to the minimization 
procedures. DoJ and NSA are exploring alternatives to address 
t he matter while continuing to operate under the existing 
procedures. 

TOP SECRE1/5'C01dfNT;?NOFOR:N 
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{U) ACRONYMS AND ORGANIZATIONS 

I I (U) ..........,._. ___ .----____ __, 
CIA (U) Central Intelligence Agency 

Dill.ill'ouo) .. I _ ·- _ .. _ I·-:· . 
c::==:J·· · (UJ-1 - ·· · - · · 

DIRNSA (U) Director, NSA 
DNI (U / /FOUO) Digital Network Intelligence 
DNR (U) Dialed Number Recognition 
DoJ (U) Department of Justice 
ECP (U) Effective Collection Priority . 
FAA (U) Foreign Intelligence Surveillance Act of 1978 (FISA) 

Amendments Act of 20.0.8 · 
FBI (U) Federal ~urea"1..i'°of Investigation 
FISA (U) For.eigfi' intelligence Surveillance Act of 1978 
FISC ...... (U)"Foreign Intelligence Surveillance Coul't 

I 1-..-- (UJ ...,,,..1 .,.,.,....-__,...,,,,...--__,......,.,....__..,.... ____ __.I 
OGC (U) Office of General Counsel 
PAA (U) Protect America Act 
SJD (U) Signals Intelligence Directorate 
SIGINT (U) Signals Intelligence 
SV (U / fFOUOj' Signals Intelligence Directorate, Oversight and 

SV4 

TOPI 
USP 

Compliance 
(U / / FOUO) Signals Intelligence Directorate, Oversight and 
Compliance, FISA Authorities 
(U//f?OUO) Targeting Office of Primary Interest 
(U) United States Person 

19 
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(U) ABOUT THE AUDIT 

(U) Objectives 

(U) The audit objective was to document the circumstances and the 
extent of dropped Signals Intelligence (SIGINT) collection as a result 
of Foreign Intelligence Surveillance Act of 1978 (FISA) Amendments 
Act of 2008 (FAA) §702 restrictions. 

(U) Scope and Methodology 

(U) Conducted from February to August 2010, the audit examined 
the gaps in coverage when a selector is required to be detasked for 
compliance with FAA §702 and the measured effect of the lost 
coverage. 

(U//FOUO) We reviewed current policies and laws pertaining to FAA 
§702. We obtained access to the Protect America Act (PAA)/FAA 
Incident database and reviewed reported incident s from 10 July 
2008 (when the FAA became law) through 4 March 2010 and 
documented actual instances when SIGINT collection was stopped 
to comply with §702. See Appendix C - Data Analysis for our data 
sources . 

....fGt-We interviewed represen tatives from the following organizations: 
Signals Intelli ence Directorate SID Oversi ht and Compliance 

.. {SV),- Office of General 
{b)(1f:.~::::: .. : .. : ... ::: .. ~- ................ -eourrs-el ooe . and 
(b)(3)-P.L. 86-3S···--.................................... .. · . . . In 

(b)(3)--50 USC 3024(i) addition, we met with nd documented the 
collection tran sfer from NSA to FBI. 

(U) SID Oversight and Compliance 
(U / / FOUO) To gain an understanding of the Agency 's process for 
documenting and reporting incidents and violations, we met with the 
SV staff. We obtained for our analysis information from SV's 
PAA/FAA Incidents database on selectors that were detasked 
because of FAA §702 restrictions. 

(U) Office of General Counsel 
(U//-¥0UOt We met with the OGC FAA liaison to gain the overall legal 
perspective of the implementation of FAA §702. We also met with the 
Acting General Counsel to discuss the natu re of collection 
restrictions that are inherent in NSA 's legal authorities. In addition, 
we discussed whether the current law is sufficient for NSA to achieve 
its mission goals. 

'fOP SECR£'fh'C01W:INT;?'NOfOR.."\r 
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(U,.._ ________________________ __. 

.·· {U //FOUO) We met with technical leadership in the 
-I Ito gain an understanding 

.. of the legal, policy, and compliance constraints in the 
.. ,~:,.;.;,;,: . .-.~:- :;~ .. --· -~- .--. ~- -:__I !analytic environment, specifically related to 
(b)(3):P.L~6=36 - - ·- FAA.-·§702-; .cas:e·. stu~H~s · 1=eg~~ding0selectors that were det asked 

. . . because of FAA §702 restrictions were· conducted. I I 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

· b jwhen a selector was detasked was discussed with 
- nalysts. We obtained the analysts' opinions about the effect of 

collection on their work, including specific benefits and obstacles of 
the FAA §702 authority. 

(U) FAA implementation leads 
(U/ / FOYO} We met with the Analysis & Production FAA leads who 
are charged with overseeing working groups, which are addressing 
problems with carrying out work under the FAA. They outline efforts 
on analytic training and coordinate with the Department of Justice, 
OGC, and SV. 

(U) Tasking tool and data repository per-rs..,o .... n-.n_e __ I ______________ ..,, 
ru //:fi'OU:l We met with personnel iol . - .... .. . .. - - . - - ~ .. I 
I I to disc:u§·~· .. thel. · · - .... land 
I J as·king· databases. We obtained extractions from these 
databases to assist in our review. In addition, we met with the 82 
metrics team, ...... ~~~~~ ....... ---....-~ .............................. ~~~~---~---
person n e I, and a representative from SIGINT Strategy and 

:;:"'"''''"'"{b )( 3 )-P. L. 86-36 

Governance to gather additional data concerning tasking gaps, 
collection prioritization, and qualitative measures related to the FAA 
§702 selectors of interest. 

(U) Training 
(U / /-FOUOj" We took the Legal Compliance and Minimization 
Procedures (USSID 18) training to obtain access to certain 
databases. In addition, we attended D raining. 

(U) Government auditing standards 
(U) We conducted this performance audit in accordance with 
generally accepted governtnent auditing standards. Those 
standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for our 
findings and conclusions according our audit objectives. We believe 

TOP SECR:ETi}~OMfNfjj'NOPOtt!\JT 
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that the evidence obtained provides a reasonable basis for our 
findings and conclusions according to our audit objectives. 

(U) Prior Coverage 

(U) The Office of the Inspector General has not performed any 
previous audits or inspections on FAA §702. 

(U) Use of Computer-Processed Data 

(U) To perform this audit1 we usect, ~.~.t~ that origina.tec!_ Tom t,,~" .. ," ........ I l·the SV4 "PAA/FAA Incidents~ I and ·· (b)(3)-P.L. 86-36 
databases. We used the data to conduct a gap analysis on selectors 
that were detasked for FAA §702 compliance reasons. We did not 
determine the validity of these databases; however, we validated the 
data across multiple sources to ensure an accurate depiction of the 
data as used for our analysis. 

(U) Management Control Program 

(U / /'ffOUO}- As part of the audi~ we assessed the organization's 
control environment pertaining to the audit objectives, as set forth 
in NSA/CSS Policy 7 -3, Internal Control Program, 14 April 2006. We 
found that SV4's 2010 statement of assurance reported that a lack 
of upgrades of Information Technology systems and software 
application and lack of training and staffing could impede the SV 4 
mission. 

TOP 8ECR£TJ$'€Oi\fFNTh'Jo+10fOR?•l 
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(U) DATA ANALYSIS 

(U) Identification of Detasked Selectors 

~)We used the SV PPAA/FAA incidents database and the 
(b)(3)-P.L. 86-36 - L_jas sources of selectors t hat were detasked to maintain 

compliance with FAA §702 . 

(U//FOUO) SV4 PAA/FAA Incidents database 

('6H-1F :""'~ :c: =· :· :.: 

(b)(3)-P.L. 8&-36_ .. 
(b){3)-50 use 3024(i)' 

(U//P'OUO) We examined the SV4 PAA/FAA Incidents database, 
which contains a record of reportable incidents under the PAA/FAA. 
A reportable incident under PAA/FAA is one of the following: 

(U / / FOttO) The conduct of any SIGINT activity (collection, 
processing, retention or .dissemination) using PAA collectors in a 
way that contravenes the terms of the PAA or the terms of the 
specific certification under which you are operating. 6 This includes 
any activity that runs counter to the Director's affidavit or the 
associated exhibits that describe the process for determining 
foreignness, the minimization procedures, or the targets authorized 
for collection under the certification. 

(U / /~ The conduct of any SIGINT activity using PAA 
collectors without having a certification in place to cover the 
target being collected. 

(b)(1) 
(~)(3)-P.L. 86-36 

(S//SI/ / REL :PO USA, F\'gY) We reviewed the records in the SV 
PAA/FAA Incidents database from 10 July 2008 (the inception 'c;if 

FAA) to 4 March 2010 and determined that there were a total of0 
incidents. 

(U / / FOUO) The records in the database are categorized by incident 
type. This allowed us to determine those that met the criteria for 
our review of detaskings related to compliance. The relevant 
incident types for further review are: 

~ . (.$/./Sf/ /REL 'TO USA, FVEY) Roamers into the US 
e 1£ / I SI ,-iREI:i 'fff U 8/f :fi'Pl!)n\ ' { I T - (./~-. _ , V i 1 .... -------------. 
• 19 1 ' St' .' DBL , -e· -.. u 9 ·v n°nn1. ~O( ( rf (rtI:i'I:i _ 'C1 i"1:1 r' ¢rJf } ·I ,___ ________ __, 

( ~ / / £1/ /RgL TO USA, FT/EY) Targets identified as a USP after 
tasking under §702 

(U //F8UO) Incident types such as "analyst error'' and "tasking 
error" did not relate to detasking to maintain compliance with §702 ; 
therefore~ we eliminated these types of records from our review. 

6 (U) PAA w1is the predecessor lo FAA. 

TOP ~Eatt:'fn'COl'ffHR}f~v,rOfORV 
3 



DOCID: 4273445 
AU-1u-uu23 

. .. 
(b)(3)-P.L. 86-36 

(b)(1) • . 
(b)(3)-P.L. 86-36 

:;,;,. I ~,"'; •· ~I· •• ........... :. 
(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(U//FOUO) I ~ · --· -= .. - _-.:·_ ... ---. - - .. ---- _ ............ '<bH3)-P.L.86-36 

(S/ / SI/ / REL 't'O USA, FVEY))is the targeting tool used to 
submit and manage Digita l Network lntelligence IDN1) targeting 
requests. To ensure that we obtained records of all de,taskings 
related to §702 compliance, we requested fromLJtasking records 
a record of detaskings for any of the three following reasons 1: 

1. User is a USP 
2. User is entering the United States 
3. User is in the United States 

(S//SI//REL TO USA, FV-gY) The main purpose for requesting 
detask-ing reeords·.f:romLJwas to search for selectors that were 
detasked citing a reason "user is entering the United States" and 
that were not captured as incidents in the SV PAA/FAA Incidents 
database because they were detasked before the user actually 
roamed into the United States. 

(U) Audit universe 
(U / / FOUO) We compared the results of the query with the selectors 
identified in the review of the PAA/FAA Incidents database and 
identified additional selectors that were detasked for compliance 
purposes. 

!S//SI//REL TO USA, FVEY) From our r eview of the SV PAA/FAA 
Inciden ts and L:]cietasking-·records; ·we i'denfified .. a 'totaT unive-~se (b)(3)-P.L. 86-36 

· · bf0 unique selectors that were detasked fo r compliance reasons. 
The detaskin s covere.d .the AA 702 certifications: 

We were able to identify both detasked DNI and ....... .....----........--...... 
Dialed Number Recognition (DNR) selectors from the~FAA 
Incidents database and detasked DNI selectors from 
detasking records. The breakout of the selectors are etaile m the 
following table: 

7 (U/tr'OUO?D di:d not formall~1de a .. '~detask reasen" field Lmtil an..uµgrade .vv._~~ -pe~Xorn~:ed ~µ .. f.~IJ.Q.li\JY, ,"_ 
2009; therefore, our search with.inl__Jielasking records was perfonYted' for'tlie date range February 2009 Lo (b)(3)-P.L. 86-36 
March 2010. 

TOP S£CR£T}5t:Ol1ffNThl/>lOFOlt.V 
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(U/IF'6t:ij Detasked Selectors by Source and Type 
·- -
'-'!I .. ......, vun .. r v c.,.r J 

§702 
Time 

No. of 
Source Type Selector Description 

Frame 
Detasked 

Tvne Selectors 

SV4 PANFAA Incidents Compliance-related July 2008 

database detasklngs since July 2008 to March 
2010 

SV4 PAIVFAA Incidents Compliance-related 
July 2008 
to March database detaskings since July 2008 

2010 

SV4 PANFAA Incidents Compliance-related July 2008 
to March 

database detasklngs since July 2008 2010 

SV4 PANFAA Incidents Compliance-related 
July 2008 

database detaskings since July 2008 lo Mar.ch 
2010 

D detasking record 
Compliance-related February 

detaskings since Febru,gr,y 2009to 
2009 March 2010 

·D detasking record 
Compliance-related February 

detaskLngs since February 2009 to 
2009 March 2010 

Total ' 

(b)(3)-P.L. 86-36 (b)(1) 
(0/ /01;'/REL TO USA, P lEY) 

(b)(3)-P.L. 86-36 

(U) Audit Sample for Gap Analys is 

(S~EL 'fO USA, FVEYJ The focus of our gap analysis was on 
F~AL._Jse1ectors that we~e de.tasked for collection for compliance 
reasons under the 0 certification from February 2009 to March 
2010. We. concentrated on the selectors frcun theQ ertification 

_ .b.ecause of the signifance .. 9.f the FAA §702 collec~ion, inc_l,dinf the 
number of FM §.7-02 taskmgs 1 and the key rol~ .lJ: plays rn 

.... SIGINT production .. _ We also-based ·01ff de-cisions regarding the time 
. .. :. " .. ·-_..... . : . - .. --.... fi:am._e-::fo( review and. the foous-oQ selectors on of the availability 

('6){1):;'.;;:~.;:,:"~ .. ~;:;"~:::::::::::::::"::::::::::~:·::::"~f::~~.~~0_s . .. n,e.G,~~,§,aD' .to c.pn~u~.! t.he ai:i<:l)'.'~is, and the majority of the 
(b)(3.)-P.L. 86~36·: .

1
.§701 deta.skihgs·-werel- ·- - _ .. ·_·:,--~·· .. J.T1:1:~'~e ... ~~f~~detasked0 

(b)(3)-P.L. 86-36 

.. · sel_ectors. We were unable to conduct an ariTys1s· of0 selectors 
because onr -lack 9.~ traffic or tasking information or both. 

(S/ / S I// REL 'fO USA, PVEYl Our analysis covered both time gaps 
(g~ps in cover~ge in days) and collection cov'etage g;:t.p•s. (projected 
mISsed collection as a result of the loss of coverage) for the·! 
LJselectors. ,__ ___ _, 

'(b)(1) 
- -- - _... ...... ..--.. -- - . (b)(3)-P.L. 86-36 
\.J /VJ./.!'-_.....,.....,. J_'-J VU..._,. ...t..:V .J.J...l 

-

§702 Selec~ors Revie'f'ed 
Database Type Selector (February 2009 to 

Tvce . . · March 2010) 
SV4 PANFAA Incidents database 

I Jdetasking records 

Total 

(Sf/Si //ltBL 'f~ tf~A. P"\il!: i) 

'fOP 8ECttE'f;?'C01flffNfi?'NOf'ORN 
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•'' ! 

f ff )(iij:;~·~:·~~~:~~~·~·-·· . 
- ' ...... 

("6)'( 1f . ": .. -.~ .... 
(b)(3)-P~L. 86-36 
(b)(3)-50 USC.3024(i) 

(U//FOUO) Records reviewed 
(U//POU O) To measure the extent of the gaps associated with 
detasked §702 selectors, we evaluated multiple sources .... o .... f ___ ___, 
information. This information was re uested from SV, I 

I I-and· the &2 W:e als.0, ..... _i;-ev_j_e_w-__ -e.d-~.-;t_.b. .... ~ ........... __ 
followin databases~ - · ·- _ .... i(b)(3)-P.L. 86-36 

• (Uh'FOUO) §702 tasking history 
(U / f¥0 U0j·D records were used to determine the dates of 
coverage for the selectors. The data included the dates the 
~electors were tasked and detas~eci. inO for Executive Order 
12333 and §702 coverage.. · ... · 

• (u1w.ouor ,.1 I 
"'(O'j / fi'OUS) Data were ~~-q1.l~~ted from thel Ion the tasking 
.. and -detasking of Uie· selectors. This allowed us to draw a 
.G.9m.pa_!ison JJ.~ .. ~een_ i~~?rn,:~-~io_n _in th~ PAA/FAA Incidents 
database and the taj kmg records ·frdml__J We also used the 

··I _ data to determine the Effective Collection 
'Prio_r~ty of each of the selectors. 

• (Uttroud) ·I ._ 
(8 //81//REL TO USA, FVSYH !data were requested for 
determination of the number of P.teces of traffic. or "traffic hits," 

... ~211~.~t~_d p~r:.d.ay. related .. -to -§702 1 I This 
traffic allowed us to determine how active th e selectors were in 
~egaid' 'to' traffic col1ected· ....._ _____________ __. 

From this information, we were able td project the potential 
collection that was lost during gaps in coverage related to §702 
compliance. It also provided us the ability to determine how 

-I...____ _____ ___ 
• (U/~OUO) Purged records 

(U / /fi'OUO) Purge requests from SV4 to database managers were 
(b)(3)-P:L. 86-~6 ........ · · ·e.valua:ted "fo'r "records-related-·to .. the grnup of0 selectors in the 

· · I µ atabase. The purged records in effect represent a gap 
in collection co'Verage. 

'f'Ofl SECRET»€0ldfN1»'NOFORN 
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-.. · .. :. ; 

(b)'(l:)-P.L. c86.JG. .. .. .. ·~ 

A U-10-0023 

• (UllFOUO) ~ I reporting 
(U / /it Cll:l : We requested !Tom tlle s2I ~o u nts of 
serialized SIGIN'.f .reporting ·that cited §702 data as the source 
~I or .. scile.~source). The records were extracted from the 

: L__jdatabase and provided us the ability to determine the effect 
of §702 collection on serialized SIG INT reportin_g. 

• (U/+FOUO) §704/§705b tasking 
(S/ /SI//REL 'f'O US;\, FVfft' Report s were generated from D 
and records. requested from SV regarding_jZQ4 /705b 
authorizations to determine if any of the L_Jdetasked §702 
selectors were subsequently approved ·under those (b)(3)-P.L. 86-36 
authorizations. 

(b)(1) 
(b)(3)-P.L. 86-36 

TOP SECR£T/$l£Oi\ffN1}5'f'c,10fORN 
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(U) APPENDIX C 

(U) Full Text of Management Comments 
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(U) SID and OGC Management Responses 

Tef' S1!er<n J/itcnv111q I llNOI·Oi<N 

SECURITY CLASSIF1CATION 

NSA STAFF PROCESSING FORM 
TO 

OlG I 
EXREG CONTROL NUMBER 

2010-8956 
I KCC CONTROi NUMBER 

THRU ACTION €XREG Sl!SPENSE 

-===-- -----------------! O APPROVAL 15 Nov 2010 
SUBJECT KCC SUSPENSE 

(Uf~) SID Response io Draft Audit Report on the ~SIGNATURE ELE.MENTsusPENse 

FISA Amendments Act 702 Derask.ing Requirements ~ INfORMATlON 

DISTRJBU110N 

SUMMARY 

PURPOSE: (U//fi'6tiet To provide the SID response to the draft repo11 on FlSA Amendmenis Act 
(FAA) 702 Detasking Requirements (AU-10-0023). 

BACKGROUND: (tJ,!JrOUO} The Audit was initiated at the request of DlRNSA. The Audit 
objective was to documeottbe circumstances and the extent of dro Jed SIGINT collection as a result 
of FAA 702 restrictions . The drafl Audit re . ort was rovided to· 

.. and Office of General 
...... ----,.....,.---------------............ ---------------------------------------------,.... Counse (OGC) to review for factual accuracy and resp011d to the assigned recommendation listed 
~~ . 

(~ll~JH:l'W} Recommendation: EstablislJ a pro~essl ~overage for 
accounts de-tasked from FAA 79'..hollectJ.on: Lead Actionee: SID with OGC. 

OJSCUSSION: (U//~Ilfe a~ument (T1.!i.4) is the consolidated SJD/S2 and OGC 
response to the !;ubjec.t reptm~ T~e~de!~q,~d tU'or their response to I.his t~kcr_ 

.-

(b)(3)-P.L. 86-36 

(b)(1) 
(b)(3)~P.L. 86-36 
(b)(3)-5o use 3024 i) 

Thi< SP/7 may he downgraded and marked SF.Cl?ETl/COMINT//NOFORN up01,1 re1110val of encl(~J 

COOROINATIONIAPPROVAL 

Ofr''IGE l>l/""IE AND DATE SECURE OFFICE NAIJE AND DATE SE CUR~ 
PHONE PHONE 

SIPOIR lhl .. lo 
t,,CL ·-

,~ -·::;::. "'' .. tb\13 -P.L. 86-36 SU2 --· --
S2 r ,u1·rr11111()' : 1 - - ·' ·~.63·,3'335 

\)Cle; ~1liilifl li 1U!.1(1 ·' 963-J 12 1 

I tcm~i111 wor10 963-4093 
ORIGINiifoR ~ OflG I PHONE (S••<ff•I I OATE PREPARED 

I I S023 966-5590 l J!l5/l()l0 

FORM A6796T REV FE.S-200o(Svo•rsed•s A679SNOV 96 Which IS obs<ll•t~) I SECURITY ClASSlflCATION 
NSN' 754o-FM401-6465 

oenved From: NSNCSSM 1-52 JOP 6E€RET//C01•fftff/1'H8FOR:H 
Dated: 20070108 

Oeclassify On: £88£8 I 88 
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I. (U) SUMMARY 

(U//FOUO) As requested , this corresponqence provides the Office of 
,___ _______ __,I .and Office-of General Courrsel 's "(OGC}sfatementSC or· ..... (b)(3)-P.L. 86-36 

concurrence (or non-concurrence) with the recommendation contained in the Office 
of Inspector General's (OIG's) draft audit report on the transition gap NSA 
encounters when targets of Foreign Intelligence Survei llance Act (FISA) 
Amendments Act (FAA) §702 collection must be de-tasked from this collect.io·n 

authority. This memorandum also provides OIG with the results ofD and 
OGC's review of the draft report for factual accuracy. 

II. (U) CONCURRENCE WITH RECOMMENDATION 

.... ( .... 51_·1_s1_;,_·~~_F .... r_R_e_c_o_mm_e_n_d_a_ti_· o_n_:_E_s_tabl ish a process for NSA ... I ______ ..... 

.__ ___________ __ cov.e_rag_eJ.or accounts de-tasked from FAA 702 
collection . 

(U) Lead Actionee : SID with OGC. 

(b)(1) 
(b)(3)-P.L. 86-36 
(b)(3)-50 USC 3024(i) 

(U) Concur/Non-Concur & Estimated Completion Date:O antl'OGG. co.ncur·_w_i.th. _. (ti')(l)-P.L. 86-36 

OIG's recommendation. Corrective action is underway .and·will tie completed as 
soon as possible.I I ·successfu l completion with in this 
timeframe is contingent upon direct involvement from SV and S1 as they are 
owners of mission components that are di rectly tied to the transition process. 

(TS.£/£1/tr>,i;) Comment : A lthough there is a current process for the Signal? 
Intelligence Directorate (SI D)I I coverage of targets of interest, 
OGC does not dispute OIG's substantive finding that the current process does not 
appear to be universally understood by SI D's I I pe.rsonneL·~·l n.':; :'.'.~:_:'-_"·::'::·(6J(3)-P.L. 86-36 

response to this finding and re9,9mmendat ion, OGC a·nd ind.ividqals:. from -SID,. to 
includeO persorihel , ·are ~~rking on improving -the. c~rreht ·process! / · · I 

I )coy~rage ofl I t~rgets t hat must be d'roppe_q from FAA 702 . 
collection . OGC_and SIDLJp-ersonnel have alread init_j_ated discussions to 
establish a clearer· proc~ss for NSA coverage for selectors d~-
tasked from FAA 702 collectio.n. OGC and personnel 'have .begun drafting ,a 
comprehensive standard operating ·procedure (SOP) for analysts. to follow when 

,___ ________________ ........... a$ approprfate. The SOP wi 11 

also include a quick reference guide and checkliSt for a·nal_ysts. OGC w ill engage 
w ith the Department of Justice (DoJ)I las- - · - ' (b)(3)-P.L. 86-36 

TOP ~ECRE'I;%Z01\mIT;;4'JO¥Oll.V 
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necessary to ensure that the new process addresses OIG's finding and 
recommendation. 

AU-10-0023 

-~·~~f!~-F(L s~-3.6 _ (TS//Sl/lf~F) In the short term,Ohas-initiated a"·serles ortrarnrn-g sess'ion·s for ... (b)(3)-P.L. 86-36 

(b)(3)..SO llsc _~o24Wtember_~ of the division and branch leadership teams to raise awareness of the 
process· ··· · The purpose of the 

training is to establish ·branch and division level Points of Contact (POCs) who will 
be able to as.sist analysts through 'thq I process. Additional Video 
Teleconferencing Center (VTC) sessions will be scheduled to include the extended 
enterprise. 

(b)(3)-P,L. .86-36 ... 
(TS//S.1/.l~dF) Finally, an e-mail alias has been created that includes technical and 
policy expe'fts tnD The purpose of this group is to assist the division and branch 
POCs as they work with the analysts on tnel !process. Members of the 
group will also ensure that timely resolution is reached for selectors de-tasked from 
FAA 702. 

III. (U)D RtVl·EW FOR FAC'I=UAL. ACCURACY 
- · ·:·: ,,.(b)(3}-P.L. 86-36 

(U//fOUO~ OIG Comment: The OIG does not agree \f!_/ith tne0that all suggested 
changes were due to inaccuracies or misleadi_ng-sta'tements. In mosfcases, these 
suggested changes were based onOinterpretations of the report and new 
information . We made the appropriate changes to update and c,la rify areas of the 
report. 

(S/ISIH~~F) The following lists areas of the report where Didentified factual 
inaccuracies or misleading statements that should be corrected in the final version 
of OIG's report on th~ lgap NSA encounters when targets of FAA 702 
collection must be de-tasked from this collection authority. These factual 
inaccuracies do not affectOconcurrence with the report's recommendation that 
SID and OGC establish a new process! .. I 
I lt<irg.ets t~.~t must be dropped from FAA 792 correction. The 
following constitutes D spe~ ifi C"suggeste.d correcti.9ns~ · 

(U) Correction 1 (b)(3)-P.L. 86-36 
lb HU 
(b)(3)-P.'L.-8_6-36 
(b)(3)-so use 302~(i) 

(~11~11fr"1F) Highlights Section (page i): On page ' i' in the " Highlightsn s,eetlonl the 

report contains a sentence that says! I 
I -

TOP SECR£1)$'COi\sffNFJ5'f'c,10fORf•l 
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(S//81//t~ F' Comment : This statement implies that NSA would have been able to 
obtain probable cause on all of those selectors and would have been able to 
transition to another authority. Believe we should clarify that we cannot transition 
all selectors in all circumstances. 

(U) Correction 2 
··. (b)(3)-P.L. 86-36 

(Sf/91//Mf"rGaps i~ I coverage Exist (page~Unde( the FINDING (top 
of the page), it states " ... the Agency has experiencedLJ.overage gaps when 
transitioning from FAA702 to another authority." 

tS/181//NF) Comment : This statement implies that NSA should be able to transition 
to another authority in all instances. This is not the case. Believe we should clarify 
that we cannot transition all selectors in all circumstances. While the need for a 
"higher legal standard" is mentioned on the bottom of page 6, believe we need to be 
up front with the fact that some selectors will not transition. 

(U) Correction 3 

tS/ISl//NF) Effective Collection Priority (ECP) (page 8): This section states that the 
average ECP was 2.52 indicating that " the average ECP was 2.52, indicating that 
these selectors are of high priority." 

~Sl/81//t~F) Comment : Believe we need to add context to this statement. We would 
imagine that most if not all 'ha-S· an ... (b)(3)-P.L. 86-36 ...___ ________________________________ ~ 
ECP that falls into the 1-3 range. Probably all 
on the ECP. 

(U) Correction 4 

selectors are of high priority based 

(TSl/SIH~ff) Selectors not retasked (page 11): The table at the top of the page 
indicates thatl I ... · -· - · · -- · · · · (b°)(1) 

(b)(3)-P.L. 86-36 

(TS//Sl//NF) Comment : We think it is important to add a footnote that indicates 
that the analysts were told that they did NOT have to perform thorough research to 
try to recall why the selector was not retasked . Below is an excerpt from an email 
exchange between OIG.9ndDindicating that the analyst did not have to perform 
research if the~ _did not remember why the selector was not retasked. 

(b)(3)-P.L. 86-36 6 
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(TSf/Slh'MF) We agree with your assertion that the analysts simply note that they do 
not recall what happened to the selectors if they cannot remember. Our intention 
was not to require people to spend hours trying to recall information to answer our 
survey, which is why there is a "don 't recall " option in the first questiol"\~)(1 ) 

(~.}(3)-P .L. 86-36 
(U) Correction 5 (bj(,3)_:-50 USC 3024(i) 

--- ·- ... ,_, I 
\ 1v11u1111"1 / Comment: 

(U) Correction 6 

(TS "81 "f(jfZ) fl ii Need for consistent process (page 11): The document states that, 
(b)(1) 

I 

(b)(3)-P.C 86 36 
(b)(3)-50 USC 3024(i) 

(TS//81//~~F) Comment : We think it is important to note that some selectors wil l 
take longer to transition compared to others based on the circumstances. The 
prob~b l e cause standard is higher than the standard associated FAA 702 tasking. 
This statement implies that we should always be able to transition quickly . It may 
take time and a lot of back and forth between! !before we (b)(3)-P.L. 86-36 

reach the probable cause standard. We realize this is addressed in the Case Studies 
on page 13 but we think it should be stated up front. 

(U) Correction 7 

(Sh'Sl/IREL) Footnote 3 (page 14): States that! (b_Hf )-P.L. 
86

-
36 

l~~...__~__..._....____.~~--~~~~~~I 

1) 
(b) 3)-P.L. 86-36 

TOP SECR£1)$'COi\ffNTh'fv.10fORN 
7 



DOCID: 4273445 
AU-lii-0023 

(U) Correction 8 

(TS/fSlh'f<JF) First Paragraph {page 15): "The analysts also may not have been 

b)(3)-P.L. 86-36 

I J~)(1) ~ -)(3)-P.L. 86-36 
( )(3)-50 USC 3024(i) 

(TSf/81/fr~F) Comment :I I -

' 

(U) Correction 9 

(TS//Slf/~~F) Action Taken (page 18): This section discusses the new procedures 
which are supposed to provide relief on som1 I scenarios. ·- -... -.. _.... (b)(1) 

- - (b)(3)-P.L. 86-36 

(TSh'Sl h'~~F) Comment : Unfortunately, provisi·o11s were 
removed from the new procedures so we wi ll not see an rei'ief 
based on the new procedures. OGC wou ld have details on exactly what occurred 
and where we stand. 

III. (U) OGC - REVIEW FOR FACTUAL ACCURACY 

(U/IFOUO) OIG Comment: The OIG does not agree with the OGC that all 
suggested changes were due to inaccuracies or misleading statements. In most 
cases, these suggested changes were based on OGC's interpretations of the report 
and new information. We made the appropriate changes to update and clarify 
areas of the report. 

(S//Sl//rff) The fol lowing lists areas of the report where OGC identified factual 
inaccuracies that should be corrected in the final version of OIG's report on the 
transition gap NSA encounters when targets of FAA 702 collection must be de­
tasked from this collection authority. These factual inaccuracies do not affect 
OGC's concurrence with the report 's recommendation that SID and OGC establish 
a new processl !targets that must be 
dropped from FAA 702 collection. The following constitutes OGC's specific 
suggested corrections. 

(b)(1) 

(b)(1) 
(b)(3)-P.L 86-36 

TOP ~ECRETj$€0AffNTfi~·,rorom•{ 
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·· 1(b)f1) 
(b)(3)-P.L. 86-36 

(U) Correction 1 

-(S/161//~~i=:) Highlights Section (page i): __ On page ' i ' in the " H ighlights'to section, th.e 
report contains a sentence that says the issue of a 
I l is ·cur~ently under review-by_D_o_J_T_h-is-s-ta-t-em-en_t_i_s __ _ 

factua lly incorrect. In Ju ly 2010, DoJ attempted to persuade the Foreign Intelligence 
Surveillance Court (FISC) to allow tasking to cont inue under one versidn of the 

but the FISC --------------------------refused to accept the proposed change to NSA's FAA targeting and minimization 
procedures that the Government proposed to address this problem. OGC's 
understanding is that the FISC concluded such a change would conflict with 
statutory restrictions contained in the FAA legislation itself. Therefore, DoJ is no 
longer reviewing this issue in the manner mentioned in the draft report. Instead , 
DoJ is reviewing two different draft legislative proposa ls that attempt to close the 
transition gap. One proposal was drafted by NSA and the other proposal was 
prepared by DoJ's National Security Division. I 

(b)(1) 
(U) Correction 2 (b)(3)-P.L. 86-36 

(Sh'Sl//P.Jf) Introduction : On page 2, the " Introduction" section of the draft report 
contains the fol lowing sentence: 

(b)11) . · · (Si9Sl/i'NFy-' .. Under-r-1sC--dO'cket number! !(known as the Raw Take 

~~~g~~0\,:~1t24(i) ·. Sharing Order) dated Ju ly 2002, NSA is able to receive FBI FISA collection." 
· .. 

(U) As drafted ,.tliis-sentence is factually inaccurate. The sentence shou ld be revised 
to read: 

(S/tSl //f<JF) " Under FISC docket numberl l(known as the Raw Take 
Sharing Order) dated July 2002, NSA is able to receive most FBI FISA 
col lection directed against the FBl 's counterterrorism targets." 

f'OJJ 8ECR£'fh'COiW:FN'Fffe1.70~ogzv 
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(U) Correction 3 

TOP SECRfJ'f;?'COMTN'f»'NOPO'ltN 

~b)(3)-P.L. 86-36 

(8//81//t<IF) Finding that Gaps in[Jrarget Coverage Exist: Page 6 of this section 
of the draft report contains the following sentence: 

(SHSl/lt<IF) " To avoid a break in coverage, other authorities must be sought if 
the target remains of interest and is an agent of a foreign power (§704, §705b, 
and/or FBI FISA)." 

(Sf/Sl//~ff) This sentence is inaccurate as drafted since it implies that the listed 
authorities are the only possible authorities avai lable to resume coverage. The 
sentence should be revised to read: 

(SNSlh't<lf) "To avoid a break in coverage, other authorities must be sought if 
the target remains of interest and is an agent of a foreign power (e.g., §704, 
§705b, FBI FISA, etc.)." 

(U) Correction 4 (b)(3)-P.L. 86-36 

fSffSl//~~I=) Finding that Gaps in[Jrarget Coverage Exist: Page 6 of this section 

of the draft report contains the fol lowing statement: 

(SffSI H~ff) " For non-FAA §702 coverage, a higher legal standard, ----..... 
individualized probable cause, is required to secure a FISA order. I .I 

fS//81/INF) Although the statement is accurate as drafted, for completeness OtG· 
may wish to note that, in some cases, the Government may simply not be able to 

assemble facts sufficient to satisfy the probable cause standard. 
(b)(1) 

. (b)(3)-P.L. 86-36 

(U) Correction 5 

(TSHSlh'f<IF) Discussion of lack of process! I On pages 
15 to 16 of this section of the draft report, there is a discussion of the delay 
experienced in regaining coverage of selectors associated w it I 

I $i_nce the/ ~eport says ....__ ____________________ ____, 

TOP SECRET)$1€0hffN1)j'l••lOFOftl•{ (b)(1) 
10 (b)(3)-P.L. 86-36 
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-· ..... -- ... --· 
{t>)(1 ) ' 
(b)(3)-P.L8S..36 
(b)(3)-50 USC 3024 

AU-10-0023 

NSA had to de-task the accouxiJ onc.e..the-AQel'.lcy. learneEI that-I 

(U) Correction 6 

(a//gl//~~1=) Discussion of "Strict guidance on detasking·I I: On 
pages 17 to 18, the draft report states th.at DoJ ·arid OGC have provided "strict 
guidance" to de~t~s.k l I Although accurate, as drafted the report 
implies,. that'OoJ an'd OGC have discretion to alter the guidance. Therefore, the 

I 

-. draft report's discussion of the legal advice provided by DoJ and OGC on the de­
.... .,c ........ ·" ..... -· · .. tasking ofl I is extremely misleading. A lthough this section of the 
(6')(1}' .. , .. ; .. · . - :· ~draft r.ep_qrt notes that the FISC has expressed " concern" about the modifications 
(b)(J)-P.L 

86
· .. Js_ · th~ dovern~en.i .. prQp:ose'd I Ito NSA's FAA 702 target ing and 

minimization procedures,· the report falls to note that the Court 's concern was with 
thel l iss·ue-. . OGC's underst~ndiiig 'is·that .the .9<?urt concluded that 
even the modest changes proposed to address one aspect ·afthe 

were 
-------------------------------------------------------------------------------------------------------------inc om pat i b I e with the current statutory framework. Moreover, for completeness, 
the report shou ld also note that, even if the statutory language is changed , there 
may be Fourth Amendment problems w ith maintaining electronic surveillance of a 
U.S. person or a person located inside the United States on anything less than a 
formal probable cause determination. 
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