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Message from the Director

MESSAGE FROM THE DIRECTOR
DECEMBER 2017

For more than five decades, we have a proud history of providing the right support,
to the right place, at the right time, across the globe. Our Nation has a powerful
military force, capable of swiftly responding to any challenge, at a moment’s notice.
Our Soldiers. Marines, Sailors, and Airmen rely on the men and women of the
Defense Logistics Agency (DLA) to accomplish their mission. Through continued
collaboration and innovation, we continue to be the standard-bearer for joint
logistics and acquisition - delivering world-class support to the Warfighter.

Through the 1ssuance of the National Defense Authonzation Act of 2010, Congress
mandated that the entire Department of Defense assert auditability of its financial
statements by the end of Fiscal Year (FY) 2017. Knowing that DLA was up to

the challenge, the Agency voluntarily accelerated our audit readiness goal to the
end of FY 2015. We are now in the nudst of our first enterprise-wide full financial
statement audit and stand ready to continue the annual audit cycle; this 1s not a one-and-done exercise.

‘We have entered the initial year of audit in FY 2017 and have been advised by the Independent Public
Accountant (IP A) of the intent for disclaimer of opinion for the Agency’s Working Capital Fund, General
Fund and Transaction Fund (TF) financial statements. We have been transparent with our challenge areas and
identified material weaknesses and critical corrective action plans where necessary. Each audit report will
help DLA build a better foundation and act as iterative stepping stones towards the eventual attainment and
sustainment of a clean audit opinion.

While DLA’s audit journey is far from over, the Agency has made tremendous strides from audit readiness to
audit advancement. As we enter FY 2018. I am confident in our abilities to support our Warfighters and Whole
of Government Agencies with reliable financial information and resources while meeting the Department’s
challenges. no matter how difficult or complex. Our ability to become more effective and efficient with the
resources we have is critical to moving forward, especially as we are asked to do more with less. With a solid
foundation. an agile, professional workforce, and a constant desire to improve our support to the Warfighter
aroursil the globe, we will continue to be the Nation’s best Combat Logistics Support Agency. I am proud of
whefe/ we have come and where we are headed into the future of audit advancement.

/ by —

D K. WILLIAMS
Lieutenant General, USA
Director

Defense Logistics Agency | General Fund Agency Financial Report Page | 3



Management’s Discussion and Analysis

The Management’s Discussion and Analysis is required supplementary information to the financial statements
and provides a high-level overview of the Defense Logistics Agency. This is required per OMB Circular A-136
and Statements of Federal Financial Accounting Standards (SFFAS) No. 15.

The Overview section describes the DLA’s organization, its missions and goals, and provides an overview of
our DLA Commands.

The Performance Overview section provides a summary of each DLA mission, selected accomplishments, key
performance measures, and future initiatives to strengthen the DLA’s efforts in supporting Department of
Defense (DoD) objectives and missions.

The Financial Overview section provides a summary of DLA’s financial data explaining the major sources and
uses of funds and provides a quick look at our Balance Sheet, Statement of Net Cost, Statement of Changes in
Net Position, Statement of Budgetary Resources, and Limitations of Financial Statements.

The Management Assurances section provides the Director’s Assurance Statement related to the Federal
Managers’ Financial Integrity Act and the Federal Financial Management Improvement Act. This section also
describes the DLA’s efforts to address our financial management systems to ensure systems comply with
applicable accounting principles, standards, requirements, and with internal control standards.
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Overview
Our Organization

Mission and Organizational Structure

DLA reports to the Office of the Under Secretary of Defense (OUSD) for Acquisition, Technology and
Logistics (AT&L) through the Deputy Under Secretary of Defense for Logistics and Materiel Readiness. DLA
provides support around the clock and around the world to meet the needs of America’s Armed Forces and
other designated customers in times of peace, national emergency, and war. America’s national defense
strategy depends on DLA’s support to feed, clothe, fuel, medicate, treat, and sustain U.S. and many allied
nations’ troops. DLA supports DoD objectives and missions with involvement in the full range of military
operations from participation with multi-national forces engaged in large-scale combat operations, weapons
and spares provisions, peacekeeping efforts, emergency support, to humanitarian assistance.

DLA sources and provides nearly all consumable item used by American military forces worldwide. DLA
manages nearly 5.1 million separate line items of inventory for land and maritime parts for weapon systems,
fuel, and critical troop support items involving food, clothing and textiles, medical, industrial hardware, and
construction equipment and materiel. Additionally, DLA provides a broad array of associated supply chain
services that include storage and distribution; reutilization or disposal of surplus military assets; providing
catalogs and other logistics information, services; and, document automation and production services.

DLA’s Mission Vision and Values

Mission Values
Provide effective and Deliver the right Integrity, Resiliency,
efficient global solutions to solution on time, every Diversity, Innovation,
Warfighters and our other ||| time Accountability,
valued customers Excellence

DLA employs approximately 24,700 civilian personnel, 520 active duty military personnel, and 570 reserve
personnel who operate a $42.0 billion global enterprise in 28 countries. DLA manages nine supply chains and
supports more than 2,300 weapon systems. The nine supply chains are: DLA Aviation, DLA Land, DLA
Maritime, DLA Energy, Subsistence, Medical, Clothing, and Textiles, Construction and Equipment, and
Industrial Hardware. Agency leaders are committed to the continuous assessment and transformation of the
organizational culture, size, structure, and alignment through enterprise integration and partnering with the
private sector. Organizing as a single, integrated business enterprise enables DLA to focus on supporting the
DoD’s supply chains, enhancing the Armed Forces’ readiness, and providing for the Warfighter during
contingency operations.

This Agency Financial Report (AFR) is prepared for the DLA’s General Fund (GF). Information is provided
for GF, where applicable, and other information is for the DLA Enterprise-Wide.
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Figure 1, the DLA Organizational Chart

DLA Major Subordinate Commands (MSCs)

DLA AVIATION, headquartered in Richmond, Virginia, is the primary source for over 1.1 million repair
parts and operating supply items for more than 1,340 major weapon systems. The DLA Aviation Supply Chain
provides mapping, kitting, chemical, petroleum packaging, gases, and cylinder items to the Military Services.
In addition, DLA Aviation provides engineering, sustainability, ozone depleting substances reserve, and
industrial plant equipment services.

DLA DISPOSITION SERVICES, headquartered in Battle Creek, Michigan receives excess, obsolete, and
unserviceable (EOU) DoD property, providing ultimate disposition through reutilization, transfer, donation,
and sales. In FY 2017, DLA Disposition Services received an estimated $29.0 billion of EOU inventory,
$1.4 billion was reutilized and issued back to the Military Services. The reutilization of excess property
provides the Services an opportunity to get property at no cost. DLA Disposition Services sales generated
approximately $119.0 million of revenue in FY 2017, offsetting operational costs.

DLA DISTRIBUTION, headquartered in New Cumberland, Pennsylvania, is responsible for the receipt,
storage, issuance, packing, preservation, and transportation of more than 4 million items worldwide. It operates
a network of 26 distribution centers around the world that provide timely and quality support to the
Warfighters. Its Global Stock Position Plan ensures rapid distribution of critical military items. DLA
Distribution’s overseas distribution operations are located in Europe, Middle East, and Pacific Asia regions.
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DLA ENERGY, headquartered at Fort Belvoir, Virginia, serves as the DLA’s executive agent for the bulk
petroleum supply chain. DLA Energy business includes sales of petroleum and aerospace fuels; arranging for
petroleum support services; providing facility/equipment maintenance on fuel infrastructure; performing
energy-related environmental assessment and cleanup; storage and transportation for bulk and aerospace
products; and performing quality surveillance functions for petroleum for the Military Services, as well as for
the privatization of their utility systems.

DLA LAND AND MARITIME, headquartered in Columbus, Ohio, is the primary source for over 420,000
repair parts and 1.5 million operating supply items, for land and sea-based weapon systems. The DLA Land
and Maritime Supply Chains provide product testing, engineering, and technical support to the Military
Services. In addition, the DLA Land and Maritime Supply Chains support Navy Surface and Subsurface and
Army and Marine Corps customers through dedicated customer relations while working with numerous
suppliers to fulfill requirements for assigned stock classes across the DoD. Furthermore, the DLA Land and
Maritime Supply Chains provides logistical services directly to Navy shipyards and Army/United States
Marine Corps industrial sites.

DLA TROOP SUPPORT, headquartered in Philadelphia, Pennsylvania, is DLA’s lead center for troop and
general support. Troop Support is responsible for managing food, clothing, medical supplies, construction and
equipment, and general and industrial supplies worldwide. DLA Troop Support has the following Supply
Chains: Subsistence, Clothing & Textile, Construction & Equipment, Medical, and Industrial Hardware.

DLA J/D Codes
DLA GENERAL COUNSEL provides legal services and guidance to the DLA Director, senior leadership,
and staff.

DLA OFFICE OF THE INSPECTOR GENERAL leverages audit and investigative expertise to provide
DLA leadership with timely facts to make informed decisions that improve efficiency, accountability and
warfighter support.

DLA INSTALLATION SUPPORT (DS) provides enterprise-wide agency policy, program, and worldwide
operational support in environmental management; safety and occupational health; installation management;
public safety; forms and policy management; and morale, welfare, and recreation for DLA.

DLA TRANSFORMATION (DT) manages the Agency’s strategic plan, executive governance forums, and
the agency-wide deployment of Enterprise Process Management, Continuous Process Improvement (CPI),
Enterprise Organizational Alignment, and Enterprise Policy Management programs.

DLA HUMAN RESOURCES (J1) provides the full range of human resources services, both policy and
operational, for DLA's civilian and active duty military employees. DLA Human Resources (HR) recruits,
hires, trains, and sustains a mission-ready workforce for DLA and our HR customers, using world class
policies, processes, programs, and tools.

DLA LOGISTICS OPERATIONS (J3) manages DLA’s supply chains by providing logistics and materiel
management policy, guidance, oversight, and monitoring of supply chain performance.

DLA INFORMATION OPERATIONS (J6) as DLA’s knowledge broker, provides comprehensive, best
practice technological support to the DoD/DLA logistics community for information systems; efficient and
economical computing; data management; electronic commerce; telecommunication services; and transaction
services. The Director of Information Operations also serves as DLA’s Chief Information Officer. J6 manages
DLA’s Research and Development program.
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DLA ACQUISITION (J7) is responsible for planning, organizing, directing, and managing the procurement
and contract administration functions for DLA acquisition in support of both internal operations and other
supported activities. The Director of DLA Acquisition, also serves as the Agency’s Component Acquisition
Executive. DLA Acquisition provides oversight of DLA Contracting Services Office. Additionally, J7
provides the oversight of DLA Strategic Materials.

DLA FINANCE (J8) is responsible for obtaining and allocating resources, analyzing execution, providing
fiscal guidance and advice to support the Agency, its business areas, and its MSCs in accomplishing DLA's
mission. DLA Finance prepares the DLA financial statements and guides DLA in its Audit Advancement
efforts. The Director of Finance also serves as DLA’s Chief Financial Officer.

DLA JOINT RESERVE FORCE (J9) provides DLA with trained, ready, and available reservists from all
Service components for worldwide contingency operations and support of peacetime operations, wartime surge
requirements, and logistics planning.

DEFENSE LOGISTICS AGENCY

MAJOR SUBORDINATE COMMANDS

3

A,
\ 7%

DLA AVIATION

“ DLA HEADOUARTERS

DLA ENERGY DLA EURDPE & AFRICA DLA CENTCOM & SOCOM DLA PACIFIC

Figure 2, the locations of the major DLA offices
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Our Strategic Framework

Agency Goals and Objectives

DLA is committed to achieving significant savings for its customers. In April 2015, the former DLA Director,
Lieutenant General Andrew Busch, refreshed the Agency’s long-term strategy to concentrate on attaining
savings while continuing to identify new opportunities to reduce cost. Our current Director, Lieutenant General
Darrell Williams, is updating the Agency’s strategic plan to reflect the current environment and anticipates
publishing the updated plan near the beginning of FY 2018. DLA’s Director’s annual guidance is derived from
the Agency’s long-term strategy and serves to align DLA’s support to DLA’s goals and objectives. DLA
continues to provide world-class support to the Warfighter — delivering the right solution on time, every time
— through pursuit of the five goals described in Figure 3: Agency Goals and Objectives, which support the
Agency’s strategic plan. This report is based on Lieutenant General Busch’s strategic plan for the Agency.

Warfighter First: Deliver innovative and responsive solutions to Warfighters first, DoD components and our
other valued customers.

DLA’s top priority is Warfighter support. The current threat environment is complex, and we must be a trusted
and responsive partner to the Warfighter as well as one that is able to anticipate changing and future needs.
We ensure our organization’s goals, processes, and performance are innovative, responsive, and synchronized
with the current and future needs of the Warfighters, DoD components, other mission partners, and
stakeholders.

People and Culture: Hire, develop, and retain
a high-performing, valued, _resnlent, _and | oA » Warfighter First - Make promises and keep
accountable workforce that delivers sustained N

mission excellence.

DLA has always been a high-performing
organization, and our workforce is our greatest
asset. To further increase performance, we use
innovative approaches to attract and retain
mission-focused  people. We foster an 4 : » Strategic Engagement - Better outcomes
environment that unlocks the full potential of Y through teamwork

our workforce, enabling them to achieve peak Am
performance and meet future challenges. To __
accomplish this, we continue to attract and hire % +Ni" e Financial Stewardship - Affordable solutions
highly-talented individuals, develop their | il and continued accountability
competencies, and cultivate and retain the next
generation of the DLA workforce.

« Process Excellence - Always improving;
The key to mission success is to continue our finding smarter ways to do things
focus on people and culture. Our success
depends on the readiness of our workforce to
meet changing mission requirements in an Figure 3, the Agency Goals and Objectives
evolving technological environment.

Partnering with our labor unions to communicate and implement positive change to maintain our standing as

an employer of choice is vital to an invigorated, sustained, and resilient workforce.

Strategic Engagement: Engage industry and other partners in the delivery of effective and affordable
solutions.
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Strong relationships with external partners are vital to achieve DLA’s mission. We are, and continue to be,
focused on developing innovative business relationships with our industry and DoD partners. We need to
engage more closely with industry providers of materiel and to anticipate and meet the demands. As the
relationships with our partners deepen, we become more knowledgeable about their strengths, challenges, and
priorities. Through this knowledge, we make informed decisions in the development and delivery of the right
solutions for our Warfighters. Increased communication and collaboration will benefit DLA, our industry
partners, DoD, and, above all, the Warfighters.

Financial Stewardship: Deliver effective and affordable solutions.

Providing support to the Warfighter is our top priority. We acquire new capabilities and eliminate non-value-
added processes to optimize Warfighter readiness, meet future threats, and reduce their total equipment and
system ownership costs. We aggressively drive costs out of operations and materiel acquisitions to ensure an
agile capability that can surge as needed to provide global military and humanitarian support.

Accountability is the foundation of good stewardship. We are steadfast in maintaining our financial
commitments to our customers while ensuring value, efficiency, and effectiveness in every program. We
partner with our customers to improve pricing transparency and to collaboratively develop solutions to
minimize costs. We offer more discrete and flexible pricing options to allow customers to select the type of
service and performance that best meets their mission and affordability needs.

Process Excellence: Achieve Enterprise Process Excellence.

DLA optimizes processes to obtain the most effective and efficient outcome. We obtain this goal through
rigorous examination of end-to-end, core, and enabling processes coupled with the use of continuous process
improvement tools. The teams are composed of individuals from diverse functional backgrounds to ensure we
optimize, standardize, and implement process improvements as well as advance auditability. We achieve
Process Excellence by requiring every level of leadership to evaluate, manage, and seek to improve the
processes within their scope of responsibility. We systematically reassess and implement Process (Innovation)
to reduce costs, increase speed, improve quality, and become a more agile organization. This is accomplished,
as appropriate, within each organization and at the enterprise level. Through our governance structure, DLA
enables, prioritizes, and integrates process innovation.

Process Excellence encourages simplification, improves performance, and helps DLA better achieve the
outcomes Warfighters expect. At its essence, Process Excellence moves beyond the success of achieving and
sustaining a positive financial statement audit and optimizes process change to bring forth the most effective
and efficient outcomes in support of Warfighters, the Whole of Government, and our Nation.

DLA continues to pursue initiatives that improve Warfighter support with even greater fiscal responsibility. To
accomplish its strategic goals to support the Warfighter in an evolving environment, DLA established new
governance forums to report progress against its goals. Figure 4 depicts how the new structure informs decision
makers to enable them to optimize the use of DLA’s resources.
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Figure 4, Leading and Managing the Agency

Analysis of DLA’S Financial Statements and Stewardship Information
The following analysis provides an overview of DLA’s funding mechanisms and the information presented in
the financial statements and notes.

DLA’s Funding Sources

DLA receives funding through its Working Capital Fund (WCF), General Fund (GF), and Transaction Fund
(TF). DLA prepares financial statements and notes for the WCF, GF and TF. The GF Financial Statements are
presented only for FY 2017. The Financial Statements and the notes are not presented on a comparative basis
because there are known misstatements in the FY 2016 balances that were corrected in FY 17. Therefore,
presenting comparative statements would not provide additional value to the reader. The Management’s
Discussion and Analysis (MD&A) covers all three funds due to the interrelationship between the funds.

General Fund

The General Fund (GF) is appropriated by Congress, which also grants authority to the Office of the Secretary
of Defense (OSD) and its Components to obligate those funds to support mission requirements. Both detail and
summary-level financial reports are used to ensure funds are executed in an amount and time consistent with
the type of appropriation. In addition, the reports allow management to determine whether reprogramming or
transfer actions are necessary to best utilize the funding consistent with law. In FY 2017, DLA received just
over $815.7 million in GF direct appropriations. These funds account for approximately 2.5 percent of DLA’s
total budget program; DLA’s total budget programs includes WCF, GF and TF. The GF includes five
appropriation categories: Operations and Maintenance, Research, Development, Test and Evaluation,
Procurement, and Family Housing, and Military Construction, The five major appropriation categories are
represented below:

e Operations and Maintenance (O&M) received $358.0 million. Funding provided core development
and sustainment support to five major programs, to include: (1) Contingency Logistics, (2)
Warstoppers, (3) Defense Mapping, (4) the Procurement & Technical Assistance Program, and (5)
Morale, Welfare and Recreation. In addition, funding supports the high visibility Law Enforcement
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Support Office (LESO) military equipment reutilization 1033 Program. DLA also supported OSD
sponsored programs, managed by approximately ten program offices, for which DLA either provided
administrative support or has program oversight. These include: (1) Defense Property Accountability
System, (2) Continuity of Operations Program, (3) Business Process Reengineering Center, (4)
Purchase Card Online System program and (5) DoD Enterprise Business System (DEBS). DEBS is a
compilation of approximately five programs, including the Defense Agency Initiative (DAI), Defense
Retired Annuitant System (DRAS), and the Standard Procurement System.

e Research, Development, Test & Evaluation (RDT&E) received $188.2 million. Funding supported:
(1) DLA's Industrial Preparedness Manufacturing Technology (IP ManTech), (2) Logistics Research &
Development (Log R&D), (3) DEBS, and the Defense Microelectronics Activity (DMEA). IP ManTech
supports the development of a responsive, world-class manufacturing capability, and is further aligned
into three Strategic Focus Areas of (1) Improving Industrial base manufacturing processes, (2)
maintaining viable sources of supply, and (3) improving technical and logistics information. Log R&D
focuses on improving the quality of DLA managed parts and utilizing maturing technology. DEBS
RDT&E provides funding primarily to support audit readiness efforts, support DRAS system
development, and provide the Department with an automated funds distribution system to improve
funds control and visibility of all appropriated funds passing through the enterprise. DMEA supports
the development, using modern technology, of electronic components for aged systems where a
commercial manufacturing base no longer exists.

e Military Construction (MILCON) received $266.5 million ($238.9 million for construction and
$27.6 million for Planning and Design). MILCON funding primarily replaces/modernizes aging and
deteriorated infrastructure for DLA Supply Chains. For FY 2017, DLA Energy projects, both CONUS
and OCONUS, consumed $194.2 million (81.3%) of construction funding. The Program supported (1)
8 fuels infrastructure projects that replace fuel tanks, hydrant systems and storage tanks and (2) the
construction of a covered warehouse and open storage hardstand in support of DLA Distribution
operations at DLA's depot at Red River Army depot in Texas.

o Procurement Defense-Wide (PDW) received $2.1 million. Funding supported (1) the replacement of
agency-owned and commercially leased passenger carrying motor vehicles at DLA overseas locations
not available from the General Services Administration (GSA), (2) Warstoppers’ Program procurement
requirements for the purchase of fully automated metrology equipment for wafer test and inspection of
emulated microcircuits, and (3) OSD Contingency Operations logistic support activities.

e Family Housing O&M received $963,000. Funding supported 124 units at New Cumberland, PA for
(1) management, (2) utility costs and (3) replacement of household appliances/furniture and cyclical
maintenance requirements such as painting, and window and carpet replacement.
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Figure 5, the distribution of GF appropriations in FY 2017.
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Performance Overview

The Performance Overview provides a summary of DLA’s mission, selected accomplishments, key
performance measures, and forward looking initiatives to strengthen the DLA’s efforts in achieving a safer
and more secure nation. This performance overview encompasses mission activities that are DLA Enterprise-
wide.

Performance Management in DLA

Research and Development (R&D) is continuing to monitor financial execution to support and adhere to OSD-
C prescribed goals for Obligations and Expenditures. In order to continue to optimize efficient and effective
management of resources, R&D is improving upon program management review with the development and
implementation of a comprehensive performance measurement process. The performance measurement
process supports the development of more detailed performance goals and metrics that encompass cost,
schedule, and technical performance, which will provide a comprehensive view of the portfolio of projects for
each program. The implementation of the performance measurement process will continue throughout FY
2018.

Warfighter First

DLA’s goal was to deliver innovative and responsive solutions to the Warfighters and our other valued
customers. We have achieved considerable success in this area, including several significant accomplishments
in our R&D funded Manufacturing Technology program as follows:

Subsistence Network: Microwave Assisted Thermal Sterilization (MATS) - Developed new military and
commercial production capability for low cost production of U.S. Food & Drug Administration (FDA)
approved sterile group-sized rations processing. MATS provides improved quality food, a 53% reduction in
cycle time, and an 80% reduction in processing time compared to the conventional methods.

Forgings: Improved Process and Performance with Intensive Quenching (IQ) - 1Q involves quenching
steel parts in violently agitated water with a cooling rate that is significantly faster than quenching in oil, with
high-pressure gas in vacuum furnaces, or in the air. IQ will increase the performance of parts, minimize
distortions, and reduce heat treatment costs. In addition, IQ provides an estimated 20-30% reduction in product
lead time.

Small Business Innovative Research (SBIR): 3D Printing Prosthetic Components - In partnership with
DLA SBIR and the Scientific Program Manager for Rehabilitation Engineering and Prosthetics/Orthotics
Rehabilitation, U.S. Department of Veterans Affairs, this effort focuses on production of prosthetics, making
custom sockets — the part that fits around an amputee’s leg.

Battery Network: Lithium-ion technology for missile guidance system - Designed a replacement lithium-
ion power system for the TOW2 anti-tank missile guidance system. This approach utilizes standardized
components for low cost manufacturing and enhanced operations. It replaces a heavier, lower performance
nickel-cadmium battery and charger. U.S. Army AMCOM plans to meet immediate needs for 100 units with
this product.

Our Advanced Microcircuit Emulation program successfully developed, validated and qualified a new, 128
kilobit RAM/ROM manufacturing capability which can produce a wide variety of previously discontinued
memory chips. It has already re-established a source of supply for 4 part types which are used in over 90 DoD
weapon systems, resulting in a potential redesign cost avoidance of almost $100 million. This unique
manufacturing capability has transitioned to full-scale production at SRI International and is available to
redesign and produce hundreds of additional memory part types to help mitigate the readiness and cost impact

Defense Logistics Agency | General Fund Agency Financial Report Page | 14



of microcircuit obsolescence. The benefit of this project is two-fold; improving readiness and avoiding the
cost to replace or redesign systems or sub-systems in DoD weapon systems. Although the value of readiness
is hard to quantify, the Diminishing Manufacturing Sources and Material Shortages (DMSMS) Guidebook
estimates that over $1 million in costs are incurred each time an electronic next-higher-assembly is redesigned
due to obsolescence.

Improve Counterfeit Parts Identification; Prevent Commercial and Government Entity Code (CAGE)
Hopping: Automated processes carry risks and DLA has taken major steps to reduce and mitigate those risks.
We have improved our ability to identify fraudulent suppliers and counterfeit parts with improved Business
Decision Analytics and advanced testing and Deoxyribonucleic acid marking.

People and Culture
DLA’s goal for this year is to hire, develop and retain a high-performing, valued, resilient and accountable
workforce.

In FY 2017, DLA was able to achieve the following:

o Implemented DoD Performance Management and Appraisal Program to approximately 24,700
employees across the enterprise;

e Improved hiring timeliness by 5 percent;

e Spearheaded the Agency’s culture/climate program addressing challenges respective to organizational
effectiveness and climate;

o Executed a 2.5 day leadership development forum for 135 high potential future leaders;
Implemented a succession management framework to ensure continuity while mitigating knowledge
gaps due to personnel attrition of key positions; and,

e Revamped the Human Resources Annual Operating Plan and cascading strategic initiatives.

DLA continues to monitor respective performance metrics and trends to ensure the Agency continues to
successfully hire, develop and retain a high-performing workforce.

Strategic Engagement

Prior to the beginning of the formal Program Budget Review (PBR) process, R&D Program Managers conduct
annual strategic assessments of established and disruptive technologies in order to determine potential
opportunities to further or begin new R&D explorations. The assessments are presented to the R&D Chief,
stakeholders and senior management in order to approve the technical priorities and resource requirements for
the Five Year Defense Plan (FYDP), resulting in R&D’s PBR Proposal.

In addition to meeting regularly with stakeholders and sponsors, R&D further engaged with industry and
academic partners through implementing “R&D Industry Day”, first held in September 2016, and recently the
second day held October 2017, to share about DLA’s logistics mission and how the R&D program supports
across all supply chains.

Financial Stewardship

DLA’s goal was to deliver effective and affordable financial solutions that support the DLA Strategic Plan, to
include better cost visibility to our customers, more customer rate options that better reflect the drivers of cost,
and improved analytical capabilities to evaluate new or improved business processes.

Additionally, DLA must program and justify resource requirements to the Office of the Under Secretary of
Defense, Comptroller (OUSD(C)), execute resources efficiently and effectively, and achieve financial
execution benchmarks. For the General Funds, DLA executed 98 percent of O&M, 97 percent of first year
RDT&E, and nearly 50 percent of first year MILCON budget authority in 2017, performing very well against
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these benchmarks. DLA General Funds also responded to Independent Public Accounting firm requests for
information in support of DLA financial statement audit and identified key focus areas for FY 2018.

Process Excellence

R&D conducts monthly reviews via Strategic Focus Area calls and quarterly Program Management Reviews
(PMRs), which provide opportunities for Program Managers and the R&D Chief to review the programmatic
and financial health of R&D programs. The Strategic Focus Area Calls are centered on financial activities and
contract actions. The PMRs support the review of the overall health of programs and include program
performance in terms of schedule, technical performance and financial management.

R&D utilizes the Knowledge Management (KM) SharePoint Portal to facilitate the execution of the R&D
budget. The Funds Request Module supports the R&D approval process for budget execution and is the main
tool for supporting auditable, standard, and repeatable processes. The KM Portal serves as a repository for
evidentiary material. In addition to supporting budget execution, the KM Portal is the primary collaboration
tool for program managers and staff across various DLA offices.

R&D Staff conduct periodic reviews of tools, processes and procedures to ensure that they align with DLA
and DoD policy as well as support the most efficient and effective use of resources. The reviews in FY 2017
resulted in the development of enhancements to the KM Portal, such as a module to capture Unfunded
Requirements as well as improved decision-making process such as the R&D Financial Execution Board.

The Total Obligation Authority Integrator (TOAI) role was implemented in FY17 for PBR 19. The J3 TOAI
collaborated with the O&M and R&D program managers to ensure tracking on overarching schedule and
exhibit formats; which optimized the J3 Total Obligation Authority (TOA) baseline through internal trade-offs
in order to develop and submit the strongest, integrated J3 PBR 19 Proposal to J8. The TOAI provided J8 a
single J3 POC for TOA PBR, and reported status, impact to J3 stakeholders throughout the PBR cycle.
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Financial Overview- DLA General Fund

The Financial Statements presented in this AFR relate solely to DLA’s GF. The Financial Statements for WCF
and TF are located in their respective AFRs. The DLA’s budgetary resources were approximately $1.7 billion
for FY 2017. The budget represents our plan for efficiently and effectively achieving the strategic objectives
set forth by Director, Lieutenant General Williams to carry out our mission and to ensure that the DLA
manages its operations within the appropriated amounts using budgetary controls. The DLA prepares its
Balance Sheet, Statement of Net Cost, and Statement of Changes in Net Position on an accrual basis; meaning
that economic events are recorded as they occur, regardless of when cash is received or disbursed. These
financial statements provide the results of our operations and financial position, including long-term
commitments and obligations. Budgetary accounting principles require recognition of the obligation of funds
according to legal requirements, which in many cases occurs prior to the occurrence of a transaction under the
accrual basis. The recognition of budgetary accounting transactions is essential for compliance with legal
constraints and controls over the use of federal funds, and are reported in the Statement of Budgetary
Resources. Ernst & Young, LLP performed the audit of the DLA’s principal financial statements.

Balance Sheet

The Balance Sheet presents the resources owned or managed by the DLA that have future economic benefits
(assets) and the amounts owed by DLA that will require future payments (liabilities). The difference between
the DLA’s assets and liabilities is the residual amount retained by DLA (net position) that is available for
future programs and capital investments.

Assets — What We Own and Manage

FY 2017 Total Assets
$1,400,000 (in thousands)
$1,200,000
$1,000,000
$800,000
$600,000
$400,000
$200,000
3 . General Property, Plant, and
Fund Balance with Treasury Equipment, Net Other Assets
mFY 2017 $1,322,344 $758,104 $3,417

Assets represent amounts owned or managed by the DLA that can be used to accomplish its mission. As of
September 30, 2017, the GF had $2.1 billion in assets.

Fund Balance with Treasury (FBWT) is the GF’s largest asset, comprises 63 percent of the total assets. FBWT
balances are primarily appropriated funds remaining at the end of the fiscal year.

General Property, Plant, and Equipment (PP&E), Net is the second largest asset, comprising 36 percent of
total assets. The major items in this category include internal use software (IUS) under development and
Construction in Progress (CIP). In acquiring these assets, the DLA either spent resources or incurred a
liability to make payment at a future date; however, because these assets should provide future benefits to help
accomplish the DLA mission, the DLA reports these items as assets rather than expenses. PP&E is recorded
at cost, and depreciated over the estimated useful life of the asset. PP&E is presented net of accumulated
depreciation.
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Liabilities — What We Owe

FY 2017 Total Liabilities

$120,000 (11’1 thousands)
$100,000

$80,000

$60,000

$40,000
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> Envi tal and Disposal
Accounts Payable nvironmentar and LASposa Other Liabilities
Liabilities
mFY 2017 $101,625 $85,651 $14,028

Liabilities are the amounts: owed to the public or other federal agencies for goods and services provided but
not yet paid for; to DLA employees for wages and future benefits; and for other liabilities. As of September
30, 2017, the GF reported approximately $201.3 million in total liabilities.

The DLA’s largest liability is for Accounts Payable, representing 50 percent of total liabilities.

Environmental and Disposal Liabilities represents 43 percent of total liabilities, and is comprised of
environmental cleanup costs associated with restoration of environmental sites. These environmental sites may
include, but are not limited to, decontamination, decommissioning, site restoration, site monitoring, clean
closure of assets, and post-closure costs related to the Agency’s operations that result in hazardous waste.

Other liabilities, comprising 7 percent of the GF’s liabilities, includes amounts due to the Other Federal
Employment Benefits and other.

Statement of Net Cost (SNC)

Net cost of operations before gains and losses represents the difference between the costs incurred and revenue
carned by GF programs. The GF SNC is broken into four appropriation categories: Operations and
Maintenance, Research, Development, Test and Evaluation, Procurement and Family Housing & Military
Construction, The major appropriation categories are represented below:
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Net Cost of Operations
(in thousands)
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Evaluation
BFY 2017 $376,390 $262,067 $2,950 $76,924

Operations and Maintenance represents 53 percent of the DLA’s net cost of operations and includes:
Administration and Service-Wide Activities (DoD programs, DoD Enterprise Business Systems, and HQ DLA
programs) and Environmental Programs. These programs are associated with DLA logistics mission as well
as programs assigned to DLA from the DoD for budget administration purposes. Research, Development, and
Test and Evaluation represents 36 percent of total net costs and includes: development of major upgrades that
increase the performance of existing systems, the purchase of test articles, and the developmental testing and/or
initial operational test and evaluation prior to system acceptance. The remaining appropriations, Procurement,
and Military Construction and Family Housing, represent 11 percent of total net costs.

During FY 2017, the GF earned approximately $58.0 million in exchange revenue. Exchange revenue arises
from transactions in which the DLA provides value and the other party receives value. These exchanges are
directly related to DLA operations.

Statement of Changes in Net Position (SCNP)

Net position represents the accumulation of revenue, expenses, budgetary, and other financing sources since
inception, as represented by GF’s balances in unexpended appropriations and cumulative results of
operations on the Statement of Changes in Net Position. Financing sources increase net position and include,
but are not limited to, appropriations and user fees. The net costs discussed in the section above as well as
transfers to other agencies decrease net position. Total net position is $1.9 billion.

Statement of Budgetary Resources (SBR)
This statement provides information on the status of the approximately $1.7 billion in budgetary resources
available to the DLA during FY 2017.
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Budget Resources by Authority Type
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The authority was derived from appropriations of $815.5 million, $808.4 million in authority carried forward
from FY 2016, and $49.0 million in offsetting collections.

As of September 30, 2017, $456.5 million of the $1.7 billion was not yet obligated. The $330.8 million
represents apportioned funds available for future use, and $126 million in expired and unobligated funds. Of
the total budget authority available, the DLA incurred a total of $1.2 billion in obligations from salaries and
benefits, purchase orders placed, contracts awarded, or similar transactions. These obligations will require
payments during the same or future period.

Limitations of Financial Statements

The principal financial statements were prepared to report the financial position and results of operations of
GF, pursuant to the requirements of 31 U.S.C. 3515(b). While the statements were prepared from DLA’s
books and records in accordance with the formats prescribed by the OMB, the statements are in addition to
the financial reports used to monitor and control budgetary resources.

To the extent possible, the financial statements were prepared in accordance with Federal accounting
standards. At times, the DLA is unable to implement all elements of the standards due to financial
management systems limitations. The DLA continues to implement system improvements to address these
limitations.

DLA and the Defense Finance and Accounting Service (DFAS) prepared the FY 2017 DLA financial
statements from available automated finance, accounting, and feeder systems (such as acquisition, logistics,
and personnel systems) and manual processes. Due to system deficiencies, there are limitations in collecting
the data needed to prepare financial statements that comply with Federal standards. To prepare the financial
statements, DFAS made numerous adjustments during the compilation process in an attempt to overcome
these deficiencies.

DLA has several corrective actions underway that are intended to improve the underlying systems, business
processes, and internal controls.

Other Key Regulatory Requirements
See the Other Information section for Prompt Payment Act and Debt Collection Improvement Act of 1996.
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Management Assurances
The following section provides an overview of DLA’s Management’s Assurances related to FY 2017.

DEFENSE LOGISTICS AGENCY
HEADQUARTERS
8725 JOHN J. KINGMAN ROAD
FORT BELVOIR, VIRGINIA 22060-6221

July 21, 2017
MEMORANDUM FOR SECRETARY OF DEFENSE

THROUGH: UNDER SECRETARY OF DEFENSE (ACQUISITION, TECHNOLOGY, AND
LOGISTICS)

SUBJECT: Annual Statement Required Under the Federal Managers’ Financial Integrity Act
(FMFTIA) for Fiscal Year 2017

As Director of the Defense Logistics Agency (DLA), I recognize that DLA is responsible
for managing risks and maintaining effective internal control to meet the objectives of Sections
Two and Four of the FMFIA of 1982, DLA conducted its assessment of risk and internal control
in accordance with the Office of Management and Budget (OMB) Circular No. A-123,
Management’s Responsibility for Enterprise Risk Management and Internal Control. Based on
the results of the assessment “Internal Control Evaluation —Management Control Testing”
(Attachment 1), DLA can provide a modified statement of reasonable assurance that internal
controls over operations, reporting, and compliance were operating effectively as of September
30, 2017. Detail for the 16 material weaknesses and four non-conformances are reported in the
“Material Weaknesses and Corrective Action Plans Template” (Attachment 3) and Risk
Management Template” (Attachment 4). “Significant Managers’ Internal Control Program
Accomplishments” (Attachment 2) and “Reportable Anti-Deficiency Act Violations Template
Response” (Attachment 5) (support the complete assertion package.

DLA conducted its assessment of the effectiveness of internal controls over operations in
accordance with the FMFIA and the OMB Circular No. A-123. “Internal Control Evaluation
Management Control Testing” section provides specific information on how DLA conducted this
assessment (Attachment 1). Based on the results of the assessment, DLA can provide a modified
statement of reasonable assurance, except for the five material weaknesses reported in the
“Material Weaknesses and Corrective Action Plans Template” (Attachment 2) that internal
controls over operations, reporting, and compliance were operating effectively as of
September 30,2017.

DLA conducted its assessment of the effectiveness of internal controls over reporting
(including external financial reporting) in accordance with OMB Circular No. A-123, Appendix A.
“Internal Control Evaluation Management Control Testing” section provides specific
information on howthe DLA conducted this assessment (Attachment 1). Based on the results of
this assessment and the intent to Disclaim by Ernst & Young, Independent Public Accounting
firm, DLA is unable to provide assurance that internal control over operations, reporting, and
compliance (including external financial reporting) were operating effectively due to material
weaknesses identified for the Working Capital Fund and General Fund as of June 30, 2017.
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DLA can provide a modified statement of reasonable assurance that internal controls over
operations, reporting, and compliance for the Transaction Fund were operating effectively as of
September 30, 2017. Detail for the 11 material weaknesses reported can be found in the
“Material Weaknesses and Corrective Action Plans Template” (Attachment 2).

DLA also conducted an internal review of the effectiveness of the internal controls over the
integrated financial management systems in accordance with Federal Financial Management
Improvement Act (FFMIA) of 1996 (Public Law 104-208) and OMB Circular No. A-123,
Appendix D, “Internal Control Evaluation — Management Control Testing” section provides
specific information on how DLA conducted this assessment (Attachment 1). Based on the
results of this assessment, DLA can provide a modified statement of reasonable assurance, except
for the four system non-conformance that the internal controls over the financial systems are in
compliance with the FFMIA and OMB Circular No. A-123, Appendix D, as of June 30, 2017,
Detail for the four non-conformances reported can be found in the “Material Weaknesses and
Corrective Action Plans Template” (Attachment 2).

Point of contact for this action is Ms. Billie Sue Goff, Financial Compliance & Audit
Readiness Operations, (703) 767-7736, DSN 427-7736 ot email: Billie.Goff@dla.mil.

D LL K. WILLIAMS
Lieutenant General, USA

Director

Attachments:
As stated

cc:

OUSD Comptroller, Financial Improvement and Audit Readiness
OUSD Deputy Chief Management Officer
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DEFENSE LOGISTICS AGENCY
HEADQUARTERS
8725 JOHN J. KINGMAN ROAD
FORT BELVOIR, VIRGINIA 22060-6221

JUL 14 207
MEMORANDUM FOR DIRECTOR, DEFENSE LOGISTICS AGENCY

SUBJECT: Annual Statement Required Under the Federal Managers® Financial Integrity Act
For Fiscal Year 2017

Each Enterprise Business Process Owner is responsible to provide the Defense Logistics
Agency (DLA) Director their informed judgement as to the overall adequacy and effectiveness
of internal controls within their respective business processes related to operations, reporting,
and compliance. DLA Finance recognizes the responsibility for establishing and maintaining
effective internal controls to meet the objectives of the Federal Managers® Financial Integrity
Act. DLA Finance assessed risk management and internal controls, in accordance with Office of
Management and Budget Circular A-123, Management’s Responsibility for Enterprise Risk
Management and Internal Control, Appendix A, and Government Accountability Office
Standards for Internal Control (TAB A). Based on the results of this assessment, DLA Finance
is unable to provide assurance that internal control over operations, reporting, and compliance
was operating effectively due to the material weaknesses identified for the Working Capital Fund
(WCF) and General Fund (GF).

DLA Finance can provide a modified statement of reasonable assurance that internal
controls over operations, reporting and compliance were operating effectively for the Transaction
Fund (TF). Details of Financial Reporting/Financial System Material Weaknesses, Financial
Reporting/Financial System Corrective Action Plans and Milestones are provided at (TAB B).

Ernst & Young (EY), Independent Public Accounting Firm, notified the Department of
Defense Office of Inspector General of the intent to issue a disclaimer of opinion of the WCF
and GF Fiscal Year 2017 Financial Statement (TAB C). EY is auditing DLA’s Transaction
Fund for Fiscal Year 2017 and, as of the date of this report, DLA has not received any TF
observations from EY.

Point of contact for this action is Mr. Damon Hawkins, Chief, Financial Compliance,
(703) 767-6607 or email: Damon.Hawkins@dla.mil.

Gretchen V. Anderson
Director, DLA Finance
Chief Financial Officer

Attachments as stated
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Federal Financial Management Improvement Act
The Federal Financial Management Improvement Act of 1996 (FFMIA) requires federal agencies to
implement and maintain financial management systems that comply substantially with:

e Federal financial management system requirements;
e Applicable federal accounting standards; and,
e The U.S. Standard General Ledger at the transaction level.

In assessing compliance with FFMIA, the DLA uses OMB guidance and considers the results of the Office of
Inspector General’s annual financial statement audits and Federal Information Security Modernization Act
(FISMA) compliance reviews. As reported in the Chief Financial Officer’s Management Assurance Statement,
significant system improvement efforts are underway to modernize, certify, and accredit all financial
management systems to conform to government-wide requirements.

DLA has developed and is implementing an Enterprise FFMIA Concept of Operations (CONOPs) that
addresses critical activities towards achieving FFMIA compliance. The key components of the CONOPs
include an FFMIA implementation approach, with a governance structure, roles and responsibilities to manage
requirements, and activities for systems, controls, and processes. Additional activities include assessing OMB
Circular A-123 test results to identify potential gaps in FFMIA compliance; continuous monitoring and
reporting mechanisms to replace annual system testing (to provide an early warning for potential FFMIA
compliance issues and inform the enterprise risk management process); and an annual FFMIA assessment and
reporting process to support the DLA’s Statement of Assurance. Over the next fiscal year several actions will
be addressed to support the implementation of the FFMIA Enterprise CONOPs. These activities include
establishing, maintaining and communicating policy, training and SOPs relating to OMB Circular A-123 and
FFMIA. The approach includes the implementation of the FFMIA Monitoring Continuum, which encompasses
ERM, Financial Risk Management, risk-based testing, data profiling and monitoring, and core operational
activities that impact financial systems and processes. A key element will be the establishment of a charter
governing the relationship between the CFO and the Chief Information Officer (CIO) defining the
communication between J§ and J6.

Financial Management Systems

DLA Information Operations (J6) is the DLA knowledge broker, providing comprehensive, best practice
Information Technology support to the DOD/DLA Logistics Business Community, resulting in the highest
quality information systems, customer support, efficient and economical computing, data management,
electronic business, telecommunication services, key management, and secure voice systems for DOD, DLA,
and geographically separated operating locations. J6 endeavors to improve the control posture of systems and
processes by testing and correcting deficiencies to ensure that DLA’s systems are compliant with Federal
system security and accounting requirements.

J6 conducts annual internal reviews of the effectiveness of the DLA internal controls over financial systems.
J6 is able to provide modified assurance (with deficiencies noted) that the internal controls over the financial
systems as of June 30, 2017 are in compliance with the FFMIA and OMB Circular A-123.

Additionally, J6 reviewed audit results from the current financial statement audit to make corrections and
improvements as needed. Any deficiencies identified are aligned to the appropriate Corrective Action Plans
issued for the Enterprise control areas to ensure they are addressed in a consistent and coordinated manner.
Systems include:

e Defense Automatic Addressing System (DAAS)
e Defense Agencies Initiative (DAI)
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Defense Medical Logistics Standard Support — Wholesale (DMLSS-W)
DoD Electronic Mall/FedMall ( DoD EMALL/FedMall)

Distribution Standard System (DSS)

Employee Activity Guide for Labor Entry (EAGLE)

Enterprise Business System (EBS)

Electronic Document Access (EDA)

Fuels Manager Defense (FMD)

Invoice, Receipt Acceptance, and Property Transfer (iRAPT)
Subsistence Total Order and Receipt Electronic System (STORES)

Federal Information Security Modernization Act of 2014

The Federal Information Security Modernization Act of 2014 (FISMA) provides a framework for ensuring
effectiveness of security controls over information resources that support federal operations and assets, and
provides a statutory definition for information security. FISMA requires the head of each agency to "implement
policies and procedures to cost-effectively reduce information technology security risks to an acceptable
level." J6 is the accountable entity within DLA to perform FISMA assessments and reporting.

FISMA reporting is conducted on an annual basis and covers all operating environments of DLA's authorized
systems and applications, and also requires management to review the compliance of key security personnel
with their training requirements. The compliance targets of FISMA reviews are tracked and monitored in
Cyberscope, an automated tool that is mandated for use across the Federal Government. The Chief Information
Officer (CIO) reviews and signs the FISMA results, which are then rolled up at the Department of Defense
level for reporting purposes.

Anti-Deficiency Act (ADA)

DLA GF is not aware of any violations of the Anti-Deficiency Act that we must report to the Congress and the
President (and provide a copy of the report to the Comptroller General) for the year ended September 30, 2017.
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Financial Information

The Financial Information section demonstrates our commitment to effective stewardship over the funds
DLA receives to carry out its mission, including compliance with relevant financial management
legislation. It includes the General Fund (GF) Financial Statements: Balance Sheet, Statement of Net
Cost, Statement of Changes in Net Position, and Statement of Budgetary Resources, as well as the
accompanying Notes to the Financial Statements. It also includes the Independent Auditors’ Report
on the DLA’s Financial Statements and accompanying Notes, provided by Ernst & Young, LLP.
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MESSAGE FROM THE CHIEF FINANCIAL OFFICER
DECEMBER 2017

DLA’s Fiscal Year 2017 Annual Financial Report (AFR)
15 our principal statement of financial accountability to the
Department of Defense. Accountability represents the foundation K -k
of stewardship and DL A remains committed to ensuring value, '
efficiency, and effectiveness in every program. This section of
the AFR provides detailed information about DLA’s financial
statements, and gives a comprehensive view of DLA's financial
activities.

DLA received a Disclaimer of Opinion on the Ageney’s General
Fund financial statements, which means the anditor conducted
audit procedures on the statements but was unable to express

an opinion on them. Tills was attributed to DLA's departures
from generally accepted accounting principles and insufficient
audit evidence supporting accounting assertions. We view this
Dhsclaimer of Opinion as an opportunity that will continue o
shape our way forward. Each Independent Public Accountant audit report will help DLA build a better
financial reporting foundation and provide a stepping stone towards a clean andit opinion. In the coming
vears, each andit will help measure the effectiveness and efficiency of our business processes, systems,
and controls as we incorporate a standard of continuous process improvement.

DLA's new audit phase, Audit Advancement, represents our ongoing audit sustainment efforts. Audit
Advancement is not merely a financial management focus; it encompasses every organization at DLA.
We have taken a holistic, risk-based look at the maturity of our enterprise, and have identified remedia-
tion focus areas to address material weaknesses. The key areas we will focus on for the General Fund
are Fund Balance with Treasury and General Property, Plant, and Equipment.

DLA’s mission 15 constantly evolving and challenging us to find innovative solutions. As the new Chief
Financial Officer at DLA | T am commutted to assisting DLA to reach this goal.

Winston Chmrchill onee said, “Suceess is not final, failure is not fatal: it is the courage to continue that
counts.” The road ahead may be long, but I have full confidence DA will meet the challenge. We are
confident we have the right team in place to continue our forward progress toward an unmodified andit
opinion, and look forward to working with the DLA enterprise on this endeavor.

& )
Mw%. deiren

/ GRETCHEN V. ANDERSON
Director, DLA Finance
Chief Financial Officer
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Introduction

The principal financial statements included in this report are prepared pursuant to the requirements of the
Government Management Reform Act of 1994 (Pub. L. 103-356) and the Chief Financial Officers Act of
1990 (Pub. L. 101-576), as amended by the Reports Consolidation Act of 2000 (Pub. L. 106-531), and the
DLA Financial Accountability Act of 2004 (Pub. L. 108-330). Other requirements include the Office of
Management and Budget (OMB) Circular No. A-136, Financial Reporting Requirements, as amended. The
responsibility for the integrity of the financial information included in these statements rests with the
management of DLA. Ernst and Young, LLP performed the audit of the DLA’s GF principal financial
statements. The Independent Auditors’ Report accompanies the principal financial statements. This report
reflects FY 2017 information only. Comparative statements are not presented because there are known
misstatements in the FY 2016 balances that were corrected in FY 17. Therefore, presenting comparative
statements would not provide additional value to the reader.

The DLA’s GF principal financial statements consist of the following:

1. The Balance Sheet presents those resources owned or managed by the DLA that represent future
economic benefits (assets), amounts owed by DLA that will require payments from those
resources or future resources (liabilities), and residual amounts retained by DLA comprising the
difference (net position) as of September 30, 2017.

2. The Statement of Net Cost presents the net cost of DLA operations for the fiscal year that ended
on September 30, 2017. DLA net cost of operations is the gross cost incurred by DLA less any
exchange revenue earned from DLA activities and any gains or losses from assumption changes
on pensions, other retirement benefits, and other post-employment benefits.

3. The Statement of Changes in Net Position presents the change in the DLA’s net position
resulting from the net cost of DLA operations, budgetary financing sources, and other financing
sources for the fiscal year that ended on September 30, 2017.

4. The Statement of Budgetary Resources presents how and in what amounts budgetary resources
were made available to the DLA during FY 2017, the status of these resources at September 30,
2017, the changes in the obligated balance, and outlays of budgetary resources for the fiscal year
that ended on September 30, 2017.

5. The Notes to the Financial Statements provide detail and clarification for amounts on the face
of the financial statements as of September 30, 2017.

Defense Logistics Agency | General Fund Agency Financial Report Page | 28



Financial Statements

Department of Defense
Defense Logistics Agency-General Fund
Balance Sheet
As of September 30, 2017
(In Thous ands)

ASSETS

Intragovernmental
Fund Balance with Treasury (Note 2)
Accounts Receivable, Net

Total Intragovernmental Assets

Accounts Receivable, Net

Other Assets (Note 3)
General Property, Plant and Equipment, Net (Note 4)

TOTAL ASSETS

LIABILITIES
Intragovernmental:

Accounts Payable
Other Liabilities (Note 7)
Total Intragovernmental Liabilities

Accounts Payable

Environmental and Disposal Liabilities (Note 6)

Other Liabilities (Note 7)

Other Federal Employee Benefits (Note 8)
TOTAL LIABILITIES (Note 5)

COMMITMENTS AND CONTINGENCIES
NET POSITION

Unexpended Appropriations

Cumulative Results of Operations
TOTAL NET POSITION

TOTAL LIABILITIES AND NET POSITION

The accompanying notes are an integral part of these statements.
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Unaudited
2017

$ 1322344
2,867

$ 1,325,211

6

544
758,104

$ 2,083,865

$ 29,910
2,648

$ 32,558

71,715
85,651
6,778
4,602

$ 201,304

§ 1222277
660,284

$ 1,882,561

$ 2,083,865




Department of Defense

Defense Logistics Agency-General Fund

Statement of Net Cost

For the period ended September 30, 2017

(In Thous ands)

Gross Program Costs (Note 9)

Operations and Mainte nance
Gross Cost

Less Earned Revenue

Net Cost

Procurement

Gross Cost

Less Earned Revenue
Net Cost

Research, Development, Test & Evaluation
Gross Cost

Less Earned Revenue

Net Cost

Family Housing and Military Construction
Gross Cost

Less Earned Revenue

Net Cost

Net Cost of Operations
Total Gross Cost
Less Earned Revenue

NET COST OF OPERATIONS

The accompanying notes are an integral part of these statements.
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Unaudited
2017

$ 402,749
(26,359)

376,390

2,950

2,950

293,709
(31,642)

262,067

76,924

76,924

776,332
(58,001)

$ 718,331
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Department of Defense
Defense Logistic Agency-General Fund
Statement of Changes in Net Position
For the period ended September 30, 2017
(In Thousands)

Cumulative Results of Operations
Beginning balances
Prior year adjustment
Beginning balances adjusted
Budgetary Financing Sources:
Appropriations used
Other Adjustments

Other Financing Sources:
Transfers-in/out without reimbursement
Imputed financing from costs absorbed by others
Other

Total Financing Sources

Net Cost of Operations

Net Change

Cumulative Results of Operations
Unexpended Appropriations

Beginning Balance

Budgetary Financing Sources
Appropriations received
Appropriations transferred-in/out
Other adjustments
Appropriations used

Total Budgetary Financing Sources

Total Unexpended Appropriations

Net Position
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Unaudited
2017

$ 948,942
$ 148,889

1,097,831

990,454
(1,620)

(176,885)
2,081
(533,246)

280,784
718,331

(437,547)

660,284

1,427,934

805,129
11,000
(31,332)
(990,454)
(205,657)

1,222,277

$ 1,882,561




Department of Defense

Defense Logistics Agency- General Fund

Statement of Budgetary Resources

For the period ended September 30, 2017

(In Thous ands)

BUDGETARY RESOURCES

Unobligated Balance Brought Forward, October 1
Recoveries of Unpaid Prior Year Obligations

Other Changes in Unobligated Balance

Unobligated Balance From Prior Year Budget Authority, Net
Appropriations

Spending Authority From Offsetting Collections

TOTAL BUDGETARY RESOURCES

STATUS OF BUDGETARY RESOURCES
New Obligations and Upward Adjustments
Unobligated Balance, End of Year:

Apportioned, Unexpired Accounts
Unexpired Unobligated Balance, End of the Year

Expired Unobligated Balance, End of Year
Total Unobligated Balance, End of Year

TOTAL BUDGETARY RESOURCES

CHANGE IN OBLIGATED BALANCE

Unpaid obligations:
Unpaid Obligations, Brought Forward, October 1
New Obligations and Upward Adjustments
Outlays, Gross
Recoveries of Prior Year Unpaid Obligations
Unpaid Obligations, End of Year

Uncollected payments:
Uncollected payments From Federal

Sources, Brought Forward, October 1

Change in Uncollected Payments, Federal Sources

Uncollected Payments From Federal Sources, End of the Year

Obligated Balance, Start of Year, Net
Obligated Balance, End of Year, Net

The accompanying notes are an integral part of these statements
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Unaudited
2017

$ 474,254
366,385
(32,248)

808,391
815,524
49,492

$ 1,673,407

$ 1216874

330,825

330,825
125,708

456,533

$ 1,673,407

$ 1,049,388
1,216,874
(994,390)
(366,385)

905,487

(48,472)
8,795

(39,677)

$ 1,000,916

$ 865,810
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Department of Defense
Defense Logistics Agency- General Fund
Statement of Budgetary Resources (Continued)
For the period ended September 30, 2017
(In Thous ands)

Budget Authority and Outlays, Net:

Budget Authority, Gross

Actual Offsetting collections

Change in Uncollected Payments, Federal Sources
Recoveries of Prior Year Paid Obligations

865,016
(58,387)
8,795
100

Budget Authority, Net

815,524

Outlays, Gross
Actual Offsetting Collections

994,390
(58,387)

Agency Outlays, Net

936,003

The accompanying notes are an integral part of these statements
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Notes to the Financial Statements

| Note 1. Summary of Significant Accounting Policies - Unaudited

A. Reporting Entity

Created in 1961, the Defense Logistics Agency (DLA) is the Department of Defense's (DoD) largest logistics
combat support agency, with the mission to provide the effective and efficient global solutions to warfighters
and our valued customers around the clock, around the world in time of peace, national emergency, and war.

The DLA General Fund (GF) is responsible for conducting the following mission:

e The Operation and Maintenance (O&M) — Funds Other Logistics Services, Other Logistics Programs,
and Defense Enterprise Business Systems.

e The Family Housing appropriation - Funds support of family housing units.

e The Research, Development, Test, and Evaluation (RDT&E) - Supports Advanced Logistics Concepts
and Operational System Development.

e The Procurement Defense- Funds the purchase of mission essential equipment, including passenger
carrying motor vehicles, telecommunications equipment, and automated data processing equipment.

e The Military Construction (MILCON) - Funds the major construction projects to replace, renovate, or
build new facilities.

B. Basis of Presentation

The accompanying financial statements present the financial position, net cost of operations, changes in net
position, and budgetary resources of the DLA GF in accordance with Generally Accepted Accounting
Principles (U.S. GAAP) and the form and content requirements of the Office of Management and Budget
(OMB) Circular No. A-136 except as described in the following paragraph. The financial statements have been
prepared from the books and records of DLA GF, and do not include the DLA Transaction or Working Capital
funds, which are reported in separate financial statements. Transactions and balances among the DoD’s
components have been adjusted in the consolidated presentation of the Balance Sheets, Statements of Net Cost,
and Statements of Changes in Net Position. Eliminating adjustments are based on the information provided by
the seller/service provider unless a waiver is obtained. A waived entity is a DoD reporting entity believed to
have its buyer-side data more complete, accurate, and supported than the associated seller-side data. Currently,
DLA GF is a non-waived entity. The elimination adjustments for accounts payable and expenses, unless
otherwise specified, are based on seller’s accounts receivable and revenue records. DLA GF is unable to
validate the accounts receivable and revenue balances associated with manual adjustments. The Statement of
Budgetary Resources is presented on a combined basis, as required by OMB Circular No. A-136. Information
relative to classified assets, programs, and operations is aggregated and reported in such a manner that it is not
discernible.

The DLA GF financial statements and supporting trial balances are compiled from the underlying financial
data, trial balances of DLA’s sub-allottees, which includes: Defense Microelectronics Activity, US
Transportation Command, U.S. Army Corps of Engineers (USACE), and Naval Facilities Engineering
Command (NAVFAC). The sub-allottees level trial balances may reflect known abnormal balances, however,
at the consolidated DLA level, these abnormal balances may not be evident. Disclosures of abnormal balances
are made in the applicable notes, but only to the extent that the abnormal balances are evident at the
consolidated level.

The DLA GF is unable to fully prepare these financial statements in conformity with Generally Accepted

Accounting Principles (U.S. GAAP) due to limitations of the financial and nonfinancial management systems
and processes that currently support DLA GF financial statements. These systems are designed to maintain
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accountability over assets, liabilities and budgetary resources, rather than preparing financial statements in
accordance with U.S. GAAP. DLA is continuing the actions required to bring its financial and nonfinancial
systems and processes into compliance with U.S. GAAP. Until all DLA financial and nonfinancial feeder
systems and processes are able to collect and report financial information as required by U.S. GAAP, DLA
will implement interim mitigation processes to address these limitations. In addition, DLA is remediating
deficiencies pertaining to reconciliations and adequacy of the supporting documentation identified through
audits and other compliance reporting.

Currently, DLA GF identified the following non-U.S. GAAP accounting practices or policies that impact
DLA’s financial statements:

e Accounts Payable — Negative payable occurs when a payment is made outside of the Enterprise
Business System (EBS) prior to the goods receipts being posted in EBS. This results in an
understatement of current year expenses and payables, and an overstatement of undelivered orders. A
journal voucher is prepared monthly to properly record the accounting entries.

e Unfilled Customer Orders - The DLA does not have the proper policy and procedures to reconcile the
Unfilled Customer Orders from the EBS trial balance to the transaction detail.

e Undelivered Orders - The DLA does not have the proper policy and procedures to reconcile the
Undelivered Orders from the EBS trial balance to the transaction detail.

C. Basis of Accounting

The DLA uses the accrual basis of accounting to prepare the Balance Sheet, Statement of Net Cost and
Statement of Change in Net Positions. U.S. GAAP encompasses both accrual and budgetary transactions.
Under accrual accounting, revenues are recognized when earned and expenses are recognized when incurred.
The Statement of Budgetary Resources is prepared using a budgetary basis of accounting and complies with
legal requirements on the use of federal funding.

D. Appropriations and Funds
The DLA GF receives annual appropriations from Congress, which provide the annual budget to incur
obligations and to pay for goods and services.

The DLA GF receives its funding from the Office of the Under Secretary of Defense (Comptroller) (OUSD(C))
in Treasury Index (TI)-97, along with Other Defense Organizations (ODOs). OUSD uses a data element
referred to as a ‘limit’ to differentiate the various ODOs under TI-97. DLA GF uses limits assigned to the TI-
97 organizations to track spending at a level below the Treasury Account Symbol (TAS) level.

The DLA GF receives the following appropriations and funds to execute its mission and subsequently report
on resource usage:

e O&M appropriation funds Administration and Service-Wide Activities (DoD programs, DoD
Enterprise Business Systems, and HQ DLA programs) and Environmental Programs. These programs
are associated with DLA logistics mission as well as programs assigned to DLA from the DoD for
budget administration purposes. DLA GF is either the executive agent responsible for program
oversight and policy guidance or the budget administrator responsible for administrative support for
these programs.

o The Family Housing appropriation funds the routine operations and maintenance of 124 military
family housing units. Routine operation and maintenance includes management costs, utility costs and
cyclical maintenance such as painting and renovations. Note: DLA GF received approval to divest
these units beginning in FY 2018 and completing in FY 2019.
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e RDT&E appropriation funds the development of major upgrades that increase the performance of
existing systems, the purchase of test articles, and the developmental testing and/or initial operational
test and evaluation prior to system acceptance. In addition, the RD&TE appropriation develops,
manages, and implements innovative microelectronic solutions to enhance DoD mission capabilities.
These capabilities are leveraged to develop low-volume, high mix fabrication processes for state-of-
the-art technologies that meet the Department’s performance and reliability needs for legacy
microelectronics that are unavailable from commercial foundries. RDT&E also helps ensure that
advanced logistics concepts and business processes are used to accomplish the agency’s mission.
Logistics Research and Development (R&D) identifies the best commercial business practices and
tailors them, as necessary, into the most effective business processes for DLA. Manufacturing
Technology R&D provides the critical link between invention and application.

e The Procurement Defense-Wide appropriation funds mission essential equipment, including
automated data processing, telecommunications equipment, and passenger carrying vehicles that
afford a high degree of efficiency, effectiveness, and productivity in the accomplishment of DLA’s
logistics mission.

e  MILCON appropriation funds the construction of facilities that support DLA’s mission. These include
DoD fuel infrastructure projects, and distribution and disposition facilities. DLA sub-allocates
MILCON authority to USACE and NAVFAC, which are DLA’s primary design and construction
agents for the MILCON program.

E. Fund Balance with Treasury

The DLA GF does not maintain cash in commercial bank accounts, but rather in U.S. Treasury Accounts. The
disbursing offices of the Defense Finance and Accounting Service (DFAS), USACE, and the Department of
State’s financial service centers process DLA’s cash collections, disbursements, and adjustments.

Undistributed disbursement and collection represent the amounts that have been reported to Treasury, but have
not yet been posted to DLLA’s general ledger. Undistributed amounts can be a result of timing, invalid line of
accounting, and invalid TAS information. Undistributed amounts can be supported or unsupported. Supported
undistributed amounts are those with supporting documentation. Unsupported undistributed amounts are
amounts that are not yet reconciled and not yet researched to supporting documentation.

The DLA GF is not able to reconcile its FBWT ending balances in the general ledger directly to the U.S.
Treasury balances due to noted material weaknesses. DLA policy is to allocate supported undistributed
disbursements and collections between federal and nonfederal categories. These categories are based on the
percentage of distributed federal and nonfederal accounts payable and accounts receivable. Adjustments for
both supported and unsupported undistributed disbursements and collections are applied to reduce differences
of accounts payable and receivable balances between DLA and Treasury’s accounts.

F. Accounts Receivable, Net

Accounts Receivable consists of amounts owed to DLA GF by other federal agencies and the public for
contracting support, system engineering support, sustainment and upgrades to infrastructure, and financial
service support. The DLA GF Accounts Receivable does not have an allowance for doubtful account. The
amounts due from customers are deemed fully collectible.

G. General Property, Plant and Equipment

The DLA GF Property, Plant & Equipment consists of internal use software (IUS) under development and
Construction in Progress (CIP). The accounts are not subject to amortization and depreciation.
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The amounts in the CIP account are transferred to the appropriate PP&E account when the assets are placed
in service. Additional service costs are transferred at the final acceptance of the assets. Due to noted
deficiencies in policy and procedure, DLA is not able to reconcile their recorded CIP balances.

The DLA does not have the proper policies and procedures to identify and capitalize costs related to IUS.

H. Advances and Prepayments
When advances are permitted by law, legislative action, or presidential authorization, DLA’s policy is to record
advances or prepayments. As such, payments made in advance of the receipt of goods and services are reported
as other assets on the Balance Sheet.

I. Other Assets

Other assets (with the public) include those assets such as civil service employee pay and travel advances not
reported elsewhere on the DLA Balance Sheet.

J. Accounts Payable

Accounts Payable includes amounts owed to federal and nonfederal entities for goods and services received
by DLA. DLA GF estimates and records accruals when service and goods are performed or received.

K. Commitments and Contingencies

The DLA recognizes Contingent Liabilities, in the DLA’s Balance Sheet and Statement of Net Costs when
they are probable and the loss can be reasonably estimated. In the event of an adverse judgment against the
Government, some of the liabilities may be payable from the U.S. Treasury.

The DLA is responsible for accurate reporting of the environmental expense and liabilities for the real property
and/or equipment that it records and reports on its financial statements as assets, regardless of ownership. DLA
identifies and estimates accrued Environmental Liabilities through its annual Cost-to-Complete process.
DLA’s accrued Environmental Liabilities are comprised of environmental cleanup costs associated with
restoration of environmental sites on real property that it does not own but has received appropriated funds to
execute and manage. These environmental sites may include, but are not limited to, decontamination,
decommissioning, site restoration, site monitoring, clean closure of assets, and post-closure costs related to the
Agency’s operations that result in hazardous waste.

L. Payroll, Annual and Sick Leave accruals
Accrued payroll consists of salaries, wages, and other compensation earned by employees but not yet
disbursed. The liability is estimated for reporting purposes based on historical pay information.

The DLA accrues the cost of unused annual leave, including restored leave, compensatory time, and credit
hours as earned and reduces the accrual when leave is taken. The DLA accrued leave amounts upfront based
on accrued leave reported in the Defense Civilian Payroll System.

M. Federal Employment Benefit

The Federal Employees’ Compensation Act (FECA), administered by the U.S. Department of Labor (DOL),
provides disability and medical benefits to covered federal employees injured on the job or who have
occupational illness, and the survivor’s benefit for employee whose death is attributable to a job-related injury
or occupational illness. The DOL bills the DLA annually as claims are paid, and the DLA in turn accrues a
liability to recognize the future payments. Payment on these bills is deferred for two years to allow for funding
to go through the budget process. Similarly, employees that the DLA terminates without cause may receive
unemployment compensation benefits under the unemployment insurance program also administered by the

Defense Logistics Agency | General Fund Agency Financial Report Page | 37



DOL, which bills each agency quarterly for paid claims. In addition, the DLA records estimates for the FECA
actuarial liability using the DOL’s FECA bill.

N. Pension Benefits

The DLA’s civilian employees may participate in either the Civil Service Retirement System (CSRS) or the
Federal Employees Retirement System (FERS), depending on when they started working for the federal
government. Additionally, personnel covered by FERS, also have varying coverage under Social Security.
DLA finances only a portion of the civilian pensions. While reporting and funding civilian pensions under
CSRS and FERS are the responsibility of the Office of Personnel Management, DLA recognizes an imputed
expense for the portion of civilian employee pension's benefit on the Statement of Net Cost. DLA also
recognizes corresponding imputed revenue from the civilian employee pension's benefit on the Statement of
Changes in Net Position.

O. Revenues

The DLA GF revenue mainly consists of exchange revenue which arises when DLA provides services to the
public or Federal entities at a price. Revenues from services in O&M appropriation includes support for
Continuity of Operations; Law Enforcement Support Office; Morale, Welfare and Recreation; and Defense
Travel System Support. Revenues from service in Research, Development, Test, and Evaluation RDT&E
appropriation includes support for the Next Generation Resource Management System; Mapping Enterprise
Business System; and Defense Information System Security.

P. Net Position

Net position is the residual difference between assets and liabilities and consists of unexpended appropriations
and cumulative results of operations.

Unexpended appropriations represent the amounts of budget authority that are unobligated and have not been
rescinded or withdrawn. Unexpended appropriations also represent amounts obligated for which legal
liabilities for payments have not been incurred.

Cumulative results of operations represent the net difference between expenses and losses, and financing
sources (including appropriations, revenue, and gains), since inception. The cumulative results of operations
also include donations and transfers in and out of assets that were not reimbursed.

Q. Other Financing Sources

The DLA GF receives congressional appropriations as financing sources for general funds. These funds either
expire annually or on a multi-year basis. When authorized by legislation, these appropriations are
supplemented by revenues generated by services provided.

The DLA recognizes the costs incurred by the DLA but financed by other entities on behalf of the DLA as
imputed financing. DLA GF recognizes the following imputed costs: (1) employee pension, post-retirement
health, and life insurance benefits; and (2) post-employment benefits for terminated and inactive employees to
include workers compensation under the Federal Employees’ Compensation Act.
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R. Use of Estimates

The preparation of financial statements in conformity with U.S. GAAP requires management to make
estimates and assumptions that affect the reported amounts of assets and liabilities. The DLA GF uses estimates
for Environmental Liabilities at the date of the financial statements. The actual result from the reported
amounts and expenses during the reporting period may differ from these estimates

| Note 2. Fund Balance with Treasury - Unaudited

Fund Balance with Treasury at September 30, 2017 (in thousands)

2017

Fund Balances

Appropriated Funds $ 1,322,344

Total Fund Balances $ 1322344
Status of Fund Balance with Treasury

Unobligated Balance

Available $ 330,825

Unavailable 125,709
Obligated Balance not yet Disbursed $ 905,487
Other Budgetary FBWT $ (39,677)
Total $ 1322344

The Status of Fund Balance with Treasury reflects the budgetary resources to support FBWT. It primarily
consists of unobligated and obligated balances. The balances reflect the budgetary authority remaining for
disbursement against current or future obligations.

Unobligated Balance is classified as available or unavailable and represents the cumulative amount of
budgetary authority that has not been set aside to cover outstanding obligations.

Obligated Balance not yet Disbursed represents funds that have been obligated for goods and services not
received, and those received but not yet paid.

Other Budgetary FBWT reduces the Status of FBWT. This amount includes the remaining budgetary resources
accounts such as contract authority and unfilled customer orders.

The DLA GF has no undistributed transactions in FY 2017.
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| Note 3. Other Assets - Unaudited

Other Assets at September 30, 2017 (in thousands)

2017

Nonfederal Other Assets

Advances and Prepayments $ 453
Other Assets (With the Public) 91
Total Nonfederal Other Assets $ 544

Total Other Assets $ 544

Note 4. General Property, Plant and Equipment, Net - Unaudited

General Property, Plant, and Equipment at September 30, 2017 (in thousands):

Major Asset Classes

Acquisition Net Book

Value Value
Software under development $ 91,668 §$ 91,668
Construction-in-Progress 666,436 0
Total General Property, Plant, and Equipment, Net $ 758,104 $ 91,668
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| Note 5. Liabilities Not Covered by Budgetary Resources (Total Liabilities) - Unaudited ‘
Liabilities not covered by Budgetary Resources at September 30, 2017 (in thousands)

2017
Intragovernmental Liabilities
Other $ 2,257

Total Intragovernmental Liabilities $ 2,257

Nonfederal Liabilities

Accounts Payable $ 9,172
Other Federal Employment Benefits 4,602
Environmental and Disposal Liabilities 76,631
Other Liabilities 3,368
Total Nonfederal Liabilities $ 93,773
Total Liabilities Not Covered by Budgetary Resources $ 96,030
Total Liabilities Covered by Budgetary Resources 105,274
Total Liabilities $ 201,304

Other Information:
Liabilities Not Covered by Budgetary Resources includes liabilities for which congressional action is needed
before budgetary resources are available.

Intragovernmental Liabilities Other consists of Federal Employment Compensation Act Liability and Other
Unfunded Employment Related Liability.

Nonfederal Liabilities Other consists of unfunded annual leave owed to civilian employees.

Total Liabilities Not Covered by Budgetary Resources includes $9,019 (in thousands) Environmental and
Disposal Liabilities.

| Note 6. Environmental and Disposal Liabilities - Unaudited ‘

Environmental and Disposal Liabilities at September 30, 2017 (in thousands)
2017
Environmental Liabilities--Nonfederal

Accrued Environmental Restoration Liabilities
Active Installations—Installation Restoration Program (IRP) and Building
Demolition and Debris Removal (BD/DR)

Total Environmental Liabilities $ 85,651

$ 85,651

The DLA Environmental Liabilities (EL) are comprised of two primary elements: (1) existing obligations
supporting the Defense Environmental Restoration Account (DERA) and Base, Realignment, and Closure
(BRAC) funded environmental restoration programs, and (2) anticipated future cost to complete (CTC)
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environmental restoration requirements at DLA’s environmental sites. In FY 2017, DLA utilized Version 11.4
of the Remedial Action Cost Engineering & Requirements (RACER) software to generate the fiscal year (FY)
2018 CTC estimates of anticipated future costs. Cost estimates were generated for 74 Active Installation
Restoration Program sites and one BRAC IRP site.

Applicable Laws and Regulations for Cleanup Requirements

The DLA is required to clean up contamination resulting from past waste disposal practices, leaks, spills and
other prior activities, which may have created a public health or environmental risk. DLA is required to comply
with the following laws and regulations where applicable: the Comprehensive Environmental Response,
Compensation, and Liability Act; the Superfund Amendments and Reauthorization Act (SARA); the Resource
Conservation and Recovery Act (RCRA); the Clean Water Act; and other applicable Federal, State, interstate,
and local laws and regulations. Required cleanup may at times extend beyond Installation boundaries onto
privately owned property, and onto sites where DLA is named as a potentially responsible party by a regulatory
agency.

Types of Environmental Liabilities and Disposal Liabilities.

The DLA is responsible for cleanup requirements of DERP-eligible sites at Active IRP, BRAC IRP, and
Military Munition Response Programs. All clean-up is conducted in coordination with regulatory agencies,
other responsible parties, and current property owners.

Methods for Assigning Estimated Total Cleanup Costs to Current Operating Periods

The DLA GF uses the RACER software to estimate future environmental costs. The RACER Steering
Committee ensures that the software is validated, verified, and accredited in accordance with Department of
Defense Instruction 5000.61. OSD is working with the RACER steering committee and stakeholders to
identify improvements to RACER functionality, auditability, and documentation. Additionally, DLA utilizes
historical user-defined costs to estimate future environmental costs.

Nature of Estimates and the Disclosure of Information Regarding Possible Changes Due to Inflation,
Deflation, Technology, or Applicable Laws and Regulations

The primary change in site-level estimates from the previous CTC occurred in the FY 2018 CTC and can be
primarily attributed to a decrease in IRP Active Installations Environmental Corrective Actions primarily due
to a decrease in Program Management costs based on DLA’s revised post-Future Year Defense Program
methodology for calculating program management costs, which was implemented in accordance with OSD
guidance: Strategy for Environmental and Disposal Liability Audit Readiness (September 30, 2015). Year-to-
year fluctuations in DLA’s ELs are expected due to changes in agreements with regulatory agencies, deflation,
inflation, and technology. The latest version of RACER was used to prepare the estimates.

Uncertainty Regarding the Accounting Estimates used to calculate the Reported Environmental
Liabilities

The cost estimates produced through the CTC process are considered accounting estimates, which require the
Program Managers to make reasonable professional judgments and assumptions based upon information
available at the time the estimate are calculated. The actual results may materially vary from the accounting
estimates if agreements with regulatory agencies require remediation to a different degree than anticipated
when calculating the estimates. Liabilities can be further affected if investigation of the environmental sites
reveals contamination levels that differ from the estimate parameters.

DLA has instituted extensive controls to ensure that these estimates are accurate and reproducible. Due to the
inherent uncertainty involved with environmental contamination and associated remedial actions, RACER, as
a parametric cost estimating tool, is used as a preliminary order of magnitude estimate. The stated total liability
includes prior year obligations and the estimate of future costs necessary to complete the environmental
restoration requirements.
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In FY 2017, DLA implemented the Roll Forward process to determine if any significant changes to EL
occurred as of September 30, 2017 since the completion of the annual CTC estimates in July 2017. If
significant changes exist, they are included in the EL balance as of September 30, 2017. For FY 2017, it was
determined that there were no significant changes to DLA GF EL between the completion of the annual CTC
process and September 30, 2017 in accordance with OSD memorandum for Strategy for Environmental &
Disposal Liabilities Audit Readiness (September 30, 2015).

Additionally, in FY 2017, DLA implemented the EL Site Identification (ID) process that reviews the Agency’s
Environmental Event Repository and evaluates each event for EL potentiality for use in the annual CTC and
EL financial reporting. During the FY 2017 Site ID Process, the sites identified as Potential ELs due to the
lack of sufficient information/data or pending additional corrective or closure actions. These sites will be re-
evaluated during the next Site ID process to determine if any changes have taken place and sufficient
information/data is available to create an estimate that would be included in the GF EL.
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Note 7. Other Liabilities - Unaudited

Other Liabilities at September 30, 2017 (in thousands)

Current Noncurrent
Liabilities Liabilities

Intragovernmental
FECA Reimbursement to the Department of Labor $ 9 § 447§ 543
Employer Contribution and Payroll Taxes Payable 391 - 391
Other Liabilities 1,714 - 1,714
Total Intragovernmental Other Liabilities $ 2,201 $ 447§ 2,648
Nonfederal
Accrued Funded Payroll and Benefits $ 1,553 § -3 1,553
Advances from Others - 560 560
Accrued Unfunded Annual Leave 3,368 - 3,368
Contract Holdbacks 888 - 888
Employer Contribution and Payroll Taxes Payable 409 - 409
Total Nonfederal Other Liabilities $ 6,218 $ 560 $ 6,778
Total Other Liabilities $ 8,419 $ 1,007 § 9,426

Intragovernmental Other Liabilities consists of amounts for unfunded unemployment compensation not covered
by the current year's budget authority.

Note 8. Other Federal Employment Benefits - Unaudited

Other Federal Employment Benefits at September 30, 2017 (in thousands)

Unfunded

Liabilities ;o bilities
Other Benefits
FECA $ 4,602 S 4,602
Total Other Benefits $ 4,602 $ 4,602
Total Other Federal Employment Benefits: $ 4,602 $ 4,602
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Actuarial Calculations

The DLA actuarial liability for workers' compensation benefits is developed by the Department of Labor's
(DOL) Office of Workers' Compensation Programs (OWCP) and provided to DLA at the end of each fiscal
year. The liability includes the expected liability for death, disability, medical and miscellaneous costs for
approved compensation cases. The liability is determined using a method that utilizes historical benefit
payment patterns to predict the ultimate payments. The projected annual benefit payments are then discounted
to the present value using the Office of Management and Budget's (OMB) economic assumptions for 10-year
U.S. Treasury notes and bonds. Cost of living adjustments (COLAs) and medical inflation factors are also
applied to the calculation of projected future benefits.

Actuarial Cost Method and Assumptions

The liability for future workers' compensation benefits includes the expected liability for death, disability,
medical, and miscellaneous costs for approved compensation cases, plus a component for incurred but not
reported claims. The liability is determined using a method that utilizes historical benefit payment patterns
related to a specific incurred period to predict the ultimate payments related to that period. Consistent with
past practice, these projected annual benefit payments have been discounted to present value using OMB's
economic assumptions for 10-year U.S. Treasury notes and bonds. Interest rate assumptions utilized for
discounting are as follows:

Year 1: 2.218% and thereafter

To provide more specifically for the effects of inflation on the liability for future workers' compensation
benefits, wage inflation factors (COLAs) and medical inflation factors (Consumer Price Index Medical
(CPIMs)) were applied to the calculation of projected future benefits. The actual rates for these factors for the
charge back year (CBY) 2016 were also used to adjust the methodology's historical payments to current year
constant dollars. The compensation COLAs and CPIMs used in the projections for various CBY were as
follows:

CBY | COLA CPIM
2017 N/A N/A

2018 1.22% 3.20%
2019 1.35% 3.52%
2020 1.59% 3.80%
2021 1.99% 3.99%
2022 2.26% 3.91%

The model's resulting projections were analyzed by DOL to insure that the estimates were reliable. The analysis
was based on four tests: (1) a sensitivity analysis of the model to economic assumptions; (2) a comparison of
the percentage change in the liability amount by the agency to the percentage change in the actual incremental
payments; (3) a comparison of the incremental paid losses per case (a measure of case-severity) in CBY 2016
to the average pattern observed during the most current three charge back years; and (4) a comparison of the
estimated liability per case in the 2016 projection to the average pattern for the projections of the most recent
three years.

The cost model used for the estimated actuarial liability is updated only at the end of each fiscal year.
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Note 9. Cost and Exchange Revenue - Unaudited

Program Costs at September 30, 2017 (in thousands):

2017

Operations and M aintenance

Intragovernmental Costs $ 149,893

Public Costs 252,856
Total Costs $ 402,749

Intragovernmental Earned Revenue $ (26,359)

Public Earned Revenue -

Total Earned Revenue $ (26,359)
Total Net Cost $ 376,390
Procurement
Intragovernmental Costs $ 3
Public Costs 2,947
Total Costs $ 2,950
Intragovernmental Earned Revenue $ -

Public Earned Revenue -

Total Earned Revenue $ -

Total Net Cost $ 2,950

Research, Development, Test & Evaluation

Intragovernmental Costs $ 17,702
Public Costs 276,007
Total Cost $ 293,709
Intragovernmental Earned Revenue (31,104)
Public Earned Revenue (538)
Total Earned Revenue $ (31,642)
Total Net Cost $ 262,067
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| Note 9. Cost and Exchange Revenue (Continued) - Unaudited

Program Costs at September 30, 2017 (in thousands): (Continued)

2017
Family Housing & Military Construction
Intragovernmental Costs $ 29,244
Public Costs 47,680
Total Costs $ 76,924
Intragovernmental Earned Revenue $ -
Public Earned Revenue -
Total Earned Revenue $ -
Total Net Cost $ 76,924
Consolidated
Intragovernmental Costs $ 196,842
Public Costs 579,490
Total Costs $ 776,332
Intragovernmental Earned Revenue $ (57,463)
Public Earned Revenue (538)
Total Earned Revenue $ (58,001)
Total Net Cost S 718,331

Intragovernmental costs and revenue represents transactions made between two reporting entities within the
Federal Government. Nonfederal costs and revenues are exchange transactions made between the reporting
entity and a Nonfederal entity.

The DLA’s Enterprise Business System (EBS) does not track intragovernmental transactions by customer at
the transaction level. Buyer-side expenses are adjusted to agree with internal seller-side revenues. Expenses
are generally adjusted by reclassifying amounts between federal and nonfederal expenses.
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Note 10. Apportionment Categories of New Obligations and Upward Adjustments:
Direct vs. Reimbursable Obligations - Unaudited

The DLA had apportionment categories for Obligations Incurred. Category A and Category B for both
Direct and Reimbursable Obligations Incurred. Category A and Category B did not contain Obligations
Exempt from apportionment. The table below summarizes the apportionment categories (in thousands):

Category A Category B Totals
Direct Obligations Incurred $402,588 $760,555 $1,163,143
Reimbursable Obligations Incurred - $53,730 $53,730
Total $402,588 $814,285 $1,216,873

Note 11. Undelivered Orders at the End of the Period - Unaudited

The DLA GF budgetary resources obligated for undelivered orders at the end of the period is
$813.7 million.
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| Note 12. Reconciliation of Net Cost of Operations to Budget - Unaudited |

Reconciliation of Net Cost of Oierations to Budiet for FY 2017 is as follows iin thousandsi:

Resources Used to Finance Activities:

Budgetary Resources Obligated:

New obligations incurred $ 1,216,874
Less: Spending authority from offsetting collections and recoveries (415,977)
Net Obligations 800,897
Other Resources:

Transfers in/out without reimbursement $ (176,885)
Imputed financing from costs absorbed by others 2,081
Other (533,246)
Net other resources used to finance activities (708,050)
Total resources used to finance activities $ 92,847

Resources Used to Finance Items not Part of the Net Cost of Operations:

Change in budgetary resources obligated for goods, services and benefits ordered but
not yet provided:

Undelivered Orders $ 189,582
Unfilled Customer Orders (9,097)
Resources that fund expenses recognized in prior Periods (15,512)
Other 710,131
Total resources used to finance items not part of the Net Cost of Operations 875,104
Total resources used to finance the Net Cost of Operations $ 967,951
Components Requiring or Generating Resources in Future Period:
Increase in annual leave liability 180
Other 437
Total components of Net Cost of Operations that will Require or Generate 617

Resources in future periods
Components not Requiring or Generating Resources:

Depreciation and amortization (34,345)
Revaluation of assets or liabilities 8,334
Other (224,226)
Total Components of Net Cost of Operations that will not Require or Generate

(250,237)
Resources
Total components of Net Cost of Operations that will not Require or Generate (249.,620)
Resources in the current period ’
Net Cost of Operations $ 718,331
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The Reconciliation of Net Cost of Operations to Budget provides information on the total resources used
by DLA, both those received through the budget and those received by other means. It reconciles the
budgetary obligations incurred to the net cost of operations for a given reporting period. It articulates and
details the relationship between net obligations from budgetary accounting and net cost of operations from
proprietary accounting.

Below are the primary business events comprised in the lines titled, “Other”:

Resources Used to Finance Activities, Other - is comprised of DLA Military Construction (MILCON):
e Other losses related to Naval Facilities Engineering Command (NAVFAC) Construction-in-
Progress (CIP).
e Losses on disposition of assets related to reconciling differences between Defense Departmental
Reporting System and Corps of Engineers Management System.

Components Requiring or Generating Resources in Future Period, Other is comprised of DLA Operation
and Maintenance (O&M) Employer Contributions to Employee Benefit Programs Not Requiring Current-
Year Budget Authority (Unobligated)-Unemployment-Military Personnel Benefits, to record 4™ Quarter,
FY 2017 Unemployment Compensation on behalf of the services and DLA.

Components not Requiring or Generating Resources, Other is comprised of:

e DLA MILCON - Cost Capitalization offset related to NAVFAC CIP.

e DLA RDTE - Cost capitalization related to Internal-Use-Software (IUS) under development,
primarily for Defense Agency Initiatives and Electronic Funds Distribution; offset by DEBS Assets
adjustments related to IUS in development.

e DLA O&M - Cost capitalization related to Internal-Use-Software under development, related to
DEBS Assets.
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Independent Auditors’ Report

INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

December 12, 2017

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)/
CHIEF FINANCIAL OFFICER, DoD
DIRECTOR, DEFENSE LOGISTICS AGENCY

SUBJECT: Transmittal of the Disclaimer of Opinion on the Defense Logistics Agency General
Fund Financial Statements and Related Footnotes for FY 2017
{(Project No. D2016-D0O00FE-0208.000, Report No. DODIG-2018-051)

We contracted with the independent public accounting firm of Ernst & Young to
audit the Defense Logistics Agency (DLA) FY 2017 General Fund Financial Statements
and related footnotes as of September 30, 2017, and for the year then ended, and to
provide a report on internal control over financial reporting and compliance with
laws and regulations. The contract required Ernst & Young to conduct the audit in
accordance with generally accepted government auditing standards (GAGAS); Office
of Management and Budget audit guidance; and the Government Accountability
Office/President’s Council on Integrity and Efficiency, “Financial Audit Manual,”

July 2008. Ernst & Young's Independent Auditor’s Reports are attached.

Ernst & Young's audit resulted in a disclaimer of opinion. Ernst & Young could not
obtain sufficient, competent evidential matter to support the reported amount within
the DLA financial statements. As aresult, Ernst & Young could not conclude whether
the financial statements and related footnotes were fairly presented in accordance with
accounting principles generally accepted in the United States of America. Accordingly,
Ernst & Young did not express an opinion on the DLA FY 2017 General Fund Financial
Statements and related footnotes.

Ernst & Young's separate report on "Internal Control over Financial Reporting”
discusses six material weaknesses related to DLA's internal controls over financial
reporting. Ernst & Young’s report also includes a significant deficiency related to
financial reporting. Ernst & Young's additional report on "Compliance and Other
Matters Based on an Audit of the Financial Statements Performed” discusses four

instances of noncompliance with applicable laws and regulations.
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In relation to the contract, we reviewed Ernst & Young's report and related
documentation and discussed the audit results with Ernst & Young representatives.

Qur review, as differentiated from an audit conducted in accordance with GAGAS, was
not intended to enable us to express, and we did not express, an opinion on the DLA’s

FY 2017 General Fund Financial Statements and related footnotes, conclusions about
the effectiveness of internal control, conclusions on whether the DLA's financial systems
substantially complied with the "Federal Financial Management Improvement Act

of 1996," or conclusions on whether the DLA complied with laws and regulations.

Ernst & Young is responsible for the attached reports, dated December 12, 2017, and
the conclusions expressed in these reports. However, our review disclosed no instances
in which Ernst & Young did not comply, in all material respects, with GAGAS.

We appreciate the courtesies extended to the staff. Please direct questions to me at
(703) 601-5945.

T
oo Vimahte.
Lorin T. Venable, CPA

Assistant Inspector General

Financial Management and Reporting

Attachments:
As stated

rJd
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Report of Independent Auditors

The Director of the Defense Logistics Agency and
The Inspector General of the Department of Defense

Report on the Financial Statements

We were engaged to audit the accompanying financial statements of the General Fund of the Defense
Logistics Agency (“DLA™), which comprise of the balance sheet as of September 30, 2017, and the
related statements of net costs, changes in net position, and statement of budgetary resources for the year
ended September 30, 2017, and the related notes to the financial statements.

Management'’s Responsibility for the Financial Statements

Management is responsible for the preparation and fair presentation of the financial statements in
conformity with U.S. generally accepted accounting principles; this includes the design, implementation
and maintenance of internal control relevant to the preparation and fair presentation of the financial
stalements that is free of material misstatement, whether due to fraud or error.

Aunditor’s Responsibility

Our responsibility is to express an opinion on these financial statements based on conducting the audit
in accordance with auditing standards generally accepted in the United States. and the standards
applicable to financial audits contained in Government Auditing Standards, issued by the Comptroller
General of the United States and Office of Management and Budget Bulletin No. 17-03, Audit
Requirements for Federal Financial Statements. Because of the matter described in the Basis for
Disclaimer of Opinion paragraph, however, we were not able to obtain sufficient appropriate audit
evidence to provide a basis for an audit opinion.

Basis for Disclaimer of Opinion

The Department of Defense, including DLA, continues to have unresolved accounting issues and
material weaknesses in internal controls that cause DLA to be unable to provide sufficient evidential
support for complete and accurate financial statements on a timely basis. As a result, we cannot
determine the effect of the lack of sufficient appropriate audit evidence on DLA’s financial statements
as a whole for the vear ended September 30, 2017.

Disclaimer of Opinion

Because of the significance of the matter described in the Basis for Disclaimer of Opinion paragraph,
we have not been able to obtain sufficient appropriate audit evidence to provide a basis for an audit
opinion. Accordingly, we do not express an opinion on the financial statements.
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Other Matters
Required Supplementary Information

Accounting principles generally accepted in the United States require that the Management’s Discussion
and Analysis, as listed in the Table of Contents, be presented to supplement the financial statements.
Such information, although not a part of the financial statements, is required by the Federal Accounting
Standards Advisory Board who considers it to be an essential part of financial reporting for placing the
financial stalements in an appropriate operational, economic, or historical context. We have applied
certain limited procedures to the required supplementary information in accordance with auditing
standards generally accepted in the United States, which consisted of inquiries of management about the
methods of preparing the information and comparing the information for consistency with management’s
responses to our inquiries, the financial statements, and other knowledge we obtained during our audit
of the financial statements. We do not express an opinion or provide any assurance on the information
because the limited procedures do not provide us with sufficient evidence to express an opinion or
provide any assurance.

Other Financial Information and Other Information

Our audit was conducted for the purpose of forming an opinion on the financial statements that
collectively comprise DLA’s basic financial statements. The Other Financial Information, as identified
on DLA’s Agency Financial Report Table of Contents, is presented for purposes of additional analysis
and is not a required part of the basic financial statements.

The Other Financial Information is the responsibility of management and was derived from and relates
directly to the underlying accounting and other records used to prepare the basic financial statements.
Such information has been subjected to the auditing procedures applied in an engagement to perform an
audit of the basic financial statements and certain additional procedures, mcluding comparmng and
reconciling such information directly to the underlying accounting and other records used to prepare the
basic financial statements or to the basic financial statements themselves, and other additional procedures
in accordance with auditing standards generally accepted in the United States. Because of the
significance of the matter described in the Basis for Disclaimer of Opinion paragraph, we have not been
able to obtain sufficient appropriate audit evidence to provide a basis for an audit opinion. Accordingly,
we do not express an opinion on the Other Financial Information.

The Other Information, as listed in the Table of Contents. has not been subjected to the auditing
procedures applied in the engagement to perform an audit of the financial statements, and, accordingly,
we do not express an opinion or provide any assurance.
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Other Reporting Required by Gav ernment Auditing Standarnds

In accordance with Goversment Audiing Standards, we also have 1zsued our reports dated December
12, 2017 on our consideration of DLA s internal control over financial reporting and on our tests of its
cotnpliance with certain provisions of laws, regulations, contracts and other matters. The purpose of
those reports 15 to describe the scope of our testing of internal control over financial reporting and
compliance and the results of that testing, and not to provide an opinion on internal control over financial
repotting or on compliance. Those reports are an integral part of an engagement to perform an audit in
accordance with Government Auditing Standards in considering DLA s internal control over financial

repotting and compliance.
é/w-ai L MLL?’

December 12, 2017
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Report of Independent Auditors on Internal Control Over Financial Reporting
Based on an Audit of Financial Statements
Performed in Accordance with Government Auditing Standards

The Director of the Defense Logistics Agency and the
Inspector General of the Department of Defense

We were engaged to audit, in accordance with auditing standards generally accepted in the United
States, the standards applicable to financial audits contained in Government Auditing Standards
issued by the Comptroller General of the United States and the Office of Management and Budget
(“OMB™) Bullet No. 17-03, Audit Requirements for Federal Financial Statements, the financial
statements of the General Fund of the Defense Logistics Agency (DLA), which comprise the
balance sheet as of September 30, 2017, and the related statement of net cost, changes in net
position, and statement of budgetary resources for the fiscal year then ended, and the related notes
to the financial statements, and have issued our report thereon dated December 12, 2017. The
report states that because of matters described in the Basis for Disclaimer Opinion paragraph. the
scope of our work was not sufficient to enable us to express, and we do not express an opinion on
the financial statements as of and for the fiscal year ended September 30, 2017 and the related
notes to the financial statements.

Internal Control Over Financial Reporting

In connection with our engagement to audit the financial statements, we considered DILLA's internal
control over financial reporting (“internal control™) to determine the audit procedures that are
appropriate in the circumstances for the purpose of expressing our opinion on the financial
statement, but not for the purpose of expressing an opinion on the effectiveness of DLA s internal
control. Accordingly, we do not express an opinion on the effectiveness of DLA’s internal control.
We limited our internal control testing to those conitrols necessary to achieve the objectives
described in OMB Bulletin No. 17-03. We did not test all internal controls relevant to operating
objectives as broadly defined by the Federal Managers® Financial Integrity Act of 1982
(“FMFIA™), such as those controls relevant to ensuring efficient operations.

A deficiency in internal control over financial reporting exists when the design or operation of a
control does not allow management or employees, in the normal course of performing their
assigned functions, to prevent or detect misstatements on a timely basis. A significant deficiency
is a control deficiency, or combination of control deficiencies, that adversely affects the entity’s
ability to initiate, authorize, record, process, or report financial data reliably in accordance with
U.S. GAAP such that there is more than a remote likelihood that a misstatement of the entity’s
financial statements that is more than inconsequential will not be prevented or detected. A material
weakness 1s a significant deficiency, or combination of significant deficiencies, that results in more
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than a remote likelihood that a material misstatement of the financial statements will not be
prevented or detected.

Our consideration of internal control was for the limited purpose described in the preceding
paragraph and was not designed to identify all deficiencies in internal control that might be
material weaknesses or significant deficiencies and therefore, material weaknesses or significant
deficiencies may exist that were not identified. As described below we identified certain
deficiencies in internal control that we consider to be material weaknesses and significant
deficiencies.

Material weaknesses

During our audit, we noted the following matters involving internal control over financial reporting
and its operation that we consider to be material weaknesses as defined above.

L. Property, Plant, and Equipment (PP&E) — PP&E includes internal use software and
construction-in-progress. We found that DLA has not completed an analysis of
existence and completeness of PP&E records for which they are the FRO, had not
completed their process to value PP&L beginning balances, and have weaknesses in
the processes of maintaining and reconciling PP&E records. The combination of
these findings led us to conclude that there is a material weakness related to PP&E.
The matters identified related to PP&E are further described in Appendix A.

II.  Fund Balance with Treasury (FBwT) — DLA is unable to reconcile the FBwT ending
balances from general ledger directly to the U.S. Treasury. DLA, in conjunction with
DFAS, has implemented the Cash Management Reconciliation (CMR) and Defense
Reconciliation Reporting Tool (DRRT) processes as mechanisms to reconeile DLA’s
general ledger to Treasury. However, these tools have known control deficiencies
and reconciling issues within the process. In addition, DLA does not have sufficient
policies, procedures or controls in place for the end-to-end FBwT process. These
deficiencies supported a conclusion of a material weakness in FBWT. The matters
noted are further described in Appendix A.

III.  Accounts Payable (AP) - AP falls within the scope of DLAs procure to pay process.
We found that DLA was unable to adequately support the accounts payable and
related budgetary beginning balances, had issues recording transactions in the proper
period, and lacked overall policies, procedures, and internal controls in the procure
to pay process. This combination of deficiencies is considered to be a material
weakness. The matters identified related to AP are further described in Appendix A.
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V.

VL

I

Financial Reporting — DLA s financial statement preparation process lacks sufficient,
appropriate reviews to identify inaccurate balances on the face of the financial
statements as well as completeness and accuracy of disclosures. We considered these
deficiencies to be a material weakness. The matters noted are further described in
Appendix A.

Oversight and Monitoring - DLA does not have an effective OMB Circular A-123
program, which impacted DLAs ability to appropriately identify and address
significant risks for all key business processes. DLA has not implemented
appropriate internal controls, including the documentation of policies and procedures
that describe DLA’s environment related to end-to-end business processes, roles and
responsibilities, monitoring of service providers, related parties, systems, risks and
controls. DLA’s lack of documented controls prevent the consistent execution and
proper review of data/reports used in the execution of key controls, as well as
appropriate evidence of management review controls. We consider these overall
weaknesses in the internal control structure to be a material weakness. The matters
noted are further described in Appendix A.

Information systems — Our assessment of DLA’s IT controls and the computing
environment identified deficiencies which collectively constitute a material weakness
in the design and operation of information systems controls over financial data. We
reviewed each finding individually as well as in aggregate. Based on our review. we
have identified four areas of deficiency which, when aggregated, result in a material
weakness. The deficiencies relate to the following four areas:

s Access controls / user access

+ Configuration management / change controls

* Segregation of duties controls

e Security management / governance over implementation of security controls

Refer to Appendix A for additional detail in these four areas.

Significant deficiencies

During our audit, we also noted the following matters involving mternal control over financial
reporting and its operation that we consider to be a significant deficiency. as defined above.

Environmental liabilities is comprised of clean-up costs associated with the
restoration of sites on real property that DLLA manages. The lack of formal policies,
procedures and supporting documentation does not allow for DLA to substantiate the
completeness and valuation of its EL. The matters identified related to EL are further
described in Appendix B.
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DLA’s Response to Findings

DLA’s response to the findings identified in our engagement, as described above, are included in
its letter dated December 12, 2017, which has been included at the end of this report. DLA’s
response was not subjected to the auditing procedures applied in the engagement to audit the
financial statements and, accordingly, we express no opinion on it.

Purpose of this Report
The purpose of this report is solely to describe the scope of our testing of internal control and the
result of that testing, and not to provide an opinion on the effectiveness of the entity’s internal

control. This report is an integral part of an engagement to perform an audit in accordance with
Government Auditing Standards in considering the entity’s internal control. Accordingly, this

communication is not suitable for any other purpose.
é/wq;f ¥ MLLP

December 12, 2017
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Appendix A — Material Weaknesses
Property, Plant and Equipment
Property, Plant, and equipment (PP&E), is comprised of internal use software and construction-

in-progress (CIP). In this, the initial financial statement audit of DLA, we found that DLA was
not able to adequately support the existence, completion or valuation of its PP&E.

DLA lacks policies, procedures and controls to verify the existence and completeness of internal
use soflware (IUS) due to:

DLA does not have documented policies and procedures in place to perform an inventory
of IUS assets on a consistent basis. Unlike performing an inventory of physical assets, the
existence of IUS is validated by verifying that the software functionalities and/or objects
are still in use. DLA policy requires that the inventory is performed on 10% of the
population each month. However, DLA does not comply with the policy on a consistent
basis.

DLA has not designed adequate internal controls to identify when assets are completed and
should be placed in service. DLA policy states that IUS assets are recorded as in-service
PP&E upon the completion of the asset. However, DLA does not have a process in place
to ensure that completed assets are placed in service in the correct period.

DLA lacks policies and procedures to review the construction-in-progress (CIP) balance due to:

Policies and procedures are not in place to ensure that the information reported directly
by the construction agent and used for financial reporting is reviewed by DLA. There
were a significant number of inactive projects that were reported by the construction
agent resulting in misstatements in the financial statements (totaling approximately $465
million). DLA sub-allots funds to construction agents, such as the U.8. Army Corps of
Engineers and the Naval Facilities Engineering Command (NAVFAC), for construction
projections which DLA is authorized to perform. The funds are tracked separately by
each construction agent and reported to the Defense Finance and Accounting Services
DFAS) directly by each construction agent. These amounts are then reported in DLA’s
financial statements.

DLA is unable to provide supporting documentation to substantiate construction-in-progress

(CIP). including beginning balances.

Supporting documentation 1s not available or insufficient to substantiate approximately
$384 million of the CIP assets.
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DLA was unable to substantiate the values assigned to IUS assets are in accordance with FASAB
SFFAS 10, Aecounting for Internal Use Software.

e Supporting documentation was not available to substantiate whether the values recorded
were in accordance with SFFAS 10 for approximately $100 million of the IUS beginning
balance.

e DLA was unable to substantiate the in-service date of the IUS assets, which is the basis for
the asset amortization. The documentation. such as the evidence demonstrating that the
assel was tested and accepted, is not retained or available.

s DLA mappropriately recorded approximately $46 million of IUS assets that DL A does not
own in the balance shect.

DLA has not appropriately designed controls to adequately detect material misstatements in the
financial statements.

e DLA has not designed and implemented sufficiently precise management review controls,
including outlining the specific procedure required to evidence that the controls were
performed. DLA’s control activities include a significant number of management review
controls. Management review controls are normally designed to detect and correct errors,
whereby the reviewer determines whether information is complete and accurate,
accounting is appropriate, and potential errors or misstatements. The internal control
activities over PP&E are not sufficiently designed to prevent or detect material
misstatements in the financial statements.

DLA lacks policies and procedures to identify and assess lease arrangements and to properly
account for lease obligations and disclose lease commitments, in accordance with FASAB SFFAS
3, Accounting for Liabilities of the Government; Capital Leases, and SFFAS 6, Accounting for
Property, Plant, and Equipment.

s DLA has not completed procedures to identify all of its leasing arrangements, including
assessing whether the leasing arrangements should be accounted for as a capital or
operating lease.

e The financial statements do not include disclosures for its policy to account for lease
arrangements; any operating lease commitments; and future minimum payments due.

Recommendations

EY recommends that DLA consider the following corrective actions related to the deficiencies
identified above:
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e Update the TUS process memos and standard operating procedures to adequately describe
the policies and procedures in place to inventory [US assets.

e Design and implement policies and procedures that require for adequate documentation to
be maintained that evidence how DLA verifies the asset is still in use and that the listing
of the TUS assets is complete.

e Design and implement policies and procedures that ensures the TUS assets are recorded in
the appropriate period. This includes reviewing a complete and accurate list of all projects
that have successfully completed end user testing and verifving that the projects have been
recorded in EBS as active IUS assets.

e In the short-term. DLA should design and implement a review control that allows DS
project management personnel o review the amounts reported by the constructions agents
mn sufficient time for DLA to adjust the amounts reported in their financial statements based
on this review.

e Inthe long-term, DLA should pursue a solution where CIP transactions can be recorded in
EBS when they occur.

¢ Obtain and maintain all supporting documentation (invoices, contracts, project
management reports) related to the CIP Projects from NAVFAC, USACE. and other
construction agents to substantiate the balances recorded for those projects.

e Retain all documentation related to CIP Projects in a central repository and organize them
for the purposes of determining project status and supporting the value of the projects.

s Design a process where CIP transactions can be recorded in EBS when they occur.

e Design and implement policies and procedures that allow DLA Installation Management
Project Management personnel to review, at least quarterly, the status of projects recorded
as CIP, invoices, project management reports, and contracts to ensure that all
documentation agrees with activity related to the CIP project.

¢ Design and implement policies and procedures to perform a reconciliation for the
construction-in-progress U.S. Standard General Ledger (USSGL) accounts and agree the
amounts recorded in EBS to the invoices, project status reports, and other documentation
to substantiate the balances as of the financial statement date.

* Design and implement policies and procedures to perform a reconciliation for the USSGL
accounts related to providing sub-allotments to its construction agents. This should include
the MILCON Program Form (DoD Form 1390) for the Fiscal Year, the NDAA budget
execution, and the receipt of allocated funds from OSD based on the NDAA request.

e Adopt a policy to prospectively capitalize IUS assets, as described in Statement of Federal
Financial Accounting Standards 50: Establishing Opening Balances for General Property,
Plant, and Equipment (SFFAS 50). SFFAS 50 permits the exclusion of IUS and IUS under
development from the opening balance as of the opening balance date.

¢ Design and implement policies and procedures to ensure that DLA maintains sufficient
supporting documentation to demonstrate that its IUS expenditures are appropriately
capitalized, in accordance with SFFAS 10.
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e LY recommends that DLA undertake the following corrective actions for the conditions

noted:
o Adjust their PPE balance to remove the asset owned by other agencies.
o Design and implement policies and procedures for the monitoring of completion of
IUS assets that DLA is developing for other agencies.

s Design and implement policies and procedures to ensure that the performance of review
controls are adequately documented and supported by evidential matter.

* Develop a central repository to retain evidence of control performance and management
review.

e Design and implement policies and procedures that include variance thresholds to ensure
that the review of significant financial data is precise.

s Design and implement policies and procedures that detail the related documentation and
evidential matter to be inspected as part of the review.

e Complete analysis of their leases to determine if DLA has entered into any leasing
arrangements that should be accounted for and reported as a capital lease.

e Design and implement policies and procedures to identify and account for leasing
arrangements including whether the leases should be accounted for and reported as capital
or operating leases, in accordance with SFFAS 6.20.

e Develop policies and procedures to review all leasing arrangements to gather the
information necessary to prepare and include the required disclosures for capital and
operating leases in the financial statements, in accordance with OMB A-136 11.4.9.18.
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Fund Balance with Treasury

Fund Balance with Treasury represents the aggregate amount of funds in DLA’s account with
Treasury. Through our audit procedures. we identified deficiencies related to DLA’s processes of
recording and reconciling transactions involving Fund Balance with Treasury.

DLA is unable to reconcile FBWT from general ledger directly to the U.S. Treasury:

o DLA, in conjunction with DFAS, has implemented the Cash Management Reconciliation
(CMR) and Defense Reconciliation Reporting Tool (DRRT) processes as mechanisms to
atlempt to tic EBS to the Treasury. However, the CMR and DRRT processes are not
sufficient to produce a complete and accurate reconciliation of DLA’s general ledger to
U.S. Treasury. There are known differences between CMR and Treasury. In addition, there
are known control deficiencies in the DRRT process.

DLA lacks sufficient policies, procedures and controls around the end-to-end FBwT process:

s DLA has not finalized a FBWT process narrative or systems flow to document the flow of
data through DLA and DFAS systems from the initiation of a transaction to reporting in
the financial statements, the key stakeholders within the process, or the flow of data
between stakeholders. Additionally, DLA has not identified risks and controls for the end-
to- end FBwT process.

Recommendations

EY recommends that DLA consider the following corrective actions related to the conditions
described above:

o  Work with DFAS to obtain a Service Organization Controls Report for the CMR performed
by the Defense Finance Accounting Service in order to obtain assurance on whether the
CMR process is complete and accurate.

o  Work with DFAS to obtain a Service Organization Controls Report for the Department 97
Report Reconciliation Tool (DRRT) process performed by the Defense Finance
Accounting Service -Columbus in order to determine whether the controls in place are
operating effectively.

e  Work with DFAS to establish a process, including a key control, for DLA to monitor the
status of significantly aged unreconciled transactions in both the CMR and DRRT
processes on a frequent basis.

e  Work with DFAS to create an updated policy and procedure for the DRRT process that
addresses 1ssues of maintaining sufficient evidential matter to support ongoing remediation
efforts on undistributed transactions.
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e Develop policies and procedures to establish DLA’s involvement in monitoring
undistributed funds and assisting DFAS with the research and the clearing process.

¢ Continue Finalize a Standard Operating Procedure or Process Cycle Narrative that
documents the end-to-end process for FBWT, including the initiation, recording, processing
and reporting of FBwT transactions

¢ Finalize a Standard Operating Procedure or Process Cycle Narrative that documents the
policies and procedures that the Defense Logistics Agency has in place to monitor the CMR
and DDRT produced by the Defense Finance and Accounting Services. The Standard
Operating Procedure or Process Cycle Narrative should include all key controls, process
owners, data interfaces and Federal regulations followed. Additionally, it should include
a complete list of all input documents, applicable systems and system-generated reports
used for the FBWT process.

e Designate a DLA point of contact responsible for overseeing the FBwT process.
understanding the complex process flow as well as key risk points as well as
communication with DFAS.
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Accounts Payable

Accounts Payable (AP) falls within the scope of DLAs procure to pay process. Through our audit
procedures, we identified deficiencies in DLA processes for recognizing and supporting accounts
payable and the related budgetary balances, recording transactions in the proper period and
documenting policies, procedures and controls in a sufficient manner.

DLA is unable to substantiate Accounts Payvable and Undelivered Orders due to:

e Supporting documentation was not provided to substantiate the samples tested from the
following accounts:
o Accounts Payable
o Negative Payables
o Undelivered Orders, Unpaid
o Upward Adjustments
e Goods and/or services received as of vear-end were not recorded as an expense/asset and
not applied to the Undelivered Order balance.
o Upward/Downward adjustment related to the prior year were recorded in FY 2017,

DLA does not have policies and procedures in place to manage stale payables/obligations

e Atimely review and monitoring is not performed for the following account balances:
o Negative Payables — There is a significant number of aged transactions that may no
longer be valid.
o Undelivered Orders (UDQ), Unpaid — Approximately $90 million in UDOs that
that had no activity (payables, expenses, outlays) for at least two years.

DLA does not adhere to the Treasury Financial Manual USSGL Posting Logic due to the
following:

* A general ledger account is inappropriately being used to track accounts payable activity.
DLA uses Negative Payables to track outstanding goods receipt and to prevent inventory
from showing as available for distribution when the items are not physically available. The
related posting logic is not recording assets or expenses at the appropriate point in time. In
addition, an Undelivered Order, Paid is recorded for these transactions, but they the
proprietary entry for the payment made in advance is not recorded.
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DLA does not comply with the Federal Financial Management Improvement Act due to the
following:

e Transactions were not recorded at the detailed transaction level. DLA recorded
transactions at a summary level for certain budgetary and proprietary accounts. As a result,
each EBS summary level record contains multiple individual transactions.

o Transactions are posted in detail to the Fund Balance with Treasury (FBwT)
account (general ledger account 1010), but summarized when posting to the other
proprietary and budgetary accounts. A reconciliation is not performed to ensure
that all detailed transactions posted to the FBwT agree to the summarized postings
to the corresponding budgetary general ledger accounts.

o Additionally, budgetary accounts (obligations, expenses, payables) are not tied to
the FBwT transactions and are posted in summary within the general ledger.

DLA does not have controls that are operating effectively in the accounts payable process due to
the following:

s Controls for the proper approval of invoice; receiving reports; and purpose. time and
amount for the following accounts were not operating effectively: Account Payable.
Negative Payables, and Expense accounts.

s Control for the government purchase card expenditure approval due to the following was
not operating effectively. The Approving/Billing Official (A/BO) has the ability to
approve the monthly statement in US Bank Access Online and certify that statement for
payment without any secondary review. When the government purchase card holder
(GPCH) is not available to reconcile purchase card transactions to the statement, the A/BO
has the authority to perform the reconciliation and prepare the form 1901 (Request for
Purchase). Also, the A/BO can approve the GPC monthly bill in U.S. Bank Online for
payment.

Recommendations

EY recommends that DLA consider the following corrective actions related to the conditions
described above:

e Evaluate current policies and procedures against practices in the field to identify the root
cause(s) of conditions. Identify key gaps and inconsistencies in current procedures versus
field implementation.

s Based on the evaluation, perform updates to identified policies, procedures, desk guides,
and/or accounting manuals to completely and accurately reflect current key procure to pay
processes as well as provide clarification/updates to areas where differences between
policy and implementation are noted.
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e Consider providing trainings and implementation guidance on any current and/or
new/updated procedures where issues were noted to ensure consistent application of
procedures including:

o Ensure procure to pay process owners’ document detailed explanation (i.e. cause,
impact) for discrepancies or missing documentation.

o Ensure documentation standards are clear including supporting documentation that
is complete, accurate, and prepared timely.

o Ensure process owners understand key supporting documentation.

¢ Consider increasing communication between DLA HQ and process owners to ensure
sufficient, complete documentation is provided as part of documentation requests.

e After processes have been evaluated and procedures have been updated, as needed,
implement and/or strengthen review procedures to ensure transactions are recorded
accurately, timely and process owners can obtain and provide supporting documentation
for the transactions.

o EY recommends that DLA write off residual accounts payable for paid and completed
transactions. EY recommends that DLA removes activity from the general ledger detail
that were completed in prior years. DLA should monitor the UDO balances and identify
stale UDOs for deobligation. DLA should examine their account balances on the balance
sheet and statement of budgetary resources to determine the magnitude of aged balances
by account.

¢ Perform an analysis of transactions posted at or near vear-end to determine the overall
significance of the issue across all general ledger accounts. Based on this analysis, perform
corrective action on incorrect transactions, as necessary.

e Implement and/or enhance DLAs year-end process, including key controls, for monitoring
potential business events that will need to be entered into the general ledger prior to year-
end close.

e Update policies and procedures to document year-end processes for identifying,
monitoring and recording transactions prior to financial statement close.

¢ EY recommends that DLA discontinue the use of the negative payable account. In
addition, DLA should develop, test. and implement a process to ensure that all transactions
related to proper recording and reporting for expenses and inventory items are in
compliance with the TFM USSGL postings at the transaction level. This would include
developing an entity wide standard process and procedure of identifying the financial
events that requires the recognition of an account payable based on standard accounting
guidance (Ex. Treasury FMS USSGL guidance - Recognition of a Liability). EY further
recommends, that once the new procedures are in place, stakeholders are educated on the
new process. EY further recommends that any process, procedure, or policy documentation
for accounts pavable be updated to reflect the use of the asset or expense accounts instead
of the negative payable accounts.

e EY recommends that DLA implement and maintain financial management systems that
comply substantially with Federal financial management systems requirements and the
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United States Government Standard General Ledger at the transaction level. DLA should
establish a process that reconciles the transaction level detail to the summarized postings
in each account.

e Update existing internal control documentation to accurately describe the process and
identify key internal controls over financial reporting.

s Monitor, review, and validate whether controls are operating effectively on an on-going
basis.

e Update existing internal control activities to produce evidence that the control occurred
(e.g. signature) after the control is executed.

e DLA should implement limiting the A/BO to one key role to either approving GPC
purchases on DLA form 1901 or approving payments of the GPC monthly bill in U.S. Bank
Online. If DLA is unable to properly segregate the duties, DLA should require a secondary
reviewer as a mitigating factor to approve the monthly bill or approving the form 1901.
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Financial Reporting

Financial Reporting encompasses all aspects of operations affecting DLA’s ability to produce
reliable financial statements and disclosures. This process starts with establishing an effective
governance structure to identify and assess risk and continues with developing a control
environment that is effective and efficient to manage identified risks. Through our audit
procedures, we identified a number of deficiencies in DLA processes related to the accumulation
and presentation of their financial position and results of operations.

DLA does not have sufficient policies and procedures in place around the implementation and
monitoring of EBS:

e DLA is unable to adequately demonstrate that business events are linked to the correct
posting logic.
o In DLA’s posting logic reference book, which was manually generated, there are
multiple scenarios associated with same transaction description and SAP T-Code
(i.e. EBS doc type).
o In DLA’s posting logic reference book, there is no attribute or data field to indicate
the type of transaction posting in the Enterprise Business System (EBS). Therefore,
DLA is unable to crosswalk the reference book to the EBS.
o DLA is unable to produce a posting logic directly from EBS
e DLA does not have any monitoring or review control in place to ensure that EBS posting
logic is configured in accordance with the USSGIL and that transactions are posting

accordingly.

DLA does not have sufficient controls in place to validate that EBS proprietary general ledger
accounts agree to budgetary accounts:

e DLA has known reconciliation issues between budgetary and proprietary tie points. Based
on walkthrough procedures performed. EY noted that the DFAS posts an unsupported
quarterly JVs in Defense Departmental Reporting System (DDRS) to ensure DLA’s
budgetary accounts reconcile to the proprietary accounts.

DLA does not have sufficient controls in place around the quarterly reconciliation of EBS to the
financial statements:

e DLA does not perform a sufficient Unadjusted Trial Balance (UTB) to Adjusted Trial
Balance (ATB) reconciliation.
o DLA uses data pulled out of DDRS as a starting point for the crosswalk instead
using data directly pulled from EBS.
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o DLA lacks controls to validate the completeness and accuracy of the data and
reports used to create the reconciliation.

o Lack of master listing of files used and the purpose of each file within the
reconciliation.

o Lack of a review to ensure that feeder files and adjustments are valid and agree to
supporting documentation.

o DLA does not perform the quarterly UTB to ATB reconciliation in a timely manner.

o DILA does not perform the reconciliation until after the quarter-end as well as fiscal
vear-end has been closed.

o Per SOP, DFAS should provide DLA with the data files needed for the
reconciliation 5 days after quarter/year-end close. However, the reconciliation is
completed approximately two months subsequent to quarter-close.

DLA does not perform a sufficient review of quarterly adjustments and JVs made by a DFAS:

e DLA does not have a comprehensive listing of adjustments that occur in DDRS including:
o The source of each file and parameters to generate the files
The required files or reports needed from DFAS to support each adjustment as well
as the parameters of each file or report
o The rationale or business purpose for each adjustment and the evidential matter to
support the amounts
® DLA does not review each type of adjustment and feeder files to determine completeness,
accuracy, validity and impact of information posted to DLA’s financial statements.
o In several cases, prior vear adjustments were used in the reconciliation of the
DDRS-B unadjusted trial balance (UTB) to the DDRS-B adjusted trial balance
(ATB) that did not have evidence of review by DLA.
o Trial balance mnput adjustments occurred during the interface of DDRS-B to DDRS-
AFS that were not reviewed by DLA.
s DLA relies on DFAS to make various adjustments that are maintained within DDRS-B
versus making the corrective updates within EBS.
Within the quarterly reviews, prior year adjustments were used as offsetting entries
to current year adjustments.
e DLA does not perform a reconciliation in a timely manner to allow for adjustments to be
reviewed prior to the generation of the financial statements.
o DLA is currently remediating the trading partner elimination process to be completed in
FY 2018. EY noted the following during I'Y 2017:
o Supporting documentation to reconcile the variances between DLA and trading
partners is not obtained timely.
o DLA relies on contractor maintained software tools to determine the balances for
trading partners. There 1s no evidence that DLA assesses the completeness or
accuracy of data input or output from this tool.
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o Adjustments made to Accounts Receivable, Accounts Payable, Revenue, Expenses
and undisbursed funds are not appropriately supported.
e DFAS performs quarterly elimination adjustments to DLA financial statements for both
waived and non-waived entities
o EY noted that there is not a complete reconciliation at the agreement level to the
trading partner adjustments that are being made. Trading partner adjustments are
recorded in DDRS-AFS as “top-side” adjustments and are identified as
“unsupported” by DFAS.

During EY’s review of the Q3 and Q4 FY17 financial statements and footnote disclosure, we
determined that level of review performed was insufficient to detect and correct misstatements in
the financials and related disclosures:

s Inaccurate balances reported in the financial statements and notes
o DLA prepared the year-end AFR package and excluded the funds executed by the
United States Army Corps of Engineers, which is material to the General Fund
financial statements.
Supporting documentation did not adequately support the balances recorded in the
Notes.
e [Lack of complete and accurate disclosures
o Note 1 Significant Accounting Policies (SAP) did not completely and accurately
summarize the accounting principles and methods of applving those principles.
o Note 1 SAP did not appropriately disclose management’s judgements relevant to
valuation, recognition, and allocation of assets, liabilities, expenses and revenues.
o Note 1 SAP did not sufficiently describe changes or non-compliance in GAAP
reporting.

Recommendations

EY recommends that DLA consider the following corrective actions related to the conditions
described above:

e Lvaluvate EBS posting logic and evidential matier to ensure system posting logic is
configured in compliance with USSGL and DOD SFIS.

s Evaluate EBS system capabilities and provide a system-generated mapping report which
tics EBS configured posting logic to EBS transaction codes and movement types and
USSGL/DOD transaction numbers

e  Document clear descriptions of business events and varying circumstances that impact or
change the posting logic

e Document transaction deseription based on the EBS doc type to identify the type of
transactions within EBS universe of transactions.
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Implement monitoring or review control to ensure EBS transactions are being posted as
intended.

Analyze and investigate the known budgetary to proprietary tie point variances at a
business process level to determine the root cause.

Assess their current policies and procedures around the budgetary to proprietary
reconciliations including the design of key controls in the process. DLA should design a
control that focuses on addressing the root cause of the variances in order to resolves
current underlying issues as well as prevent future variances from occurring,.

Evaluate the current process for creating UTB to ATB:

o Identify areas to create efficiencies through automating the process.

o Consider other reconeiliation options to design a reconeiliation that is performed in
conjunction with the production of the DDRS-AFS trial balance and not subsequent
to the production.

Consider the design of the reconciliation and ensure data is being pulled from the
proper sources to ensure completeness and accuracy of data interfaces.

Consider documenting the list of reports generated by DFAS and the specific
parameters used to generate the reports

As a part of the Managers Internal Control Program (MICP), assess the risks associated
with the process to generate the financial statements including the complexity, extent of
manual processes, decentralization and reliance on third party data. Based on the assessed
risks, determine if sufficient policies, procedures and controls are in place to address risks
related to the compilation of the financial statements.

Evaluate the current support agreement with DFAS to determine if agreement sufficiently
documents roles, responsibilities, communications and timelines needed to support DLA's
reconciliation requirements.

Evaluate the policies and procedures in place over the financial reporting process including
the specific roles of DLA and DFAS:

o Document the list of reports generated by DFAS and the specific parameters used

to generate the reports

o Include a control(s) for reviewing all the files that are used to adjust the ending

balances within EBS in the creation of the adjusted trial balances.

o Document the business need for adjustments and the appropriate evidential matter

required to support adjustments
Evaluate current quarterly adjustments and prior year adjustments to determine which of
those recorded in DDRS-B could be eliminated by making the adjustment within EBS.
Evaluate trading partner adjustments, prioritize based on dollar value and risk and begin a
reconciliation process at the agreement level.
Implement additional controls for agreement level reconciliations with DLA trading
partners and develop a process for resolving differences at the agreement level in a timely
manner.

O

Defense Logistics Agency | General Fund Annual Financial Report

73|Page




EY

Building a better
working world

o Ewvaluate system capabilities to include recording and monitoring transactions at the
trading partner and agreement level
e Finalize updated policies and procedures for identifying, researching and reconciling
variances between DLA general ledger data and trading partners. Include considerations
for:
o Review of appropriate classification between federal and non-federal
o Review impact on both proprietary and budgetary general ledger accounts
e  Work with DFAS and OSD as necessary to continue to resolve issues with trading partners
at the Department level.
s Evaluate all components of OMB-136 and determine if disclosures are complete, accurate
and compliant. Incorporate updates to footnotes as necessary.
e Re-assess review controls associated with the financial statement review process and
consider including:
o A review of revised OMB-136 requirements to ensure updated guidance is
evaluated and incorporated in a imely manner.
Other reviews by business process areas to ensure disclosures are complete,
accurate and compliant. These reviews should ensure that footnote disclosure are
consistent with business activity occurring throughout the year.
o An assessment of current checklists used in the financial reporting process to
determine if checklists need to include enhanced review procedures.

O
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Oversight and Monitoring

Oversight and monitoring relates to DLA’s lack of establishment and implementation of a
sufficient control environment, enterprise-wide.

DLA lacks a sufficient control environment related to Internal Controls over Financial Reporting
including a sufficient A-123 program:

s A sufficient risk assessment, performed at the appropriated level, related to reporting such
as documenting the complexity of programs, accounting estimates, related party
transactions, and extent of manual processes.

* An evaluation of fraud risks and the approach to implement financial and administrative
control activities to mitigate identified material fraud risks.

¢ A finalized policy or procedure to develop and implement ERM and internal control,
including anti-deficiency act reporting, that includes the appropriate documentation
requirements that are necessary as a part of an effective internal control system.

DLA lacks sufficient policies and procedures around financial reporting including:

e Sufficient written policies and procedures do not exist related to Management Review
Controls for the Financial Reporting Process. The identified management review controls
do not accurately describe the procedures performed to detect or correct an error.

* Policies or procedures are not in place to verify the accuracy and completeness of system
generated reports used in the execution of controls.

DLA does not perform sufficient oversight and monitoring of service organization control reports:

e DLA has not associated each relevant Complementary User Entity Controls (CUECs) to
specific DLA controls.

e DLA has not identified specific DLA compensating controls for DFAS controls deemed
mmeffective in the DFAS SOC 1 report.

¢ DLA has unresolved control gaps relate both to addressing control issues identified in the
DIAS SOC report as well as with DLA’s CUECs

* DLA’s evaluation was not performed by the subject matter experts in a timely manner. As
of May 21, 2017, the SMEs had not reviewed the evaluation and the controls identified
were identified as possible mitigating controls.

Recommendations

EY recommends that DLA consider the following corrective actions related to the conditions
described above:

e Continue to design and implement DLA SOA policy at all levels throughout the
organization and emphasize the importance of the Manager’s Internal Control Program
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(MICP) from DLA leadership. This will help bring visibility, education and support to the
program from across the organization.
e Ensure DLA SOA policy includes proper detail and guidance for conducting the risk
assessment process, including:
o all aspects of the risk management process are reviewed at least once a year;
o risks themselves are subjected to review with appropriate frequency; and
o provisions for alerting the appropriate level of management to new or emerging
risks, as well as changes mn already identified risks, so that the change can be
appropriately addressed
s Identify, document and communicate MICP roles and responsibilities. Ensure proper
groups and personnel are involved at the appropriate levels to produce the most results
based, cost effective control environment.
¢ Develop, document and maintain supporting documentation as a part of the MICP and for
the Statement of Assurance as evidence that DLA developed management control plans,
performed risk assessments, performed ongoing monitoring, developed corrective action
plans and tracked progress towards remediation for each separate fund
e Provide formal training and guidance, on an annual basis, to those involved in the MICP
to ensure roles, responsibilities and objectives are properly understood, carried out in a
timely manner, and executed consistently across the organization.
e Increase the resources dedicated to the A-123 program, as needed, to completely execute
all aspects of the program requirements on an on-going basis.
e Utilizing the updated risk assessment, DLA should design and implement a control testing
stralegy appropriate to address the risks.
e DLA should evaluate the current review controls identified to operate over an entire

process:

o Evaluate single controls to determine if multiple controls actually exist in the
process

o Asses control descriptions to ensure they are documented completely including

how the control is applied. who is responsible, how frequently it is performed, and
how the control is evidenced.
s Evaluate the current policies and procedures for evaluating information produced by the
entity.

o TFoot system generated financial reports

o Perform a tie-out of system generated reports to the trial balance

o Verity that the parameters used to generate the reports or data are appropriate

o Judgmentally select a sample of transactions or balances in the report and validate
that the transactions are accurate.

o Implement a process to identify, monitor and maintain related parties and material
related party transactions. Additionally, management should perform a review of these
sales transactions on aregular basis and disclose any material related party transactions
in the notes to their financial statements.
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DLA should develop and maintain internal control documentation relating to the
identification of related parties and related party transactions.
DLA should analyze if current policies and procedures are sufficient for the process
and update if necessary.
= FEnsure that appropriate personnel are involved in the process
= Evaluate that proper roles and responsibilities are identified and communicated
= Ensure timelines are defined
DLA should determine if controls need to be established for the SOC 1 review process
and ensure controls are properly identified, designed and operating effectively
DLA should associate specific DLA controls to CUECs as well as DFAS controls
determined to be ineffective
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Financial Information Systems

Information systems controls are a critical component of the Federal government’s operations to
manage the integrity, confidentiality and reliability of its programs and activities and assist with
reducing the risk of errors, fraud or other illegal acts. Information management security, access
controls, segregation of duties, and configuration management controls are fundamental to the
integrity of financial data and can help manage risks such as unauthorized access, changes to
critical data, and preventing compromised data. The nature, size and complexity of DLA’s
operations require the agency to administer its programs under a decentralized business model by
using numerous geographically dispersed operating locations and complex, extensive information
systems.

Our assessment of the Information Technology (“I'T™) controls and the computing environment
identified deficiencies in the design and operation of information systems controls. We reviewed
cach finding individually as well as in aggregate.

The deficiencies relate to the following areas:

Access controls / user access

Configuration management / change controls

Segregation of duties controls

Security management / governance over implementation of security controls

(a) Access controls / user access

Access controls include those related to protecting system boundaries, user identification and
authentication, authorization, protecting sensitive system resources, audit and monitoring, and
physical security. When properly implemented, access controls can help ensure that critical
systems assets are physiecally safeguarded and that logical access to sensitive computer programs
and data is granted to users only when authorized and appropriate. Weaknesses in such controls
can compromise the integrity of sensitive data and increase the risk that such data may be
appropriately used and/or disclosed.

The identified access control weaknesses that represent a significant risk to the DLA financial
management information systems environment include the following:

s Access was not restricted to authorized users and was not assigned in accordance with the
principle of least privilege.

e Lack of monitoring and auditing security violations and sensitive user activities, including
activities of privileged users logs were not documented, not being performed, or not
configured appropriately within systems.
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e Lack of enforcement and documentation of session inactivity parameters.

e Lack of enforcement for procedures related to establishing new users. monitoring unused
IDs, locked IDs, terminated users, or access re-certifications.

s [Lack of policies and procedures for account authorization, provisioning, and termination.

(b) Configuration management / change controls

Configuration management involves the identification and management of security features for all
hardware and software components of an information system at a given point and systematically
controls changes to that configuration during the system’s life cycle. By implementing
configuration management controls, DLA can ensure that only authorized applications and
software programs are placed into production through establishing and maintaining baseline
configurations and monitoring changes to these configurations. Weaknesses in such controls can
compromise the integrity of sensitive data and increase the risk that such data may be
inappropriately used and disclosed.

The 1dentified change control weaknesses that represent a significant risk to the DLA financial
management information systems environment include the following:

e Inability to identify all application changes made to production during the audit period.

¢ [ack of monitoring and recording of changes made to applications by DLA management.

e Users have access privileges enabling them to bypass the configuration management
process and make changes directly to production.

e Testing of new changes does not include documentation of review and approval per DLA
policies.

(c) Segregation of duties (*SoD”) controls

An effective control environment guards against a particular user having incompatible functions
within a system. Segregation of duties controls provide policies. procedures, and an organizational
structure to prevent one or more individuals from controlling key aspects of computer-related
operations and thereby conducting unauthorized actions or gaining unauthorized access to
financial management information systems.

The identified weaknesses that represent a significant risk to the DLA financial management
information systems environment include the following:

s DLA management did not identify segregation of duties conflicts that consider both IT and
business process roles and activities across DLA-owned applications.

e Segregation of Duties review within the user provisioning process is not performed
consistently across all applications.
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e Administrator and super user privileges are not restricted through user groups and
permissions. In some cases, users can create and assign roles to themselves roles including
DISA administrators.

* Business end users have access to roles intended for IT privileged users.

(d) Security Management / governance over implementation of security controls

An entity-wide information security management program is the foundation of a security control
structure and a reflection of senior management’s commitment to addressing security risks. The
security management program should establish a framework and continuous cycle of activity for
assessing risk. developing and implementing effective security procedures, and monitoring the
effectiveness of these procedures. Overall policies and plans are developed at the entity-wide level.
System and application-specific procedures and controls implement the entity-wide policy.
Without a well-designed program, security controls may be inadequate; responsibilities may be
unclear, misunderstood, or improperly implemented; and controls may be inconsistently applied.
Such conditions may lead to insufficient protection of sensitive or critical resources and
disproportionately high expenditures for controls over low-risk resources.

The identified Security Management control weaknesses that represent a significant risk to the
DLA financial management information systems environment include the following:

e Service Organization Control (SOC) reports are not reviewed, specifically, lo assess
Complementary User Entity Controls (CUECs). In addition, SL.As with DISA are not
reviewed and updated in a timely manner.

s [ack of application specific access control policies/procedures to consider unique business
rules/processes, roles and responsibilities, and technologies.

s System Security Plan (SSP) does not reflect the existing I'T controls environment or include
all requirements of DoDI 8510.01.

o DILA does not perform complete risk assessments on an annual basis to facilitate
identification of new threats and vulnerabilities.

Recommendations

DLA should implement controls to address deficiencies in access controls, configuration
management, segregation of duties, and security management procedures to include:

Access controls / user access / segregation of duties
e Restrict access to authorized users in accordance with least privilege principles.
e Document and follow procedures related to user account management and segregation of
duties.
s Implement stronger security controls and restricting user access to programs and data to
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the minimum level required by the user’s responsibilities, to include encrypting sensitive
data.

e Identify sensitive business iransactions in application business and privileged roles,
segregate these roles and where conflicting roles are required or unavoidable, document
business rationale and monitor activities of users.

Configuration management / change controls

s Identify and monitor applications changes made in the production environment.

s Segregate developers’ access to the development and production environments,

e Review, approve, and monitor application changes completeness and accuracy, including
emergency changes.

Security Management / governance over implementation of security controls
+ Implement stronger security controls to improve the security documentation and testing of
applications.
e Establish a process to evaluate and incorporate service providers” CUECs into security
documentation and the current application control environment.
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Appendix B - Significant Deficiency — Environmental Liabilities

sites that DLA manages. Through our audit procedures, we identified deficiencies in internal
controls listed below, which, when aggregated, we consider to be a significant deficiency.

DLA is unable to substantiate the cost to complete estimates for environmental liabilities.

e Policies and procedures are not in place that adequately demonstrates the methodology
used to derive the estimate was appropriate.

e The supporting documentation does not appropriately substantiate the estimate for the cost
to complete the clean-up and restoration.

DLA is unable to substantiate the program management cost estimates for environmental
liabilities.

e Policies and procedures not in place that adequately documents the methodology used to
derive the estimate.

e The supporting documentation does not appropriately substantiate the estimate for the
program management costs.

DLA has not appropriately designed controls to adequately detect material misstatements in EL.

s Controls are not designed to verify the completeness and accuracy of the system generated
reports or data used in executing the control activity. DLA’s EL control activities,
including deriving the EL estimates, are dependent upon system-generated reports or data
produced by information systems.

Recommendations

EY recommends that DLA consider the following corrective actions related to the deficiencies
identified above:

e Design and implement policies and procedures to ensure that process for preparing the cost
to complete estimate is adequately documented and sufficiently describes the methodology
used to derive the estimate.

e DLA should include procedures to verify that the supporting documentation used to derive
the estimate properly reconciles to the cost to complete estimate.

e DLA should adequately document the qualifications of the specialist used in deriving the
estimate to ensure and demonstrate that the specialists have the necessary competence,
capabilities, and objectivity.

Environmental Liabilities (EL) is comprised of clean-up costs associated with the restoration of
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e Design and implement policies and procedures that adequately describe the process for
preparing the estimate of the EL PM costs. The description should include sufficient detail
for a reviewer to undersiand the process and evaluate whether the process used is
reasonable and consistent with the policy.

e Implement policies and procedures to verify that the system generated reports or data used
in the performance of the control is complete and accurate such as:

o Foot system generated inventory reports:

o Perform a tie-out of the system generated reports to the trial balance;

> Verifying that the parameters used to generate the reports or data are appropriate

o Judgmentally selecting a sample of transactions or balances in the report and
validating that the transactions are accurate.
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Report of Independent Auditors on Compliance and Other Matters Based on an
Audit of the Financial Statements Performed in Accordance with
Government Auditing Standards

The Director of the Defense Logistics Agency and the
Inspector General of the Department of Defense

We were engaged to audit, in accordance with auditing standards generally accepted in the United
States of America, the standards applicable to financial audits contained in Government Auditing
Standards issued by the Comptroller General of the United States and the Office of Management
and Budget (“OMB™) Bulletin No. 17-03, Audit Requirements for Federal Financial Statements,
the financial statements of the General Fund of the Defense Logistics Agency (“DLA™), which
comprise of the balance sheet as of September 30, 2017, and the related statement of net costs,
changes in net position, and combined statement of budgetary resources for the year ended
September 30. 2017, and the related notes to the financial statements and have issued our report
thercon dated December 12, 2017. That report states that because of matters described in the Basis
for Disclaimer of Opinion paragraphs, the scope of our work was not sufficient to enable us to
express, and we do not express, an opinion on the financial statements as of and for the year ended
September 30, 2017 and the related notes to the financial statements.

Compliance and Other Matters

In connection with our engagement to audit the financial statements. we performed tests of its
compliance with certain provisions of laws, regulations, and contracts, noncompliance with which
could have a direct and material effect on the determination of financial statement amounts, and
certain other laws and regulations specified in OMB Bulletin No. 17-03, including the
requirements referred to in the Federal Financial Management Improvement Act of 1996
(“FFMIA™) (P.L. 104-208). However, providing an opinion on compliance with those provisions
was not an objective of our engagement, and accordingly. we do not express such an opinion. We
limited our tests of compliance to these provisions, and we did not test compliance with all laws

and regulations applicable to DLA.

The results of our tests of compliance with laws and regulations described in the second paragraph
of this report disclosed instances of noncompliance and other maiters that are required to be
reported under Government Auditing Standards and OMB Bulletin No. 17-03, as described below.
Additionally, if the scope of our work had been sufficient to enable us to express an opinion on
the financial statements, other instances of noncompliance or other matters may have been
identified and reported herein.
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FFMIA

Under FFMIA, we are required to report whether DLA’s financial management systems
substantially comply with federal financial management systems requirements, applicable federal
accounting standards. and the United States Standard General Ledger (“USSGL™) at the
transaction level. To meet this requirement, we performed tests of compliance with FFMIA Section
803(a) requirements. The results of tests disclosed instances in which DLA’s financial
management systems did not substantially comply with federal financial management systems
requirements, applicable federal accounting standards or the USSGL.

(a) Federal financial management system requirements

EY identified as part of the Financial Information Systems material weakness, contained in the
Report of Independent Auditors on Internal Control Over Financial Reporting Based on an Audit
of the Financial Statemenis Performed in Accordance with Government Auditing Standards
(“Report on Internal Control™), where we identified noncompliance with federal financial
management system requirements for multiple systems. Weaknesses identified include those
associated with user access, configuration management/change controls, segregation of duties and
security management. These financial system deficiencies prevent DLA from being compliant
with federal financial management system requirements and inhibit DLA’s ability to prepare
complete and accurate financial reporting.

(b) Noncompliance with applicable federal accounting standards

As referenced in Note 1.B. to the financial statements, DLA self-identified that the design of their
financial and non-financial systems does not allow DLA to comply with applicable federal
accounting standards, including not being able to collect and record financial information as
required by U.S. generally accepted accounting principles. EY also identified noncompliance with
federal accounting standards during our testing, which was included in our Report on Internal
Control.

(¢) Noncompliance with USSGL posting logic at the transaction level

EY also identified noncompliance with USSGL posting logic during our testing, which was
included in our Report on Internal Control.

FMFIA

Federal Managers’ Financial Integrity Act ("FMFIA™) requires ongoing evaluations and reports of
the adequacy of the svstems of internal accounting and administrative control.

The DLA was not able to provide evidence that they are in compliance with significant aspects of
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Circular A-123, which implemented FWEFIA The DLA prowided a FY 2017 Statement of
Assurance, howewer there was not sufficient evidence that each process identified by DL A fully
completed an orgatizational risk assessment, identified relevant risks related to the financial
statement assertions, documented the internal contrel standards as it relates to those assertions,
performed internal control testing, and reported and tracked control deficiencies at the control
level. Based on the evidence received, EY notes that DLA has an A-123 testing strategy, however
DLA 15 unable to provide evidence that the extent of testing and review performed iz sufficient to
meet the requirements of FWFLA

DLA’s Response to Findings

Cur Eeport on Internal Control dated December 12, 2017 includes additional information related
to the financial management systems and internal controls that were found not to comply with the
requirements, relevant facts pertaining to the noncompliance with FFMIA and FIMFIA, and our
recommendations to the specific 1zsues presented. Management agrees with the facts as presented
and relevant comments from DL A s management responsible for addressing the noncompliance
are provided in their letter dated December 12, 2017, We did not audit management’ s comments
and accordingly, we express no opinion on them.

Purpose of this Report
The purpose of this repott 15 solely to describe the scope of ourtesting of compliance andthe result
of that testing, and not to provide an opinion on DLA"s compliance. This report 15 an integral part

of an engagement to perform an audit performed in accordance with Coversment Audifing
Standards in considering DL A s compliance. Accordingly, this communication 15 not suitable for

any other purpose.
Ganet ¥ LLP

December 12, 2017
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Management’s Response to Auditors’ Report

DEFENSE LOGISTICS AGENCY
HEADQUARTERS
8725 JOHN J. KINGMAN ROAD
FORT BELVOIR, VIRGINIA 22060-6221

DEC 12 2017

MEMORANDUM FOR. DEPARTMENT OF DEFENSE OFFICE OF THE INSPECTOR.
GENERAL

SUBJECT: Fiscal Year (FY) 2017 Financial Statement Audit — General Fund

Thank you for the opportunity to comment on the Independent Auditors” report on the
audit of the Defense Logistics Agency’s (DLA) FY 2017 financial statements. We agree with
the Independent Public Accountant’s (IPA) conclusions for the DLA inaugural Financial
Statement Audit. This initial audit has provided us with a valuable independent view of our
current financial operations, We concur with the reported findings as presented by the IPA.

For FY 2017, the engagement with the IPA was a positive partnership that faciliated an
effective and efficient audit, The IPA’s continual updates to our management team provided
on-going insight during the audit. 'We are committed to resolving the material weaknesses and
strengthening internal controls around DLA’s operations. '

I look forward to working collaboratively with the Office of the Inspector General and
the IPA to strengthen DL A financial management and internal controls.

1. K. WILLIAMS
Lieutenant General, USA
Director
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Other Information

The Other Information section contains information on the Summary of Financial Statement
Audit and Management Assurances, Improper Payments, Fraud Reduction Report, and Other
Key Regulatory Requirements.
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Summary of Financial Statement Audit and Management Assurances

Table 1 and Table 2 below provide a summary of the financial statement audit results and
management assurances for FY 2017.Table 1: FY 2017 Summary of the Financial

Statement Integrated Audit Results

Audit Opinion Disclaimer
Restatement No

Material Weakness Beginning New Resolved Consolidated Ending

Balance Balance
Financial Reporting 0 1 0 0 1
IT Controls & System Functionality 0 1 0 0 1
Property, Plant & Equipment 0 1 0 0 1
Fund Balance with Treasury 0 1 0 0 1
Oversight and Monitoring 0 1 0 0 1
Accounts Payable 0 1 0 0 1

Defense Logistics Agency | General Fund Annual Financial Report 89|Page



Table 2. Summary of Management Assurances

Effectiveness of Internal Control over Financial Reporting (FMFIA § 2)

Statement of Assurance Modified ‘

ElEi New Resolved Consolidated  Reassessed Hathing

Material Weakness Balance Balance

FR&R - Unresolved variances
for key reconciliations

FR&R - Period-end Close
review process requires 1 1
improvement

FR&R - Timely compilation of
Annual Financial Report and 1 1
components

FR&R — The B2P
reconciliations for the General
Fund (GF) are not performed on
a timely basis and include 1 1
cumulative differences with
incomplete or unsupported
explanations

FR&R — The Eliminations issue
was identified while performing 1 1
period-end close procedures.
FR&R —Lack of Evidential
matter.

FR&R -DFAS Account
Maintenance & Control
(AM&C) and Departmental
Reporting (DR) prepare Journal 1 1
Vouchers (JVs) for variances
cannot be reviewed and
approved by DLA J85 timely.
A2R — There are discrepancies
between recorded asset balances
and documentation supporting
asset acquisition costs and place
in service date. Specifically, no
standardized process exist to
ensure that capitalized costs are
captured, tracked and recorded
correctly for IUS projects that
meet the capitalization threshold
FBWT — DLA is unable to
provide sufficient, competent
evidential documentation to 1 1
support undistributed collection
items
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Effectiveness of Internal Control over Financial Reporting (FMFIA § 2)

Statement of Assurance Modified ‘

By New Resolved Consolidated  Reassessed iy
Balance Balance

Material Weakness
FBWT — DLA is unable to
provide sufficient, competent
evidential documentation to 1 1
support undistributed
disbursement items
FBWT - Standard processes for
the FBWT reconciliation process 1 1
were not fully documented
FBWT - Identified variances
between Treasury records and
DLA’s accounting records are 1 1
not being reconciled on a timely
basis.

Total Material Weaknesses
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Compliance with Federal Managers Financial Integrity Act (FMFIA § 3)

Federal Systems comply, except for instances of non-compliance, or do
not comply with financial management system requirements.

BlEi New Resolved Consolidated  Reassessed Hzthing
Balance Balance

Statement of Assurance

Non-Compliance

Security Management:

e System Security Plan
conformance and
completeness across
financial systems

e Policies and procedures out
of date or not approved

e Monitoring of service
provider and demonstrating
evidence of complementary
User Entity Control
completion

Access Controls:

e Coverage and details within
Account Management Policy
— Increase stringency in
areas of risk

e Financial system
Compliance with Account
Management Policy — ensure
all systems are in alignment
to policy

e Alignment of Provisioning
Tools with Account 1 1
Management Policy — ensure
tools that support account
request and approval of user
roles.

e Clarify T-code alignment to
role in system — identify
business and IT functions
within systems that are
higher risk or critical to both
financial reporting and IT
system management
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Compliance with Federal Managers Financial Integrity Act (FMFIA § 3)

Federal Systems comply, except for instances of non-compliance, or do
not comply with financial management system requirements.

By New Resolved Consolidated  Reassessed ity
Balance Balance

Statement of Assurance

Non-Compliance

Segregation of Duties:

e Issues with Firefighter roles
— ensure Firefighter roles are
provisioned only when
needed and activity is
promptly reviewed to ensure
Firefighter roles are 1 1
provisioned only when
needed and activity is
promptly reviewed to ensure
Fighter use was appropriate

e Segregation of Duties in
SDLC

Contingency Planning:

e DMLSS-W COOP

environment — ensure COOP 1 1

environment is established

and tested regularly

Total Non-Compliances 4 4
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Compliance with Section 803(a) of the Federal Financial Management Improvement Act (FFMIA)

FFMIA Fundamentals Agency Auditor

Federal Financial No lack of compliance noted, Lack of compliance noted
Management Requirements or Lack of compliance noted P
Applicable Federal No lack of compliance noted, .
Accounting Standards or Lack of compliance noted Lack of compliance noted
USSGL at the Transactional No lack of compliance noted, .

. Lack of compliance noted
Level or Lack of compliance noted

DLA management evaluated the system of internal controls in accordance with the guidelines identified in
OMB Circular A-123 “Management’s Responsibility for Enterprise Risk Management and Internal
Control”” and DODI 5010.40 “Managers’ Internal Control Program Procedures™. The results indicate that
the system of internal controls of DLA, in effect as of the date of this memorandum, taken as a whole,
complies with the requirement to provide reasonable assurance that the Strategic objectives were achieved.
This position on reasonable assurance is within the limits described within guidance. Using the following
process, DLA evaluated its system of internal control.

Understanding the criteria to assess the effectiveness of DLA’s internal control is the cornerstone to develop
an effective assessment approach. DLA began its assessment with a review of its entity level controls.
Entity level controls refer to the elements of internal control that have an overarching or pervasive effect
on the Agency. These controls are the foundation for DLA’s overall control environment and support
internal control activities at the assessable unit/end-to-end process level. Weaknesses or deficiencies at the
entity level are generally systemic and may require several weeks or months to remediate. The control
environment is the foundation for all other components of internal control.

The governance structure of DLA integrates a system by which business is directed and controlled. The
governance structure specifies the distribution of rights and responsibilities among different participants
within DLA, such as the Executive Board, Alignment Group, Stewardship Committee, and program
working groups, managers, and stakeholders who spell out the rules and procedures for making decisions
on DLA business affairs. By establishing this governance structure DLA provides a structure to make
decisions, set objectives, and the means of attaining those objectives and monitoring performance. The
implementation of the OMB Circular A-123 program process for managements’ responsibility for risk
management and internal controls incorporates a structured process with key players who evaluate risk
response and internal controls. The Stewardship Committee aids the agency Director and Executive Board
in fulfilling Agency Financial Stewardship. The Stewardship Committee /Senior Assessment Team
provides oversight of OMB Circular A-123 activities reported to OUSD(C). The Stewardship Committee
is the governance structure for Enterprise Risk Management (ERM), Internal Controls, and subsumes Audit
Committee responsibilities. The OMB Circular A-123 team consists of Stewardship Committee, Enterprise
Business Process Cycle Owners (EBCO), Headquarter J/D Code Organization, MSC Director/Commander
and their sub-organizations. Process Cycle Integrators (PCls) for the EBCO coordinates with Assessable
Unit Managers (AUMSs) and Process Health Leads to ensure proper documenting of business processes that
support operational, administrative, system, and financial events to assess controls and improve efficiency
in agency mission execution.
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DLA must be aware of and deal with the risks we face. To elevate awareness in risk management and
establish a risk mitigation strategy, the Risk Profile (RP) is the basis for developing internal control
assessments. DLA’s approach of controlling risk does not necessarily seek to eliminate the risk, but attempts
to reduce risk and monitor its impact on completing mission objectives. The first steps in risk management
are to develop awareness, expertise, and alignment. The below DLA RP depicts Enterprise Risks and
associated vulnerabilities, as recognized by Senior Leadership, conveyed through the Chief Risk Officer
for the Agency, through the Enterprise Risk Management Program Lead and Risk Managers throughout
DLA. 1t is the top-down perspective to DLA’s top-down and bottom-up approach to Risk Management.
The eleven Enterprise Risks fall into seven overarching categories: Support to Operations, Information
Technology Management, Inventory Management, Procurement and Acquisition, Financial Management,
Human Resources Management, and Security and Force Protection. The bottom-up perspective is
documented in Local Risk Profiles (LRPs), submitted by DLA Assessable Units. LRPs tie Enterprise Risks
to local issues. LRPs ascertain the risk driver, category, impact, end-to-end business process, and strategic
objectives associated with each risk at the local level.

Internal Controls over Operations (ICO) is evaluated based on the vulnerabilities identified in the DLA RP
where the agency choses to further evaluate the risk mitigation strategies. Leadership identifies the need
for further assessment of the risk response (accept, avoid, mitigate, transfer) to gain further trust in the
process or processes’ controls that would mitigate the risk to an acceptable level. Assessments conducted
may follow the Financial Improvement Audit Readiness (FIAR)/OMB Circular A-123 methodology
(discovery, corrective action, assertion/evaluation, validation, and audit) or may utilize a self-report
assessment process.

Internal Controls over Reporting (ICOR) assessments are determined through risk assessments relevant to
Auditability. DLA Financial Policy Compliance Division takes lead on determining financial risk impacts
and process evaluations that will impact the financial statement audit. Results from FY 2017 internal control
testing and substantive testing identified material weaknesses and significant deficiencies in several
processes captured above in the ICOR tables. DLA continues to monitor and reassess end-to-end processes
to determine corrective action plans that will provide greater assurance on the effectiveness of the processes
that impact the financial statement audit.

Internal Controls over Financial System (ICOFS) evaluations are done through assessments; DLA
considered performance data and compliance indicators in forming an overall assessment of compliance
for the agency. DLA J6 conducted an internal review of the effectiveness of the DLA internal controls over
financial systems. J6 is able to provide modified assurance (with deficiencies noted) that the internal
controls over the financial systems as of June 30, 2017 are in compliance with the Federal Financial
Management Improvement Act (FFMIA) and OMB Circular A-123. Appendix D. Compliance testing is
complete for all five Enterprise Control Families, examining control attributes at the Enterprise and
application level within the scope of eleven Financially Relevant Systems. J6 reviewed audit results from
the current financial statement audit to report the status controls that the IPA reviewed. As of June 2017,
additional information from the financial statement audit led to the determination that J6 would provide
modified assurance in the Enterprise Control Areas.

As prescribed in the General Accounting Office “Green Book™ and in accordance with OMB Circular A-
123, management evaluated its internal control system by assessing whether the 17 principles that represent
the requirements necessary to support the five internal control components are designed, implemented, and
operating together in an integrated manner. In FY 2017, DLA conducted Entity Level Controls (ELC)
Interviews with EBCOs (senior leadership) to assess operational stewardship, decision-making awareness
and establishing DLA’s structure, policies, procedures, processes, and activities that have a pervasive
impact not only on DLA’s control system, but DLA’s mission accomplishment. Due to the revised OMB
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Circular A-123’s focus on Management’s Responsibility for proactive Enterprise Risk Management, DLA
FY 2017 ELC interviews focused specifically on Risk Assessment and Monitoring components.

Table 3 Summarizes financial statement audit material weaknesses in internal controls as well as planned
corrective actions.
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Table 3: FY 2017 Internal Control Over Financial Reporting Corrective Actions

FY 2017 Internal Control Over Financial Reporting Corrective Action Summary

Material Weakness

Correction Action Summary

FR&R - Unresolved variances for key
reconciliations

DLA is in process of improving existing
reconciliations by training employees on new
procedures for identifying root causes,
developing the appropriate corrective actions,
and monitoring the performance of the
processes.

FR&R - Period-end Close review process
requires improvement

DLA is developing processes, updating
standard operating procedures, training
employees on new procedures, and monitoring
the performance of the new standardized
process.

FR&R - Timely compilation of Annual
Financial Report and components

DLA is updating standard operating
procedures and implementing a monitoring
process to ensure the timely compilation of
AFR.

FR&R — The B2P reconciliations for the General
Fund (GF) are not performed on a timely basis and
include cumulative differences with incomplete or
unsupported explanations

DLA is performing root cause analysis on
existing variances to determine applicable
corrective actions and updating standard
operating procedures to monitor the timely
resolution of variances.

FR&R — The Eliminations issue was identified
while performing period-end close procedures.

DLA is validating the existing trading partner
derivation rules and analyzing existing open
transactions to identify the proper trading
partner codes.

FR&R —Lack of Evidential matter.

DLA is focusing on fully implementing
records management, employee’s awareness
and compliance, and management’s review of
properly stored evidential matter.

FR&R —-DFAS Account Maintenance &
Control (AM&C) and Departmental Reporting
(DR) prepare Journal Vouchers (JVs) for
variances cannot be reviewed and approved by
DLA J85 timely.

DLA is implementing a monitoring process to
ensure JVs are reviewed and processed in a
timely manner.

FBWT — DLA is unable to provide sufficient,
competent evidential documentation to support
undistributed collection items

DLA, in collaboration with DFAS, has
developed a plan of action and milestones to
resolve aged undistributed collections within
the prescribed timeline of 60 days.
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FY 2017 Internal Control Over Financial Reporting Corrective Action Summary

Material Weakness

FBWT — DLA is unable to provide sufficient,
competent evidential documentation to support
undistributed disbursement items

Correction Action Summary

DLA and DFAS are researching such
collections and disbursements recorded.
Working in collaboration a POAM and
corrective action has been established to
identify erroneous disbursements and make
correction in a timely manner. System changes
are being made to facilitate automated
corrective actions.

FBWT - Standard processes for the FBWT
reconciliation process were not fully
documented

To prove corrections have taken place
evidential documentation is being reconciled
and filed to support transactions executed.

FBWT - Identified variances between
Treasury records and DLA’s accounting
records are not being reconciled on a timely
basis.

Established tiger team to address unreconciled
transactions, documented current processes at
DFAS-IN for WCF, TF, and GF, assisted OSD
and DFAS in performing root cause analysis
and corrective actions for variances, and
redesigned and implemented processes.

A2R - There are discrepancies between
recorded asset balances and documentation
supporting asset acquisition costs and place in
service date. Specifically, no standardized
process exist to ensure that capitalized costs
are captured, tracked and recorded correctly
for IUS projects that meet the capitalization
threshold.

Performed data cleansing on existing assets
and assets under construction, conducted
existing assets and deactivated assets no longer
in use, developed standardized processes and
incorporated into an SOP, and provided key
control training to process owners.

Internal Control over Operations (ICO)

DLA began Fiscal Year (FY) 2017 with a review of its high-risk areas. The Agency determined its
Enterprise Risk Profile through a top-down and bottom-up approach that included gathering details through
the DLA Enterprise Risk Management Community of Practice and senior leadership engagement to
determine the final profile. This provided a portfolio view of risk and vulnerabilities that was cross-walked
to specific processes and test plan scopes used by the enterprise to provide detail on the mitigation strategy
for each risk. Using the Government Accountability Office’s Standards for Internal Control in the Federal
Government (the “Green Book™), DLA cross-walked the control environment detail to the Committee of
Sponsoring Organizations of the Treadway Commission framework and developed an information sheet
that supported the Green Book’s 17 Components of Internal Control. Figure 6 shows, DLA evaluated 79
processes, with only 3 failures. The failures have plans of action and milestones for corrective action and

monitoring.
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2017 |ICO Control Evaluation

= Passed = Failed

Figure 6; the FY 2017 ICO Control Evaluation

Internal Control over Reporting (ICOR)

DLA provided a modified Statement of Assurance that, as of July 21, 2017, its ICOR was operating
effectively, with the exception of the identified material weaknesses. DLA remains vigilant in assessing its
internal controls, continues to address all of its weaknesses efficiently and effectively, and is committed to
resolving them in a timely manner. As part of the Audit Sustainment effort, DLA evaluated the control
environment for financial reporting and financial system compliance. During the fiscal year, DLA identified
and corrected 5 material weaknesses over financial reporting. As shown on the next page, Figure 7, shows
the ICOR controls evaluated.

2017 ICOR Control Evaluation

= Passed = Failed

Figure 7; the FY 2017 ICOR Control Evaluation

The details of DLA’s material weaknesses, as well as status of corrections and estimated completion
timeframes, are included in the DLLA’s complete Statement of Assurance.

Defense Logistics Agency | General Fund Agency Financial Report 9 |Page



Improper Payments Elimination and Recovery Improvement Act (IPERIA)

The Department of Defense Financial Management Regulation (DoD FMR) 7000-14-R, Volume 4, Chapter
14, defines improper payments as “any payment that should not have been made or was made in an incorrect
amount under statutory, contractual, administrative, or other legally applicable requirements.” In
accordance with the Improper Payments Information Act (IPIA) of 2002 (Public Law (P.L.) 107-300);
Improper Payments Elimination and Recovery Act (IPERA) of 2010 (P.L. 111-204); Improper Payment
Elimination and Recovery Improvement Act of 2012 (IPERIA) (P.L.112-248); Executive Order 13520,
Reducing Improper Payments, issued November 20, 2009; and Appendix C of Office of Management and
Budget (OMB) Circular No. A-123, Defense components are required to report the status of improper
payments and recovery of these improper payments to the President and Congress.

On October 7, 2016, DoD administered a remediation plan Department-wide to ensure placement of front-
end internal controls to minimize the potential for travel pay improper payments and to take prudent actions
to detect, correct or recover improper payments. In compliance with the remediation plan, DLA's Chief
Financial Officer submitted the DLA Travel Remediation Plan to the Office of the Secretary of Defense,
Comptroller, which was approved in January 2017. The plan mandates the following:

e Automated courseware and delivery of annual training for DLA appointed Defense Travel System
(DTS) Approving Officials (AOs), to include Financial Management Regulation (FMR) directed
Certifying Officer Legislation Training; Programs & Policies - U.S. Government Rental Car
Program; and Program & Policies — Travel Policies, specifically suggested by the Department of
Defense Inspector General. The DTS AOs are required to take annual refreshers on all three courses
and must complete all three to obtain a new Approving Official permission appointment.

e Monthly, DLA Travel Compliance Team performs a Post Payment Review (PPR),with the criteria
of 15 percent random sampling of DTS paid vouchers, all paid vouchers greater than $2,500, and
100 percent of all Senior Executive Service (SES)/General Officer (GO)/Finance Officer (FO) paid
vouchers for the detection of improper payments. Any findings for the SES/GO/FO, Director DLA
Human Resources will open initial communications, and all findings are addressed to the appointed
DTS Approving Official with specific area of concern. Recommendations are made for remediation
and confirmation actions occur to ensure corrective steps take place. DLA Travel Compliance
Team memorialized both the review findings and review results for publication.

o Enhance DLA's Travel Compliance initiatives by remediating erroneous claims and amending
vouchers ahead of the Defense Finance and Accounting Service's PPR. DLA’s Compliance Review
provides assurance by reviewing paid travel claims for compliance with applicable laws and
regulations.

o PPR Overview identifies the outcome of the DLA PPR review results. The DFAS standardized
areas of audit are used, capturing the number of errors and the value of those errors DLA has
identified. DLA continues to demonstrate that “receipts”, invalid or missing continues to be the
highest of concern. This is consistent with what is reported by DFAS at the Departmental levels.
This PPR is informational in nature, and is updated monthly and released to all DLA AO’s and
Senior Leaders.
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The following charts provide information on DLA’s PPR data, OSD performance data and OMB

performance data.

DLA Post Payment Review (PPR) Data:
DLA Goal: Monthly Audit Performed — Paid Vouchers

* 15% Random

e 100% Disbursements $2,500 or over
*  100% All SES/GO

*  86% or above (OMB measurement) =

*  85% or below (OMB measurement) = RED

FLAGGED ERROR DESCRIPTION #ERRORS ERROR $ VALUE

Air/Rail - Receipt MISMATCH 54 510,274.32

Air/Rail - Invalid Receipt 75 562,287.62

Air/Rail - Missing Receipt 159 5164,509.85

Lodging - Receipt MISMATCH 57 58,953.94

Lodging - Invalid Receipt 8 $4,387.48  AIR/Rail

Lodging - Missing Receipt 40 §25,431.45 = LODGING

Duplicate/Dual Lodging - Paid Incorrectly 1 $315.4 RENTAL CAR/POV

Lodging Tax — Paid Incorrectly {CONUS) 16 51,4550 B MISC.

Lodging Tax - Paid Incorrectly {OCONUS) 14 $825.48

Mileage/Taxi - Incorrect/Unclaimed 7 51,240.71

Parking Fee — Paid Incorrectly 2 52,154.66

Rental Car - Receipt MISMATCH 13 51,134.80

Rental Car- Invalid Receipt 58 517,758.31

Rental Car— Missing Receipt 1 53,941.85

Rental Car- Unauthorized Expenses Paid 101 57,673.92

MISC. Non-Reimbursable Expenses 48 50,827.21 Error Type % $ #

Constructive Cost —CTW box not checked 15 510,778.44 AIR/Rail 66% $237,071.79 288

Per Diem - M&IE Rate Paid Incorrectly 17 54,992.75 LODGING 11% $41,059.09 136

Registration/Conference Fee —Paid Incorrectly 8 54,319.11 RENTAL CAR/POV 10% $33,904.25 212

Flat Rate Paid Incorrectly 6 $15,800.21 MISC. 13% $45,717.72 94
TOTAL 730 $357,752.85 Total 100% $357,752.85 730

*Note - Data is reported two months in arrears.
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DLA Reduce Improper Payments Data:
OSD Goal: Reduce Improper Payments
*  Value of Improper Payments vs. Value of Sample Population 4.06%
*  4.46% or below =
*  4.47% or above = RED
* FY 2017 DLA Overall =
* DLA: Continue to Communicate and Educate DLA DTS AOs

NMonth Total Sample S Total IP S 25

Oct-16 S 802,117.10 S 26,188.45 3.26%
Nov-16 S 927,961.04 S 23,547 .90 2.54%
Dec-16 S 874,880.22 S 26,541.48 3.03%%
Jan-17 S AA7,476.49 S 21,724.99

Feb-17 S 776,633.95 S 26,232.55
Mar-17 S 1,255,026.59 S 60,214.41
Apr-17 S 1,205,769.01 S 59,934.93
May-17 S 1,408,921.59 S 53,188.68

Jun-17 S 1,070,169.36 S 58,505.71

Jul-17 DTS Failure: Sub|Docs Unrecoverable N/A
Aug-17

Sep-17

Total S 8,768,955.35 S 356,079.10 4.06%

*Note - Data is reported two months in arrears.

DLA Prompt Collection Data:
OMB Goal: Prompt Collections of DUE US
*  86% or above = 97%
*  85% or below = RED
* FY 2017 DLA Overall = RED
* DLA: Travel Remediation - Day 16 DUE US Implementation Plan

Tolal BT Somple DTS | %of Policy Non- Total Monetary

Fr17 Voudhere Vouchers | Population | Compliant % |Compliant P % Monetary Voucher Debt Satisfied | Due Process Reconciled Outstanding | % of Recovery
Audited | Reviewed | Vouchers Vouchers Count

Oct-16 1981 37 17% 276 84% 51 52 16% [ § 1644.29 18 S 1,10840( § $ 53589 § 100%
Nov-16 | 2249 n 17% 321 86% 51 62 | 14% |$ 184233 23 $ 107735| § H 76498| § . 100%
Dec-16 2090 355 17% 307 86% 48 64 4% (S 3,756.83 17 § 291067| § $ 16904 § 67’7.12-
Jan-17 | 1436 244 17% 213 87% 31 34 | 13% |§ 2,610.29 11 S 239351 § $ 21678| § - 100%
Feb-17 Un 354 16% 280 79% 74 89 2% [$ 5,748.82 39 § 2,88759| § -8 286123| § 100%
Mar-17 | 2762 457 17% 362 9% 9% 143 | 21% |§ 5217.80 44 § 2267455  24220|§ 2,70815( § 95%
Apr-17 2240 370 17% 302 82% 68 84 8% | § 1133838 24 S 192313(§ 10305 S 927269 § 3951 99%
Moy-17 | 2769 463 17% 386 83% 77 98 7% | § 8,069.22 3 s 5298.78| § 4932(§ 2,68468| 5 36.44 99%
Jun-17 | 2501 44 17% 335 81% 79 104 | 19% sDTS F i e Sl.lb Docs Unrecover N/A
w7 | 0 o [ o [ o Jos] o | o |D¥ Failure: SubDocsln;_emliethyble |8 s -l NA
Avg-17
Sep-17
YTD: | 20199 | 3356 | 17% | 2782 |83% | 574 | 730 |17% | $40,227.96 | 207 |519,866.88 | $394.57 | § 19,213.44 | §753.07 | 97%

*Note - Data is reported two months in arrears. (See additional notes on next page)
DLA Prompt Collection (ALL DLA/DTS Debt Management Monitor Collections). DLA currently RED
81%
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** NOTE: these are not PPR inclusive — these can be self-reported in addition to other means of review
outside of random testing; proving DLA is tracking and reporting — holding to the OMB reporting standards.

DLA Goal: Prompt Collections of DUE US
*  86% or above =
*  85% or below = RED
*  FY 2017 DLA Overall = RED
*  DLA: Measure by Following OMB Goal

Open Debt
Organization | ouul1itre. | oot | siistaiic. | o
(cumulative)
ACQUISITION (17) | $ 10850 | $  1,798.95| $  1,907.45 1 $  1,369.00 | $ 538.45
AVIATION s 767362 | $ 18837.87| $ 26,511.49 1 S 27.15 | $  26,484.34 100%
D-GROUPS s 2355 | $  2,912.99[$  2,936.54 1 S 11.29 [ $  2,925.25 100%
DISPOSITION $ 10,274.73| $  3,689.80| $ 13,964.53 7 $  1,936.38 | $  12,028.15 86%
DISTRIBUTION | $ 53,364.33 | $ 18,807.72| $ 72,172.05 17 $ 14,188.75 | $ 57,983.30 !
DPAS S - S - S - (] S - S - 0%
DSPO S - S - S - 0 S - S - 0%
ENERGY $  8513.17 | $ 21,063.98| $ 29,577.15 6 $ 673624 | $  22,840.91
FINANCE (J8) S 4620 [ $  2,353.80| $  2,400.09 [ S (0.00)[ $  2,400.09
HUM RSC (J1) $ 15551.10 [ $  5,512.81| $ 21,063.91 2 $ 14,644.96 | S 6,418.95
INFO OPS (J6) $ 368360 S$ 5013.00] s 8696.60 4 S 408.74 | S 8,197.86 94%
INSTL SPPT $ 637441 $ 14,930.09| s 21,304.50 6 $  2,02815| $ 19,276.35 90%
JOINTRSRV (19) | $ - S - S - o) S - S - 0%
LAND & MARI | $ 75.00 | $  6,43455| $  6,509.55 4 $  1,502.60 | $  5,006.95
LoGoPs(J3/4) | s 1,181.92 | $ 14,693.18[ $ 15,875.10 2 S 515.60 | $ 15,359.50 97%
STRAT MAT $ - $  1,119.95| $ 1,119.95 0 S - $  1,119.95 100%
STRATP&P (J5) | $ - $ - S - [9) S - S - 0%
TROOP SPPT S 4,001.11| $ 8083.12]| $ 12,084.23 3 S 535.88 | $ 11,548.35 96%
$ 110,871.24 | $ 125,251.90 | $ 236,123.14 54 $ 43,994.74 | $ 192,128.40

*Note - Data is reported two months in arrears.
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Fraud Reduction Report

Pursuant to OMB Circular A-136 and the Fraud Reduction and Data Analytics Act of 2015 (Public Law
114-186,31 USC 3321), DLA began to build the Fraud Framework by identifying the high risk areas within
our business. Fraud, Waste, Abuse, and Mismanagement (FWAM) poses a significant risk to DLA in the
execution of business practices and our mission. Risks include procurement process illegalities such as
bribery, kickbacks, collusive bidding, false or inflated billing claims, shell companies, and product/labor
substitution. Fraud also includes asset misuse/misappropriation, cash embezzlement, property theft, and
falsified entitlement/expense reimbursement claims. Fraud creates significant cost and reputation risk to
DLA.

DLA developed the Enterprise Risk Profile utilizing a top-down/bottom up perspective provided to senior
leadership for a portfolio view of DLA risks. Information gathered from the local risks identified by the
Major Subordinate Commands and Headquarters Directorates enabled the identification of vulnerabilities
to mission accomplishment. These risks were ranked and rated utilizing a likelihood and impact rate scale
to determine high risk areas. From this Enterprise Risk Management methodology, DLA created a risk
profile in FY 2015. The requirement to conduct the identification of fraud risks specifically is evolving
within DLA. To build the Fraud Framework DLA looked at business vulnerabilities. As the premier agency
that procures, manages, stores, and distributes almost every consumable item the military needs to operate
our focus began with customer support. To do business with DLA, customers are required to complete
specific criteria that must be met and internal controls are put in place to protect the Warfighter interests
and provide accountability and transparency to our stakeholders.

DLA has specific guidance in place to standardize the “how to do business” with us and also the control
environment that makes sure those that do business with us are cleared to engage in our secure environment.
Policies and procedures are in place to establish compliance with laws and regulations for employees to
follow in the execution of their daily responsibilities and for business partners to employ in gaining
opportunity to work with DLA to support our mission — “Warfighter First”.

Risk and control assessments plays a pivotal role in audit sustainment, audit advancement, fraud detection,
and fraud deterrence. We began our journey with specifying a high-level financial reporting objective and
sub-objectives related to preparing financial statements and disclosures. In doing so, we identified
significant financial statement accounts based on the risk of material misstatement. Then for each account
or disclosure, we identified relevant financial reporting assertions. In addition, we identified underlying
transactions, events and processes supporting the respective accounts and disclosures. As part of this risk
and controls process we are expanding our Fraud Framework in 2018 to include a more detailed fraud
response plan.

DLA provides worldwide logistics support in both peacetime and wartime to America’s Military Services
as well as civilian agencies and foreign countries. DLA Logistics Information Service has sole
responsibility for assigning and maintaining the CAGE Code Master File. The CAGE Code is a five position
code that identifies contractors doing business with the Federal Government, NATO member nations, and
other foreign governments. The CAGE Code is used to support a variety of mechanized systems throughout
the government and provides for a standardized method of identifying a given facility at a specific location.
The code may be used for a facility clearance, a pre-award survey, automated Bidders Lists, identification
of Debarred Bidders, fast pay processes, etc. Registration in the Central Contractor Registration database
is required prior to the award of any contract, basic agreement, blanket ordering agreement or blanket
purchasing agreement unless the award results from a solicitation issued on or before May 31, 1998. Having
a CAGE Code alone is no longer sufficient to qualify a contractor to do business with The Federal
Government.
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The DLA Enterprise External Business Portal provides industry and military service personnel with
centralized access to DLA Business Services. Systems accessed through the portal include: Engineering
Support Activities, Data Demand Exchange/Customer Collaboration, Installation Support (Real Property),
Disposition Services, Energy Commodity Support, and the Enterprise Data Warechouse (EDW). Access is
controlled by Information Technology Directorate where the Automated Management Provisioning System
is the single point of entry into approvals for requests to do business with DLA. To do business you are
required to complete specific criteria that must be met and these internal controls are put in place to protect
the criticality of business we do and the security of the Warfighter first.

As part of the Agency’s risk associated with our end-to-end processes (Procure to Pay, Order to Cash, Plan
to Stock, Acquire to Retire, Hire to Retire, Budget to Execute, Financial Reconciliation and Reporting,
Fund Balance with Treasury, and Environmental Liabilities Management) business cycles have internal
controls in place that support our mitigation strategies and help DLA detect or prevent fraud. Under the
purview of the DLA Finance Directorate, Financial Compliance and Policy Division monitors and reports
on risk mitigation strategies as part of the annual Statement of Assurance. Process documentation, testing,
risk identification, and process control gaps are identified and corrective actions implemented to mitigate
risk in our business processes. In accordance with OMB Circular A-123 guidance several areas have
internal controls in place to mitigate fraud risk, such as payroll, contracting, and purchase and travel cards.

Metrics are developed and reported to the Director through our Annual Operating Plan and Strategic Plan
Implementation Guidance as mechanisms to monitor the achievement of the goals and objectives of the
DLA’s Strategic Plan. Placing performance metrics in our control environment allows for continues
monitoring, reporting on our success and need for improvements in DLA’s internal controls environment.
This drives proactive instead of reactive responses.

DLA’s Office of Inspector General provides the arm of investigations and response in FWAM. The DLA
OIG considers it mission essential to establish an effective means of identifying those areas where processes
and controls have been found vulnerable to fraud. Combatting FWAM requires an active collaborative
effort. While the DLA OIG operates independently, it relies upon the continuous support from mandated
partnerships with Defense Criminal Investigative Services, Department of Defense (DoD) Inspector
General (IG), and meaningful relationships with other DoD Inspectors General offices and their associated
criminal investigative agencies. The support provided by these entities allows the DLA OIG to collaborate
on investigative and audit efforts as well as receive operational support. In the process of combating
FWAM, the DLA OIG aligns its performance measures with the DLA Director’s priorities to improve
organizational effectiveness and efficiency, and remain committed to providing value to the agency. DLA
OIG leverages subject matter experts within and outside of DLA in combatting FWAM.

The DLA Office of Inspector General (OIG) Investigations Division (ID) conducts preliminary and
administrative Inspector General (IG) investigations of matters of interest to the DLA Director and DLA
senior leadership. When an ID investigation develops credible information to believe criminal activity has
occurred, and the severity of that activity may need to be referred for prosecution if it is substantiated, the
investigation is coordinated with and referred to a Federal, Defense, State, or local Law Enforcement
Agency.

The DLA Enterprise Hotline Program is intended to provide DLA personnel with an alternative
communication mode to report suspected fraud, waste, abuse, and mismanagement without fear of reprisal.
DLA Hotline complaints are received through a web portal, email, phone or fax. Complaints are received,
considered, coordinated as appropriate with General Counsel, and then referred to ID or to the appropriate
senior leadership point of contact for either information or action. When investigations are required in
support of an action referral, an examining official is appointed. Completion Reports are received and
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reviewed by the Hotline Program Manager (PM) before distribution, if required. The DLA Hotline PM acts
as the liaison with the Department of Defense Hotline Program.

The Agency has made significant strides to incorporate all the Government Accountability Office Federal

Internal Control Standards. However, specifically around principle eight - Assess Fraud Risk — two areas
of the seven require greater emphasis in 2018; risk factors and response to fraud.
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Other Key Regulatory Requirements

Prompt Payment Act

The Prompt Payment Act requires Federal Agencies to make payments to vendors for supplies and services
by the payment due date. Computation of the payment due date is specific to the type of service or product
provided. In general, most payments are made within 30 days. However, there are some exceptions. For
example, contracts with suppliers of meat, fresh and frozen fish products, poultry and egg products payment
will be made as close as possible to but no later than, seven calendar days from the date of delivery of the
product.

DLA is strongly committed to supporting small business growth and has taken steps to ensure that the
Federal Government promptly and efficiently pays small businesses when they contract to provide goods
and services to the government. As part of this commitment, OMB issued Memorandum M-11-32,
“Accelerating Payments to Small Businesses for Goods and Services,” in FY 2011. This outlines the
Executive Branch policy that, to the full extent permitted by law, by agencies shall accelerate payments to
small business contractors with the goal of making payments within 15 days of receipt of relevant
documents.

If a payment is late, an interest payment is due to the vendor and is made without the vendor having to
request the interest payment. Interest is computed using the daily rate of interest (established by the
Secretary of Treasury) multiplied by the principle amount times the number of days paid late.

OSD has established an interest penalties performance target of $90 dollars per million.

Debt Collection Improvement Act

In compliance with the Debt Collection Improvement Act of 1996 (DCIA), the DLA manages its debt
collection activities under the DCIA regulation. The DLA’s Accounts Receivable policies, in accordance
with the DoD Financial Management Regulation, provide guidance for the collection, referral, reporting
and write-off of non-tax debts. The DLA coordinates with the DFAS, which then refers valid and legally
enforceable delinquent public receivables to Treasury. This in accordance with the DCIA and the Digital
Accountability and Transparency Act of 2014.

Audit Advancement

Prior to February 2012, DLA organizations were mission-focused and concentrated on supporting the
Warfighter; however, the end-to-end processes were not centrally managed nor focused on the elements
necessary to pass and sustain an audit. The establishment in March 2012 of the Audit Readiness Program
Management Team (PMT), led by a member of the Senior Executive Service, demonstrated Leadership’s
commitment to audit readiness and reduce overall risks to the agency, thereby providing better support to
the Warfighter.

The OUSD (Comptroller) Financial Improvement and Audit Readiness (FIAR) Directorate manages the
DoD FIAR Plan and develops and issues the FIAR Guidance that defines DoD’s goals, priorities, strategy,
and methodology to achieve audit readiness. The guidance describes the roles and responsibilities of
reporting entities and service providers and the processes they should follow to achieve audit readiness.
This guidance is updated periodically to remain current with DoD’s priorities and align with all applicable
Federal and Departmental financial management requirements. On September 30, 2015, DLA asserted that
our Agency was audit ready for all fund accounts. Since DLA reached its goal of assertion and to better
reflect where DLA is in the audit process, the audit readiness initiative was changed from audit readiness
to the Audit Advancement.
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DLA established a rigorous enterprise Audit Advancement strategy, program infrastructure, and
governance structure that were managed centrally with full Agency support and clear accountabilities at the
senior level. The governance included a Stewardship Committee, centralized PMT, the Audit Leadership
Integration (ALI) Team, Business Cycle Teams (BCTs) led by senior executives at DLA Headquarters
known as Enterprise Business Cycle Owners (EBCOs), Major Subordinate Command (MSC)
representatives, and PMT.

The Stewardship Committee serves primarily to support the EBCOs in fulfilling their stewardship
responsibilities by identifying and removing obstacles to stewardship and by elevating audit advancement
related processes and concerns. Collectively, the Stewardship Committee makes decisions and builds
consensus to improve business operations; recommends resourcing to help ensure compliance with existing
laws, regulations, policies, and standards; reviews enterprise-wide audit advancement milestones and
progress; reviews audit advancement-related obstacles and significant risks to DLA, and decides how to
overcome them; and sets the “tone at the top” for free and open exchange of audit advancement-related
information.

The Business Cycle and MSC representatives work with the EBCOs and MSC Commanders to help ensure
execution of their respective team’s audit advancement responsibilities, and identify and resolve
impediments to the Agency’s auditability at each ALI meeting. This group provides the PMT a forum to
communicate program guidance and assignment details to the Business Cycle and MSC representatives in
a scheduled manner; advise on potential resolutions and strategize on implementation approaches to agreed-
upon resolutions; and foster open audit advancement-related communication among the various teams.

The ALI Team is chaired by the OMB CircularA-123 Program Manager and meets weekly with the Process
Cycle Integrators, Process Owners, and MSC Process Health representatives to discuss and provide updates
on Audit Advancement initiatives and issues.

DLA designed a sustainment plan to ensure it has the skills and/or capabilities to train and transition the
DLA workforce to prepare for audit and sustain these new practices into the future. DLA has the necessary
processes, controls, data, system, and human capital capabilities in place (including audit infrastructure,
manual and system internal control testing protocols, and management oversight) to sustain audit
advancement solutions within the business processes throughout the Agency and with the Agency’s service
providers.

DLA’s Audit Advancement program identified and established processes and controls to withstand an audit
for full enterprise-wide auditability and to integrate financial management with DLA’s programs and
operations. The readiness of DLA’s key systems, particularly EBS, is a critical element of DLA achieving
audit success, given the size, complexity, volume of transactions, geographic dispersion of its operations,
and highly automated business processes with its customers.

J6 focused on IT General Controls affecting auditability for DLA-owned and DLA-managed systems
whereby DLA performs the role of a service provider to its customers. Certain system components are
operated by DLA on behalf of other entities and DLA has demonstrated through service provider focused
audits that it has adequately designed controls that operate effectively.

The Audit Response and Sustainment Team serves as Audit Liaison in responding to external Services
Organizations financial statement audit requests. The team meets daily with the PCI, Process Owners, and
MSC representatives to assign and discuss audit requests for evidential matter from the Independent Public
Auditor (IPA).
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The IPA, Ernst & Young was selected and arrived in August 2016. The IPA Report is enclosed in the
Financial Section of the AFR. DLA will use the report as a baseline to improve financial statements.
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Acronym List
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#Acronyms

A2R
AFR
ALI

AO
AQOP
AT&L
AUM
B2P
BCT
BD
BRAC
CAGE
CBY
CEFMS
CERCLA
CIO
CIP
CMR
COLA
CONOS
CONUS
CP1
CPIM
CSRS
CTC
DAAS
DAI
DAWIA
DCIA
DDRS
DEBS
DERA
DFAS
DLA
DLA-T
DMEA

Acquire to Retire

Agency Financial Report

Audit Leadership Integration

Approving Official

Annual Operating Plans

Acquisition, Technology and Logistics
Assessable Unit Manager

Budgetary to Propriety

Business Cycle Team

Building Demolition

Base, Realignment, and Closure
Commercial and Government Entity Code
Charge Back Year

Corps of Engineers Management System
Comprehensive Environmental Response, Compensation, and Liability Act
Chief Information Officer

Construction in Progress

Cash Management Review

Cost of Living Adjustments

Concept of Operations

Continental United States

Continuous Process Improvement
Consumer Price Index Medical

Civil Service Retirement System

Cost to Complete

Defense Automatic Addressing System
Defense Agencies Initiative

Defense Acquisition Workforce Improvement Act
Debt Collection Improvement Act
Defense Departmental Reporting System
DoD Enterprise Business System

Defense Environmental Restoration Account
Defense Finance and Accounting Service
Defense Logistics Agency

DLA Transportation Command

Defense Microelectronics Activity
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DMLSS-W
DoD
DoD EMALL
DOL
DR
DRAS
DSS
DTS
DV
EAGLE
EBCO
EBS
EDA
EDW
EL
EOU
ERM
EY
FBWT
FECA
FEMA
FERS
FFMIA
FIAR
FISMA
FMD
FMR
FMS
FO
FR&R
FTE
FWAM
FY
GAAP
GF

GO
GPC
GSA
HAZMAT

Defense Medical Logistics Standard Support - Wholesale

Department of Defense

DOD Electronic Mall

Department of Labor

Debris Removal

Defense Retired Annuitant System
Distribution Standard System

Defense Travel System

Vice Director

Employee Activity Guide for Labor Entry
Enterprise Business Cycle Owner
Enterprise Business System

Electronic Document Access
Enterprise Data Warehouse
Environmental Liabilities

excess, obsolete, and unserviceable
Enterprise Risk Management

Ernst & Young

Fund Balance with Treasury

Federal Employees' Compensation Act
Federal Emergency Management Agency
Federal Employees Retirement System

Federal Financial Management Improvement Act

Financial Improvement Audit Readiness

Federal Information Security Modernization Act

Fuels Manager Defense

Financial Management Regulation
Foreign Military Sales

Financial Officer

Financial Reporting & Reconciliation
Full Time Equivalent

Fraud, Waste, Abuse, and Mismanagement
Fiscal Year

General Accepted Accounting Principles
General Fund

General Officer

Government Purchase Card

General Services Administration
Hazardous Materials
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HQ

HR

ICO
ICOFS
ICOR

IG

IP Man Tech
IPA
IPERA
IPERIA
IPIA
iRAPT
IRP

IT

1US
JETS
LESO
Log R&D
LRP
M&IE
MAC
MD&A
MHA
MILCON
MIPR
MSC
NATO
NAVFAC
NOR
0&M
OCONUS
ODOs

0) (&
OMB
OSD
OTD
OUSD
OUSD(C)
OwWCP

Headquarters

Human Resources

Internal Control over Operations

Internal Control over Financial Systems

Internal Control over Reporting

Inspector General

Industrial Preparedness Manufacturing Technology
Independent Public accountant

Improper Payments Elimination and Recovery Act

Improper Payments Elimination and Recovery Improvement Act

Improper Payments Information Act
Invoice, Receipt Acceptance, and Property Transfer
Installation Restoration Program
Information Technology

Internal Use Software

J6 Enterprise Technology Services

Law Enforcement Support Office

Logistics Research & Development

Local Risk Profile

Meals and Incidental Expenses

Moving Average Cost

Management’s Discussion and Analysis
Major Headquarters Activity

Military Construction

Military Interdepartmental Purchase Request
Major Subordinate Command

North Atlantic Treaty Organization

Naval Facilities Engineering Command

Net Operating Result

Operation and Maintenance

Outside Continental United States

Other Defense Organizations

Office of the Inspector General

Office of Management and Budget

Office of the Secretary of Defense

On-Time Delivery

Office of the Under Secretary of Defense
Office Under the Secretary of Defense, Comptroller
Office of Workers' Compensation Programs
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P2S Plan to Stock

PBL Performance Based Logistics

PCI Process Cycle Integrators

PDW Procurement Defense-Wide

PM Program Manager

PMT Program Management Team

PP&E Property, Plant, and Equipment

PPR Post Payment Review

PQDRs Product Quality Deficiency Reports

R&D Research and Development

RACER Remedial Action Cost Engineering & Requirements
RCRA Resource Conservation and Recovery Act

RDT&E Research, Development, Test, & Evaluation

RP Risk Profile

SARA Superfund Amendments and Reauthorization Act
SBR Statement of Budgetary Resources

SC Supply Chain

SCNP Statement of Changes in Net Position

SES Senior Executive Service

SFFAS Statements of Federal Financial Accounting Standards
SNC Statement of Net Cost

SOP Standard Operating Procedure

STORES Subsistence Total Order and Receipt Electronic System
TAS Treasury Account Symbol

TF Transaction Fund

TI Treasury Index

TRANSCOM Transportation Command

USC United States Code

USSGL United States Standard General Ledger

USSTRATCOM | United States Strategic Command
USTRANSCOM | United States Transportation Command
WCF Working Capital Fund

WoG Whole of Government
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